Chapter 1: Obfuscation

test@PPMUMCPUO372:~S python
Python 2.7.12 (default, Nov 20 2017, 18:23:56)
[GCC 5.4.0 20160609] on linux2

Type "help", "copyright”, "credits" or "license" for more information.
>>>

https://www.python.org/downloads,/

Python

e python’ . I

About Downloads Documentation Community Success Stories News Events

Download the latest version for Windows

Download Python 3.6.5

Looking for Python with a different 052 Python for Windows,
Linux/UNIX, Mac OS X, Other

Want to help test development versions of Python? Pre-releases

Looking for Python 2.7? See below for specific releases

test@PPMUMCPUB372:~$ python caesaril.py
Enter message, like HELLO: HELLO
0 7 10 K
4 7 KH
11 14 KHO
11 14 KHOO
14 17 KHOOR
obfuscated version: KHOOR




test@PPMUMCPUB372:~S python

Python 2.7.12 (default, Nov 20 2017, 18:23:56)
[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> str = "ABCDE"

>>> str.find("A")

0

>>> str.find("B")

1

>>> exit()

test@PPMUMCPUB372:~S .

test@PPMUMCPUO372:~S python caesarl.py
Enter message, like HELLO: HELLO

7 10 K

4 7 KH

11 14 KHO

11 14 KHOO

14 17 KHOOR
obfuscated version: KHOOR

test@PPMUMCPUB372:~S python caesar2.py

Enter message, like HELLO: HELLO

Shift value, like 3: 3

Obfuscated version: KHOOR

test@PPMUMCPUB372:~S python caesar2.py

Enter message, like HELLO: HELLO

shift value, like 3: 10

Obfuscated version: ROVVY

test@PPMUMCPUB372:~$ python caesar2.py

Enter message, like HELLO: HELLO

Shift value, like 3: 14

Traceback (most recent call last):
File "caesar2.py", line 25, in <module>

str_out += alpha[newloc]
IndexError: string index out of range
test@PPMUMCPUO372:~$S I




test@PPMUMCPUO372:~S sudo nano caesar3.py
test@PPMUMCPUO372:~S python caesar3.py
Enter message, like HELLO: HELLO
Sshift value, like 3: 14
Obfuscated version: VSZZC
test@PPMUMCPUO372:~S python caesar3.py
Enter message, like HELLO: HELLO
Shift value, like 3: 24
Obfuscated version: FCJIM
test@PPMUMCPUO372:~S python caesar3.py
Enter message, like HELLO: HELLO
Shift value, like 3: 44
Traceback (most recent call last):

File "caesar3.py", line 29, in <module>

str_out += alpha[newloc]

IndexError: string index out of range
test@PPMUMCPUO372:~S I

test@PPMUMCPUO372:~S$ python caesar4.py
Enter message, like HELLO: HELLO

Shift value, like 3: 3

Obfuscated version: KHOOR
test@PPMUMCPUO372:~$ python caesar4.py
Enter message, like HELLO: HELLO

Shift value, like 3: 300

Obfuscated version: VSZZC
test@PPMUMCPUO372:~S I




GNU nano 2.5.3 File

alpha = "ABCDEFGHIJKLMNOPQRSTUVHWXYZ"

str_in = raw_input("Enter message, like HELLO: ")

shift = int(raw_input("shift value, like 3: "))

len(str_1in)

str_ out = ""

for 1 in range(n):
str_in[1i]
loc = alpha.find(c)
newloc = loc + shift

str_out += alpha[newloc]

print "Obfuscated version:", str_out

Enter message, like HELLO: HELLO
Shift value, like 3: 20
Traceback (most recent call last):
File "caesar2.py", line 25, in <module>

str _out += alpha[newloc]
IndexError: string index out of range
test@PPMUMCPUO372:~S I

: caesar2.



GNU nano 2.5.3 File:

Ellpha = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"

str_in = raw_input("Enter message, like HELLO: ")

shift = int(raw_input("Shift value, like 3: "))

len(str_in)

"n

str_out =

for 1 in range(n):
str_in[i]
loc = alpha.find(c)
newloc = loc + shift
if newloc >= 26:
newloc -= 26

str_out += alpha[newloc]

print "Obfuscated version:", str_out

Enter message, like HELLO: HELLO
Shift value, like 3: 20
Obfuscated version: BYFFI

Enter message, like HELLO: HELLO
Shift value, like 3: 40
Traceback (most recent call last):
File "caesar3.py", line 29, in <module>
str_out += alpha[newloc]
IndexError: string index out of range

caesar3.




GNU nano 2.5.3 File:

Ellpha = "ABCDEFGHIJKLMNOPQRSTUVHWXYZ"

str_in = raw_input("Enter message, like HELLO: ")

shift = int(raw_input("Shift value, like 3: "))

len(str_in)

str_out =

for 1 in range(n):
str_in[i]
loc = alpha.find(c)
newloc = (loc + shift)%26

str_out += alpha[newloc]

print "Obfuscated version:", str_out

Enter message, like HELLO: HELLO

Shift value, like 3: 40

Obfuscated version: VSZZC
test@PPMUMCPUO372:~5 python caesar4.py
Enter message, like HELLO: HELLO

Shift value, like 3: 3000

Obfuscated version: ROVVY
test@PPMUMCPUO372:~S

Enter message, like HELLO: HELLO
Obfuscated version: URYYB
test@PPMUMCPUO372:~S python roti3.py
Enter message, like HELLO: HELLO
Obfuscated version: URYYB

caesar4.



GHNU nano 2.5.3

File: roti3.

Ellpha = "ABCDEFGHIJKLMNOPQRSTUVHWXYZ"

str_in = raw_input("Enter message, like HELLO: ")

shift = 13

len(str_in)

str out = ""

for 1 in range(n):
str_in[i]
loc = alpha.find(c)
newloc = (loc + shift)%26

str_out += alpha[newloc]

print "Obfuscated version:"™, str_out

Enter message, like HELLO: HELLO
Obfuscated version: URYYB

test@PPMUMCPUB3T2:~5 python roti13.py

Enter message, like HELLO: URYYB
Obfuscated version: HELLD

0b01000011\01000010\01000001



o ABC, ..Z for0-25
o a b,c ..z for26-51
o 01,2, ..9 for52-61

o +/ for 62 and 63
'ABC' is 0b0100000w 0100001q 01000011
6-bit groups ObOIOOOq 010100‘ 00100]+ 000011
Decimal 16 20 9 3
BASE64 Q U J D

>>> "ABC".encode("base64")
'QUID\n'
>>> "ABCD".encode("base64")

'QUIDRA==\n'
>>> "ABCDE".encode("base64")
'QUIDREU=\n"
>>> "ABCDEF".encode("base64")
'QUIDREVG\n'

>>>

>>> "ABCD".encode("base64")
'QUIDRA==\n"

>>> "ABCD\x00".encode("base64")
'QUIDRAA=\n"

>>> "ABCD\x00\x00".encode("base64")
'QUIDRAAA\N'

>>>




[ NN ) &3 AccessData Registry Viewer_1.8.3.exe

0 |4D5A9000 03000000 04000000 FFFFO00O| MZé

16 |B8000000 00000000 40000000 0000000 | (1] @
32| 00000000 00000000 00000000 00000000
4800000000 00000000 00000000 00010000
64 |OE1FBAQE Q0B4@9CD 21B8014C (CD215468 S ¥ O0!T LO!Th
8069732070 726F6772 616D2063 616EGEGF||is program canno
96| 74206265 2072756E 20696E20 444F5320||t be run in DOS
112 |6D6F6465 2EQDODOA 24000000 00000000 ||mode. $

Single-byte and Multi-byte XOR

e Single-Byte XOR: Use the same key for every byte

e 'ABC 0b01000001/01000010|01000011
e 'B'repeated 0b01000010{01000010|01000010
e XOR 0b00000011/00000000|00000001

e Multi-Byte XOR: Repeat a pattern

e 'ABC 0b01000001/01000010 01000011
e 'BC' repeated 0b01000010/01000011 01000010
e XOR 0b00000011 00000001 00000001




Enter text: HELLO

Enter text: HELLO
Enter key: grs

q 57
E r 55
L s 63
L q 61 =
0r 61 =

test@PPMUMCPUB3T72:~5 python xor2.py
Enter text: HELLO Kitty

Enter key: qgrs

57 9
55 7
63 ?
61
61
83
58
27
7
5
11

q
r
s
q
r
s
q
r
s
q
r

gext = raw_input("Enter text: ")
n = len(text)

for 1 in range(n):
t = text[i]
print t

est@PPMUMCPUB372:~5 python xoril.py
nter text: HELLO

t
E
H
E
L
L
0



GNU nano 2.5.3 File: xor2.p

raw_input("Enter text: ")
raw_input("Enter key: ")
len(text)

in range(n):
text[i]
key[i%len(key)]
ord(k) » ord(t)
print t, k, x, chr(x)

Enter text: HELLO
Enter key: qrs
Hq 57

55

63 ¢
61
61

GNU nano 2.5.3 File: xor2a.p

raw_input("Enter text:
= raw_input("Enter key: ")
len(text)

"o

cipher =
for in range(n):
text[1]
key[i%len(key)]
ord(k) ~ ord(t)
cipher += chr(x)
print text, key, cipher.encode("hex")

P

test@PPMUMCPUB372:~5 python xor2a.py
Enter text: HELLO Kitty

Enter key: grs

HELLO Kitty qrs 39373f3d3d533a1b07050b




GNU nano 2.5.3 File:

caesar4.

Ellpha = "ABCDEFGHIJKLMNOPQRSTUVHWXYZ"

str_in = raw_input("Enter message, like HELLO: ")
shift = int(raw_input("Shift value, like 3: "))

n = len(str_1in)
strout = ""

for i in range(n):
c = str_1in[i]
loc = alpha.find(c)
newloc = (loc + shift)%26
str_out += alpha[newloc]

print "Obfuscated version:", str_out

test@PPMUMCPUB3T72:~5 python caesar4.py
Enter message, like HELLO: HELLO

Shift value, like 3: 3
Obfuscated version: KHOOR

GNU nano 2.5.3 File: caesars.

alpha = "ABCDEFGHIJKLMNOPQRSTUVHXYZ"
str_in = raw_input("Enter ciphertext: ")

for shift in range(26):

n = len(str_in)
str=out ="

for 1 in range(n):
c = str_1in[1]
loc = alpha.find(c)
newloc = (loc + shift)%26
str_out += alpha[newloc]

print shift, str_out



test@PPMUMCPUO372:~S python caesar5.py
Enter ciphertext: KHOOR
KHOOR

LIPPS
MJQQT

NKRRU
OLSSV

PMTTW
QNUUX

ROVVY

SPWWZ
TQXXA

URYYB

VSZZC

WTAAD

XUBBE

YVCCF

ZWDDG

AXEEH

BYFFI

CZGGJ

DAHHK

EBIIL

FCJIM

GDKKN

HELLO

IFMMP

JGNNQ
test@PPMUMCPUO372:~$

Lo~NOOUBMBHABWNRELEO




Enter ciphertext: ABJLKPQOXQFLK
© ABJILKPQOXQFLK
BCKMLQRPYRGML
CDLNMRSQZSHNM
DEMONSTRATION
EFNPOTUSBUJPO
FGOQPUVTCVKQP
GHPRQVWUDWLRQ
HIQSRWXVEXMSR
IIRTSXYWFYNTS
JKSUTYZXGZOUT
KLTVUZAYHAPVU
LMUWVABZ IBQWV
MNVXWBCAJCRXW
NOWYXCDBKDSYX
OPXZYDECLETZY
PQYAZEFDMFUAZ
QRZBAFGENGVBA
RSACBGHFOHWCB
STBDCHIGPIXDC
TUCEDIJHQIYED
UVDFEJKIRKZFE
VWEGFKLISLAGF
WXFHGLMKTMBHG
XYGIHMNLUNCIH
YZHIINOMVODJI
ZAIKIOPNWPEKJ

VOOV HEWNRE

® Encode with .encode("base64")

e Decode with .decode("base64")

GNU nano 2.5.3 File: xor2.

raw_input("Enter text:
raw_input("Enter key: ")
len(text)

in range(n):
text[i]
key[i%len(key)]
ord(k) » ord(t)
print t, k, x, chr(x)



e Ciphertext: snw{fzs

® Keyisb

GNU nano 2.5.3 File: xor3.

text = raw_input("Enter text:
n = len{text)

for k in "0123456789";

clear =

for 1 in range(n):
t = text[i]
x = ord(k) » ord(t)
clear += chr(x}
print k, clear

test@PPMUMCPUO372:~S nano Xxor3.py
test@PPMUMCPUO372:~S python xor3.py
Enter text: snw{fzs

0 CAGKVIC

B_FIWKB

A\EITHA

@]DHUI@

GZCORNG

F[BNSOF

EXAMPLE

DY@LQMD

KVOCABK

JWNB_CJ

1
2
3
4
5
6
7
8
9

e Decipher this: kquht}

o Key is a single digit



® Decipher this: 70155d5¢c45415d5011585446424c

e Key is two digits of ASCI|

test@PPMUMCPUG3T72:~% python hello.py
HELLO

test@PPMUMCPUB372:~5 python

Python 2.7.12 (default, Dec 4 2817, 14:58:18)

[GCC 5.4.8 20160689] on linuxZ

Type "help", "copyright", "credits" or "license" for more information.
>>> primt "HELLO"

HELLO

-

| hello - Notepad -

File Edit Format WView Help
print "HELLO"




Chapter 2: Hashing

", "HELLO").hexdigest()
'c65f99fB8c5376adadddc46d5cbef5762f9e55eb7’
>>> hashlib.new("sha256", "HELLO").hexdigest()
'3733cd977ffB8eb18b987357e22ced99746097F31ecb239e878ae63760e83e4d5"
>>> hashlib.new("sha512", "HELLO").hexdigest()
'33df2dcc31d35e7bc2568bebf5d73a1e43a0e624b651basef3157bbfb728446674a231b8b6e97fale570c3blde6d6c677541b262ac22afdas878fa2b591c7f08’

test@PPMUMCPUO372:~$ python

Python 2.7.12 (default, Nov 20 2017, 18:23:56)

[GCC 5.4.0 20160609] on 1linux2

Type "help", "copyright", "credits" or "license" for more information.
>5>

test@PPMUMCPU0372:~$ python

Python 2.7.12 (default, Nov 20 2017, 18:23:56)

[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import hashlib

>>> hashlib.new("md5", "HELLO").hexdigest()
'eb6leead90e3b899c6bcbe27ac581660"

>>> hashlib.new("md5", "HELLO!").hexdigest()
'9ac96c64417b5976a58839%eceaa77956'

=22 II

>>> hashlib.new("md5", "HELLOa").hexdigest()
'f017243288f24f851a43c07328318733"

=== I

>>> hashlib.new("shal", "HELLO").hexdigest()
'c65f99f8c5376adadddcd46d5cbcf5762f9e55eb7"

el ] I

>>> hashlib.new("sha256", "HELLO").hexdigest()
'3733cd977ff8eb18b987357e22ced99f46097f31ecb239e878ae63760e83e4d5"

>>> II




test@PPMUMCPUO372:~$ python

Python 2.7.12 (default, Nov 20 2017, 18:23:56)

[GCC 5.4.0 20160609] on 1linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import hashlib

>>> hashlib.new("md5", "HELLM").hexdigest()

'078975f7ae348a9b44872ef330f52cd5’
>>> hashlib.new("md5", "HELLN").hexdigest()
'42a761cb17ealad153a2244553f1ed02’
>>> hashlib.new("md5", "HELLO").hexdigest()
'eb61eead90e3b899c6bcbe27ac581660"

=22 I

B Administrator: Command Prompt

C:\Users\Administrator>net user /? able P@swoOrd
The syntax of this command is:

NET USER
[username [password | *] [options]] [/DOMAIN]
username {password | *} /ADD [options] [/DOMAIN]
username [/DELETE] [/DOMAIN]
username [/TIMES:{times | ALL}]
username [/ACTIVE: {YES | NO}]

C:\Users\Administrator>net user john P@sword /add
The command completed successfully.

C:\Users\Administrator>net user paul P@swoOrd /add
The command completed successfully.

C:\Users\Administrator>net user ringo P@sw@rd999 /add
The command completed successfully.




File View Configure Tools Help
SROHBRE +yv R IVDEES0%R 0 0
L& Decoders I§ Network li’? Sniffer I@‘) Cracker I@ Traceroute lm CChbu I':':'A'i' Wireless Ia) Query l
o Cracker User Name [ tMPas... | <..| NT Pas... | LM Hash | NT Hash
A LM & NTLM Hashes | 3¢ Administrator ~ * empty * * AAD3B435B51404EEAAD3B435B51404EE  89551ACFF8895768E489BB3054AFO4FD
- NTLMv2 Hashes (0) |\ DefaultAccount ~empty™ *  ~empty™ AAD3B435B51404EEAAD3BA35B51404EE 31D6CFEOD16AE931B73C59DTEOCO89CO
4R MS-Cache Hashes (0 | P Guest *empty* * *empty* AAD3B435B51404EEAAD3B435B51404EE 31D6CFEOD16AE931B73C59DTEOCO89CO
@ PWLfiles (0) X john *empty* * AAD3B435B51404EEAAD3BA35B51404EE  4649843CEEAC228E43667D160AB1D994
A Cisco 10S-MDS5 Hash | X paul *empty* * AAD3B435B51404EEAAD3B435B51404EE  4649843CEEAC228E43667D160AB1D994
.} Cisco PIX-MD5 Hash | X ringo *empty* * AAD3B435B51404EEAAD3B435B51404EE  5C2CBBSBEDAACT223FDA57DBFI4CI3T3
.8 APOP-MDS5 Hashes (

>>> hashlib.new("md4", "P@swOrd".encode("utf-161le")).hexdigest()

'4649843ceeac228e43667d160ab1d994"

22>

\
‘ GO gle 4649843CEEAC228E43667D160AB1D994

All Maps Videos Images Shopping More

1 result (0.32 seconds)

rockyou: 10761001 - 10762000 - SpeedHasher.com

https://speedhasher.com/wordlists/rules/rockyou/10761/passwords.htm v

NTLM (no LM), aad3b435b51404eeaad3b435b51404ee:4649843ceeac228e43667d160ab1d994. MD5,

\
‘ 58881cb93191e35afe30a0d8aadae148. SHA- ...
\

Q

U

Settings Tools

Input P@swOrd

NTLM

90f2d3b527a304d0aad3b435b51404ee:4649843ceeac228e43667d160ab1d994




1in "6/89":

"P@swOrd99" + c

hashlib.new("md4", p.encode("utf-161le")).hexdigest()
print p, h

P@swOrd996 b3ef8f811b362bf13045afd2f5716baf
P@swOrd997 ffeb5fe830aa227428073fcblaal5ch9
P@swOrd998 9f630141e0b30b0cc41a4dd1352bd9bd
P@swOrd999 5c2cbb886d4ac7223fd457dbf94c9373

=>>> I

test@PPMUMCPUG372:~$ python

Python 2.7.12 (default, Nov 20 2017, 18:23:56)

[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import hashlib

>>> hashlib.new("md4", "P@swOrd".encode("utf-161e")).hexdigest()
'4649843ceeac228e43667d160ab1d994"

=22 I

>>> hashlib.new("md4", "P@s0rd".encode("utf-16le")).hexdigest()
'8af4abf869c655bdec3e0709¢c0cf9244"

>>> hashlib.new("md4", "P@swOrd997".encode("utf-161e")).hexdigest()
'ffeb5fe830aa227428073fcb1aa15c59’

>>> hashlib.new("md4", "P@swOrd998".encode("utf-161e")).hexdigest()
'9f630141e0b30b0cc41a4dd1352bdobd’

>>> hashlib.new("md4", "P@sw0rd999".encode("utf-161le")).hexdigest()
'Sc2cbb886d4ac7223fd457dbf94¢c9373"

>>>

student@ubuntu:~$% sudo tail -n 3 /etc/shadow
john:$6$qIlo@foX5$r7kx5FnTYMWANoz8zacMRdHjxiFs%aaKsj2n0bF025.q86AT0VCxIKH/kqdeDrT
FHOXvSXQ5ZDEmcEzX2NCik/:17447:0:99999:7:::

paul: $6$yoHEmM7/a$XUBKbMwYa3V5QPLGLAtsL3yNiGD7Bx5v1grn. sVQTfxFp@aLGNPFW510QYTvtMLE
MNGC. tpBtwu/GPM4SDhp5W. :17447:0:99999:7:::
ringo:$6$y0b00jJl/$CIHCzyqDq1hhR1fJ3nRIA0iIqvAOXUycbWH1e4QQ/QCt/beFyzFe98AIVoAr/a
LYz2ShRVYwTYY.cKVnnupcP. :17447:0:99999:7:::



GNU nano 2.5.3 File: login.defs

/etc/login.defs - Configuration control definitions for the login package.

Three items must be defined: MAIL_DIR, ENV_SUPATH, and ENV_PATH.

If unspecified, some arbitrary (and possibly incorrect) value will
be assumed. All other items are optional - if not specified then

the described action or option will be inhibited.

Comment lines (lines beginning with "#") and blank lines are ignored.
Modified for Linux. --marekm
REQUIRED for useradd/userdel/usermod
Directory where mailboxes reside, _or_ name of file, relative to the
home directory. If you _do_ define MAIL_DIR and MAIL_FILE,
MAIL_DIR takes precedence.

Essentially:
- MAIL_DIR defines the location of users mail spool files

(for mbox use) by appending the username to MAIL_DIR as defined
below.

- MAIL_FILE defines the location of the users mail spool files as the
fully-qualified filename obtained by prepending the user home
directory before SMAIL_FILE

NOTE: This is no more used for setting up users MAIL environment variable
which is, starting from shadow 4.0.12-1 in Debian, entirely the
job of the pam_mail PAM modules
See default PAM configuration files provided for
login, su, etc.

This is a temporary situation: setting these variables will soon
move to [etc/default/useradd and the variables will then be
no more supported
Read 341 lines (Warning: No write permission
Write out @ Where Is WY Cut Text a8 Justify Cur Pos
@Y Read File Replace WY Uncut Text @I To Spell Wl Go To Line

>>> from passlib.hash import sha512_crypt
>>> sha512_crypt.using(salt="qlo0foX5", rounds=5000).hash("P@swlOrd")

'$65qI00foX55r7kx5FnTYMWANoz8zacMRdHjx1Fs9aaKsj2n0bF0zS. q86AfOVCxJKH/kqdcDr TFH9XVSXQ5ZDEmc
ZX2NCik/'

=>>>




>>> sha512_crypt.using(salt="qIo®foX5", rounds=5000).hash("P@swOra")
'$65qIo0f0X55DX/.g5q2C8NdzBKIYn2 IWTLMw3nQwlpRebYEBaasuyE1oRFImk9tF1cHI1C9Ecmdnk6QZFuYnkUXWk
.6Jssbo0'’

>>> sha512_crypt.using(salt="qIo@foX5", rounds=5000).hash("P@swOrb")
'$65qI00f0X551Y16BYzTCgWTdR15ErYB/EoL4ImlwwPBMgDrLDSVomCvLG83Id8oAAkrFixSzxoKtmu79qBLa6IDK6
irIMwlLjo'

>>> sha512_crypt.using(salt="qIo@foX5", rounds=5000).hash("P@swOrc")
'$65qIo0foX55FInTG1I0aaR2Z7MadTzSG90WaL57vC8Ita. /DKLwITf6vhHd19BXThneeocx0e5hYKTIIIrT17u0zkB
WNwGhdQ/

>>> sha512_crypt.using(salt="qIo@foX5", rounds=5000).hash("P@swOrd")

'$65qIlo0foX55r 7Tkx5FnTYMWANoz8zacMRdHjx1Fs9aaKsj2n0bF0zS. q86AfOVCxIKH/kqdecDr TFH9XvSXQ5ZDEmcE

zX2NCik/"

>>>

>>> hashlib.new("md4", "P@swOrd".encode("utf-161le")).hexdigest()
'4649843ceeac228e43667d160ab1d994"

>2>> I

GNU nano 2.5.3 File: chalila.p
import hashlib

for c1 in "0123456789":
p=2cl
hash = hashlib.new("md4", p.encode("utf-161le")).hexdigest()
print p, hash

test@PPMUMCPUO372:~$ python challa.py
7bc26760a19fc23e0996daa99744ca80
69943c5e63b4d2c104dbbcc15138b72b
8f33e2ebe5960b8738d98a80363786b0
5f18a8499cdd4f43d89424ad39ce9af7
e30f7b552153369b2920e3715€0392a0

c7cOf6f33f4e34bcOb595fc942cb6dn3
b3cc27d02c5e59ac39384440fdfffofd
99ce74551ba6bbfb12eac366090e26032
90ad6ab281c4aef16e5a7564c307a7e8
est@PPMUMCPUB372:~$ |}

0
1
)
3
4
5 94f23786fe827d0a3c0029dc5eb27a65
6
7
8
9
t



Hash:
o 5875F2524BBE45F3504236B75A9A483D

Hash:
o 0342DB37D0A08A6EA2284584876CCEDO

test@PPMUMCPUG372:~$ python

Python 2.7.12 (default, Dec 4 2017, 14:50:18)

[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import hashlib

>>> hashlib.new("md5", "password").hexdigest()
'5f4dcc3b5aa765d61d8327deb882cf99'

>>> hashlib.new("shal", "password").hexdigest()
'S5baab1e4c9b93f3f0682250b6cf8331b7ee68fd8"

=2




test@PPMUMCPUG372:~$ python
Python 2.7.12 (default, Dec 4 2017, 14:50:18)
[GCC 5.4.0 20160609] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>> import hashlib
>>> p = "password"
>>> h = p
>>> for 1 in range(10):
h = hashlib.new("md5", h).hexdigest()
print i1+1, h

5f4dcc3b5aa765d61d8327deb882cf99
696d29e0940a4957748fe3fc9efd22a3
5a822e6c339c96c9c0513a46e44c39683
e7/77a29bee9227c8aba86eObad61fc40
7b3b4de00794a247cf8df8e6fbfel19bf
20ffe80a69fbe8ced4d848eef461b3e39
55ae17202f23e50f30883ee4bb581001
c66bfc320be01d07d4c326dead254chb9
97265ae89ab509a0e969a024b73f8ele
10 e36b70041d8f1609aa40b9ebbad363cf

=22

WO~ B Wi s

c09145ad46b058fba82e4218169c¢7121

>>> from passlib.hash import sha512_crypt

>>> s = "12345678"

>>> p = "password"

>>> sha512_crypt.using(salt=s, rounds=5000).hash(p)

'$6$12345678518tr4xFAC6/TtYWdpOLWE jQre2LcYm2jdSMNLQDIyqRv . cKo7KMD5 /HpzVVFKpUQLIekr /Vw.0dIm
tRM85fg/"

>>>




Chapter 3: Strong Encryption

Plaintext
key
Encryption
Ciphertext
>>> key = "Sixteen byte key"

>>> cipher = AES.new(key)

>>> cipher.encrypt("Secret: 16 bytes").encode('"hex")
'433811598181fed6d59e265249f8c6a8"

>>>

>>> cipher.encrypt("Secret: 16 bytet").encode("hex")
'00c106728883eced4a2470a352c0865d2"

test@PPMUMCPUB372:~S python

Python 2.7.12 (default, Dec 4 2017, 14:50:18)

[GCC 5.4.0 20160609] on linux2
e "help", "copyright", "credits" or "license" for more information.
from Crypto.Cipher import AES
key = "Sixteen byte key"

plain = "Secret: 16 bytes"

cipher = AES.new(key)

ciphertext = cipher.encrypt(plain)
print ciphertext.encode("hex")
811598181fed6d59e265249f8c6a8




433811598181fed6d59e265249T8c6a8

<ey = "Sixteen byte k

cipher = AES.new(key)

ciphertext = cipher.encrypt{plain)
print ciphertext.encode("hex")

907cd312776f66727efb29d197494

lain = "Secret: 16 bytfs”

iphertext = cipher.encrypt(plain)

rint ciphertext.encode("hex")
b203ab814f0975955352268ed3812

Plaintext Plaintext Plaintext

key key key

v

—— Encryption _,| Encryption —» Encryption

4

L ¥ 3

Ciphertext Ciphertext Ciphartext



Original Encrypted with AES-ECB

O

Plaintext [0:16] Plaintext [16:32] Plaintext [32:48]

Initialization Vector (IV)
block cipher block cipher block cipher
Rey encryption Key encryption Key encryption

— — 1

EEEEEFEE TR OIOITIITITTTTTTITT] OIITITTITTITITTTTT]
Ciphertext [0:16] Ciphertext [16:32] Ciphertext [32:48]

Cipher Block Chaining (CBC) mode encryption




Original Encrypted with AES-CBC

from Crypto.Cipher import AES

key = "Sixteen byte key"

iv = "Initialization v"

plain = "Secret: 16 bytfs”

cipher = AES.new(key, AES.MODE_CBC, iv)

cipher.encrypt(plain).encode("hex")
ae623c4b42bb3b8M11dded45eafdc71’

test@PPMUMCPUB372:~$ python
Python 2.7.12 (default, Dec 4 2017, 14:50:18)
[GCC 5.4.68 20160609] on linux2
Type "help", "copyright", "credits" or "license" for more information.
== from Crypto.Cipher import AES

key = "Sixteen byte key"

plain = "Secret: 16 bytes”

cipher = AES.new(key)

ciphertext = cipher.encrypt{plain)

print ciphertext.encode("hex")
433811598181fed6d59e265249f8c6a8




> ciphertext = cipher.encrypt(plain3)
> print ciphertext.encode("hex")
fe6ac36a4503a3d3388fdbaBe6d1628b31a513bd5252e5f079d714b3ab99b5a84c2d7c@4be121fdf9e9fe2cedazb

iv = "1111222233334444"

cipher = AES.new(key, AES.MODE_CBC, iv)
ciphertext = cipher.encrypt(plain3)
print ciphertext.encode("hex")

Plaintext [0:16] Plaintext [16:32] Plaintext [32:48]
EELEINEE TRy T R 4 153 1 D 5 L0 ) O L D0 0 OO0 .
Initialization Vector (IV)
I O O O R S
Key block cupvher Key block cipher Key block cipher
encryption encryption encryption

— — 1

Ciphertext [0:16] Ciphertext [16:32] Ciphertext [32:48]

Cipher Block Chaining (CBC) mode encryption

e |f one byte of padding is needed, use 01
e If two bytes of padding are needed, use 0202
e |[f three bytes of padding are needed, use 030303

e Andsoon..



Ciphertext [0:16] Ciphertext [16:32] Ciphertext [32:48]

block cipher block cipher block cipher
ney decryption Rey decryption Rey decryption
Initialization Vector (IV)
I O I I O e —
EEEEEE s I [ [ () 0 5 (3 I3 I [ [ ) 9 CEEEEEEEEE
Plaintext [0:16] Plaintext [16:32] Plaintext [32:48]

Cipher Block Chaining (CBC) mode decryption

test@PPMUMCPUO372:~S python
Python 2.7.12 (default, Dec 4 2017, 14:50:18)
[GCC 5.4.0 20160609] on linux2
Type "help"”, "copyright"”, "credits" or "license" for more information.
from pador import encr, decr
a = "This is simple sentence is forty-seven bytes long."
¢ = encr(a)
print c.encode("hex")

>>> decr(c)
'This is simple sentence is forty-seven bytes long.

mod = a[:47] + "A"
decr(mod)
ADDING ERROR'

- W W
L

VoV WV

W

[']



e Change ciphertext[16:31] to any bytes
e Change ciphertext[31] until padding is valid

e Intermediate[47] must be 1

Ciphertext [0:16] Ciphertext [16:32] Ciphertext [32:48])
CCIIITTITITITTITITTIT] EnEEEEEEEaRREEn | CIITITTITTITTITTTT]
Ke block cipher Ke block cipher Ke block cipher Intermediate{47]
y decryption y decryption y decryption
Initialization Vector (IV) % IO
1 1 O 0 O O e ] .
CITTTTTT TN I T ] BIgE J_L L) ] OO ITT T,
Plaintext [0:16] Plaintext [16:32] Plaintext [32:48]

Cipher Block Chaining (CBC) mode decryption

>>> prefix = c[0:16] + "A"*15
>>> for i1 in range(256):
mod = prefix + chr(i) + c[32:]
if decr(mod) != "PADDING ERROR":
print i1, "is correctly padded"

e Two bytes of padding:
o ciphertext[46] =ciphertext[47] = 2
o Set ciphertext[31] =235/ 2 =233



>>> prefix = c[0:16] + "A"*14
>>> for 1 in range(256):
mod = prefix + chr(i) + chr(233) + c[32:]

if decr(mod) != "PADDING ERROR":
print i, "is correctly padded"

ord("A") A 113
14235

e ciphertext[30]

e ciphertext[31]

from pador import encr, decr

a = "This zimple sentence i3 forty-seve tea lo
c = encria)
print c.encode {"hex")

decr(c)

mod = c[0:47] + chr({gd)
decr (mod)

from pador import encr, decr
prefix = c[0:16] + "L"*15

|for i in range(256):
mod = prefix + chr{i) + c[32:]

| if decr(mod) "= "PADDING ERROR™:
print i, "is correctly padde
prefix = c[0:18] + "A"+*14

|for i in range(256):
mod = prefix + chr{i) + chr(233) + c[3Z:]
| if decrimod) '= "FADDING EF "
print i, "is correctly padded”

prefix = c[0:148] + "A"*14

c30 = ord("2") ~ 113

c3l =1 *~ 235

mod = prefix + chr(c30) + chrc3l) + c[32:]
decr (mod)



e Private key d is made from two large prime numbers: p and g
e Public key is the productn=p * q
o And an arbitrary value e

o If pand q are large, "factoring” n into p and q is very difficult

e Public key is two numbers: (n, e)

o e can be any prime number, often 65537
® Encryption: y=x*modn
e Decryption: x=y%mod n

o xis plaintext, y is ciphertext

o phin=(p-1) * (g-1)
o d*e=1mod phin

test@PPMUMCPUD372:~$ python
Python 2.7.12 (default, Dec 4 2017, 14:50:18)
[GCC 5.4.0 20160689] on Llinux2
e "help", "copyright", "credits" or "license" for more information.
from Crypto.PublicKey import RSA
key = RSA.generate(2048)
publickey = key.publickey()
plain = 'encrypt this message'

ciphertext = publickey.encrypt(plain, @) [@]

print ciphertext.encode("hex")
6ded7e7bacdf160a48b6039f09a894Ff8ffdd7292554028e01751c93fc71a34ac43abdff5b638f33a54
6c829ceb3d857c82de17dbd496a40012989Fb032036a3e28791b29378e637a180e81263d63a3a91907
B25bd14c@7efc82bdas5892971930b5ddb1412252377ab9ddb16eca43271c328f7ebas7f78adcf70el12c
b317de5486683da985be23f8cce2ad1dc3b74581c4a57d040b3c638c32334F602d12926T686cfc61ce3




test@PPMUMCPUO372:~S python

Python 2.7.12 (default, Dec 4 2017, 14:50:18)

[GCC 5.4.0 20160609] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> from Crypto.PublicKey import RSA

>>> key = RSA.generate(2048)

>2>2>

publicKey = key.publickey()

plain = 'encrypt this message’

ciphertext = publicKey.encrypt(plain, 0)[0]
print ciphertext.encode("hex")

4ac8816ed69452a9f574deee72173a8881db6cfe5bc8bf6c11513105cccc06e4446Fdd6d19146694deb507ca86cffadc9c3d214578902Ff062cee337417fcOec27ac
Oece9ab225deac588a9¢c9191c3e14147dd3656e1ddecd4dd2001db1da670f5122b77436609cc1fd356e5f33fa91adf22fofbb82af140189a9ee75b8dcde85¢c9691e
535f1ea303b3836b0d0eb142662bb3ad064b660952049b276ec2ba83efd6f9eb7b39696c16cd01882f2f4ea9cc62f47c5beab6b090915e3c4fc2ff644913286372e
82fa735b90db0c1d9b39933db7cfff1497498a3ac2e184e679b665666F61f5317ab8e91dd71db7698c0a19c70be30e2c9a85ad9666ce206cf82f7578

1dc722865cc796a47de57bf94ff531c1b07127f15f5c0fblebdf7e31f0292ac0c381e4c2badf608080fe60018a8779d472d44c7ab34bb5dfoe744bSeeafed320dc7
bas40ddbde2cfoc6888debac5e3da3b27e561929a56245739033dfd9e5b49baa6c85e6825556257f7¢c76632606fe3934cadd1aasf98a2dba44f972aa2cff718cacf
24ceab784c8b767eba2110e7061a4fdf243302132aaf26398ad6fccc3ace1d1d42f73c687f0d4267c446984cd646c73751b8fb1391d9568e2c1ad8e5dac9915511bc
74313c4567d8553552bc9dbd1db27b474752e713520e806314F47f88451173686F5df15786a2a360256e002cf7bafe3ee85cbda68098a371e0f4633

10**100 + 1

10000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000001L

>>> a*a
1000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000!
0000000000000000000000000000000000000000000000000000000000000000000001L

>>>

>>> 3 10**100 + 1
=»> b = a*a

>>> import math

>>> math.sqrt(b)
le+100

e e

from decimal import *
a = 10**100 + 1
b = a*a
>> Decimal(b).sqrt()
Decimal('1.000000000000000000000000000E+100" )
=»>> getcontext().prec = 200
>>> Decimal(b).sqrt()
Decimal('16060006006000000000006000000000000000006000000000060000000000000000000000000600HOBO0OBOBOOAELB0OAOBOOAEGT"




Example:

o 10000000000000000016800000000000000005031

>>> n = 10000000000000000016800000000000000005031

>>> getcontext().prec = 50

>>> Decimal(n).sqrt()
Decimal('100000000000000000083.99999999999999998987500000000 ")

>>> for p in range(100000000000000000083, 100000000000000000030, -2):

print p, n¥%p

100000000000000000083
100000000000000000081
100000000000000000079
100000000000000000077
100000000000000000075
100000000000000000073
100000000000000000071
100000000000000000069
100000000000000000067
100000000000000000065
100000000000000000063
100000000000000000061
100000000000000000059
100000000000000000057
100000000000000000055
100000000000000000053
100000000000000000051
100000000000000000049
100000000000000000047
100000000000000000045
100000000000000000043
100000000000000000041
100000000000000000039
100000000000000000037
100000000000000000035
100000000000000000033
100000000000000000031

99999999999999998059
99999999999999998065
99999999999999998079
99999999999999998101
999999999599999998131
999999999599999998169
99999999999999998215
99999999999999998269
99999959995999998331
99999959599999998401
999999999599999998479
999999999995999998565
99999999999999998659
999999999599999998761
99999999999999998871
999999999599999998989
99999999999999999115
99999999999999999249
99999999999999999391
99999999999999999541
99999999999999999699
99999999999999999865
0

184

376

576

784




>>>

100000000000000000168000000000000000005031
100000000000000000039

>>>

>>>
>>>

n/p

1000000000000000001289L

>>>
>>>

p*q

100000000000000000167900000000000000050271L

n

10000000000000000016800000000000000005031

from decimal import *
getcontext().prec
Decimal(n).sqrt()

Decimal('100000000000000000083.

100000000000000000083
100000000000000000081
100000000000000000079
100000000000000000077
100000000000000000075
100000000000000000073
100000000000000000071
100000000000000000069
100000000000000000067
100000000000000000065
100000000000000000063
100000000000000000061
100000000000000000059
100000000000000000057
100000000000000000055
100000000000000000053
100000000000000000051
100000000000000000049
100000000000000000047
100000000000000000045
100000000000000000043
100000000000000000041
100000000000000000039
100000000000000000037
100000000000000000035
100000000000000000033
100000000000000000031

50

99999999595999998987500000000 ' )

999999999999999986059
999999999999999986065
999999999999999986079
99999999999999998101
99999999999999998131
99999999999999998169
99999999999999998215
99999999999999998269
99999999999999998331
99999999999999998401
99999999999999998479
99999999999999998565
99999999999999998659
99999999999999998761
99999999999999998871
99999999999999998989
99999999999999999115
99999999999999999249
99999999999999999391
99999999999999999541
99999999999999999699
9999999599995999999865
0

184

376

576

784




100000000000000000039L

100000000000000000129L

10000000000000000016800000000000000005031L

First challenge: Factor this number

o 12345925929629679012962970370456791111122222098932956463705376
559926092956463211544461111289984805767

Second challenge: Factor this number

o 2457319490775870034107936327697724401721210936487723795115696
6106530822283459784527248790924194626028012879210344125924518
2932059730438317062685471060402660920755731093250407425954390
9051122202199219
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