Chapter 2: Script Structure, Comment Blocks, and
Script Logging

<## Comment Block #> «——— Header

Param($Inputl,$input2) <+<—— |nput Parameters
SCPU = Senvicomputername | «=——— G|lobal Parameters
Function doSomething {

write-host “Scpu Done” «— Functions
}
doSomething <+«— Execution of Script
write-host “Script Complete” | = End of Script

This is a server discovery script which will scan different server components to determine
the current configuration.

.DESCRIPTION
This script will scan processes, Windows services, scheduled tasks, server features, disk information,
registry, and files for pertinent server information.

Author: Brenton J.wW. Blawat / Packt Publishing / Author / email@email.com

Revision: 2.la - Initial Release of Script / 6-22-2018

Revision: 2.5 - Paul Brandes / Company XYZ / Consultant / email@company.com / 11-21-2018
R2.5 details: Updated script to support systems still running PowerShell 2.0.

.PARAMETER 5DD
This script requires a server side decryptor as a parameter to the script.

.EXAMPLE
powershellscript.psl /SDD "ServerSideDecryptor”

.NOTES

You must have administrative rights to the server you are scanning. Certain functions will not work properly
without running the script as system or administrator.

#>



= File

Length Name

0 DESKTOP-VI71805_201701235440_ServerScanScript. log

e File
Length Name

(TOP-VI71805_201701242303_ScanResults. csv

A B C D

1 |SewerName.| Classification Other Data
2

51 lentlyContinue

1000 Informatio

rverscanningscript at 201701242748

age to the Event Log only.

tart,201701

Mj DESKTOP-VIT1205_ 201701235440 ServerScanScript.log - Motepad

File Edit Format View Help
S5tarting WindowsServerScanningScript at 281781242748 ...




8] Event Properties - Event 1000, WindowsServerScanningSeript *
{General | Details
riting a message to the Event Log Only.

Leg Mame: Application

Source: WindowsServerScanningscn Logged: 17247201 T 10:27:48 PM

Ewent I: 1000 Task Categorg: (1)

Level: Information Keywords: Classic

User /A Computer:  DESKTOP-VITIE05

OpCode:

Maere Information:  Event Leg Online Help

Copy Close
Event Properties - Event 1000, WindowsServerScanningScript x
General Details
Writing a message to the Event Log Only.
Log Name: Application
Source: WindowsServerScanningScri Logged: 4/8/2017 12:52:08 PM ¥
Event ID: 1000 Task Category: (1)
Level: Information Keywords: Classic
Usen: MN/A Computer: DESKTOR-VIT1805
OpCode:
More Information:  Event Log Online Help
Copy Close




A B %

1 |ServerMame Classification Other Data
2 |DESKTOP-WIT1B05 ScriptStart 201701242748
3



Chapter 3: Working with Answer Files

<7xml version="1.0"7>

<l-- XML Comment --=
<!-- XML Declaration --»
<!-- XML Parent Tag-->

<ScriptAnswers:>

<!l-— XML Child Tag--»
<ports port="21" name="FTP"></ports>

<l-— XML Sibling Tags-->

<ports port="25" name="SMTP"=</ports=>
<ports port="53" name="DNS"></ports>
<ports port="80" name="HTTP"></ports>
<ports port="443" name="HTTPS"></ports:x>

<!-- XML Parent Closing Tag-->
</ScriptAnswers=

get-content
Foomment ScriptAnswers

versjon="1.0" { XML Comment , XML Declaration , XML Parent Tag} ScriptiAnswers

get-content

. GetElementsByTagName
ct Mame, Port




<?xml version="1.0"7>
<ScriptAnswers:>

<l-- This section enables and disables features in the script --=»
<!-- To Enable Logging For Each Step, Set To True. To Disable Logging, Set to False -->
<verboselog id="False"></verboselog>
<l-- Scan Disks --»

<scndisks 1d="True"></scndisks>

<l-- Scan Scheduled Tasks -->
<scnschtsks id="True"=</scnschtsks=>
<l-- Scan Processes --»

<scnproc 1d="True"=</scnproc>

<l-- Scan Services --»

<scnsves id="True"></scnsvecs>

<l-- Scan Software --»

<scnsoft id="True"»</scnsoft>

<l-- Scan User Profiles --»
<scnuprof id="True"»</scnuprofx>

<l-- Scan Windows Features --»>
<schwfeat 1d="True"></scnwfeat>

<l-- Scan Files --=

<scnfls id="True"»</scnflsx>

<l-- Scan windows Updates -->
<scnwupd id="True"></scnwupd>

</ScriptAnswerss

5cript S5canning gs: V False s5can Disks: True 5can Scheduled 5can Processes: True

an Services: True | Scan Softwar True | Scan Profiles: True | Scan Features: True | Scan Files: True | Scan Windov
s Updates: True

Press Enter to continue...:



Chapter 4: String Encryption and Decryption

Repeat
Y Random Algorithm
X Times

= PasswordDerived

Compute
sEEg e | = Initialization Vector

Sinit value
= Encryption Key n

Initialization

Vector (IV) Ea PasswordDerived

PS C:\> Function create-passwor ¢
>>>

>>>

>

>>>

>>>

>>> For (%a :%a 126; %a++) {
>>>

>>> $asc [char] [byte]$a
>

>

>>>

>>> 30 | ForEach { $passwortc $ase | get-random }

>>>

>

>>>

>>> }

PS C:\>

PS C:\> create-password
wZqru/jThLKz1)8r 'Y;pG#gH, '2vX[
PS C:\> create-password

Is? LUU\[5dA™ ' [KPQMR&NpVP[1&SF
PS C:\> create-password

URb? , &KG¥%~U>+L7?2H!RL@nArw! "Fo\
PS C:\> create-password
mz6_;Vvqp?wWuovQ | t4;HG,XiYrwi?Bz




PS C:\> Write-host

Loading the .NET System.Security Assembly For Encryption

PS C:\> Add-Type System.Security SilentlyContinue
PS C:\> 1T (Serr) {

>3 write-host

>>> PAUSE

>>> EXIT

>>> }

PS C:\>

PS C:\> if (!Serr) {
>>> write-host

>>> }
Succesfullv loaded the .NET Svstem.Securitv Assemblv For Encrv tion

dzbléhg
7, i] 1. Create the Encryptor (Password, Salt, 1V)

H
J?)f

GOQ)

9

S 2. Open 10.MemoryStream

3. Open CryptoStream “transformer”
(MemoryStream + Encryptor)

unencrypted data to the
CryptoStream.

4. 10.StreamWriter writes the I

‘9<5>pCoEI3ZUoBLN3psTmPuNkanD+S/uHY2KG9eAJIf0c:

(Encrypted Data in MemoryStream)

PS C:\> Add-Type System.Security
PS C:\> function Encrypt-String { param($string, $Pass, $salt $init
try{
new-Object System.Security.Cryptography.RijndaelManaged
$pass [Text.Encoding]::UTF8.GetBytes($pass)
$salt [Text.Encoding TF8.GetBytes($salt)
$init [Text.Encoding]::UTF8.GetBytes($init)

$r.Key (new-Object Security.Cryptography.PasswordDeriveBytes $pass, $salt 50000) .GetBytes(32)
$r.Iv (new-Object Security.Cryptography.SHAlManaged).ComputeHash($init)[0..15]

$c $r.createEncryptor ()

$ms new-Object IO.MemoryStream

cs new-Object Security.Cryptography.CryptoStream 3ms, $c
new-Object IO.Streamwriter $cs
rite($string)

$r.ClearQ
[byte[]11Sresult $ms.ToArray ()

}
catch {
Serr

H
if(serr) {
return S$err
else {
return [Convert]::ToBase64String($result)

PS C:\> Encrypt-String
AK7GHaDD1FxknHUO3TYAPXbFAAZeJ6KTSHINSCPpl7Cc=




PS C:\> Add-Type System.Security
PS C:\> Decrypt-String { (

>>>

>>> [¢ [stringl){

>5> [Convert]::FromBase64string( )

>>>

>>>

>>> new-Object System.Security.Cryptography.RijndaelManaged
>>> [System.Text.Encoding]: :UTF8.GetBytes( )

>>> [System.Text.Encoding]::UTF8.GetBytes( )

>5> [Text.Encoding]: :UTF8.GetBytes( D

>>>

>>> .Key = (new-Object Security.Cryptography.PasswordDeriveBytes 50000) . GetBytes(32)
>>> LIV (new-Object Security.Cryptography.SHAlManaged) .ComputeHash ( )[0..15]
>>>

>>> .CreateDecryptor ()

>>> new-Object IO.MemoryStream @( )

>>> new-Object Security.Cryptography.CryptoStream

>>> new-Object IO.StreamReader

>>>

>>>

>>> .ReadToEnd()

>>> .Close()

>>> .Close()

>>> .Close()

>5> .Clear()

>>>

>>>

>5> {

>>> write-host

>>>

>>> 3

PS C:\> Decrypt-String

Encrypt This String

Script Side Decryptor 555D Answer File Decryptor SAFD Runtime Decryptor SRTD

A Complex Pass + word With A Lot + _Of Characters

Decoded Value:
. Complex_Password_Wi

Encoded Value:
QQBFfAEMAbwBtAHAAbABIAHEAXWBQAGEAcwWBZAHCAbwBYAGQAXWBXAGKAJABOA
F8AQQBfAEWAbwBOAFSATWBMAF8AQwBoAGEACEBhAGMAJABIAHIACWA=

Sleglaesle Sl ie g n | QQBfAEMAbwBtAHAADABIAHgAXWBQAGEAC

NS e e E e wBzAHCAbwBYAGQAXWBXAGKAdABoAFSAQQBfAEWAbwWBOAFSATWB

Rl ER e i mAFBAQWBOAGEACEBhAGMAABIAHIAcwWA=




PS C:\> Spass

PS C:\> S$encodedpass [System.Text.Encoding]::Unicode.GetBytes($pass)

PS C:\> $encodedvalue [Convert]: :ToBase64String($encodedpass)

PS C:\> $encodedvalue

‘QBTAEMAbWB tAHAADAB 1AHgAXWBQAGEACWBZAHCAbWBYAGQAXWBXAGKAJABOAF8AQQB FAEWADWBOAF 8ATWBMAF8AQWBOAGEACYBhAGMAJAB 1AHIACWA=

[System.Convert]::FromBase64String($encvalue)
[System.Text.Encoding]: :Unicode.GetString($encbytes)

,Cor‘np\'l ex_Password_With_A_Lot_of_characters

M:| Examplexml - Motepad —
Eile Edit Format View Help

<£?xml version="1.8"2>

<ScriptAnswers>
<AFD name="wBzAHcAbWEYAGQAXWBXAGKAdABOAFSAQQBfAEWADWEBBAFBATWE »< /AFD>
</ScriptAnswers>

PS C:\> powershell.exe
Encrypt This stri

Press Enter to continue...:




Chapter 5: Interacting with Services, Processes,
Profiles, and Logged on Users

PS C:\> Get-service

tatus

\unning

Name

Audiosrv

PS C:\> Get-service

wnning
unning

Name

AudioEndpointBu. ..

RpcSs

PS C:\> (Get-service

\unning

PS C:\>
PS C:\>
Stopped
PS C:\>
PS C:\>
Running

Nalal-Nalalal:

-:--
=y

stop-service
(Get-service

start-service
(Get-service

Ervice

ams. If this
it explicitly

DisplayName

wWindows Audio

DisplayName

windows Audio Endpoint Builder
Remote Procedure call (RPC)

).status

.S5tatus

.5tatus

J.5tartMove

). 5tartMode

tartMode

J.cescription

).description

n
ices and effects will not function prop




o -

sService where {%_.DisplayName

. TayName
thu ‘tartName
write-h

fith Wine Audio name 1

get-proc powers 1*

10.0.14
10.0.143

win32_process where
r

GetOwner |
GetOwner

5 is running with the POSHD enton account.
powershell. running with the posHDEMO“Brenton account.

powershell
powershell_i

1%_. Name

tart-proce notepar
get-process notepad=

e




notepac . exe
epad*

Jusers
Sprocess Get-wmidbject win32_process
foreach (fproces {
Sprocuser = §p
=switch (§proc GetOwner().User) |
"NETWORK SERVICE" { Scontinue ' T
CaL SERVICE™ { Scontinue
‘'STEM™ { Scontinue = k1
“Enull™ Scontinue = }
default { Scontinue = "Report User

3
4
if ($continue -eq "Report User™) {

fusers += Sprocuser

J

zsers | Get-Unigue

ity. Principal. SecurityIdentifier(
3 v.Principal. NT ount]).value
NT AUTHORIT?

ne
. 7652000+000
ment.ManagementDateTimeConverter] : :ToDateTim

Wednesday, February 15, 20017 11:17:04 PM




(2 Day
ith name
(2 D

name NT AUTHORITY
name NT AUTHORITY
name NT AUTHORITY

anagementDateTimeConverter] : :ToDateTime(5lastusetime)
Scurrentdate - $lastusetime).TotalDay
alue
to a username. Account may not =

ed in $lastusetime. ($age Days Olc

Togged in 02

ed in 02



Chapter 6: Evaluating Scheduled Tasks

age 1er
rage Tiers Management

achePrepopulate
iveCacheRebalance
StaticDbSync
=mentTask

Running
Ready
Ready
Ready
Ready

Mai ntenance Install
Policy Install
t

rofile Serwviceh, Disabled
Ready
Ready
Error RE[:le“t‘lﬂl:l Qu&u&R&pnr‘hnu Ready
ng Platform' BfeOnService rpeChang Ready
R .

UpdatelLibrar
Calibration Loader
Automatic
Scheduled Start

%
Running
Ready
Ready
Ready
R .

=k Ready
Ready
Ready

count

1gger -Daily -DaysInterval 1 -At “23:007

Enabled
7 11:00:00 PM True




fsciAction = New-5ScheculecTas sAction -Execute "Calc. exe™
f=chAction

Id

Arguments

xecute Calc. exe
ingDirectory
puterMame

emany 5tart -Hivien - I lowHarvTerminate

D 1 artIfOnBatteries
Enabled
ExecutionTimeLimit
Hidden
IdleSettin : MS E: dlesettings
AuTtipleln 3
etworksettings

artCount
artInterval
RunOnlyIfIdle

RunOnlyIfNet
startWhenAvailable
topIfGoingOnBatteries
ToRun

eAp)

tile
ymputerName

fsciAction = Ne
hTri N
rt -Hidden -DisallowHardTerminate
Setting ttingSet

Repetition 3

StartBoundary 3 & 2 :00:00
DaysInterval : 1

RandomDelay : PODTOHOMOS
PSComputerName




eduledTask

1L U e Ts 1
Schedul edT: o ) " No ; e
o Action $schActionl,$schAction2

ate

Start Calc Daily at 11PM Ready

f=chtas Get-ScheduledT:
foreach ( in %$=schtas
Principal.

5 .Principal.UserId) {
"NETWORK SERVICE™ { Scontinue
"LOCAL SERVICE" { Scontinue = "5

SYSTEM™ { Scontinue = “Skip User™]
"Enull” i fcontinue =
P

default fcontinue =
.

Jd
1T (fcontinue -eq "Report User™)

fusers += %$isk




Chapter 7: Determining Disk Statistics

Mumber Friendly Name Serial Number Healthstatus Operational

5 D2NITW Healthy Oonline
1000DM0O0. D1VRZF Healthy Oonline
n D 899809240000000000000211 Healthy Online

30 383 Healthy Oonline

Healthy online




PS C:> Get-WmiObject win32_logicaluiss

DevicelD
DriveType
ProviderMame :
Free5Space
Size
VolumeName

DevicelD
DriveType 3
ProviderMame :
Free5Space
Size
VolumeName

DevicelID
DriveType 2
ProviderMame :
Free5Space
Size
VolumeName

DevicelD
DriveType 3
ProviderMame :
Free5Space
Size
VolumeName

DevicelD

DriveType =
ProviderName :
FreeSpace -

5ize : 1000169

volumeName : My Pas

DevicelD

DriveType 3
ProviderMame :

FreeSpace : 1910505472
Size : 2003501056
VolumeName : KINGSTON




32_logicale
r

L
DewvicelD
" I

[N Ty
e el

L
default |

¥ -
Write-host

drive / Vi al drive mount)
Drive: D: : z (e.g. H: drive / Virtual drive mount)
Drive: E: ] (
Drive: F: i 3 i . drive / Virtual drive mount)
Drive: G: ) 3 2 : drive / Virtual dri ount)
Drive: H: {

win32 1caluiss:
K r

tem.h
Ir1vel

Howo koW




default { return

Yo measure-diskunit

790.11
TB
PS5 C

Drive
Drive
Drive
Drive
Drive
Drive

measure-diskunit

measure-diskunit

measure-diskunit

measure-d unit

Drive
Drive
Drive
Drive
Drive

Drive Type: Removable : 1.87 GB | Freespace: 1.7

1.Math] : :Round
1.Math] : :Round(
1.Math] : :Round
1.Math] : :Round
1.Math]: und

8687391948801234586
868739194880123
868739194880
868739194

868739

931.02 GBE | Freespace: 809.
931.51 GE | Freespace: 262.

| Freespace: 0 MB
GE | Freespace: 122
GE | Freespace: 9

[T T TS TS |




Chapter 8: Windows Features and Installed
Software Detection

get-WinuowsFeature wiere {§5_.Installed -eq Struejf Select DisplayName, Install5tate, Parent

DisplayName allstate Parent

tructure
and Infrastructure : User-Interfaces-Infra
User-Interfaces-Infra

Powe
PowerShellRoot

get-wmioiject win32_serverteature select ID, Name, ParentID

ID Mame ParentID
481 File And Storage Services
418 .NET Framev 466
466 .MNET Framey < 4.5 Features o
420 WCF Serwvic 466
425 TCP Port Sharing 420
412 Wind rshell 3.0 417
351 Windo Powershell ISE 417
417 Windo Powershell 0
478 Graphical Management Tools and Infr ructure
99 Server Graphical Shell
482 Storage Services

u Interfaces and Infrastructure

WoWed Support




The
The
The

The Wi

The

1] Strami
§featRoleTabl

vt -wmiobject n
in $crntFeature
§featurename = 5feature.Name
$featureparentID §teature.ParentID
if ($featureparentID) {
featRoleTable | where 1D -eq §featureparentID}
the parentID $featureparentID. Parent Name: §$featureparentMame.”

.NET Frame ¢ 4 the parentID of 466. Parent Name:

WCF i arentID of 4 Parent MName: .NET Fram
of 420. Parent Name: WCF

the parentID of 4 Parent Mame: W

Wind owershell ISE has the parentID of 417. Parent Name: Wi

Graphical Management To and Infrastructure has the parentID of 477. Parent Name: User Interf
hell has the parentID of Parent Mame: User Interfaces and In ructure.
has the parentID of 481. Parent Name: File and Stor (481) File :



2] Event Properties - Event 1035, Msilnstaller

| Details

Windows Installer reconfigured the product. Product Mame: Adobe Acrobat Reader DC. Product
Version: 15.023.20070, Product Language: 1033, Manufacturer: Adobe Systems Incorporated.
Reconfiguration success or error status: 0.

Log Mame:
Source:
Event I1D;
Level:
User
OpCode:

More Information:

Copy

Application

Msilnstaller Logged:

1035 Task Category:
Information Keywords:
SYSTEM Computer:

Event Log Online Help

2/26/2017 11:34:30 AM
MNone

Classic
DESKTOP-VI71805

Close



ttware Founu Expre on Desa 4

iy Found IL Server 2005 mpact Editi [ENU]

F Found: C++ 2010 86 Redistributable 10.0.40219
Found: 1 ual C++ 2012 Redistributable (x&4) 11.0.50727
Found: 1 val C++ 2012 Redistributable 11.0.5
Found: fsual C++ 2012 Additional Runtime - 11.0.
Found: 1 val C++ 2012 6 Minimum Runtime - 11.0.507
Found: Micro wal C++ 2013 Redistributable : 12.0.30501
Found: Micr ual C++ 2013 Redistributable (x86)
Found: C++ 2003 x86 Additional Runtime - 1
Found: C++ 2013 & Minimum Runtime - 12.
Found:
Found:
Found:
Found:
Found: i ensi1bi11i1ty Com
Found: alization Com
Found: Common
Found: Gallery
Found: Photo Gallery
Found: Steam
Found: Wine Live Communicati Platform
Found: Wine Live
Found: Wine Live
Found: Wine Live
Found: 1 Live
Found: 1 Live
Found: 1 Live

W
Found: Windo Live

F Found: Wind Live
oftware Found: Windo Live UX Platform Language Pack

nternet Ex| i nd. ame: | @ Internet
nternet Ex i z 2 nternet E>
nternet - am Internet
N Internet
| Name: Oracle E Guest Additi
t Addition Control.exe | Mame: Oracle W VirtualBox Guest Additions
Guest Additi Inst.exe | Mame: Oracle W VirtualB Guest Additi
Guest Additions E X | Name: Oracle WM VirtualBox Additions
Guest Addition oxWHQLFake.exe | Mame: Product Mame n/a | Ve

Operatin
8 O -

Operating
@ Operating

nternet

nternet

nternet

nternet . 2 Internet

i i i Operating




Chapter 9: File Scanning

rectory:

rectory:

rectory:

Defender

Length Mame

1091 ThirdPartyNotices.

NTYTableTextService

Length

rviceAmharic. tx
rviceArray. txt
erviceDa¥i. txt
erviceTigr
erviceYi.txt

er. help.
1d. help. txt
Drive. help. txt

Get-ChildItem 5 tring

-

h in
FileName
LineNumber

1
Filename: t_TestDrive. help.

Line Number 14
Line Content

completes. You may use this drive to isolate the file operations of your

Filenam TestDrive. help.

Line Content

When this test completes, the conten the TestDrive PSDrive will




Accessing Pat CaWwi Denied.

Filename hppcl3-pipelineconfi

Line Number: 30

Line Content Pipeline manager will not complete filter initialization if a FilterServiceProvider

Filename: eanup. xml

Line Number: 2

Line Conten eleteValue nam A i CurrentVersi
\Schedule! deleteValue-

Filename: Cleanup.xml

Line Number

Line Conten / z FTWARE\Micr

rentVersi deletevValu

Filename

Line Number

Line t eleteValue nam

rent! on',5chedule eletevalu
C

\RtBackup" Acce:




Chapter 10: Optimizing Script Execution Speed

P5S C:'> measure-command { ping localost |

Days
Hours

inutes

Seconds

111 1iseconds
Ticks

TotalDays
TotalHours
TotalMinutes
Total Seconds
TotalMilliseconds




Num er

Number

Number
C

Get-ChildItem

; 0.000606318332175926
: 0.014551639 2222
= 0.873098398

: 240344620
: 0.000509

: 44.03446
: 44034.462

.TotalSeco

8.3514419 Total Seco




Running Folder Scanning Operation...
Folder Scanning Operation Complete.
PS5 C
P53 C

: 0
Hours H Y]
1inutes : O
Secon : 51
: 291
: 512911818
: 0.0005936479375

TotalMinutes 3 5485
TotalSeconds : 51.2911818
TotalMi1liseconds : 5129%1.1318

Days= : 0
Hours : O
1inutes : 0
Secon : 46
17111 seconds 74

Ticks : 467435808
TotalDays 3
TotalHours

TotalMinutes

TotalSeconds
TotalMilliseconds

1T+ (Ftime: ttime2).TotalSecond
te-host
erence in Speed: 4.547601 Total Second




Days

Hours

dinutes

seconds

111 1iseconds LT ¥

Ticks : 935448318
TotalDays = 0.0010826948125
TotalHours : 0.0259846755
TotalMinutes : 1.55908053
TotalSeconds : 93.5448318
TotalMilliseconds 93544, 8318

Days )

Hours L

dinutes Hl 1]

Seconds : 42

111 1iseconds : 549

Ticks : 42549602
TotalDa: : 0.000492
TotalHours : 0.011819
TotalMinutes : 0.
TotalSeconds : 42.549602
TotalMilliseconds : 42549.602

(Ftimel

Write-host

1 Difference in Speed: 50.

e
((Get-childItem SilentlyContinue) | Select Name

nts.Name)) {
.length
-split(". ") [$sTine-1]

Sext: ns }

PS C:\> Write-host $ex
Total number of Extension: 42713088




TotalMinutes
TotalSeconds
TotalMill1iseconds

PS C:\> S$time2

Days

Hours
Minutes
seconds
MiTTliseconds
Ticks
TotalDays
TotalHours
TotalMinutes
TotalSeconds
TotalMill1iseconds

: 4.00791666333333

240.4749998
240474.9998

25
877250665

: 0.00217274382523148
: 0.0521458518055556

3.12875110833333

: 187.7250665
. 187725.0665

PS C:\> $timediff
PS C:\> Write-Host
Total Number of Counted DLL files 3499622
PS C:\> Write-host

Total Number of Counted EXE files 5627904
PS C:\> Write-host $xmls
Total Number of Counted XML files 1966080

PS C:\> Write-host $timediff
Total Difference in S eed: 52.7499333 Total Seconds

($timel $time2).TotalSeconds

$d11s

$exes




Chapter 11: Improving Performance by Using
Regular Expressions

P5 C:
True
PS5 Cil»
True
P5 C
True
P5 C:
True
P5 C
True

SilentTyContinue). Name




Minutes

Seconds
MiTliseconds
Ticks

TotalDay
TotalHours
TotalMinutes
Total5econds
TotalMilliseconds

Days

Hours
Minutes
Seconds
Milliseconds
Ticks
TotalDays
TotalHours
TotalMinutes
Total5econds : 36.9856105
TotalMilliseconds : 36985. 6105

iff _ me ttimal
host ti

Fference in Sieed: 13.2851092 Total Secon




Chapter 12: Overall Script Workflow, Termination

Files, and Merging Data Results

create-p d
create-password
create-p

AGWAdQERAGEAZ A
PS C:\,
The AFD is:
PS C: Writ

-random }




write-host
Th Application, Close the Wind

Please Enter ring to Eﬁcry1t: T
Encrypted "1ng 1S I06L p5 Ony
Please Enter a ring to Encrypt:

new-1tem -path "c:“temp \KILL_SERVER_SCAN.NOW" -ItemType

rectory: C:%temp

WriteTime Length Name

0 KILL_SERVER_

-~ Enter-pP i Lot )
EMO-50QL01] : C: aws n new-item -path "c:'\temp’ SERVI AN. NOW" -ItemType File

Directory: C:\temp

ode z Name




erverl
erverz2
ervers3
erverd
Ervers

t-Mull

Length

Mull
).FullName | Import

erverl 2

erveri_2017

03210429 _

canResults.
canResults. csv




H ©- s Merged 201703210535.csv - Excel Brenton Blawat B O

Insert Page Layout Formulas Data Review View © Tellme 9'_ Share

"“‘D % Calibri -1 - = % Conditional Formatting - ii' e
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~ - DA - - | [ZdCell Styles - - -
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Al h I ServerMame v

A B [ C [ D [ E|«
ServerMame ICIassification Other Data
|POSHDEMO-Serverl C5VWTestData This is CSV Test Data for POSHDEMO-Serverl.
POSHDEMO-Server2 CSVTestData This is CSV Test Data for POSHDEMO-Server2.
|POSHDEMQO-Server3 CSVTestData This is C5V Test Data for POSHDEMO-Server3.
|POSHDEMO-Serverd CSVTestData This is C5V Test Data for POSHDEMO-Serverd.

|POSHDEMQO-Servers CSVTestData This is CSV Test Data for POSHDEMO-Servers.
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Chapter 13: Creating the Windows Server Scanning
Script and Post Execution Cleanup

<#

. SYNOPSIS

This is a server discovery script which will scan different server components to determine
the current configuration.

.DESCRIPTION
This script will scan processes, Windows services, scheduled tasks, server features, disk information,
registry, and files for pertinent server information.

Author: Brenton J.w. Blawat / Packt Publishing / Author / email@email.com

.PARAMETER RTD
This script requires a run time decryptor as a parameter to the script.

.EXAMPLE
powershellscript.psl /RTD "Run Time Decryptor"

.NOTES
You must have administrative rights to the server you are scanning. Certain functions will not work properly
without running the script as system or administrator.#-

g
Starting Windows 03201039 ...
log
scriptstart, 2

(Get-Date

= Server 'lanniﬂg Script completed execution at 2
ate
Scriptend, 201703211543
copy-item cnr
copy-Item

Bl Administrator: Windows PowerShell

C:nrpovershell.exe —executionPolicy bypass —noexit —file “c:Mtemp™ScanningScript
-psl" "ARZwAmAE4AMghoAFEAVAALWAFAR™

Windows PowerShell

Copyright (C> 2015 Microsoft Corporation. All rights reserved.

Starting Windows Server Scanning Script at 201785818539 ...

ScriptStart . 201705018539

DiskConfiguration,. Drive C: | Drive Type: Local Disk | Size: 223.28B GB | Freesp
ace: 62.61 GB

DiskConfiguration, Drive D: | Drive Type: Compact Disk | Size: @ MB | Freespace
: @ MB




