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[ arstechnica.com/security/2015/03/man-who-obtained-windows-live-cert-said-his-warnings

arsitechnica

MY STORIES: FORUMS

MAIN MENU

RISK ASSESSMENT  SECURITY & HACKTIVISM

Man who obtained Windows Live cert said
his warnings went unanswered

"l tried, just for fun," said man who reported hole to Microsoft and authorities.

by Dan Goodin - Mar 17, 2015 11:23pm JST

(W Toeet [ 47]
A Finnish man who obtained an improperly issued HTTPS certificate for a Windows Live address said
he warned both Microsoft and Finland authorities of the hole that made the security lapse possible but
got no response, according to a published news arlicle.

The unnamed man came into possession of the live.fi
certificate after noticing that he was able to use
hostmaster@live.fi as an alias to his normal e-mail address,
according to a report published Tuesday by Tivi.fi.
Recognizing it was a highly privileged address that allowed

FURTHER READING

him to automnatically receive sensitive certificates from

browser-trusted certificate authority Comodo, the IT worker

quickly realized something was amiss. Despite stumbling on

the hole in January, Microsoft only took public action

Tuesday, some four to six weeks later. According to a

roughly worded English translation of the article: H}e ;‘ace ﬁ Mt] [‘? 3(;;112;5[ 11; 2 ut
tion

BOGUS SSL CERTIFICATE FOR
WINDOWS LIVE COULD ALLOW
MAN-IN-THE-MIDDLE HACKS

He
http://arstechnica.com/security/2015/03/man-
who-obtained-windows-live-cert-said-his-
warnings-went-unanswered/

FUJI XErox @)



@ 5H SHA2FERED'SHA1 Z k<

100 -

80 -
- SHATWithRSAGERIEOE
60 -
&7 0201751 ASHA1F1L %231}
20155 AICSHA256ESHA1SERAE DEL A iR
40 -
SHA256withRSAZEBAE D
20 -
0 - , «
FE I DD DRI LR EE DL S
P L SRR, R I P R R A P S S N N P v Pt
U G P S L S i S S S, S U P GO U L A Y

T —4A H B : SSL Pulse(https://www.trustworthyinternet.org/ssl-pulse/) FUJI Xerox Q)‘



@ 58 SHAZEBAZENSHA1 =ik <
Microsoft®&G. Google Chrome®DSHA1SEBEEN S DFB1T

« Windows/)U—

SHA1SEBRZEZFKIT TSR0\,
« WindowsZ &R CIZBEMEARND201 781 B1 BUFEOEREZESZIB UISV)V/E
HIS—ERD,
* Google ChromeldSHA1EEBRZEDBRERRICK D, 201551 BRUED!)
) —2AREKD FROESRIERFB L. 201 7E1 BURZFIISIE L),

SEBAE T 0TS ADIL— FCAERIE201651 818U,

Google Chrome SHA1SEBAZE OB ZIHAR
Chrome | ZEME |2015.12.31| 20100591 2010123 1 5447 04
n—vay | -2\ | T L oL LB
& https:// | & https://__ | & https:// & https:ff
38 2014.10.08 B https://_—1 B https://_—| & https:// B https://___|
39 2014.11.18 & https://__| (& https://__| @ https:// % | [Y https:/ /%]
40 2015.01.21 B https://__| & https://x | & https:// % B https: /[ X
42 2015.0471]
X https: /[ — (X https: [ [—— (X https: /[ —— (X https: /[ %
2017.0118# 2017.0154 B ) B
508 | % GoogleMNU V|ICKD, % @ SEBRZEARLINICKD

14

FUJI XErox g,



@ CRYPTREC/IPADSSL/TLSIESERED 1 =

DIIII

SSL/TLS ;QE IPA SSL A3+ R f@%%

CRYPTRECHR
@:@ TROT7ESS
201 o

IRYITTBUAEAN  BERIBHEENS
# . EURBEREAN BREEMIHE

C.CRYPTREC IP RS =

http://www.ipa.go.jo/security/vuln/ssl_cr http://www.cryptrec.go.jo/topics/cryptrec_2015052
ypt_config.html 2_oper_guideline_fy2014 html

© 2015 Fuji Xerox Co., Ltd. All rights reserved. 15 FUJI Xe rOX .)‘



@ CRYPTREC/IPAMDSS
FERT)ERRE T 7 1)L

/TLSEESEERED A F
B)ERY — U

https://kjur.github.io/jsrsasign/tool_httpscfg.html

2R, [REFHFDAOA L &
[ —/I\N—DRE] Z&ES2IT,

CRYPTREC/IPATTA FZ&EZT.
RIS RS VICEI UL
HTTPSERE D 7 1 )L 2B EEAX
L&,

Sl3. Apache HTTP 2.2/2 4.,
Nnginx. lighttpd(CxTin U CUVE
a—o

sFBAZE (PEM) Z85N IS,
Certificate PinningM#iZ/ \ v
Y astEEBETITULET,

711 F@%EFCRYPTREC, NIST,

Mozilla, Bulletproofftt, OS5

J#)LEEBEYNR—F

HTTPSERZE 7 7 1 JVERY —Ib
0.5(R"—%hR)

BEHA BS54 ViciUfcApache. nginx. lighttpdix & TE

BH—/\—OHTTPSEREXZBBERUEY

S BENE

HA R4 DM
CRYPTREGAPAZ - (2015050, o Sk SFARNSE

Y—IT—Y I+ PO | AecheHTTPSoverzs |

a) Pinlc ¥ w F 2 ¥ 5 AEA R D PEM(SSL Y —/T— B8R P R RCAREE 1 35)
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vvvvv BEGIN CERTIFICATE-----
MIIEdTCCAR+gAWIEAGIBBTANEgkghkiGOwaBAQUFADAGM])swCQYOVOQGEWIVUZEL
MAKGALUECgwCY TEwHh CNMTMwNTAGMDMBMT )xWhohiM jMaN T ABMDMEMTO W j AoM]s w

b PinlC ¥ w FE ATy & P w TOIEARE L < rkcssa i i @rEM

----- BEGIN PUBLIC KEY-----
MITBI jANBgkghkiGawdBAQEFAADCAQBAMI IBCOKCAQEA3ITaGL R3eelmDEHSBIGF
3p4MP7WFgt2Z§73123L 3 jCG0vAracININDi ukboODgUi TAZdPABOi MAFDCDZ10xA

ERENEBRET 77 ILO—HR

# somple ssl.conf for Apache 2.4

Listen 443 https

S5LPossPhroseliaolog exec:/usr/libexec/httpd-ssl-pass-dialog
55L5essionCache shmch: /run/httpd/sslcoche(512808)
S5L5essionCacheTimeout 38@

S5LRondomSeed stortup file:/dev/urandom 256

SSLRondomSeed connect builtin

S5LCryptoDevice builtin

<VirtualHost _defoult_:443-
Errorlog logs/ssl_error_log
[TranferLog logs/ssl_occess_log
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® Logjam (880 \DH(E) iz 33t4)
Matthew GreenZHi5dD 2 O TDEEER

s DH
« LogjamiEsstt(d. S THILE I L — FDDHE) _
5224 (DHE_EXPORT. DH 512bit) [CchRE A 25 ERSKEE T S R
555U — RTBCELLDBIEELRT D555

I

\ - |- A Few Thoughts on Cryptographic Engineerin
« FABLCEIONNENEDIC. F10AFPD FUIEL . fyplographic Engineering

(J: D I%@" 5 C L/’C' :6 g&*)’\’g& d) D 5 (L_ fﬁ Eﬁq: Some random thoughts about crypto. Notes from a course | teach. Pictures of my dachshunds.
ﬁ)bg—éﬁgﬁo About Me

Nicknamed Logjam, the new attack is 'special’ University. ['ve

\0 h— in that it may admit complete decryption or designed and analyzed cryptographic
: / ﬁ J a .@ hijacking of any TLS connection you make to

systems used in wireless networks,
an improperly configured web or mail server.

Attack of the week: Logjam P Omatthew 6
1% I'm a cryptographer
= — = = I/ (o) In case you haven't heard, there's a new and research professor
® DH ﬁﬁ@ﬁg E])'_U lgz :l J \y ; ; ; E 0) E-l_ E/ \ j — 0) k\ \g SSL/TLS vulnerability making the rounds. . " i at Johns Hookins

payment systems and digital content

E—l— Worse, there's at least circumstantial protection platforms. In my research
[m] E evidence that similar {and more powerful) | look at the various ways
attacks might already be in the toolkit of cryptography can be used to
some state-level attackers such as the NSA. promote user privacy.
. 5 1 2b - 1@ A—C; :6 — @*G J:E: 0) 9 h— 2 & —C; 1 2 This work is the result of an unusual collaboration between a fantastic group of My website
It b L__ I 2. j N co-authors spread all around the world, including institutions such as the y twitter fee
_ University of Michigan, INRIA Paris-Rocquencou rt, INRIA Paris-Nancy, Microsoft 58 rypto resources
/ \Tﬁ E|1:| L\ Research, Johns Hopkins and the University Of Pennsylvania. It's rare to see this RSS
U lJ ﬁ level of collaboration between groups with so many different areas of Bitcoin tipjar
expertise, and | hope to see a lot more like it. (Disclosure: | am one of the Matasano challenges
authors.)

Joumnal of Cryptographic Engineering

3 < f""" “ The absolute best way to understand the Logjam result is to read the technical (not related to this blog)
° |t L ) N 0) Z % research paper. This post is mainly aimed at people who want a slightly less View my complete profile

technical form. For those with even shorter attention spans, here's the TL;DR:

,lib\\_._ o /j_\\ SSH d) DHfE@@L‘F SY]H 7 D \J\\ T 9 It appears that the the Diffie-Hellman pratocol, as currently Popular Posts

N deployed in S5L/TLS, may be vulnerable to a serious downgrade
|\ D\ Z / — / d) YE Z W Bﬁ b D\ ‘ ’ D Z (/ \ 5 0) E W ',u,\ attack that restores it to 1990s "export” levels of security, and On the NSA
= — offers a practical *break” of the TLS protocol against poorly Let me tell you the
p p g y ¥
== configured servers. Even worse, extrapolation of the attack N o of my tiny brush
% lg ﬂ % requirements -- combined with evidence from the Snowden with the biggest
(=) documents -- provides some reason to speculate that a similar

crypto story of the
- - : year . A few weeks ago | received
attack could be leveraged against protocols (including TLS,
IPSec/IKE and S$5H) using 768- and 1024-bit Diffie-Hellman.

« DHTEZ2Z2DOFEHNDO2%DApache/mod_ssl  Hes :
TEOHNTULEZD., $AH. /N\—F3—F. OSD http.//blog.cryptographyengineering.com/2
FIOAIERTESTNBRT —2E2LEF5E25EDE  015/05/attack-of-week-logjam.html
oo BIETE OB+ 5B 17 FUJI XEeroxX @,
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RC4 NOMORE

Numerous Occurrence MOnitoring & Recovery Exploit

Mathy Vanhosef Frank Pigssens.

INTRODUCTION DEMO PAPER RESOURCES

INTRODUCTION

When you visit a website, and the browsers address bar contains a lock icon a, the HTTPS
protocol is used to protect your communication with this website (providing security and
privacy). HTTPS supports several encryption techniques, one of them being the famous
RC4 algorithm. At one point RC4 was used 50% of the time, with the latest estimate being
30%. Our RC4 NOMORE attack exposes weaknesses in this RC4 encryption algerithm. More
precisely, in most situations where RC4 is used, these weaknesses can be used to revea
information which was previously thought to be safely encrypted.

In particular we show that an attacker can decrypt web cookies, which are normally
protected by the HTTPS protocol. Websites use these cookies to identify users and
authorize actions they perform. By obtaining the cookie of a victim, an attacker can log into
a website as if he were the victim. This means the attacker can perform actions under the
victim's name (e.g. post status updates and send messages), gain access to personal
information (e.g. to emails and chat history), and so on.

The research behind the attack will be presented at USENIX Security. Summarized, an
attacker can decrypt a cookie within 75 hours. In contrast to previous attacks, this short
execution time allows us to perform the attack in practice. When we tested the attack
against real devices, it took merely 52 hours to successfully perform the attack. The
attack consists of three steps:

STEP 3
Attacker computes
STEP 2 s g likely cookles and

I = . tries each one
Amtacker captures the ¥

encrypled requests e
h =~
Hps:/isite.com ,‘L
L] 1 0O - -
- S
—— STEP 1 il

Atacker injects code
o generate requests

He - RCANOMORE
htto://www.rc4nomore.com/
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Symantec caught issuing rogue Google.com certificates

Symantec the First SSL choice.

enp

Lock down
your IT Security

@Symantec

Your browser trusts SSL certificates from hundreds of "Certificate Au-
thorities,” each of which is supposed 1o exercise the utmost caution be-
fore issuing them -- a rogue cert would allow a criminal or a government
to act as 2 man-in-the-middle between you and your bank, email
provider, or employer, undetectably intercepting communications that
you believed to be secure

But not all CAs are trustworthy. Diginotar, a Dutch CA, had to shut its
doors after it was revealed thar it had issued rogue Google certs that were
implicated in Iranian government spying on political dissidents.

In response to incidents like this one, Google created the Certificate
Transparency initiative by which browsers and users from across the
world cooperate to create a near-realtime index of all the certificates
seen in the wild, making it much more likely that rogue certs will be de-
tected and the CAs who issued them will be struck out of the browsers'
root of trust.

Today, Symantec was caught issuing rogue Google certificates. The
company is one of the biggest names in security, and one of the world's
most prominent certificate authorities. Issuing a rogue cert for one of the
Internet’s biggest companies -- a company that handles an unimaginable
amount of sensitive data -- is big news,

Convicted Christian con artist
Jim Bakker now just literally
selling buckets of Bibles on
™v

Meet the most popular
straight woman on OKCupid

What s this sexmessage
doing on a Chipetle cup?

Why do people put
broomsticks in trees in
Brooklyn?

Obnaoxious neighbor
demands: "This halloween

B s

FOLLOW BOING BOING
# Facebook /

ul:i

http://boingboing.net/2015/09/19/sym
antec-caught-issuing-rogue.html
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http://blog.livedoor.jip/k_urushima/archiv

es/1779810.html
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Let's Encrypt [CDUNTC

T LINUX FOUNDATION COLLABORATIVE PROJECTS

s
ﬁ Let’s Encrypt Elog Technaology = Sponsors Support About -

Let's Encrypt is a new Certificate Authority:
It's free, automated, and open.
In Limited Beta

~— J —
FROM OUR BLOG MA|OR SPONSORS
The CA's Role in Fighting Phishing and H = |I|I |I|I '

, Al Sl mozilla (Gramar CISCO

Malware
Since we announced Let's Encrypt we've often been asked
how we'll ensure that we don't issue certificates for phishing a
and malware sites. m Idenl‘(gﬂ m :t;’-)
Read more

HE . https.//letsencrypt.org/

~
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The HTTPS-Only Standard

Home

Why Everything?
Compliance Guide
FAQ

Strict Transport
Security

Server Name
Indication

Technical
Guidelines

Mixed Content
Migrating APIs

Resources

The HTTPS-Only Standard

The American people expect government websites to be secure and

their interactions with those websites to be private.

This site contains a web-friendly version of the White House Office
of Management and Budget memorandum M-15-13, “A Policy to
Require Secure Connections across Federal Websites and Web
Services”, and provides technical guidance and best practices to

assist in its implementation.

Goal

This Memorandum requires that all publicly accessible Federal
websites and web services [1] only provide service through a secure
connection. The strongest privacy and integrity protection currently
available for public web connections is Hypertext Transfer Protocol

Secure (HTTPS).

HER © https://https.cio.gov/
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Let’s Encrypt (DS

« 201458 EFF, =YV K, MozillahMEREIBAZN T OY 10 FERE

« 2014Ft8 ISRGZBIAET D UIS

« 20145118188 Let's EncryptH'2015F E [CHEREFBAZERTE S

- 2015%1 8288 3BAEBZFTOTJ0O ~3)LU ACME IETF I-D#IMRAES

« 2015%F4 898 ISRGELinux Foundationtia 2R R

- 2015F6 8168 HDIREZE6/27ME. —i2[1IT79/14MBICSTBIFR
- 20158 8A7H =HMDIIBAZEZ9/ 7T, —fx@IF11/16M:BIC5TEBIEER

« 201598148 T514X— FISRG/)L— FCAN S TwHDIEBAEFT
«2015%108198 /NTJ'J v OCA(denTrust) & DR SR

2015511 3168HDE —ikRITY —E ARG FE
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Let’s Encrypt DSSLEEBAZEF EABRAICRL ?

Let's Encrypt DSSLT —/N—3EEAE (3. HITOIEAZ ERDERED . DD DERD
BEENIZ XA VEREE(DV) DEBEETI, @&, AREEUTDBEDTY,

BN TNDA

LinuxtCApache. Nginx®R\BED T T —/N\—ZHTTPSx# LIZUIA
BRAY—/N\—ZHTTPSIESEZA
SEBREICEHOEREBNSTINLELS TERSZVA
SEBAZEICREEIELSRNA

IBROIBAERITFH=ZRS T, M@ UL <KUA

NV RS Y—RTIEEERETUTUILNA

DT Y —/N\—OHTTPSEELBEEIZA

TR RRAICERT/INT W DISEEBEENER LA

|

QDS A
« FENDOD T TY—/N— PTUT—=Y 3T —/)N— SSLPIES
L—85—. X=)LY—/\=FIC, SSLY—/N\—5tBEEZANIZLIA
« BRADY—EXTHTTPSXIMICT JIMNEN DDA
+ FASBICEHOERBDASINERDA
« SEBREDAERILICEH > TULVENA
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V(EXA VEEDFIBIE THD CCDERR / OV.EVEDEL)

DV (F XA 2585 EV (HisRs8El)
ovel@y DVC@U %7~ L R/IN=IC

fRBIEDRIIND

NCTﬂ

@ https://hikari-n.jp @ https://toyota.jp, @ Shinsei Bank, Limited ()P} https://pdir
O \ — \ — \ N\ —
/I\ SIS ERASINZVY [ FABIRERASNR0) FREIENRISND
Y Web H+ h @iHigiER Web -1  OHEEIEE Web t-r - DFERIES
||\E Web t-1 | hikari-n.jp Web U7 k:  toyotajp Web - | pdirectal8.shinseibank.c
B | mza BESHENTE SWEAMMEBOZEA [ 0 SEHANTESRERNNRSY $¢A FeE: Shinsei Bank, Limited
BIER: COMODO CA Limited RRAER: Symantec Corporation EIE: Entrust, Inc.

A ERTSNEN | HEBBERTSNEN) fRBIEDRIZIND

—N-h[
R

FEiTHSR
FiTHR —REEH (CN) toyota.jp FTHR
—REEH (CN) hikari-n.jp BH# (0) TOYO[TA MOTOR CORPORATION — RS (CN) pdirecta0B.shinseibank.com
Hi# (o) <EHARCERZRTVEEA> | 8M (oW e-TOYOTA DIV 03 H#g (0) Shinsei Bank, Limited
Er9 (0w Domain Control Validated Y PILES 70:F0:A5:B1:5F:D8:A4:DF:A5:D7:, | 51 (OU) ITDiv

EEDR—ANR—ITDVIIBHEZED & S BN RISNIENZOHIC,
REICZDEHAMEELTCNDY—/N=D?P D1 v IV TYA LTRND? F
AHEZAZICSETLED,
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Lets Encrypt WoSign (DV) OoV—fig
i=E FHRD~E D HFE~E E~HE G
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BRIFRE I 71
V=B Z (SBN6F

OpenSSLEE/NR P4/ (#2D)
SEBAS HEITEREM (ED)
INZRIFERAJDK(E (D)
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sEBAE. HTTPSERRE (18558

OpenSSLEE/NRI7E /K (#D)
SEBAEHEITEREM (EH D)
ENSREEEA. =ALESECDENS
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SDDIOIEENNDTEXA VZERITD
D EBEBEA-ILPPFUR

{webmaster,hostmaster,root}f@example.com’Z EBIBES LUV X —
)L P EU DS DOEBEENTES.
Windows Livef@i@g8ss. 2@NHEE

@O TIVFTIY

FsLBMERE UICIBRRIC, BBELEIYFTYVYZEBINTESDSCET,
RXALVDD T T —/I\—DEBIERN DD & &EMESD.
ROERICIZENDDDHY. Lets Encrypt TEE-TUND

Q) X1 VDWHOISIEER

X1 Y OWHOISEiRIBHRZME:E L. DNSEESD' 5 DHEE THDID
EDNER I D,

ASBEZTE A VEEBBED T U —/N\—EEBIIRI LU THD,
COERTIETIEDEINDRVNVT =D H D,
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LEelS ENCIrypt VsllBASFE1I. Ml | Foax A=V

n

N

« LINUXCHTTPRRED T U1 DL

» Git CletsencryptW—J)LD1 > A =)L
J

N
- W—)LDEET7 (GEBASE NS C B85 TE)
J
N

- MERDRIER LI5S Y — L TRE)
- BRHEARDYINZ D85 Y — )L CEEH
J
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@ #fm

LiInuxX&E TR T U —/N\—2Z1I (D (DNSEHRED)

X Ubuntu, Debian, CentOS,Fedora’s EZE L CLVB,
FreeBSD, Mac OS XEUM—KLUTL\D

XY —ITFI)LE=Z2bNIEXL, —=/N\—TET

XU —/\—BEEREFApache. NginxZth—

GitCletsencryptV— /L&A D >0O— R

XKPython 2D T = THER/Ny T —I1F
BEEN-T VA L—ILlEnd

% git clone http://github.com/letsencrypt/letsencrypt

XMFEOBEE108258DT7 L E 1 —RIERTOEMETT,
BHARIEEND D TNDIDENETB A, AXDMEOT A FTD
R EO < CZDEIETIEIEIADENEDHZDINTT,

-~
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x

@ RTEIAS OB EY —/N—0DB

Apache TREY —/N\—DH#IN\TNNDE L TY—)LETT

% cd letsencrypt
% sudo ./letsencrypt-auto

This is a PREVIEW RELEASE of a client application for the Let's
Encrypt certificate authority and other services using the ACHE
protocol. The Let's Encrypt certificate authority is NOT YET ISSUING
CERTIFICATES TO THE PUBLIC.

Until publicly-trusted certificates can be issued by Let's Encrypt,

this software CANNOT OBTAIN f PUBLICLY-TRUSTED CERTIFICATE FOR YOUR

WEB SERVER. You should only wse this program if you are a developer
interested in experimenting with the ACME protocol or in helping to

improve this software. If you want to configure your web =ite with

HTTPS in the meantime, please obtain a certificate from a different

authority.

For updates on the status of Let’'s Encrypt, please visit the Let's
Encrypt home page at https:-/~sletsencrypt.org..

<Cancel>

JUE2—RTHDICEDER T Agree>ZEV Y —
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X2

@ KT EIASOMEC Y —/N—DE

No names were found in your configuration files.

You should specify ServerNames in your config files in order to
allow for accurate installation of your certificate.

If you do use the default vhost, you may specify the name manually.
Would you like to continue?

Mo >

.

Apache™ —/\—CFQDNAEEESNTCULVZWDTFALD
DNENDDDDTYes>ZEIRU T —2

—
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@ 17T GIBAZ O CY —/\—DBEIENE)

Please enter in your domain name(s) (comma and-sor space separated)

{aaa .example.com

<Cancel?

T —/N—MDFQDN (=ES UIZ UL\ EEBAZ DFQDN) ZA 709 5

-~
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X2

@ KT EIASOMEC Y —/N—DE

Enter email address (used for urgent notices and lost key recovery)

-

<Cancel>

B IBOREREBDRDEEEX -V FURZAT]
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@ 17T GIBAZ O CY —/\—DBEIENE)

Please read the Terms of Service at

https:/rletsencrypt .orgsdocuments/LE-5A-vl1.0.1-July-27-2015.pdf . You
must agree in order to register with the ACME server at
https:/racme-staging.api.letsencrypt.org-sdirectory

{Agree > {Cancel>

FMABKNDRBRE T, Agree>za &) —
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=17 GIBIBDOME E H —/ \—DEEHET)
= S S 8Jl= -
@ E1T GRS OIS /\—DHE2IEE
Congratulations?! You have successfully enabled
https: -1 .com?
You should test your configuration at:
https:s/wuw.ssllabs.consssltestsanalyze html?d=1 ____ .conm

SEBRENESRTEN. ApacheDHTTPSBEGAIN DK ERIR UKL T

IMPORTANT NOTES:
— Congratulations?! Your certificate and chain have been =aved at
setcsletzencrypt-live /R .consfullchain.pemn. Your cert will

expire on 2016-01-23. To obtain a new version of the certificate in

the future, simply run Let’'s Encrypt again.

FRSNICHR/NRIPOFEEE. SBAZETF T — VDD
/etc/letsencrypt/live/ R X4 28 /*pem

)
B

O

}51

#15~30W CEBIER1T. Y —/\&RETED

FIN T —=I4 VA == )LEZDEFEHDD DD
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ERNSNIZ D 71 ILDBEIR

/etc/letsencrypt/live/ = XA /%5

e privkey.pem
SR SNTCSSL Y —/\—SEBEEZER DM

e certpem

FRRSNIZSSLY —/N—FIBEE

« chain.pem
)U— FEEBREN' S ETOPECASIBAEZEZE T
(JuLEa—"TIZ)IL—F~DH)

« fullchain.pem
JV— DY —/N—5IBBEFX TCECOIREF T —V
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ZNES S N—F | KERIBE
JuEa— 2015511 BRI
F2ATSA A= L=k JNTUw2I—

happy hacker ldenTrust
fake CA DST Root CA X3

Let’'s Encrypt

Authority X1

+f —/\—3[882 H —)\—3THRE
CN=R X+ V& CN=R X1 V&

|
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JULEa—DisEBETO D 7 1 JU(EAISTER ?)

JIPIES 18\ S5 A
ZE£77)LT X SHA256wWithRSA
T8 CN=happy hacker fake CA
BNHAR] 90H
FAE CN=FXA 2%
#R{E A EY DigSig, KeyEncipher
VhsREE{ERB/N TLS Server, TLS Client
FAEBHEID =19
F1TBHID KeyidD
AlAYLSE (OCSP, http://ocsp.staging-x1 letsencrypt.org/
CAlssuer) CAlssuerf&
FARERIE FXA1 U8B,
HI = E=NI CPS=http://cps.Jetsencrypt.org/
CRLECE R AN,
EAHIFY cA=FALSE

X ECDSASIERERY —ILDXIIE I HEITTERZE D,
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N—SDEHET

JPIVES 18\ RS VH AP
ZE&7)LT X SHA256withRSA
H1TB Let’'s Encrypt Authority X1
BHA-E 90H
FArE CN=RF X1 V%
E{FARE8 DigSig, KeyEncipher
HhsREB{ERBMN TLS Server, TLS Client
FARBERID =1
HITBHEID KeyidDd+
AlAYLSR (OCSP, http://ocsp.int-x1 letsencrypt.org/
CAlssuer) CAlssuerf&
FAERIE FXA VB,
HIt = E=I D, CPS=http://cps.Jetsencrypt.org/
CRLECTE R /AN,
EAHHY cA=FALSE

X ECDSASIEAE XY — LXMW E T, HEITTEERZED
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LelS ChCrypt Cuertiticate
Transparency(CT)

- CTEIE, BEIBHARGTITIRET o o o
DIIRENHETBREE B0

-|j- / \_lt_ fig_ézed)—c 1] "..:Er!'rl'lz.]':r_-'l']urr_:.;u.-t'r-:'y

D\Z;IEZ)‘\%DE _C.:E\ DD (ASLAYEEE)

BEIEEIC L TL)B,

e Lets Encrypt®E COIEEEH
TOFBRIL. ERIOBFANICH
2CTOT Y —/\N\—|C52iRIN D,

. 212, SCTIM TR VED,
Chrome CrHEEBHRIIE S

Nz, g ——— ﬁ
Qﬁ DigiCert, Inc CPATEHN US Utah LehidDEER SR n;lGert g :
SHA2 Extended Walidation Server GA (ZEDHEEE http://www.symantec.com/ja/ io/page jsp?id=ssl-certificate-transparency
R B e BE L T o
iﬂﬁl:l ._Eﬁ 'Elﬁiﬁ
-
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Let’s Encrypt OCTD O (1)

https.//crt.sh/?ldentity=%25&ICAID="7395

e

800 ) C crtsh | %

* W !
L | S—

Cfh

Comodo CA Ltd [GB]| https://crt.sh/?Identity... ¢ _ =

Issuer Name
Certificates

crt.sh

Criteria Identity LIKE "%'; Issuer CA ID = 7385

C=US, O=Let's Encrypt. CN=Let's Encrypt Authority X1

Not Before Not After Subject Name

2015-10-27 2016-01-25 CN=35.le-test.hoffman-andrews.com
2015-10-27 2016-01-25 CH=234.le-test.hoffman-andrews.com
2015-10-27 2016-01-25 CN=ftpnew.ddntsr.com

2015-10-27 2016-01-25 CN=wolf.ifl.edu.pl

2015-10-27 2016-01-25 CN=www.hexathos.de

2015-10-27 2016-01-25 CHN=www.hexathos.de

2015-10-27 2016-01-25 CN=studio442.com.au

2015-10-27 2016-01-25 CN=j4va.com

2015-10-27 2016-01-25 CN=www.cell-game.com
2015-10-27 2016-01-25 CN=F20kb.net

2015-10-27 2016-01-25 CN=sour.is

2015-10-27 2016-01-25 CN=www.cell-game.com
2015-10-27 2016-01-25 CN=tommyang.org

2015-10-27 2016-01-25 CN=steven.stremciuc.net
2015-10-27 2016-01-25 CN=www filmnectar.com
2015-10-27 2016-01-25 CN=petko.me

2015-10-27 2016-01-25 CN=zfix.org

2015-10-27 2016-01-25 CN=www binarymedic.com

Let's Encrypt CREITSNIZIEASEEECCTRAMEEDOVICEHEH ND

© 2015 Fuji Xerox Co., Ltd. All rights reserved.

48

FUJI XErox @)



Let’s Encrypt OCTD O (2)

Let's EncryptD A F(R—42Z)IAE O AR ITHE

450 -
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250
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SLBAEFTT
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WindowsIRiZE*dTomcat/sx &

TMN—FIMRIECIEEDTD?

Windows®DIIS

Apache Tomcat
SSLPDOEoLU—5—
Postfixld CDX — )L —/\N—

Sh

SEUN— FADIRIETEED LE UL DD?
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LEelS ENCIrypt VsllBASFE1I. Ml | Foax A=V

n

YV —=)UICEBFENDEED T I —/N\—TIBRECIT v ~FLET

- Linux T8O/ TCPHBN T\ DY —/N\—DigEE
48 - GitCletsencrypty =)L VX k=)L

- W—)LD=ETT GEBZEIS)
- B —/\—DBEEREI L&V

- UMENDDNIEPKCSH 12 (PFX) Z1FD XS
» O —/\—(CEEBAS ZRE LI T

=
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HiN— FANSSLY —/\N\—RBOIEAEZEES (1)
“auth” OVY R CTH—/\—Z=RECT FTLREN IS CE=ET

Apache. NginxDOT—/\—[3{E1E UET

SRBEHTLESE LTNBRRA FTHBIT EEER

IONYEFEDAYTEXA VBEIBELTUE

% cd letsencrypt

N\

% sudo ./letsencrypt-auto auth —-d w1 .example.com

&P, BEREIAOY —/N\—DEIRTIX
“Standalone” ZZEA TR0,

L&D

MERCMASHERSN. T+ LD RUICEDNET

/etc/letsencrypt/live/w1 .example.com/* pem

52
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BiN— FSSSLY —/\—RDIIEAZ NS (2)

DN A +TENNTLYDBApache. Neinx. Lighttpd.
Postfix’®E . ZTOFEFOHEOIAENME 2 F T,

WindowsDIISXbExchangeX®Apache Tomcat CaltBe
SCRZFEATDIHSICIE. OpenSSLTT. #EEEEEE
Fr—VZ—DICUT/INRAD— FZ&aTITIEPKCSH12
(or PEX) ICEB U T, 1 Vih— R OEREETUNET,

% oenssl pkcs12 —export —in cert.pem —-inkey privkey.pem

—certfile fullchain.pem -out P12 7 1)L
-passout pass./\ A3 —

Windows’ss5 2 71 )LEBUVN T VY— ~ U TE)
Tomcat’Zx5P1270 7 1 )L Ekeystorel 5827 LIS
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B —/\—SIBAZE DB FEIT KN
NI EDAY—RKRTCED

revokeZd 73T, SBAZEZEIBEINIL. LNDTESE
BAZ AN B D CENTED,

% sudo ./letsencrypt-auto revoke —cert-path cert.pem

BX1T/BH

ROBERQIUATYa YV or ADETDEBEEEEH
TEd, BMEEI3 Ak, 25 BBEE CcronCTH
FKITITDDOH AR,

% sudo ./letsencrypt-auto auth -d www.example.com
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D4V FA—EEVYIVF FXA 2 (UC)EEBASE
IV EDAY—HKHTCED

1)V B —

’§§u SH5. Lets EncryptTIED )L RAO— REEBRE
(B “* examplecom” ) IFFEITTEEU)N,

VIVTF E XA > (UC)EBEE
@Q@h%{zﬁmbﬂ IN—ICIR AT 1 T =N7TLH)
DimE. BEHSWeb PO LU TR UT—/N\—ICUE
<BEINILF EXAV(UC)EBAENET CE=D, BIC -
d 2T 3V TEHEXAVESH I NI,
subjectAltNamehskICECEcE =N D,

% sudo ./letsencrypt-auto auth -d www.example.com ¥
-d t1.example.com —d example.com
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Lets Encrypt CBEIERE N DApache DHT TPSE&E

/etc/letsencrypt/options-ssl-apache.conf

SSL Protocol all -SSLv2 -SSLv3  TLSv1.x OMHFIFET]
SSLCipherSuite ECDHE-.. #&l EBSZ2+1 —FOERDIEFEZENEDEES

SSI HonorCipherOrder on H—N\N—DRUEEBSA1 — MBEIBRIICHRED
SSLCompression off CRIMEZZEHEDOXIRE U CT =Y EMRBITERIL

SR EDISE
U Y FOHTTPSEREICIE > TU\D,
0582880\ 8= (RC4, Ephemeral T/&U\DH/ECDH, DES, MD5) [E #2501t
BB C CDIRENDOARETL VY UDARE(IIEUN,
HSTS. Certificate Pinning. OCSP Staplingh'ME7s 5:8105%5%E

H@ROBIEIBN - AES128GCM, AES256GCM, AES, Camellia, 3DES
BEZBDEBITIRNL - ECDHE, DHE, RSA, SRP

snat DBITIERI @ RSA, ECDSA, DSS

HMACOE5EIgfi : SHA384, SHA256, SHA

-~
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Let’s Encrypt @ XA &35 (DV)

IETF I-DIC72 > TLWSACMEZ O R3JLT
=X VIRGE. EEBREFRTTI D,
Ay Z—IEISONNX =L TIWK, JWSISEFED

Let’s Encrypt
v — )L (Python)

"‘\E‘Efﬁﬂ Let’s KB
# Encrypt

o =
/N JVED 2D C .
> t1.example.com®
— | SSLIFEEEFEL)
CARIACME
APt —/\
DVi&5EA
SR AE A
http://t1.example.com/
(YV=ILICEFEND)
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Let’s Encrypt @ XA &35 (DV)

XIKR XA VDD T ITY—/N\—=D
BEBEDCDONHERIT D

Let’s Encrypt
v — )L (Python)

2

)
-

| ,
Let’s ﬂ-

Encrypt

DY —-/N\—EEE
DEERLE T,
= /b3dfhtrmllc
o “17ce” EBWNT
DVARSIEA

SR AR A
http://t1.example.com/
(Y=ILICEZFEND)
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Let’s Encrypt @ XA &35 (DV)

XIKR XA VDD T ITY—/N\—=D
BEBEDCDONHERIT D

Let’s Encrypt
v — )L (Python)

yN:fic u
M&ﬁ."

“17ce” E20\

b3df.html
oA

A\

DV#&IER
SR AR A
http://t1.example.com/
(Y=ILICEZFEND)
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Let’s Encrypt @D = X V&R3E (DV)

XIKR XA VDD T ITY—/N\—=D
BEBEDCDONHERIT D

Let’s Encrypt

n n Y — )L (Python)
i 1 Let’s ﬂ
N & Encrypt

http://t1.example.com
‘ /b3df.htmlZHYS
o’
o’
\_/ CARIACME
APl —/\

DV#i&3IE 8 , -
B2 T —/\ “17ce’ =&z

http://t1.example.com/
(Y=ILICEZFEND)

-~
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Let’s Encrypt @ XA &35 (DV)
RIC, WMEBREOA—FT—ChHDCEZERIT D

Let’s Encrypt

r\ v —)L(Python) _\ : I_
e 1 Let's KB
g e BN 5

WERD A —F =1 =
Em LI, —
D J Y REE
= “O7ba5f32” AN
ICEBB L. NHEEZ NPT — )\
& D =0,
DVIiZ3TEF EDC<ES
SR SUAI R A
http://t1.example.com/
(V—=ILICSEND)
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Let’s Encrypt @ XA &35 (DV)
RIC, WMEBREOA—FT—ChHDCEZERIT D

Let’s Encrypt

v — )L (Python) _\

g
B

e

# Let’s I
# Encrypt

=’

=
>
N x g
INEZHE C CABIACME
“O7babf32” AP —/\
[CELZ DVi&:EF
B85 T JH—/\

http://t1.example.com/
(Y=ILICEZFEND)

A~
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Let’s Encrypt @ XA &35 (DV)
RIC, WMEBREOA—FT—ChHDCEZERIT D

JWS
@ [97ba.]DE
Let's Encrypt = p I
a U LPyron) | @ JWKZABSEE £ A
YNES g L 9
et’s a

Encrypt

X%

!

Z
CARIACME
APt —/\

DVi&ZEIE

2ot —/N

http://t1.example.com/
(Y=ILICESEND)
-~
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Let’s Encrypt @ XA &35 (DV)
RIC, WMEBREOA—FT—ChHDCEZERIT D

Let's E z
N Jet)su(gitrgg:]) iy : =
. ! # Let’s (B
Encrypt
weng) ARE yp
JWS
@ [O7ba.]JDE
E @ JWK2\BS8R & :
CARIACME <
APt —/\
DVi&SER

SR AR A
http://t1.example.com/
(Y=ILICEZFEND)

=
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Let’s Encrypt @D XA &35 (DV)
=X Y DOEE(DV) DT T

_NZ&t1 .example.com
kX VAIC IEREESsNTZ
i7: AN a1V T

\BRE a

Let’s Encrypt
v — )L (Python)

¥

A\

DV#&IER
SR AR A
http://t1.example.com/
(Y=ILICEZFEND)
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Encrypt

e
=

N\ I /7
CABIACME
APIHF =/

=
D BXAYDD T T —/N—DEEERZIFD
@ BXA VTSV CBROEEMERZID
MEZMUDT. FXAAVDOREDV) E5E T
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Let’s Encrypt (DIEBAEF T

sIEBAZS F1 EZR(CSR/PKCS#'I O) 7&.:.@

Let’s Encrypt
v — )L (Python) =
AN u 2 &

I\><'r BE
# Let’s "
Ma:fﬁu # =

ol

D F—HERK
JWSEEZ 7 —V v bk 6 SFBRAREIE
« RXAVE . AP FREIE

J\BSGR A @ FEREH(T
R TEL

- WEHECTES
MR TS

@ _EEDE

=
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Let’ s Encrypt boulder (CA)

MOREESIILVTT
bislczEixLE LI

FAD XA t1 examplecomZziEsE L CESZFEIN?
FIT2DDOHBD—ODF v LI ER T ULTLEEL)

CTld, DD ZEEmMULET
L5 b, BREEDE T UE LIS,

AAEZHRTT LU CEDAFIN?
CHHNEIT UILSIBREICZD ET
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xCH
-SSL/TLSDRE 5

2015FDSSL/ TLSEREICES&E UTZ 56k

Let’s Encrypt | HER CRESE/IEEERE

Let’'s Encrypt [FFEFEA. BARICEETHERER, (C
HF—N—DBERHB. /\w FCETEDD CIEF,

2. DHRBRCTEDZBGICIE. DVTHDC xR
B A CHRELTL Eéb\o
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