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Tunakuhimiza kwa dhati ubadilishe mipangilio yako kama ilivyofafanuliwa hapa chini (na
uwaombe watu unaowasiliana nao wafanye vivyo hivyo!) ili kulinda vyema mawasiliano
yako ya WhatsApp.

Hasa, tuna wasiwasi kuhusu tangazo la WhatsApp la Agosti 2016 la sera mpya ya
faragha inayoruhusu kushiriki data na kampuni inayomiliki ya Facebook. Hii huruhusu
Facebook kufikia baadhi ya maelezo ya watumiaji wa WhatsApp, ikiwa ni pamoja na
nambari za simu za WhatsApp na data ya matumizi.

Watumiaji waliopo wa WhatsApp wakati wa kubadili sera ya faragha walikuwa na muda
wa kubadilisha mipangilio yao na kuzuia Facebook isipendekeze marafiki au kutoa
matangazo kulingana na data ya WhatsApp. Akaunti mpya, hata hivyo, hazina chaguo
la kukataa matumizi haya yaliyopanuliwa ya data zao. Badala yake, chaguo pekee
linalopatikana kwa watumiaji wapya ni kujiunga na WhatsApp kabisa chini ya sera mpya
ya faragha na kushiriki data yote inayohusika. Ingawa kampuni inawahakikishia
watumiaji kuwa haitashiriki data zao moja kwa moja na watangazaji, hii hata hivyo
inatoa tishio la wazi kwa udhibiti wa watumiaji wa jinsi data yao ya WhatsApp
inavyoshirikishwa na kutumiwa.

Zaidi ya hayo, tuna wasiwasi kuhusu programu ya wavuti ya WhatsApp. WhatsApp
hutoa kiolesura cha wavuti kilicholindwana HTTPSkwa watumiaji kutuma na kupokea
ujumbe. Hata hivyo, kama ilivyo kwa wavuti zote, rasilimali zote zinazohitajika kupakia
programu hii huwasilishwa kila wakati unapotembelea wavuti huo. Kwa hivyo, hata
kama kuna usaidizi wa ufichamishi kwenye kivinjari, programu ya wavuti inaweza
kurekebishwa kwa urabhisi ili kutoa toleo hasidi la programu hii kwenye upakiaji wowote
wa ukurasa, jambo ambalo linaweza kuwasilisha ujumbe wako wote kwa wahusika
wengine.

WhatsApp haitumii usimbaji fiche kutoka kwa mtuma ujumbe hadi kwa mpokeaiji,
ambayo huhakikisha kuwa ujumbe unageuzwa kuwa ujumbe wa siri na mtumaji wake
asilia na kutambulika na mpokeaji wake wa mwisho pekee. Hatuna tatizo lolote na jinsi
usimbaji fiche huu unavyotekelezwa. Kwa hakika, tunatumai kuwa itifaki ya usimbaiji
fiche ambayo WhatsApp hutumia, ltifaki ya Ishara, itaenea zaidi katika siku zijazo.
Badala yake, tuna wasiwasi kuhusu usalama wa WhatsApp licha ya juhudi bora za
Itifaki hiyo ya Ishara.



https://ssd.eff.org/en/glossary/threat
http://ssd.eff.org/en/glossary/https
https://web.whatsapp.com/
http://ssd.eff.org/en/glossary/https
https://www.chromium.org/blink/webcrypto
https://www.chromium.org/blink/webcrypto
https://www.chromium.org/blink/webcrypto
https://www.chromium.org/blink/webcrypto
http://whispersystems.org/blog/whatsapp-complete/

Ikiwa bado ungependa kutumia WhatsApp, tazama mafunzo yetu hapa chini na
uhakikishe kuwa umezima chelezo za mawingu na uwashe arifa za mabadiliko ya
alama za vidole (angalia sehemu ya Mipangilio ya Ziada ya Usalama).

Sehemu ya kupakuliwa: Google Play Store au Apple App Store

Mahitaji ya Mfumo: Android 5 au toleo jipya zaidi, iOS 12 au toleo jipya zaidi
Toleo lililotumiwa katika mwongozo huu: 2.23.13.76

Leseni: Miliki

Nambari zingine:

e https://blog.whatsapp.com/10000618/end-to-end-encryption

e https://www.whatsapp.com/security/\WhatsApp-Security-Whitepaper.pdf

e https://medium.com/@thegruga/operational-whatsapp-on-ios-ce9a4231a034/

Kiwango: Mwanzilishi
Muda unaohitajika: dakika 15-20

WhatsApp ni programu ambayo huruhusu watumiaji kwenye vifaa vya mkononi
kuwasiliana kwa kutumia usimbaji fiche kutoka kwa mtuma ujumbe hadi kwa mpokeaji.
Kwa usimbaiji fiche huu, watumiaji wanaweza kupiga gumzo na kupigiana simu, kutuma
faili na kushiriki katika gumzo za kikundi kwa usalama. Ingawa WhatsApp hutumia
nambari za simu kama anwani, simu na ujumbe hutumia muunganisho wako wa data;
kwa hivyo pande zote mbili kwenye mazungumzo sharti ziwe na ufikiaji wa mtandao
kwenye vifaa vyao vya rununu. Kwa sababu hii, watumiaji wa WhatsApp hawalipi ada
za SMS na MMS.

WhatsApp inamilikiwa na Meta. Programu yenyewe ni zana tepe ambayo msimbo wake
wa chanzo hauwezi kuonekana na umma, kumaanisha kuwa ni vigumu sana kwa
wataalamu wa nje kuthibitisha kuwa kampuni hiyo imetekeleza usimbaji wao kwa njia
salama. Hata hivyo, njia ambazo WhatsApp hutumia kutuma ujumbe uliosimbwa
zinapatikana kwa umma na zinachukuliwa kuwa salama.

Anza Kutumia Whatsapp


https://play.google.com/store/apps/details?id=com.whatsapp
https://apps.apple.com/us/app/whatsapp-messenger/id310633997
https://blog.whatsapp.com/10000618/end-to-end-encryption
https://www.whatsapp.com/security/WhatsApp-Security-Whitepaper.pdf
https://medium.com/@thegrugq/operational-whatsapp-on-ios-ce9a4231a034

Pakua na Usakinishe WhatsApp

Kwanza, utahitaji kupakua programu ya WhatsApp kwenye simu yako. Unaweza
kutafuta "WhatsApp" kwenye Google Play au Apple App Store au kupakua moja kwa
moja kwa kutumia viungo vilivyo hapa chini:

e Kwenye Android: Pakua programu hiyo kwenye Google Play Store hapa.
e Kwenye iPhone: Pakua programu hiyo kwenyeApple App Store hapa.

Baada ya WhatsApp kupakuliwa, ifungue. Mipangilio na skrini zinaweza kuonekana
tofauti, kulingana na toleo lako la Android na mtengenezaji wa simu yako.

Sajili na Uthibitishe Nambari yako ya Simu

Kabla ya kutumia WhatsApp, sharti ukubali Sheria na Masharti na Sera ya Faragha.
Bofya "Kubali na Uendelee."
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< App Store

Welcome to WhatsApp

Read our Privacy Policy. Tap "Agree and continue” to

accept the Terms of Service. welcome to WhatSApp

Read our Privacy Policy. Tap "Agree &
Continue” to accept the Terms of Service.

nglish v
L Agree & Continue

Kisha WhatsApp itaomba uwezo wa kukutumia arifa. Bofya "Ruhusu” ili upate arifa
utakapopokea ujumbe mpya.


https://www.whatsapp.com/download/
https://play.google.com/store/apps/details?id=com.whatsapp
https://apps.apple.com/us/app/whatsapp-messenger/id310633997

United States

+1 jour phone number

A Or link this device to an existing account.

“WhatsApp" Would Like
e e A st to Send You Notifications
notifications?

Notifications may include alerts,
sounds, and icon badges. These
can be configured in Settings.

Don't Allow Allow

Ukipokea ujumbe, weka nambari yako ya simu ya rununu kisha ubofye "Ndio" kwa
kidokezo kinachofuata. Ingawa WhatsApp haitumii SMS, nambari yako ya simu bado
itaonekana kwa anwani zako zote.
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< App Store
Enter your phone number : Enter Your Phone Number Done

WhatsApp will need to verify your account. What's my

WhatsApp will need to verify your account. Carrier
number?

charges may apply.
Choose a country v

United States

+ |  phone number

Carrier charges may apply +1 (555) 123'4567'

Or link this device to an existing account.

Ili kuthibitisha nambari yako ya simu, utatumiwa SMS yenye msimbo wenye herufi sita.
Weka msimbo huo utakapopokea ujumbe.
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Verifying your number : £ Edit number

Waiting to automatically detect an SMS sent to
. Wrong number?

We have sent you an SMS with a code to
the number above.

Enter 6-digit code
To complete your phone number

verification, please enter the 6-digit
activation code.

Didn't receive code?
You may request a new code in 0:58

Didn't receive a verification code?

You may request a new code in 1:32

Kisha utaombwa uweke jina lako na uongeze picha ya wasifu. Kumbuka chochote
unachotumia kwa wasifu wako kitaonekana kwa anwani zako zote.



Profile info H Edit Profile

Please provide your name and an optional profile photo .
add Enter your name and add an optional

photo profile picture

+
Q

Type your name here

@ B ok BB e O
QWERTY U I'O P

0

A SDFGHUJKIL

WhatsApp itaomba ufikiaji wa anwani zako. Ukiruhusu ufikiaji huu, WhatsApp itakuwa
na orodha kamili ya nambari zako za simu. Kwenye Android, sharti utoe idhini ya kufikia
anwani zako ili kutuma ujumbe au kuanzisha simu. Kwenye iPhone, unaweza kukataa
ufikiaji wa anwani zako na programu bado itafanya kazi, lakini itabidi uweke nambari ya
simu ya kila mtu ili kuwasiliana nao wewe mwenyewe.

e Kwenye Android: Bofya "Endela" na kisha "Ruhusu" ili kutoa ufikiaji wa anwani
zako.

e Kwenye iPhone: Bofya "Endelea,” kisha ubofye "SAWA" kwa kila kipengee ikiwa
ungependa kuruhusu ufikiaji huu.
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Dudes 8/31/22
e You were added

. 6/22
“"WhatsApp" Would Like !
to Access Your Contacts
Upload your contacts to
WhatsApp's servers to help you
Contacts and media quickly get in touch with your ~ YPted
friends and help us provide a
To easily send messages and photos to better experience.
friends and family, allow WhatsApp to
access your contacts, photos and other

media, Don't Allow OK

Not now Continue

Ikiwa ungependa kutuma picha, video au faili, WhatsApp itaomba idhini ya kuzifikia pia.

Kutumia WhatsApp

[li kutumia WhatsApp, mtu unayetumia ujumbe au kumpigia simu sharti awe
amesakinisha Whatsapp pia. Unaweza kuanzisha gumzo au simu kutoka kwa programu
kwa kuandika nambari ya simu wewe mwenyewe, au kwa kuandika jina la mtu
unayewasiliana naye ikiwa umetoa idhini ya kufikia orodha yako ya anwani. Unaweza
kuanzisha gumzo la kikundi kwa njia ile ile, ukiongeza watu wengi unavyopenda
kwenye mazungumzo ya maandishi.

e Kwenye Android: Chagua kichupo cha "Gumzo" (au "Simu") kisha ubofye ikoni
ya ujumbe iliyo upande wa chini kulia. Chagua anwani ya mtu ambaye
ungependa kuanzisha mazungumzo naye.

e Kwenye iPhone: Bofya chaguo la "Gumzo" (au "Simu") kwenye upau wa
kusogeza wa chini, kisha uguse ikoni ya ujumbe kwenye sehemu ya juu kulia.
Chagua anwani mtu ambaye ungependa kuanzisha naye mazungumzo.

Wakati mazungumzo yako ya kwanza yaliyosimbwa kwa njia fiche yanapoanzishwa,
utaona ujumbe unaoelezea jinsi ujumbe unaotoweka hufanya kazi. Bofya "SAWA," na
utapelekwa kwenye skrini mpya ya ujumbe. Utaona ujumbe juu ya kila ujumbe
unaoonyesha, "Jumbe na simu zinasimbwa mwanzo hadi mwisho. Hakuna mtu kutoka



nje ya chati hii, hata sio WhatsApp, inaweza kusoma ama kuzisikia. Donoa ili kujifunza
zaidi," ikifuatiwa na maelezo zaidi kuhusu mpangilio chaguo-msingi wa ujumbe
unaotoweka (maelezo zaidi kuhusu ujumbe unaotoweka yanapatikana hapa chini).

Katika hatua hii, unaweza kuthibitisha uhalisi wa mtu unayezungumza naye, ili
kuhakikisha kuwa kibonye chake cha usimbaiji fiche hakikubadilishwa na kibonye cha
mtu mwingine ulipopakua programu yako (mchakato unaoitwa uthibitishaji wa msimbo).

lli kuthibitisha, bofya jina lake (au nambari ya simu) kwenye sehemu ya juu, kisha
kwenye skrini inayofuata, bofya "Usimbaji Fiche."
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Today listen to them. Tap to learn more.

& Messages and calls are end-to-end encrypted. No Y fault ti
one outside of this chat, not even WhatsApp, can read C: You use a default timer for
o listen to them. Tap to learn more. disappearing messages in new chats.

New messages will disappear from

C DSS uses a default timer for disappearing messages this chat 7 days after they're sent,
in new chats. New messages will disappear from this R b e GG dat
chat 7 days after they're sent, except when kept. Tap to CEIREE G T S MRS T

set your own default timer own default timer.

Hey dude .45 4y
Today
Hey ¢37am
Your security code with DSS changed.
Tap to learn more.

Hey dude ... .,

Hey g:37 amw
© Message » B o
+ | C ©® 3¢
. How are you? What's up? How's it go \!;
. QWERT YU

ASDFGHJIKL
Hakikisha kuwa mtu unayewasiliana naye amefuata utaratibu huo huo kwenye simu
yake. Skrini ifuatayo itakuwa na mada ya "Thibitisha Msimbo wa Usalama:"
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< Search

<« :Trif security code < Info Verify Security Code

You, DSS

29407 27769 89415 26164
20332 33522 95989 26164
41635 74688 49348 26164

To verify that messages and calls with DSS are
end-to-end encrypted, scan this code on their device.
You can also compare the number above instead. 29407 27769 89415 26164
Learn more 20332 33522 95989 26164
41635 74688 49348 26164

To verify that messages and calls with DSS

are end-to-end encrypted, scan this code

on their device. You can also compare the
number above instead. Learn more

Utaona safu ya nambari 60. Unaweza kuthibitisha wewe mwenyewe kwa kusomea
nambari hizi na kuhakikisha kuwa zinalingana na nambari za anwani yako, au ikiwa
mko pamoja, unaweza pia kuchanganua msimbo wake wa QR unaoonekana kwenye
skrini hii. Ikihitajika, unaweza pia kupiga picha ya skrini ya nambari hizo na kuishiriki
kwenye kituo kingine salama.

Pindi utakapomaliza hii, unaweza kuhakikishiwa kuwa ni wewe na mtu unayewasiliana
naye pekee mnaoweza kufikia mawasiliano yaliyosimbwa kwa njia fiche. Hii inatumika
kwa ujumbe wa maandishi ndani ya WhatsApp na pia simu za sauti za WhatsApp.

Dhibiti Magumzo Yako Ya Kikundi nha Mapendeleo ya
Jumuiya

Kando ya gumzo za moja kwa moja, WhatsApp pia inakubali gumzo za vikundi na
gumzo za jumuiya (ambazo kimsingi ni vikundi vikubwa vya gumzo za kikundi). Kama
ilivyo kwa gumzo, soga za kikundi na soga za jumuiya zimesimbwa kwa njia fiche
kutoka mtu anayewasiliana hadi mpokeaiji.

Ili kuunda gumzo jipya la kikundi:



e Kwenye Android: Chagua kichupo cha "Magumzo" kisha ubofye ikoni ya
ujumbe kwenye sehemu ya chini kulia. Chagua "Kikundi Kipya," kisha anwani ya
mtu ambaye ungependa kuanzisha mazungumzo naye.

e Kwenye iPhone: Bofya chaguo la "Magumzo" (au "Simu") kwenye upau wa
kusogeza wa chini, kisha ubofye aikoni ya ujumbe katika sehemu ya juu kulia.
Chagua "Kikundi Kipya," kisha anwani ya mtu ambaye ungependa kuanzisha
mazungumzo naye

2:10

¢«  Select contact

1 contact

e New group
e New contact
e New community

Contacts on WhatsApp

New Chat

Q_ Search name or number

New Group

New Contact

Message yourself
222 New Community
DSs

Frequently Contacted

g Hey there! | am using WhatsApp

o Testing

, You

Invite to WhatsApp

Invite

Garf Brooks

«.  Share invite link

Contacts on WhatsApp

g Message yoursen

7 Contacts help

NNAXE<CCAVWDODVOZErXc—IOTMOO®@>

Unaweza kubadilisha mipangilio fulani ya vikundi unavyounda, pamoja na, ikiwa pamoja
na kama watu wengine wanaweza kuongeza washiriki wapya au la, au ikiwa
wasimamizi watahitaji kuwaidhinisha:
e Kwenye Android: Fungua gumzo la kikundi, bofya jina, kisha usogeze chini na
ubofye "Mipangilio ya Kikundi."
e Kwenye iPhone: Fungua gumzo la kikundi, bofya jina, kisha usogeze chini na
uguse "Mipangilio ya Kikundi."
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Group settings

Participants can:

Edit group settings

This includes the subject, icon,
description, disappearing message
timer, and keeping and unkeeping
messages.

Send messages

Add other participants

Admins can

Approve new participants
When turned on, admins must
approve anyone who wants to join
the group. Learn more

Group admins
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< Info Group Settings
Participants Can:

Edit Group Settings

This includes the subject, icon,
description, disappearing message

timer, and keeping and unkeeping

messages.

n Send Messages o

Add Other Participants

Turning off these settings means that only group
admins can perform this action.

Admins Can:

Approve New Participants

When turned on, admins must approve anyone who
wants to join this group. Learn more

2,  Editgroup admins
You
Group Admins

You

Kwa chaguo-msingi, mtu yeyote anaweza kukuongeza kwenye gumzo la kikundi, kama
anavyoweza kwenye ujumbe wa kawaida wa SMS. Lakini unaweza kubadilisha
mpangilio huu:

e Kwenye Android: Bofya ikoni yenye nukta tatu, kisha Mipangilio > Akaunti >
Faragha > Vikundi.
e Kwenye iPhone: Bofya Mipangilio > Faragha > Vikundi.

Hapa, utapata chaguo tatu unazoweza kuchagua:

e Kila mtu: Kwa mpangilio huu, kila mtu, ikiwa ni pamoja ha watu wasio katika
anwani zako, wanaweza kukuongeza kwenye vikundi bila idhini yako.

e Anwani Zangu: Watu walio katika orodha yako ya anwani pekee ndio wanaweza
kukuongeza kwenye vikundi bila idhini yako. Ikiwa mtu hayuko katika anwani
zako, atapata arifa ibukizi ikimuomba kukualika.

e Anwani Zangu Isipokuwa: Kwa chaguo hili, unaweza kuchagua anwani
mahususi katika anwani ya simu yako ambao hawawezi kukuongeza kwa vikundi
bila idhini yako.
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& Groups £ Privacy Groups

Who can add me to groups WHO CAN ADD ME TO GROUPS

Everyone
O Y Everyone

@ My contacts
My Contacts
(O My contacts except...
My Contacts Except...
Admins who can't add you to a group chat will have the

option of inviting you privately instead. Admins who can't add you to a group will have
the option of inviting you privately instead.

Ikiwa uko kwenye gumzo la kikundi au jumuiya na ungependa kuondoka, unaweza
kufanya hivyo:

e Kwenye Android: Fungua gumzo la kikundi au jumuiya ambalo ungependa
kuondoka, kisha uguse jina la kikundi kwenye sehemu ya juu ya skrini. Kwenye
skrini inayofuata, sogeza chini hadi chini na ubofye "Ondoka kwenye kikundi."

e Kwenye iPhone: Fungua gumzo la kikundi au jumuiya ambalo ungependa
kuondoka, kisha uguse jina la kikundi kwenye sehemu ya juu ya skrini. Kwenye
skrini inayofuata, sogeza chini hadi chini na ubofye "Ondoka kwenye kikundi."



Mute notifications 6:48 &

Custom notifications < Back Test

Encryption
Media visibility Messages and calls are end-to-end
encrypted. Tap to learn more.

Encryption Phone number privacy

Messages and calls are end-to-end encrypted. @ This chat has added privacy for your
Tap to learn more. phone number. Tap to learn more.

Chat lock e Chat Lock Off

Phone number privacy . s
This chat has added privacy for your phone 2 Partlcmants
number. Tap to learn more.

You

At the gym
2 participants

Community Creator
You -

Hey there! | am using WhatsApp.
Only admins can see all participants in this group

DSS Community Admin
Export Chat

Only community admins can see all participants Clear Chat

[ Exitgroup Exit Group

& Report group Report Group

Unganisha Kupitia Seva ya Proksi

Ikiwa huwezi kufikia WhatsApp kwa sababu huduma hii imezuiwa katika eneo lako,
unaweza jaribu kutumia seva ya proksi. Unapojiunganisha kwenye seva ya proksi,
unajiunganisha kwenye seva iliyoundwa na watu waliojitolea, wala si WhatsApp,
ambayo katika hali fulani inaweza kusaidia kutumia WhatsApp mahali ambapo
imezuiwa. Kufikia WhatsApp kupitia seva ya proksi ni mchakato wa moja kwa moja,
lakini ili kupata inayoaminika utahitaji kutafuta mtandaoni. Kwa kawaida ni bora zaidi
kutafuta maelezo ya seva mbadala kwenye mitandao ya kijamii unapohitaji. Ili kutumia
seva ya wakala:

e Kwenye Android: Bofya ikoni ya nukta vitatu, kisha Mipangilio > Hifadhi na
Data > Proksi > Weka mipangilio ya Proksina uweke anwani ya seva mbadala
ya mtoa huduma anayeaminika. Katika hali nyingi, hutahitaji kuwa na wasiwasi
kuhusu kuweka mipangilio ya sehemu pepe ya muunganisho.

e Kwenye iPhone: Bofya Mipangilio > Hifadhi na Data > Proksi > Weka Mipangilio
ya Proksi na uweke anwani ya proksi ya mtoa huduma anayeaminika. Katika hali
nyingi, hutahitaji kuwa na wasiwasi kuhusu kuweka mipangilio ya sehemu pepe
ya muunganisho.


https://www.wired.com/story/whatsapp-proxy-internet-censorship/
https://www.wired.com/story/whatsapp-proxy-internet-censorship/

Ikiwa muunganisho wa Proksi utafaulu, utaona ujumbe wa hali ukikuonyesha kuwa
inafanya kazi. Unapotumia seva ya proksi, ujumbe wako bado umesimbwa kwa njia
fiche kutoka kwa mtuma ujumbe hadi mpokeaji, ingawa mtoa huduma wa seva mbadala
proksi anaweza kuona anwani yako ya IP.

12:14

< Back

Use proxy

Only use a proxy if you're unable to connect to
WhatsApp. Your IP address may be visible to the SEt'Up Proxy

proxy provider, which is not WhatsApp. Learn
more .
Only use a proxy if you're unable to connect to

WhatsApp. Your IP address may be visible to the
proxy provider, which is not WhatsApp. Learn
Set-up proxy more

Mipangilio ya Ziada ya Usalama

Usalama wa Akaunti

Kuna mipangilio michache ya kimsingi kuhusu usalama ambayo kila mtu anapaswa
kubadilisha katika WhatsApp, bila kujali wasiwasi wako wa usalama.

Wezesha Usimbaji wa Mwanzo-hadi-Mwisho kwenye Hifadhi Nakala

WhatsApp hutoa chaguo la kuhifadhi nakala za magumzo yako. Kwa njia hii, unaweza
kurejesha magumzo yako ukipoteza au kubadilisha hadi simu mpya. Nakala hizi ni za
hiari na hazijawezeshwa kwa chaguo-msingi. WhatsApp hukuruhusu kuhifadhi nakala
hizi kwa usimbaiji fiche au bila. Ukiamua kuwezesha chelezo, basi kwa ulinzi zaidi,
washa chelezo ya hiari iliyosimbwa kutoka mwisho hadi mwisho. Kwa chaguo hili
kuwezeshwa, WhatsApp, Google (au Apple), haiwezi kufikia maelezo katika chelezo.


https://blog.whatsapp.com/connecting-to-whatsapp-by-proxy
https://blog.whatsapp.com/connecting-to-whatsapp-by-proxy

e Kwenye Android: Bofya aikoni ya nukta tatu, kisha Mipangilio > Gumzo >
Nakala ya gumzo ili kufikia skrini ya hifadhi. Kisha ubofye "Nakala
iliyosimbwa-mwanzo-hadi-mwisho," ili uwashe kipengele hicho.

e Kwenye iPhone: Abiri kwa Mipangilio > Gumzo > Chelezo ya gumzo ili kufikia
skrini ya chelezo. Kisha uguse "Nakala iliyosimbwa-mwanzo-hadi-mwisho," ili
uwashe kipengele hicho.

Unapowezesha hifadhi iliyosimbwa kutoka mwanzo hadi mwisho, utaulizwa kama
ungependa kuweka nenosiri au kutumia msimbo wa usimbaji fiche. Hakikisha
umehifadhi msimbo huo au nenosiri hili mahali salama, kama vile kidhibiti nenosiri, kwa
kuwa WhatsApp haitaweza kukusaidia kurejesha chelezo yako ukiipoteza.

Kumbuka kwamba mtu yeyote unayepiga gumzo naye anaweza pia kucheleza nakala
Za magumzo yao, ikijjumuisha kwa njia ambayo haitumii usimbaji fiche wa mwanzo hadi
mwisho. Ikiwa hili ni jambo linalokutia wasiwasi, hakikishankuwa unasaidia watu
unaowasiliana nao kubadilisha mipangilio yao pia.
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£ Back Encrypted Backup

@)

End-to-end Encrypted Backup
is Off

When you turn this on, no one will be able
to access your backup. Not even Apple or

End-to-end encrypted backup is off

When turned on, your backup will be end-to-end

encrypted. No one, not even WhatsApp, will be WhatsApp.
able to access it.

Turn On

Wezesha Uthibitishaji wa Hatua-Mbili



Kwa usalama wa ziada, unapaswa kuzingatia kuwezesha uthibitishaji wa hatua-mbili.
Hii hukufanya uweze kuweka PIN inayohitajika kabla ya kuingia kwenye WhatsApp
kwenye simu nyingine.

e Kwenye Android: Bofya ikoni ya nukta tatu, kisha Mipangilio > Akaunti >
Uthibitishaji wa Hatua-Mbili. Ukifika hapo, bofya kitufe cha "Wezesha" ili
kuiwasha.

e Kwenye iPhone: Bofya Mipangilio > Akaunti > Uthibitishaji wa Hatua-Mbili.
Ukifika hapo, bofya kitufe cha "Wezesha" ili kuiwasha.

Ukichagua chaguo la "Wezesha", utaulizwa kuunda PIN ya herufi sita, kisha uthibitishe
nambari hiyo. Unaweza pia kuongeza akaunti ya barua pepe ya hiari ambayo
itakusaidia kuweka upya PIN ukiisahau.

Programu hiyo itakuuliza mara kwa mara uweke PIN hii unapofungua WhatsApp ili
kukusaidia kuikumbuka.

00 10:09 wll T @

€ Two-step verification < Account Two-Step Verification

&)

Create a PIN for extra security. Use the PIN to
access your account.

For extra security, turn on two-step verification, which will
require a PIN when registering your phone number with Turn On
WhatsApp again.

Funga Programu au Gumzo za Mtu Binafsi

Ukitumia bayometriki (kama vile Kitambulisho cha Uso au Kitambulisho cha Kugusa) au
PIN ili kufunga simu yako, unaweza pia kufunga programu nzima ya WhatsApp, au



gumzo za mtu binafsi. Hii inamaanisha kuwa baada ya kufungua simu yako, utahitaji
kuthibitisha tena ili kufungua programu au kufikia gumzo. Ili kufunga programu nzima:

e Kwenye Android: Gusa ikoni ya nukta tatu, kisha Mipangilio > Faragha > Alama
ya Kidole na uwezeshe chaguo la "Fungua kwa kutumia alama ya kidole
(inaweza kuonyesha bayometriki, badala yake)".

e Kwenye iPhone: bofya Mipangilio > Faragha > Kufunga Skrini na uwezeshe
chaguo la "Inahitaji Kitambulisho cha Uso (au Kitambulisho cha Kugusa)".

Baada ya kuwezeshwa, unaweza kuchagua muda kabla ya programu kujifunga tena
kiotomatiki.

Iwapo huhitaji kufunga programu nzima lakini ungependa kulinda gumzo maalum:

e Kwenye Android: Bofya jina (au nambari ya simu) ya gumzo, kisha usogeze
chini hadi kwenye "Funga Gumzo," na uguse "Funga Gumzo Hili ukitumia
Kitambulisho cha Uso (au Kitambulisho cha Kugusa au PIN)."

e Kwenye iPhone: Gusa jina (au hambari ya simu) ya gumzo, kisha usogeze chini
hadi kwenye "Funguo la Gumzo," na ubofye "Funga gumzo hili kwa alama ya
vidole (inaweza kuonyesha bayometriki, badala yake)."

Kipengele cha kufunga gumzo kikiwezeshwa, mazungumzo yatahamishwa hadi kwenye
folda tofauti ya "Gumzo Zilizofungwa™" ambayo utahitaji kusogeza chini kutoka skrini ya
mwanzo ya WhatsApp ili kuipata. Arifa hazitajumuisha maudhui ya ujumbe kutoka kwa
gumzo hizi bila kujali mipangilio yako mingine ya onyesho la kukagua ujumbe.
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Fingerprint lock £ Privacy Screen Lock

Unlock with fingerprint
When enabled, you'll need to use fingerprint to Require Face ID
open WhatsApp. You can still answer calls if
WhatsApp is locked
When enabled, you'll need to use Face ID to unlock

WhatsApp. You can still reply to messages from
notifications and answer calls if WhatsApp is locked.

Hakiki Mipangilio ya Faragha

Sawa na mtandao wa kijamii, WhatsApp ina idadi ya mipangilio maalum ya faragha,
kama vile ikiwa watu wanaweza au hawawezi kuona ukiwa mtandaoni, au kama
wanapata "risiti za kusoma," ambazo unaweza kutaka kuzibadilisha.

e Kwenye Android: Gusa ikoni ya nukta tatu, kisha Mipangilio > Faragha, na
upitie kila chaguo ili kuhakikisha kuwa hushiriki taarifa zaidi ya vile
unavyokusudia.

e Kwenye iPhone: Gusa Mipangilio > Faragha na upitie kila chaguo ili kuhakikisha
kuwa hushiriki taarifa zaidi ya unavyokusudia.

Unaweza pia kuendesha "Ukaguzi wa Faragha" kwenye ukurasa huu kwa mwongozo
wa kina.
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< Privacy Privacy

Privacy checkup

Control your privacy and choose the right .
) settings for you. Privacy Checkup

Start checkup Control your privacy and
choose the right settings for
Who can see my personal info you.

Start checkup
Last seen and online

My contacts, Everyone

Profile photo Last Seen & Online Nobody
Everyone

Profile Photo My Contacts
About
My contacts About Nobody

Status Groups Everyone
My contacts

Read receipts o

If turned off, you won't send or receive Read
receipts. Read receipts are always sent for
group chats.

Status My Contacts

Live Location

List of chats where you are sharing your

Disappearing messages live location

Default message timer
Start new chats with disappearing messages set off

e st Calls

Mipangilio ya Usalama ya Ziada kwa Hali Nyeti Zaidi

Kando na mipangilio iliyo hapo juu, WhatsApp inajumuisha idadi ya mipangilio maalum
zaidi ya usalama ambayo si kila mtu atahitaji kuzingatia, lakini ni muhimu ikiwva mpango
wako wa usalama unaihitaji.

Badilisha Kipindi cha Ujumbe Unaotoweka

WhatsApp hutoa machaguo kadhaa kwa ujumbe unaotoweka, ambapo ujumbe hufutwa
baada ya muda uliowekwa. Muda wa kutoweka kwa ujumbe utatumika kwako na kwa
mpokeaji, lakini kumbuka kuwa kabla ya ujumbe kutoweka, mpokeaji anaweza kuzipiga
picha ya skrini. Unaweza kuzima kipengele hiki, au uchague kati ya saa 24, siku saba
au siku 90. Ili kuweka mpangilio huu kwa kila gumzo:

e Kwenye Android: Bofya ikoni ya nukta tatu, kisha Mipangilio > Faragha >
Kipindi chaguo-msingi cha ujumbe na uchague kipindi ambacho ungependa
kama chaguo-msingi.

e Kwenye iPhone: Bofya Mipangilio > Faragha > Kipindi Chaguo-msingi cha
Ujumbe na uchague muda ambao ungependa kuwa chaguo-msingi.



Unaweza pia kuweka mipangilio hii kwa kiwango cha mtu binafsi kwa kila gumzo.
Fungua gumzo, kisha uguse jina (au nambari ya simu), nenda chini hadi kwenye
"Ujumbe Unaotoweka," na uchague muda ambao ungependa wa gumzo hilo mahususi.

Kumbuka kuwa unapojibu ujumbe kisha ufutwe, maandishi yaliyonukuliwa bado
yanaweza kubaki kwa muda mfupi baadaye.
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Default message timer Default Message Timer

Start new chats with a disappearing message timer set to

4
24 hours START NEW CHATS WITH A DISAPPEARING

MESSAGE TIMER SET TO
7 days

24 Hours
90 days

off 7 Days

This does not affect your existing chats. Apply this message 90 Days
timer to existing chats by selecting them

Off

Learn more

This does not affect your existing chats. Apply this
message timer to existing chats by selecting them.
Learn more

Tumia Hali ya "Tazama Mara Moja" kwa Picha Nyeti

Unapotuma picha kwenye gumzo, unaweza kuweka kwa hiari picha hiyo ili iwveze
kutazamwa mara moja pekee. Mpokeaji anaweza tu kufungua picha hiyo mara moja, na
baada ya hapo itafutwa. WhatsApp pia itazuia picha za skrini, ingawa kumbuka mtu
bado anaweza kupiga picha ya simu yake na kifaa kingine. Ili kutumia "tazama mara
moja,” fungua gumzo na:
e Kwenye Android: Bofya ikoni ya klipu ya karatasi > Kichanja na kisha uchague
picha ambayo ungependa kutuma. Kwenye skrini inayofuata, gusa kitufe cha "1"
ili kuwezesha "kutazama mara moja," kisha uguse aikoni ya mshale ili kutuma
ujumbe.
e Kwenye iPhone: Bofya ishara ya "+" > Maktaba ya Picha na uchague picha
ambaye ungependa kutuma. Kwenye skrini inayofuata, gusa kitufe cha "1" ili
kuwezesha "tazama mara moja," kisha uguse ikoni ya mshale ili kutuma ujumbe.


https://www.eff.org/deeplinks/2023/05/how-do-different-encrypted-messaging-apps-treat-deleted-messages

Utapata risiti kwenye gumzo ikisema kuwa picha ilifunguliwa.

View once messages
give you more privacy

View once messages give you more
privacy

When you send a photo or video, it
(: disappears from the chat after it's
opened.

When you send a photo or video, it disappears
from the chat after it's opened.

For added privacy, the recipient can't share,
forward, copy, save, or take a screenshot of it.

Learn more

For added privacy, the recipient
@ can't share, forward, copy, save, or
take a screenshot of it.

Learn More

Onyesha Arifa za Usalama

Ikiwa kwa sababu yoyote ile msimbo wa usimbaji fiche wa anwani unabadilika, unaweza
kutaka kuarifiwa kuhusu mabadiliko haya. Kwa kawaida, kubadilisha msimbo sio
sababu ya kutia wasiwasi: mara nyingi hii hutokea kama matokeo ya kusakinisha upya
programu au kubadilisha simu. Lakini kuna uwezekano wa mabadiliko muhimu
yanayosababishwa na mhusika mwingine mwenye nia mbaya kufanya shambulio. Kwa
sababu hii, ni vyema kuthibitisha (kama ilivyoelezwa hapo juu) tena wakati msimbo wa
anwani yako unapobadilika. Kwa chaguo-msingi, WhatsApp haonyeshi vitufe vya
mwasiliani vinapobadilika. Ili kuwezesha hili:

e Kwenye Android: Gusa ikoni ya nukta tatu, kisha Mipangilio > Akaunti > Arifa za
Usalama, na uwashe "Onyesha arifa za usalama kwenye kifaa hiki."

e Kwenye iPhone: Bofya Mipangilio > Akaunti > Arifa za Usalama na uwezeshe
"Onyesha Arifa za Usalama kwenye Simu Hii:"



€ Security notifications

Your chats and calls are private

End-to-end encryption keeps your personal messages
and calls between you and the people you choose,
Not even WhatsApp can read or listen to them. This
includes your:

Text and voice messages
Audio and video calls

Photos, videos and documents

Location sharing

Status updates

Learn more

Show security notifications on this device o

Get notified when your security code changes for
acontact's phone in an end-to-end encrypted chat.
If you have multiple devices, this setting must be
enabled on each device where you want to get
notifications. Learn more
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Security Notifications

Your chats and calls are private

End-to-end encryption keeps your personal
messages and calls between you and the people

you choose. Not even WhatsApp can read or listen
to them. This includes your:

() Text and voice messages

Q, Audio and video calls

® Photos, videos and documents

® Location sharing
& Status updates

Learn More

Show Security Notifications on
This Phone ()

Get notified when your security code changes for a



