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HTTP Protocol Comparison

KPI: Connect + SSL + Response | Percentile: P75 | From 8/6/2021 to 8/11/2021 | Cache Type: CDN Hit

Device Type
Country Code Mobile Computer
ALL 0.22 (-102ms, -31.38%) 0.33 0.13 (-113ms, -46.12%) 0.25
AE 0.30 (-252ms, -45.41%) 0.56 0.29 (-328ms, -53.25%) 0.62
AR 0.26 (-152ms, -36.63%) 0.42 0.18 (-124ms, -41.33%) 0.30
AU 0.13 (-64ms, -33.68%) 0.19 0.08 (-112ms, -57.73%)  0.19
BR 0.23 (-202ms, -30.45%) 0.34 0.13 (-123ms, -48.81%) 0.25
CA 0.17 (-77ms, -31.69%) 0.24 0.11 (-93ms, -46.27%) 0.20
CH 0.16 (-71ms, -31.14%) 0.23 0.08 (-121ms, -59.90%) 0.20
cL 0.19 (67ms, -25.77%) 0.26 0.14 (-80ms, -37.21%) 0.22
ES 0.22 (-65ms, -22.89%) 0.28 0.09 (-209ms, -53.96%) 0.20
FR 0.22 (-70ms, -24.48%) 0.29 0.12 (-88ms, -41.71%) 0.21
GB 0.17 (-72ms, -30.25%) 0.24 0.10 (-73ms, -43.45%) 0.17
IL 0.25 (-126ms, -33.51%) 0.38 0.20 (-260ms, -44.44%) 0.36
IN 0.33 (-95ms, -22.62%) 0.42 0.21 (-190ms, -47.50%) 0.40
IT 0.20 (-93ms, -31.74%) 0.29 0.12 (-108ms, -46.96%) 0.23
Jp 0.15 (-77ms, -33.77%) 0.23 0.07 (-245ms, -66.21%) 0.22
MX 0.30 (-132ms, -30.41%) 0.43 0.23 (-146ms, -38.83%) 0.38
NL 0.15 (-52ms, -25.62%) 0.20 0.08 (-s8ms, -43.280)13
NZ 0.14 (-85ms, -37.78%) 0.23 0.09 (-244ms, -61.54%) 0.23
PH 0.41 (-219ms, -34.60%) 0.63 0.35 (-259ms, -42.32%) 0.61
RU 0.31 (-211ms, -26.37%) 0.42 0.20 (-230ms, -53.12%) 0.43
SG 0.10 (-51ms, -34.69%)0.15 0.04 (-71ms, 61042
TH 0.23 (-99ms, -29.73%) 0.33 0.14 (-123ms, -46.07%) 0.27
us 0.20 (-91ms, -30.85%) 0.30 0.11 (-97ms, -46.63%) 0.21
ZA 0.20 (-98ms, -32.78%) 0.30 0.13 (-236ms, -65.01%) 0.36
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7/0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7
Seconds Seconds

Source: https://twitter.com/alonkochba/status/1425851135265492993
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Last-Mile HTTP Request Latency
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Usage % of all users + B

HTTP/3 protocol &-orxer
Global 71.28%

Upcoming version of the HTTP networking protocol, which is
currently a draft. Previously known as HTTP-over-QUIC. Uses
QUIC as its transport layer protocol.
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N Saparios $ e , Chrome T Browser
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BN 2 T N s T T M )

~ izo

o755 (o500 [ v

30
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H11F/3 SUPPOTT (%)

Timeseries of HTTP/3 Support =
Source: httparchive.org

Zoom Im 3m 6m YTID 1ly 3y Al May 15, 2017 — Dec1, 2021

12

10

—— Desktop — Mobile

Source: https://httparchive.org/reports/state-of-the-web#h3
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(R (1] | Elements Console  Sources Network Performance  Memory  Application  Security Lighthouse B2/ & : x

https://github.com/yuyarin/nginx-quic-dockerfiles Y D e B e e e o T o o e T D

(0 Blocked Requests (] 3rd-party requests
50 ms 100 ms 150 ms 200 ms 250 ms 300 ms 350 ms 400 ms
|

https://hub.docker.com/repository/docker/yuyarin/
nq i NnXx- q u iC—CentOS7 . 9 Name Status  Protocol | Type Initiator Size Time Waterfall A

[E www.janog.grjp 200 h3-29 document | Other 12.7 kB 19ms il
[ import_top.css 200 h3-29 stylesheet | (index) 346 B 9ms
[ menu.css 200 h3-29 stylesheet  (index) 5.1kB 12ms
heightLine.js 200 h3-29  script (index) 4.4KB 13 ms
'yahoo-dom-event.js 200 h3-29 script (index) 31.9kB 17 ms
container_corejs | 200 h3-29 sript (index) 178 kB 47ms
menujs 200 h3-29 saript (index) 235 kB 61ms
menulist.js 200 h3-29 script (index) 5.6 kB 41ms
AC_RunActiveCo... 200 h3-29 script (index) 8.3kB 40ms
common.css 200 h3-29  stylesheet | import top.css... 26kB 20ms
op.css 200 h3-29 stylesheet  import top.css... 1.9kB 19 ms
r_banner_white.jpg | 200 h3-29 ipeg (index) 780 B 11 ms
— head_line.jpg 200 h3-29 ipeg (index) 19.6 kB 12ms
= top_img.jpg 200 h3-29 ipeg (index) 38.9kB 14ms
B rect_janog48.png 200 h2 png (index) 22MB 244 ms

24requests 2.8 MB transferred = 2.8 MB resources |~ Finish: 389 ms =~ DOMContentLoaded: 139 ms = Load: 372 ms
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https://github.com/yuyarin/nginx-quic-dockerfiles
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NAT (Network Address Translation)
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NAT>—2Ib

Local Global

Src IP Addr Dst IP Addr Proto Src Port |Dest Port |Src IP Addr Dst IP Addr Proto Src Port |Dest Port
192.168.0.2 198.51.100.8 tcp 55350 443 203.0.113.24 |198.51.100.8 tcp 55350 443
192.168.0.3 198.51.100.17 udp 60914 53 203.0.113.24 |198.51.100.17 |udp 49360 53
192.168.0.4 |198.51.100.220 |icmp 19717 19717 203.0.113.24 |198.51.100.220 |icmp 19717 19717
N J

.
5-tuple
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Usage of QUIC for websites, 24 Jan 2022, W3Techs.com
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SPI (Stateful Packet Inspection)

TCP/UDP/ICMPIEE DIN— LB S OBEIREBEEEL T
7T 04— IVILE DiKAEZ XIRI B{LHHH»

7
e FEstablish(C’E>=TCPIZEFRIT D
o MRNEAINSEEERIBLICUDPORED /AT v ~EEFRIT D

E(CBEHNTULSIEMH

o XT—LIIWIT7ATOA4—I

o JO—RNYVERIL—F - KR—LT—+kDT10SCIPV6)

o JOAR—IXATLSTrvIEERSSDNOREIL—FYI~TITT

» NATRIKEIC5-tupleE £—(C Lie F— DL CBET 3

48



21 IPVOZESMRIEH DD ?

IPVADNATDORBEZEB CE S E VDRI TIIMEENRH D EED

Stateful FirewallDE A (LB (T S5MNE0)
IPVATIIERIC K D TIEINATZ (T THELSPIERICT DRERS S

49



RCTEDZRBDIE?

IPVOZ{ED ?
NATOUDPH 1 V—%&5E<9S?
NATOPZ LIV X LEEZXD?
NATF—J LY 1 X &80T ?
UDP443% ZE (RI&FEY) 72727

50



22: NATOUDPH 1 V—=ZE< 93

‘
o
/

o MEEEREIrv—)ZE(C TOXRIYa Yy | BTEHUKIT 3D
T ThHNE. 1 V—OEEEE ITNEOLDTIE? ? 7

51



JO— NV EIL—5 DONATDE?

=

473

ERTE<NATIL—5 & L THEDNBEBOUDPY v E Y T DHEEARIZS 17—
BRNZ< . FIT 2RO 1 LT HER3008(593) BB 1)

BALV—DFT I %IV ME NATEw 3 VE LR
A B1VY— 300 Cl) 2048
B G N:: A 2048
C N N:: AHE] ER
D HA1V— 180% AHE] ER
E 51VY— 900 Cl) 4096-65534
F H1V— 3008 ] BT LUE(XEYRE)
G H1V— 300 ] T LUE(XE Y RE)

52



NATOUDPYYE YD DI LT T ~DOEH
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REQ-5: A NAT UDP mapping timer MUST NOT expire in less than two minutes,
unless REQ-5a applies.

a) For specific destination ports in the well-known port range (ports 0-1023), a NAT MAY
have shorter UDP mapping timers that are specific to the IANA-registered application
running over that specific destination port.

b) The value of the NAT UDP mapping timer MAY be configurable.

c) A default value of five minutes or more for the NAT UDP mapping timer is
RECOMMENDED.
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a) Some UDP protocols using UDP use very short-lived connections. There can be very many
such connections; keeping them all in a connections table could cause considerable load on
the NAT. Having shorter timers for these specific applications is, therefore, an
optimization technique. It is important that the shorter timers applied to specific protocols be
used sparingly, and only for protocols using well-known destination ports that are known to
have a shorter timer, and that are known not to be used by any applications for other
purposes.
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[RFC4787] requires a network state timeout that is not less than 2 minutes for most
UDP traffic. However, in practice, a QUIC endpoint can experience lower timeouts,
in the range of 30 to 60 seconds.
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REFC9000 "QUIC: A UDP-Based Multiplexed and Secure Transport" CIl&
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Though REQ-5 in [RFC4787] recommends a 2-minute timeout interval, experience
shows that sending packets every 30 seconds is necessary to prevent the majority of
middleboxes from losing state for UDP flows [GATEWAY].
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master/quic/core/quic_constants.h
// Default ping timeout.
kPingTimeoutSecs = ; // 15 secs.

master/quic/core/quic_connection.cc
QuicConnection:: () {
if (perspective_ == Perspective::IS_SERVER &&

initial_retransmittable_on_wire_timeout_. ) {

// The PING alarm exists to support two features:

// 1) clients send PINGs every 15s to prevent NAT timeouts,

// 2) both clients and servers can send retransmittable on the wire PINGs

// (ROWP) while ShouldKeepConnectionAlive is true and there is no packets in

// flight.

return;
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Even though QUIC has explicitly been designed to tolerate NAT rebindings, decreasing
the NAT timeout is not recommended, as it may negatively impact application
performance or incentivize endpoints to send very frequent keep-alive packets.

The recommendation is therefore that, even when lower state timeouts are used for
other UDP traffic, a state timeout of at least two minutes ought to be used for QUIC

traffic.
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REQ-8: Once an external port is deallocated, it SHOULD NOT be reallocated to a
new mapping until at least 120 seconds have passed, with the exceptions being:

a. If the CGN tracks TCP sessions (e.g., with a state machine, as in Section 3.5.2.2
of [RFC6146]), TCP ports MAY be reused immediately.
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