(JAHIS

RECTENMEREFEREERBUERATLNZZAFEY

BERZICHAT SEER - EIREIRICOWNT

20225 3R7H
RECHENRE R RALEERS



(JAHIS

1. COFABSDFIMCDOWLT
. SEEFENDTOPICS

. ERREEREDOE M

. EIRETIRR

. REE OB

A hWON

= EAEA REREREUTH I TLIERS



@AHIS B2 - mBLEZRESNEE)

BEERZICHAYT 2EREERBORE
P EmEE

RERRIIMZEEA. ERMRHCERT
BT RREEFDLE

= EAEA REREREUTH I TLIERS



(JAHIS

SERDTOPICS

= EAEA REREREUNB AT LIRS



(JAHIS JISRERIEA DSH

Japan Electronics and Information Technology Industries Association

BT BIISERERERS
JSEREERZESERERSG

— JIS T 81001 -1 HlIERFIFAPG —
(ERBBFE-ANILRVYI DI PRUANIRTIZAT LD
®e, BMERUEFIUT ¢ —H15  RURUER)

JIS T 81001 -1FIEREERPG
FPIUATAALYRFAZ DPERE
EI@Japan Y B

NEC RIBE—

Copyright © 2022 JEITA EfRYI+YIFTEMERE

20214 FIMEAETHBISEREREAS (2022518278) BR&Y

= EAEA REREREUTH I TLIERS



(JAHIS JISRIEHENHR

ANILARY IR DI T ERAND YA /\—BEEM

— 20172 A K> Barts Health NHS Trust 5J&[&
ANDNSUY LT T HE
« 136D F . MBHEONAILLEBEL YL

http://www.telegraph.co.uk/news/2017/05/01/cancer-patients-limbo-five-hospitals-suffer-major-crash/
—20205F TavEILRILIREREADIUYLIIT

g

s WEFDEEEBFZTZITANONT SET

— 2016 E~BATHEVLELLEL 1M DRIEN T Y LT
DEE
*&%mﬁ AL, %ﬂﬁ %ﬂ%&d)iﬂﬁl_

https://lwww.yomipri ~n in/natinnal/2ND44992 NVTATEN172 .
20214 E E3[] IEFH Eaﬁ%%aJISﬁ EERZER(2022F1A27H) EHLY—EBHRE

—RUEEA RREFSUANBS 27 LIRS
6




(JAHIS JISRHEFEDHR
YA\ —EF2) T4 T HERRRE DR

— 1SO 81001-1:2021 (N LAYV IRz 7 DRAI R UES)

JIS{E
« NLRAYIRIIT ANILRITORATLDRE., B, EX1)T4%2547

YAILLEHRTEERT 21200, RA. B& AERVERERTE
— IEC 81001-5-1:2021 (R@m A 7 MV ILIZHITHEF

T4DTIT4ET4):JISIE

e NLRYIR 7 DX TA4RIEDT=DIZTI. 5474 7)L7TakR
DT ITAETA%EIRE

— |IEC TR 60601-4-5:2021 (Z£IZBZRTH5 X1 ) T1sDH
iTE94EHFR) : S Ex &4t

« ERITRYRI—VIC2HEET 5. EREFEO X)) THEEICH T S5+ M74
Btz I 5

20214 FIMEAETHBISEREREAS (2022518278) BR&Y

-MHEEA RREMSURES 27 LIRS
14



(JAHIS

JISHREHENER

FOUNEEIRIE — A\ —tEXFa)T71E&E

Table 1: List of existing harmonized standards to be revised and
deadlines for the adoption of the revised harmonized standards

Deadline for the
adoption

181.

EN 80001-1:2011 UAIIRI A PDIERA

Safety, effectiveness and security in the implementation and use
of connected m_edlca[j devices or connected health software -
Part 1: Application of risk management

27 May 2024

Table 2: List of new harmonized standards to be drafted and deadlines

for their adoption

Deadline for the
adoption

24.

ERESFEOZ2ICFEDIFMNTFIVT 1T

Medical electrical equipment - Part 4-5: Guidance and interpretation -
Safety related technical security specifications for medical devices (IEC
TR 60601-4-5)

27 May 2024

217.

tF¥IVT1-BRSAITVAINDT ITAETA

Health software and health IT systems safety, effectiveness and security
- Part 5-1: Security - Activities in the product life cycle (IEC 81001-5-1)
%202 1FEXRFL(32022FMERE TICESR - AHESN B RIBL.

27 May 2024

ANNEX |

List of existing standards to be revised and list of new standards to be drafted as referred to in Article 1(1)
HH 8k - hitps:/fec.europa.eu/arowth/tools-databases/mandates/index.cfm ?fuseaction=search.detail&id=599%
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Figure A.1 — HEALTH SOFTWARE application domains and scope of related standards
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Health software
-- Part 2: Health and wellness apps
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Application of risk management for IT-networks incorporating medical
devices - Part 1: Safety, effectiveness and security in the implementation
and use of connected medical devices or connected health software
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Subclause Requirement
52 The ORGANIZATION shall:
Leadership and commitment a) establish and adhere to a defined PROCESS for RISK MANAGEMENT
542 The ORGANIZATION shall:
General a) establish, at the start of a project, a HEALTH IT SYSTEM RISK MANAGEMENT

UZ??? \\‘} I\jl:ltx FILE
he / b) maintain the RISK MANAGEMENT FILE throughout the lifecycle of the HEALTH

IT SYSTEM; and
¢) ensure that the RISK MANAGEMENT FILE is recoverable in the event of

failure
543 The ORGANIZATION shall:
- Understanding the ORGANIZATION a) establish and maintain a defined list of ASSETS that interface with or
Optlons i and the SOCIOTECHNICAL constitute part of a HEALTH IT SYSTEM
analysis R’SK_ ECOSYSTEM
estimation
Benefits 5.4.4 The ORGANIZATION’S TOP MANAGEMENT shall:
lysi Articulating risk management a) be accountable for ensuring that the ORGANIZATION adheres to the
analysis commitment HEALTH IT SYSTEM RISK MANAGEMENT PLAN;
ﬂ[ e accou % Egamzalion achieves compliance
Hazard 1D authorlse the sale ar deployment of theé HEALTH IT SYSTEM.
Implementation
Risk Rtsk‘ A l/ z = A S
control analysis

[ ]

|

Evaluation u

Risk Scope
evaluation 627 The HEALTHCARE DELIVERY ORGANIZATION shall:
Decommission a) comply with6.1.2, 624 and 6.2.5;

b) apply their RISK MANAGEMENT PROCESS to support the deployment of
any succeeding HEALTH IT SYSTEM,

)

) consider the impact of removal of HEALTH IT SYSTEM functionality from
the HEALTHCARE DELIVERY ORGANIZATION on care provision;

d) where necessary, introduce new or amended business PROCESSES
Risk and/or training to compensate for the loss of the HEALTH IT SYSTEM or
in support of an alternative HEALTH IT SYSTEM;

evaluation e) ensure that RISK MANAGEMENT considers the migration of data between

the decommissioned HEALTH IT SYSTEM and the succeeding HEALTH IT
SYSTEM;

-

make suitable arrangements for the retention and recovery of health
information following decommissioning;

g) where no HAZARDS are identified, record the justification for this
conclusion within the RISK MANAGEMENT FILE; and

h) incorporate the results of the RISK MANAGEMENT activities undertaken
through the requirements in this subclause in the ASSURANCE CASE and
record them in the RISK MANAGEMENT FILE

—MHBEA REERSUAES 7 LIES
27



(JAHIS

@IEC 800011 1)—X

Az s

80001-1

Application of risk management
for IT-networks incorporating
medical devices

4

L Part2 R

80001-2-1
R —g_
h 80001-2-2
80001-2-3
80001-2-4

Step by Step J

Security J

Wireless NW
7

HDO Guidance

7

JROIRTAVED
102 BE D B HIiR R

HEXED
&) T4

80001-2-3

80001—-2-6

80001-2-7

B RyrI—4o0 Wi 80001-2-8

EERBERITO
2T IF R

—RHEZEA RRERBUAFHEC AT LIRS

80001-2-9

&, JfE. BB

80001-1 : 2021
2021.9.21 R 1TEH

Distributed FS5— L RTFLD
Alarm System J HAFR
Responsibility | HEHEDRED

Agreement | H1¥U2R

7
HDO Self-assses E’gggg?,?yx
14
SEOLAL 3% 2 YT HEED
capability ) HATUR
Security X2V TAREED
Assurance case | HAFR

2-2,2-8¢,M3| vk




(dAHIS ®ISO 81001-1

Health software and health IT systems safety, effectiveness and security
— Part 1: Principles, concepts
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HEALTH SOFTWARE AND HEALTH IT SYSTEMS SAFETY, EFFECTIVENESS AND SECURITY

— Part 5: Security
-- Part 5-1: Activities in the Product Lifecycle
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Medical electrical equipment - Part 4-5: Guidance and interpretation -
Safety-related technical security specifications
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FR 2 — Use Control (UC)
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FR 4 — Data CONFIDENTIALITY (DC)
FR 5 — Restricted data flow (RDF)
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Table 1 — Mapping of single requirements to capability security levels (SL-C)

Component Requirements (CR) and Requirement Enhancements (RE) SL-C1|SL-C2|SL-C3|sSL-C4

FR 1 - Identification and AUTHENTICATION control (IAC)

CR 1.1 — Human user identification and AUTHENTICATION v v v v
RE (1) Unique identification and AUTHENTICATICN v v v

RE (2) Multifactor AUTHENTICATION for all interfaces v v

CR 1.2 — Software PROCESS and device identification and AUTHENTICATION v v v
RE (1) Unique identification and AUTHENTICATION & v v

CR 1.3 — Account management v v v v
CR 1.4 - Identifier management v v v
CR 1.5 — Authenticator management v v v
v v

RE (1) Hardware SECURITY for authenticators
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Health software and health IT systems safety, effectiveness, and security
- Part 2 Coordination

- Part 2-1 Guidance for the use of assurance cases for safety & security
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