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Abstract

The growing integration of mobile applications for user authentication has revolutionized user interactions with digital
platforms, offering novel possibilities in user experience (UX). However, this paradigm shift poses significant security
challenges. Leveraging smartphones for authentication purposes provides convenient and swift access to services, stream-
lining user interactions with various platforms through simple taps. Several institutions adopt static QR Codes generated
from primary, unchanging user data (e.g., individual citizen national identification numbers) for physical authentication
procedures like access turnstiles. However, relying on static data introduces critical security vulnerabilities as this data
is susceptible to compromise. Implementing an One-Time Authentication Code (OTAC) approach appears promising
in addressing these issues. Nevertheless, the absence of an integrated solution for developing a physical authentication
process using OTAC leads to suboptimal API user experiences (UX APIs) and subsequent security vulnerabilities. In
response to this challenge, we introduce Auth4App, a protocol set designed for identification and authentication using
mobile applications. Auth4App comprises two core protocols: one dedicated to linking user credentials to mobile devices
(i.e., identification), and the other for generating OTAC. We showcase the adaptability and practicality of Auth4App
through three distinct case studies: a mobile-only scenario, integration of mobile devices with a turnstile, and integration
of Auth4App with FIDO2. To ensure the robustness of the security protocols, Auth4App is evaluated using automated
verification tools and argument proofs, solidifying the system’s reliability.
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1. Introduction level of convenience that was not possible before. This
approach capitalizes on the widespread familiarity people

Nowadays, the necessity to establish the identity of in- have with their smartphones, making the process of iden-

dividuals in a manner that is both user-friendly and uni-
versally accessible has gained paramount importance. This
requirement stems from the important role identity verifi-
cation plays in ensuring seamless interactions across differ-
ent areas. One particularly compelling solution that ad-
dresses this challenge revolves around using smartphones
in the process. These devices have transformed into multi-
functional tools that extend beyond mere communication.
Employing smartphones for identity verification offers a
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tification inherently intuitive and accessible.
Mobile-based identification not only streamlines user
experiences but also introduces opportunities for innova-
tive services that can be seamlessly integrated into every-
day routines. For example, in an increasingly hybrid con-
nected world, services either real, including facilities such
as gyms, libraries, swimming pools, sports courts, and wa-
ter parks, or virtual, such as email and streaming services,
require some authentication mechanism (i.e., identification
and verification), and access control (permission or denial
of entry) to a particular space (physical or logical/virtual).
Figure 1 illustrates these types of services that are ac-
cessed by a user who needs to authenticate with the ser-
vice provider. He/She uses a device (e.g., physical card,
smartphone, smartwatch, personal computer) to commu-
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nicate with some access control mechanism (e.g., doorman,
turnstile, lock door) using some communication channel.
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Figure 1: Overview of the target system.

This identification can be done in different ways, rang-
ing from contactless codes (e.g., authentication code sent
through Bluetooth/NFC) to virtual cards/credentials hav-
ing a QR Code used for authentication purposes. However,
existing virtual card-based solutions use an authentication
code consisting of a static QR Code. This code is obtained
only from this person’s registration number or some other
identifier, such as some type of individual citizen national
unique identification number, e.g., Social Security Num-
ber (SSN) in the USA.

Authentication mechanisms like this are known as static
single-factor authentication. They are relatively simple to
circumvent since it is enough for the malicious agent to
gain access to the user’s credentials to compromise the au-
thentication mechanism. For example, in systems using a
static single-factor, the malicious agent only needs to know
this person’s credentials or clone the QR Code. Moreover,
a QR Code can be easily read/ copied,/ cloned from a dis-
tance due to its nature. According to recent research [1],
user credentials are still one of the main targets of hackers,
and one of the root causes of data leakage. Furthermore,
leaking user credentials is the leading cause of improper
access to private data [2] 3].

It is worth noticing that high entropy unique codes
(e.g., OTAC) can be considered more reliable than bio-
metric data, which are static in nature [4]. In other words,
biometric data is comparable, to some extent, to an un-
changeable password. If immutable password leaks, all
security on all systems based solely upon it will be com-
promised. Additionally, biometric readers should also be
improved to provide anti-spoofing reading (e.g., silicone
and Play-Doh fingerprint clones). For this reason, bio-
metric authentication should be adopted cautiously and
preferably together with other authentication methods.

In response to security vulnerabilities, numerous multi-
factor and behavior /sensor-based authentication protocols
have been proposed [B, [0, [7, 8, @, T0]. Two-factor au-
thentication typically involves a username/password as the
initial factor, supplemented by an additional authentica-
tion code generated by specific applications like Google
Authenticator or sent via Short Message Service (SMS)

as a second factor. However, SMS-based authentication
lacks end-to-end security [I1] and may pose usability chal-
lenges, similar to other multi-factor authentication mech-
anisms [12, 13, 4] 15, 16]. For instance, implementing
an additional factor could introduce delays for users ac-
cessing facilities such as gyms or libraries, an undesirable
overhead that may impede the widespread deployment of
multi-factor mechanisms [6, [I3]. Differently, most sensor-
based authentication protocols primarily contribute to en-
suring in-smartphone security, particularly by discerning
whether the current user is the smartphone owner or an
unauthorized attacker |10, [I7, 18}, [19].

Our solution, Auth4App, stands out from traditional
multi-factor authentication methods. It offers a single-
factor approach that balances both security and usability.
Auth4App’s primary objective is to establish robust au-
thentication using a single dynamic factor, a significant im-
provement over the complex and often cumbersome multi-
factor methods. Auth4App is composed of two distinct
protocols, each serving a specific purpose. The initial pro-
tocol is responsible for associating user credentials (i.e.,
identification) with the mobile device, while the subse-
quent protocol generates disposable one-time authentica-
tion codes (OTACSs), enhancing the security of the authen-
tication process. The fundamental concept underlying our
approach is to confine the linkage between a user’s identity
and a specific smartphone, thereby mitigating the poten-
tial misuse of credentials across multiple devices by differ-
ent individuals. The binding protocol initiates the genera-
tion of a master key, which in turn serves as the foundation
for deriving unique authentication codes through the sec-
ond protocol.

It is worth emphasizing that this work is an extended
version of our prior work [20], with the following improve-
ments and main contributions:

1. developing and implementing a suite of protocols for
associating users with unique devices and one-time
authentication codes (OTACs).

2. enhancing usability through a comprehensive anal-
ysis of three distinct use cases for Auth4App: (i)
Utilizing Auth4App for access control in electronic
turnstiles (ii) Implementing Auth4App for user au-
thentication in internet service providers (ISPs); and
(iii) Integrating Auth4App with the FIDO2 authen-
tication standard for enhanced security.

3. security analysis by performing formal verification of
the protocols utilizing the Scyther tool and concep-
tual analysis of the system.

The subsequent sections of this paper are structured
as follows: In Section 2, we delve into related works, while
Section 3 covers preliminary concepts, encompassing the
system model and underlying assumptions. Our proposed
solution is detailed in Section 4. Section 5 presents an
exploration of three case studies, and Section 6 shows an



evaluation of the solution through formal assessment and
proof analysis of the system. Finally, Section 7 concludes
with our final remarks.

2. Related Work

The related works are discussed following a top-down
approach. In the first subsection, we summarize the works
we found closest related to ours (see Table 1). In the fol-
lowing subsections, we support our claims by describing
three systematic literature reviews to address, each one,
an orthogonal aspect of the integrated solution we propose
in this work.

2.1. Owverview

We summarize the works closest to our solution in Ta-
ble 1. In summary, none describes an integrated solution
for mobile applications using OTAC and a binding mech-
anism to offer both mutual authentication and device re-
vocation. Next, we detail each of the closest works. In the
following subsection, describe how we came to them.

Hassan et al. [2I] proposed a lightweight authentica-
tion protocol suitable for mobile and IoT applications in
client-server environments. The protocol features user au-
thentication, key agreement, and mutual authentication
between the client and server, and it utilizes certificateless
cryptography and elliptic curve cryptography to minimize
computational resource usage. The protocol initiates a
key-extraction process, where the server generates a par-
tial private key for the client, and the client computes the
complete private key and public key using its secret value.
Despite its advantages, the protocol lacks a notation ta-
ble, which makes it challenging to understand. Moreover,
it does not employ one-time authentication codes or ad-
dress user identification, meaning the user’s identity is not
linked to a single mobile device.

A user authentication protocol for online mobile de-
vices is proposed per Riaz et al. [22]. The proposal consists
of two modules: client and server. The client must provide
three pieces of information to the server: contact number,
IMEI, and password. The server concatenates the received
information, resulting in a PIN. The Least Significant Bit
(LSB) technique hides the PIN before submitting it to the
client. Upon receiving the PIN, the client decrypts the im-
age and confirms the PIN to the server. The client’s IMEI
is then retrieved and XORed with the PIN. The server re-
ceives the XORed value with the IMEI and verifies if the
received PIN is equal to the original one generated by the
server. If they match, the authentication process is suc-
cessfully completed. One of the drawbacks of this work
is the adoption of stenography instead of cryptography
to protect the PIN. Such technique supports only confi-
dentiality and authentication principles, while cryptogra-
phy provides confidentiality, data integrity, authentication,
and non-repudiation. On the other hand, the mechanism
does not offer the option to revoke a user, making it vul-
nerable to impersonation attacks.

W. I. Khedr [23] proposes a two-factor visual authen-
tication protocol that provides mutual authentication be-
tween the user and the server. According to the author,
the mechanism resists keylogging and shoulder-surfing at-
tacks. The protocol defines assumptions and an attack
model for the proposed scenario. One of the positive points
of this work is the adoption of OTACs, which are composed
of a random password generated by the server, a current
date and time stamp, and a PIN code. This information
is encrypted with a session key generated earlier, along
the user’s password and a current date and time stamp.
OTAC reuse is prevented by storing the last login time and
the timestamp mechanisms. Although the protocol is se-
cure within the attack model and assumptions considered,
the authentication process is complex for users as it (1)
requires the user to scan a QR Code with a terminal’s we-
bcam, (2) requires the user to verify that the PIN received
on the smartphone matches the one displayed on the ter-
minal, and (3) requires multiple entities, namely the user,
smartphone, terminal, web server, and database server.

Neto et al. [24] propose a solution called AoT. This
solution is based on a set of protocols that provide au-
thentication and access control throughout the life cycle of
IoT devices, i.e., during pre-deployment, ordering, devel-
opment, operation, and retirement. AoT adopts Identity-
Based Cryptography (IBC) to distribute keys and authen-
ticate devices and Attribute-Based Cryptography (ABC)
to apply the Attribute-Based Access Control (ABAC) cryp-
tographically. The solution provides auxiliary protocols
for: (1) key agreement to generate unique sessions; (2) key
issuance, which issues a private key for device D in server
S, domain Z, and cryptosystem Y; (3) binding, which binds
a device D to a user U in the cloud domain; and (4) un-
binding, which is analogous to the binding process, except
that it unbinds the device D and the user U. In (3), device
D employs digital signatures to authenticate itself to server
C, while the communication from cloud server C to device
D is authenticated using MACs. Despite the authors pre-
senting a robust work, they use Message Authentication
Code (MAC) instead of One-Time Authentication Codes
(OTACs).

2.2. Systematic Literature Review

A key challenge of our research problem is to develop
an integrated solution for orthogonal security aspects. We
were able to find several solutions for either app-based au-
thentication (e.g., [2I} 22]), OTAC-based authentication
(e.g., [23]), or binding protocol (e.g., [24]). We performed
three independent systematic literature reviews, one for
each aspect, to support this claim. To support this claim,
we performed three independent systematic literature re-
views, one for each aspect. Below, we describe the stan-
dard methodology we employed on them, and next, we
show the summary of each of their most prominent results.
The full results can be found on a public repositoryﬂ

1 github.com/vagnerereno/systematic_review_jisa
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Table 1: Comparison of the identified related works.

Ref. Design for App based OTAC based Binding Mutual Devicx? Systel'natic
Auth. Auth. protocol Auth. Revogation Review
23] Mobile Environment v X X X X Sec. 2.2.1
[22] Online Smartphone’s v X X X X Sec. 2.2.1
23] Keylogging and Shoulder-surfing X v X v X Sec. 2.2.2
24] IoT Device Life-Cycle X X v X v Sec. 2.2.3
Auth4App Mobile Devices v v v v v *

Our. systemati.c review fol'lo.ws the m'ethodology pre- m @cﬂ [ < 01} {Ec_ 2| {Ec_ 03} [w (ecos) [ e o
sented in [25]. Briefly, the revision comprises four phases: & 48 4% % % —
(i) Planning Review, (ii) Planning Evaluation, (iii) Exe- i% 8 12 | |s % o %% <32
cution Review, and (iv) Results in Analysis. In the first 5 | Bugl |28 |3 g 2 fg ’gg ggég
stage, we defined the objectives of the systematic review. gg ég §§ 2 ¢ N § E 2 g E g‘g :
We also formulated the research questions and search strings §’ B % L g g cs 3 g ‘sé ; | g
by considering keyword synonyms. Next, we choose the lo- ° g 5B é £ 13" 2 g % ° g 3 % =
cation (i.e., data source) to perform the searches. We also g =)L) * © 2° '

defined the criteria for selecting the studies found. In the
second phase, we evaluate the desired planning. Therefore,
we ran the protocol to verify whether the results obtained
were adequate in quality and viability. Soon after verifying
that the study was adequate, we went to the third stage
and executed the criteria defined in the previous phases.
Finally, we summarize and analyze the results in the last

Results:' 284 1
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Figure 2: Systematic Review about App based Authentication

on OTAC. To achieve our goal, we defined the follow-
ing search string: ((‘‘Authentication Protocol’’) AND
step. (““OTAC’ OR “‘One Time Authentication Code’’)).

We use Figure 2 to exemplify the results of the review. The search process, libraries, and selection criteria adop-
The first two columns illustrate the chosen data source (.4 are illustrated in Figure 3. We thoroughly studied the
and search string. The remaining columns show the de- 15 works in the final stage. As a result, we selected work

fined .exclusion crite.ria (EC) (in orange) and jche number [23] as the most related.

of articles selected (in light green) after applying the EC.

It is 1mp0rtanfc to. note 'thaft each objective (e.g., O’.I‘AC'— [:ﬁa:ﬁ:J [_e;_::lr:h} {EC. 01} [EC. 02} {EC. 03} [Ec 04J

based authentication, binding protocols ) has its criteria 9 9

(e.g., search string). 2 A |2 » =

2.2.1. App based Authentication S guw? £8 5 8 £ 52

2 8565 S8 28 9 g g

At first, we conducted a literature review aiming to 3 |fl>§ % qul> £5 0> 83 o> 5 0 £s

find works that propose authentication protocols based on g 85 E £9 8 g 3 g 5

smartphone applications. To do so, we developed a search © b '_g = % 55 ‘—g £ % S £

string containing the following keywords: ((‘‘Authetica- 22 |3 c & -

tion Protocol’’) AND (‘‘Smartphone Apps’’ OR ‘‘Smart- =

phone Applications’?)). We chose to investigate works Results: 37 25 23 19 15

included in the Google Scholaif] database, considered the

world’s largest search engine in 2018 [26], Figure 3: Systematic Review about OTAC based Authentication

We defined inclusion and exclusion criteria to select
the most relevant works and illustrated the work selection
process in Figure 2. We thoroughly studied the 16 works 2.2.3. Systematic Literature Review on binding protocol

in the final stage. As a result, we selected works [2I] and In the third and last step, we searched for works propos-
[22] as the most related. ing binding and authentication protocols for smartphones.
To this end, we defined the following search string:
2.2.2. OTAC based Authentication ((“pinding protocol’’) AND (‘‘smartphone’’) AND
In a second stage, we reviewed the literature to search (‘‘authentication’’)). We thoroughly studied the 22

for works that propose authentication mechanisms based works in the final stage. As a result, we selected the work
[24] as the most related.

*https://scholar.google.com.br/
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Figure 4: Systematic Review about Binding Protocol

3. Preliminaries

In this section we introduce the system model, require-
ments, assumptions, threat model and notations.

3.1. System model

We list entities of our system below and their relations
in Figure 5. In summary, a user binds one of his personal
devices (e.g., smartphone) with a service (e.g., library) of-
fered by some provider (e.g., university). Then, the user
can use that device to gain access to that service through
an organization’s device (e.g., turnstile).

e User. An instance of entities that need to authenti-
cate themselves, such as customers, employees, mem-
bers, and third partners. Each user has associated a
device, which is electronic equipment that users use
to perform authentication, such as smartphones or
smartwatches.

e Service Provider. Companies, institutions (gov-
ernment or not), clubs, etc., that authenticate users
before providing access to a physical or digital ser-
vice, such as libraries, gyms, and parking.

e Access Control Device. Service providers use elec-
tronic equipment, such as smartphones or turnstiles,
to authenticate a user.

¢ Communication Channel. One physical trans-
mission medium, or a logical connection running on
top of multiple transmission mediums. Each com-
munication channel offers additional verification ca-
pabilities to increase security.

e Negotiation/Model Channel. We consider that
several users can trade with different organizations
(n-n), without limitations.

3.2. Requirements

Entities must address the following requirements.

(1) Identification

__ with Device Binding NS
(1.1) In-Band Channel
(1.2) Out-of-Band Channels

=

| m——

Service Provider

(2) Authentication (2) Authentication
with OTAC _, with OTAC
> [=] Y

Access Control Device

Figure 5: System Model.

e Unique bond. At any given time ’t’, a user is as-
sociated with only one device. This singular associa-
tion significantly mitigates risks stemming from the
potential misuse of leaked user credentials.

e General-purpose solution. The proposed solu-
tion should be versatile and applicable across various
use cases and scenarios, ensuring its general-purpose
nature.

e Multiple communication channels. This work
considers in-band (i.e., primary) and at least one
out-of-band (i.e., secondary) communication chan-
nel. The former means the default channel, which
is also used by the other steps of the protocol, and
the latter is an additional communication channel,
acting like an “safety net”. To guarantee a single and
secure link between a user and a device, out-of-band
channels must be used to send additional security
codes.

e Revocation of compromised identities. The
user’s device is considered nontransferable. For in-
stance, if the user’s device is sold, lost, or stolen,
mechanisms should be established to identify and re-
voke the linkage of the device’s application.

8.8. Assumptions

We build our system model on top of the following
assumptions.

e Assumption 1. Both the primary and secondary
channels can be compromised. However, the proba-
bility of these two channels (P1 and P2) being com-
promised by an attacker at the same time is signifi-
cantly lower (P1 x P2) than compromising only one.

e Assumption 2. Cryptographic primitives are ideal
—that is, flawless — and can be treated as black boxes.
For example, assuming that @ is an ideal and flawless
cryptographic primitive, it will always produce the
correct output given a correct input. Therefore, it
is not vulnerable to any known attacks. In other
words, (Q behaves like a black box, receiving an input
and producing an output without any visible internal
workings.



e Assumption 3. Cryptographic algorithms are se-
cure, which means that without knowing the correct
keys, an adversary will never be able to forge signa-
tures or decrypt messages.

e Assumption 4. An attacker can eavesdrop on, in-
tercept or manipulate communications over an es-
tablished channel between legitimate entities.

e Assumption 5. Devices are trusted.

e Assumption 6. The organization’s identification
service is trusted.

3.4. Threat model

We model the capabilities of an attacker following the
Dolev-Yao model, where participating entities communi-
cate with each other through an insecure channel. Dur-
ing communication, the adversary has full control over the
network and can delete, modify, delay, and insert commu-
nication in intercepted messages between users.

Also, we model the capabilities of an attacker following
the CK-adversary model, where A can transmit the infor-
mation as in the Dolev-Yao model. In addition, it can also
compromise secret credentials such as session keys, private
keys, and session state.

e Threat model 1. An adversary can subtract a user
device to perform impersonation attacks.

e Threat model 2. An adversary can gain complete
control of n-1 communication channels at any given
time.

e Threat model 3. An attacker can attempt relay-
type attacks against user A, impersonating B.

e Threat model 4. An attacker can attempt to re-
play attacks against user A, using a legitimate iden-
tification of B obtained in a previous authentication.

e Threat model 5. The adversary can forge a user’s
identity.

3.5. Notations
For the sake of readability, we show in Table 2 symbols

used to describe our solution.
4. Proposed scheme

In this section we introduce the binding and authenti-
cation protocols.

Table 2: Notations.

Symbol Meaning
CODE_TLS Transport Layer Security Code
CODE _SMS Short Message Curt Code

CODE_EMAIL

Eletronic Mail Code

IMEI

International Mobile Equipment Identity

code Code

nonce Nonce

H Hash Function

HMAC Hash-based Message Authentication Code
E Encrypt

K Key

app_rnd Pseudo-random Number
srv_rnd Pseudo-random Number
mk_rnd Pseudo-random Number

KT1 First Temporary Key

KT2 Second Temporary Key

KM Master Key

VM Verify Master Key

OTAC One-time Authentication Code
1A Application Indice

S Server Indice

4.1. Overview

Auth4App comprises two primary protocols: (i) Iden-
tification: This protocol binds the user’s application to
a single mobile device; (ii) Authentication: This protocol
manages disposable verification codes and their genera-
tion.

Figure 6 depicts a sequence diagram illustrating how
a user gains access to a service using Auth4App. The
scenario involves three actors: the user, the turnstile (ex-
emplifying an access control mechanism), and the authen-
tication service.

Initially, the user requests registration within the cor-
porate authentication service. Subsequently, the user can
seek authentication from the turnstile. This authentica-
tion process can be offline if the OTAC mechanism is inte-
grated into the turnstile or online by utilizing the authenti-
cation service. Detailed explanations of both registration
and authentication protocols are provided in subsequent
sections.

4.2. Identification Protocol: Binding a User’s Device to a
Organizations’ Service

By running the identification protocol, a unique device
is associated with the user’s knowledge factor, such as a
login/password combination. After installing the mobile
application on a selected device, the user is prompted to
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provide their credentials for identification and authentica-
tion (e.g., login/password) during the initial use. Subse-
quently, during this first access, the registration and link-
ing protocols are initiated.

Protocol 3 specifies the identification process using SMS
and email as out-of-band channels. It initiates with a TLS
connection established between the application and the
server (line 1). Subsequently, the server transmits three
distinct codes to the client using the TLS channel (line
2) and through two out-of-band channels, namely an SMS
and an email (lines 3 and 4, respectively).

One temporary key, KT'1, is generated from the TLS
session key combined with the three codes previously re-
ceived from the server (line 5). This is done using a strong
cryptographic hash function, as proposed and proven to be
a robust alternative for generating high entropy authenti-
cation codes [27] and secret keys [28]. Subsequently, K'T'1
is used to encrypt (denoted by F) the International Mobile
Equipment Identity (IMEI) and a pseudo-random number,
mk_rnd (line 6). Additionally, KT'1 is applied to sign the
message (by computing the HMAC) transmitted from the
client to the server.

A second temporary key, K12, is computed from the
values of IMEI, mk_rnd, and the key KT'1 (line 7). The
second key is presumed to be more robust due to its in-
corporation of a unique global identifier (the IMEI of the
device) and an application-specific pseudo-random num-
ber (mk_rnd). This augmented uniqueness significantly el-
evates the entropy of the K12 key.

After the transmission from the server to the client of
a pseudo-random number srv_rnd (line 8), they finally
generate a high-entropy master key KM (line 9). The
master key shared by the client and the server is the main
secret artifact for enabling the Authentication protocol, as
discussed in the next subsection.

The last steps are dedicated to validating the mas-
ter key K M. The user dispatches an encrypted pseudo-
random number mk_rnd to the server (line 10). The server
decrypts the received pseudo-random number using its K M
key, increments it by one (+1), encrypts the incremented
value, and transmits it back to the client (line 11). Success-
ful validation of the received value by the client confirms
the equality of keys, signifying the successful execution and
finalization of the protocol.

It is important to recall that the user can only utilize
one device at a given time This means is prohibited to
register additional devices using the credentials (i.e., the
International Mobile Equipment Identity (IMEI) and the
master key) that remain valid or in use by the user. To
employ a new device, the user must first revoke the current
application /registration associated with the former device.
This security protocol mirrors practices adopted by vari-
ous fintechs and digital banks like RevolutEI7 N26E|, and
NuBank?l

4.8. Authentication Protocol: Utilizing a User’s Device to
gain access to a Organizations’ Service

The proposed authentication protocol was designed to
generate unique codes suitable for authentication purposes.
As previously mentioned, the identification protocol pro-
duces a high-entropy master key, K M, which can be used
to derive the key for the unique code generator. For this
derivation, it is recommended to utilize robust crypto-
graphic hash functions from reputable families such as
SHA2 and SHA@ The initial key for generating unique
authentication codes could be as straightforward as K, =
H(K,,||K.). Initially, given that the key K, starts empty,
the first iteration of K. is equivalent to H(KM).

The key K. is used to generate OTACs, which remain
valid for a single transaction or login session. To synchro-
nize the OTAC generation, the solution employs indexes,
1A within the application and S on the server. Initially,
the OTAC equals K.. Once generated, K. transitions to
the next value, determined by K. = H(K;||K.). Sub-
sequently, OTACs are produced via the formula: OTAC
= HY(OTAC), wherein the cryptographic hash function
is iteratively applied N times, generating N distinct and
unique authentication codes. These codes exhibit the Prop-
erty of Forward Confidentiality (PFC), ensuring that pre-
vious OTAC codes cannot be deduced from the current
ones. This assurance is established through the irreversibil-
ity property inherent in cryptographic hash functions.

For instance, let us assume the 7A and S indexes are
temporarily set to 1 and 0, respectively. The client sends
a single message to the server for authentication, includ-
ing the current index of the local OTAC. When the client
dispatches the message “ [GET, file_name, nonce, iA],

3https://www.revolut.com

4https://n26.com

Shttps://nubank.com.br/
Shttps://csrc.nist.gov/projects/hash-functions
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Protocol 3: Device linking and master key generation between a user (client) and a service provider (server using SMS and email as out-of-band

channels).

. Client — Server

Secure connection to the Server

. Server — Client
. Server — Client

. Server — Client

[CODE_TLS, codel]
[CODE_SMS, code2|
[CODE_EMAIL, code3]

Client, Server

KT1 + H(K]||codel||code2||code3)

. Client — Server

[Client, nonce, Egri(IMELapp rnd)|, HMAC k71

. Client, Server

KT2 <~ HIMEI||app_rnd||KT1)

. Server — Client

[Server, nonce, Exra(srv_rnd)|, HMAC k2

. Client, Server

KM + H(KT1||KT2||IMEI||app_rnd||srv_rnd)

10. Client — Server

[Client, V_ M, nonce, Exr(mk_rnd)], HMACk p

11. Server — Client

[Server, V.M, nonce, Exp(mk_rnd + 1)], HMAC g o

HMAC”, the HMAC (message signature) is generated utiliz-
ing the application’s OTAC as the key. Upon receipt of
this message, the server updates its OTAC to OTAC =
H*A=#(OTAC) using the index value received from the ap-
plication. Subsequently, employing the new OTAC value,
the server verifies the HMAC signature of the message. Fi-
nally, the server confirms successful authentication if the
signatures match and denies access otherwise.

5. Study Cases

This section presents three subsections with distinct
case studies, all using the Auth4App solution for authen-
tication. In the first subsection (Subsection 5.1), a case
study that uses Auth4App for access control in electronic
turnstiles is presented, demonstrating its application in
environments requiring security and restricted access. In
the second subsection (Subsection 5.2), BKE4ISP is used
as an example of how Auth4App can be applied in In-
ternet Service Providers (ISP) for user authentication to
make the authentication process more secure. In the third
subsection (Subsection 5.3), FIDO2 is presented as an ex-
ample of integrating other solutions with Auth4App for
increased security, highlighting the solution’s versatility in
dealing with different forms of authentication. As a re-
sult, these three case studies emphasize the effectiveness
of Auth4App as an authentication solution for various use
cases, making the authentication process more secure.

5.1. Auth4 Turnstile

The use of electronic turnstiles for access control is on
the rise across various facilities like gyms and universities.
However, these establishments commonly rely on a static
data model, such as Social Security Numbers (SSN) or a
static QR Code with a pseudo-random token, for access
control. This approach poses a significant security risk if
a user’s credentials are compromised or leaked.

In our solution, the One-Time Authentication Code
(OTAC) can facilitate access control, even in basic turn-
stiles capable of scanning QR Codes, as depicted in Pro-
tocol 4. Each individual within the system possesses a

digital identification card (line 1). Subsequently, the user
initiates the application, automatically generating a QR
Code exclusively meant for one-time use during authenti-
cation (line 2). The user then presents the QR Code to the
reader (line 3), which the turnstile proceeds to scan (line
4). Following this, the turnstile updates the OTAC (line
5) and verifies it using HMAC (line 6), ultimately granting
or denying user access based on the verification outcome.

Protocol 4: Electronic turnstile OTAC.

. User Opens the identification application

QR Code = |[id, iA], HMACorac

Brings the QR Code closer to the Turnstile
Reads the QR Code

Updates the OTAC «+H*4~%5(OTAC)

Checks HMAC using the OTAC as key

1
2
3.
4. Turnstile
5
6

We contend that the process is efficient and straightfor-
ward due to its complete offline operation. There is no re-
liance on network communication or the need for time and
clock synchronization between devices to generate, read,
and validate QR Codes. The turnstile only necessitates a
network connection for updating the user database, a task
that can be scheduled. Nonetheless, in this scenario, it be-
comes imperative to trust the turnstile as it can potentially
impersonate a user.

An alternative to the offline process involves shifting
the authentication online, thereby eliminating the OTAC
generator from the turnstile. In this scenario, authenti-
cation can be managed by a Trusted Third Party (TTP)
or outsourced to a specialized third-party service provider,
a prevalent approach utilized across various domains and
scenarios [29, 30, [28]. It is noteworthy to highlight previ-
ous studies that have demonstrated the technical viability
of resilient security services [31], 32], indicating that em-
ploying a TTP could be a compelling choice.



5.2. BKEJISP

As a practical application, we consider the case of a
customer requesting remote or on-site service from a third-
party team through their ISP. This case illustrates several
current and future challenges in handling independent pro-
viders contracted through sharing economy applications
such as Uber and Airbnb.

The solution comprises three entities: Client, Techni-
cian, and Manager. These entities interact with the system
primarily through a mobile application. The devices im-
plement instances of identification and authentication pro-
tocols. Depending on the context, we adopted QR Code
or the TCP/IP stack as communication channels.

Firebase Realtime Database

Interface
Back-end

e A,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,J

v

ISP Automated Integration
Identification Manager @ APIL
(.apk) (.jar) (users.json)

Figure 7: Implemented Interface.

Interface

Interface
Front-end

Figure 7 shows the software technologies used in im-
plementing the interfaces. These technologies can be or-
ganized into two layers: Interface Front-end and Interface
Back-end. The Front-end layer includes a mobile applica-
tion named ISP Identification (.apk), an Automated Man-
ager responsible for authenticating human entities, devel-
oped in Java (.jar), and an Integration API to obtain reg-
istration data and other systems (e.g., CRM, ERP) and
facilitate the user registration process. Finally, the In-
terface Back-end layer is responsible for maintaining user
information and providing persistence for sessions. There-
fore, if an entity temporarily loses its connectivity, the
process will continue where it left off when connectivity is
restored. We opted to use Firebase Realtime Database as
the Back-end technology because it is a popular solution
for storing and synchronizing data.

The three main screens of the implemented mobile ap-
plication are exemplified in Figure 8. The first screen al-
lows the user to choose between authentication functions:
(i) generate authentication code and (i) read authenti-
cation code. The second screen displays a dynamically
generated QR Code to be presented. The third screen
displays the identification of the other entity/entities and
allows confirmation.

Authentication begins when an entity (e.g., client) clicks
the generate authentication code button. The QR Code
with the client’s information is generated from that mo-
ment. If any problem occurs during the protocol execu-
tion, the application displays an error message. In the
normal flow, another entity (e.g., technician) must click
on read authentication code and use the reader to read
the QR Code presented by the client. Once the QR Code

€= Technician Area €~ Generate QR Code €~ Client Area

Welcome to the Client Area,
Erble Beuil!
What do you wish for today?

e GENERATE
% AUTHENTICATION CODE

8

s READ AUTHENTICATION
&5 CODE

Raquel Trindade
o

CCONFIRM IDENTITY

(a) Main (b) QRCode (c) Id

Figure 8: Examples of the main screens of the application.

is read, the information is sent to the automated manager,
which verifies both identities. If the identities are con-
firmed, the identification screen displayed in Figure 8(c) is
presented to the client with the technician’s information
(i.e., photo, name, rating, etc.). Similarly, an identifica-
tion screen with the client’s information is displayed to
the technician. Both entities must verify if the presented
identities are correct.

In the current implementation, the Manager interface
is simplified. Through this interface, the manager, in ad-
dition to authenticating users, can manage (i.e., list, edit,
add, and revoke) clients and technicians. In practice, this
process should be streamlined by taking advantage of some
integration with third-party systems. To illustrate this sce-
nario, the “add user” functionality implemented only asks
for the user’s CPF (a Brazilian identification number) —
the remaining data of interest is obtained through a query
to the Firebase Realtime Database. We assume that third-
party applications offer some integration API that gener-
ates, for example, a JSON file. To make the demonstra-
tion self-contained, we abstracted the third-party API by
creating a JSON file with synthetic data and loading it
directly into the Firebase Realtime Database. Addition-
ally, an interface representing an automated manager was
implemented. In summary, this interface runs a process
that automatically verifies and authorizes all requests.

In future work, we aim to incorporate additional con-
figurations for the manager, including customized opera-
tional protocols (such as authorization, denial, or confir-
mation) tailored to specific circumstances. For instance,
default authorization might be set for routine technician
visits to clients during regular business hours. Conversely,
the initial service visit by a new technician to a client on
a holiday might necessitate confirmation before access is
granted.

In the implementation of Auth4ISP, all messages ex-
changed by the protocol are encrypted before sending and
decrypted upon arrival. To do this, we adopted the Ad-
vanced Encryption Standard (AES) symmetric key algo-
rithm, whose secret key is an OTAC. AES operates with



key sizes of 128, 192, and 256 bits and block encryption of
128 bits [33]. Both the cipher algorithm and the HMAC
use the Message Digest libraryﬂ with the SHA-256 instance
to generate cryptographic hash functions.

5.8. Integration with FIDO2

In this case study, we demonstrate how it is possible
to integrate Auth4App with the Fast IDentity Online 2
(FIDO2) authentication standardlﬂ FIDO2 is an open
and universal standard for strong authentication, which
enables user authentication without passwords through de-
vices such as smartphones and smartcards.

To illustrate, let us imagine a scenario in which an elec-
tronic turnstile uses FIDO2 to register users and Auth4App
to authenticate users, as described in Protocol 5. At the
beginning of the process, the user registers their device
using the FIDO2 standard (line 1). This ensures authen-
tication security, as the device is registered uniquely Fur-
thermore, upon first use, the user authenticates the device
using FIDO2 (line 2), which generates a credential to pro-
duce the first OTAC key (line 3).

Protocol 5: Integration Auth4App with FIDO2.

. User Register device with FIDO2

Authenticates device with FIDO2

OTAC = ClientDataJSON

QR Code = [id, iA], HMACorAC

Brings the QR Code closer to the Turnstile
Reads the QR Code

Updates the OTAC +H4~*5(OTAC)

Checks HMAC using the OTAC as key

1
2
3
4
5.
6. Turnstile
7
8

Next, upon approaching the electronic turnstile, the
user presents a QR Code generated to authenticate with
Auth4App (lines 4 and 5). The turnstile reads the QR
Code (line 6). The system verifies if the registered device is
the same one being used at the moment and if the HMACs
match. If positive, the system grants access and updates
the OTAC key (lines 7 and 8).

After registration and authentication with FIDO2, we
use one of the available credentials to generate the first
OTAC and initiate the authentication process with Auth4-
App, as illustrated in Figure 9. This credential is called
ClientDataJSON and contains three properties: type, chal-
lenge, and origin. The type is a registration or authenti-
cation response. The challenge is the same as was sent by
the Relying Party (RP) during the creation or acquisition
ceremony. The origin contains the domain name of the ter-
minal to which the client is connecting during registration
or authentication.

7https ://docs.oracle.com/javase/7/docs/api/java/security/
MessageDigest.html

8Source code available:
Auth4App-FID02

https://github.com/vagnerereno/
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Next, the user creates a QR Code composed of the
server index (iS), the application index (iA), and an HMAC
of these two concatenated pieces of information, for exam-
ple, QR Code [id, iA]l, HMAC(OTAC). To generate the
HMAC, we use the previously generated OTAC as the key,
which is valid for a single authentication. Then, the elec-
tronic turnstile reads the QR Code to extract the received
HMAC, generates a new HMAC using the OTAC as the
key, and compares the two. If the HMACs match, the
turnstile updates the OTAC to a hash of iA-iS(OTAC).

Using this integration, we can combine the security
offered by FIDO2 with the security, flexibility, resource
savings, and ease of use of Auth4App. Furthermore, the
FIDO2 standard is widely adopted, ensuring interoperabil-
ity with other applications.

6. Evaluation

In this section, we evaluate the security of the proposed
system by means of automatic verification of the proposed
protocols using Scyther [34], and arguments proof regard-
ing the overall system.

6.1. Protocols

Automated verification of a protocol’s security proper-
ties is essential to showcase its effectiveness and accuracy.
For this purpose, we employ the Scyther tool [34], which
takes a file containing a protocol description and security
claims as input, along with a set of specified options. No-
tably, we rely on the “—all-attacks” option within Scyther,
enabling a thorough assessment of our protocol. This in-
cludes an examination of designated roles, such as KGC and
MGK, in addition to our specified security claims.

Scyther generates comprehensive reports detailing the
outcomes of all executed tests and potential attacks. When
the analysis uncovers vulnerabilities or weaknesses in the
protocol, Scyther provides detailed flowcharts outlining
possible attack vectors. Conversely, when the protocol is
deemed secure, Scyther confirms this status by displaying
"Ok verified" alongside "No attack" in the report com-
ments.

Protocol 3 is presented in the semantics of the Scyther
tool in the Algorithm 1. Line 1 declares the predefined
types Code, TemporaryKey, and MasterKey. Line 2
defines a cryptographic hash function H, while line 3 in-
troduces an HMAC function. The next three lines declare
globally the keys K, KT1, KT2, and KM, respectively.

The initiation of the specification for the Auth4App pro-
tocol begins with the call to the protocol function on line
7. This specification includes four agents with explicitly
defined roles: KGC (line 8), MKG (line 11), Client (line 22),
and Server (line 36).

For each sending event (e.g., send_1, line 9), there is a
corresponding receiving event (e.g., recv_1, line 14). The
syntax of the send_1 event signifies transmission from the
Key Generation Center (KGC) to the Master Key Gen-
eration (MKG), simulating the creation of the session key
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Create QR Code
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81BFD8BAD2D481D39BF94DB1C960233C562C8E18158ED33433203F8FA36F1AA3

Untrusted Channel - transfers HMAC:

L

Change HMAC
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0TAC: 5ae9fbf602c5bh60bfa7c2bbcadlf7e91017711960eb19463cT8d933422982063

HMACs corresponded. Successful authentication!

Figure 9: Auth4App integration FIDO2.

K. Subsequently, the first temporary key K71 is gener-
ated using the cryptographic hash function H, utilizing as
parameters the session key K alongside the codes codel,
code2, and code3. The key KT'1 is generated on Client
(line 15) and Server (line 16), ensuring their consistency
across both agents.

Finally, asserting specific security properties within the
protocol specification is necessary, achieved in the Scyther
tool using the claim function. This is used with two spe-
cific security requirements (Secret and Nisynch) to ascer-
tain a term is secret and authentic, as can be noted from
lines 31 to 34, and 46 to 49. When a term, such as the gen-
erated keys KT1, KT2, or KM, is claimed to be secret, it
implies that these keys are unknown to any potential ad-
versary. This verification ensures that these keys maintain
their confidentiality and authenticity throughout commu-
nications. Moreover, the Nisynch requirement, specified
on lines 34 and 49 for the client and server, respectively,
asserts the integrity of all messages sent and received by
the rightful communication partner. This claim guaran-
tees the validity and correctness of message exchanges be-
tween the client and server.

Fig.10 showcases the output of the Scyther tool when
provided with Algorithm 1 as input and utilizing the “-
all-attacks” option. Notably, this status report does not
exhibit any indications of failure. Based on this evidence,
we confirm that the Identification protocol can be consid-
ered secure for its intended purposes.

6.1.1. Authentication Protocol

Algorithm 2 outlines the Scyther semantics for Proto-
col 4 (authentication employing a turnstile case study).
The initial lines (1 to 4) introduce the variables used, and
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B Scyther results : verify X

Done.

Figure 10: Report: Identification Protocol Security Analysis.

the definitions for the cryptographic hash function H and
the HMAC function.

The authentication process commences with the up-
date of the user’s OTAC, which is designed for authenti-
cation purposes at the turnstile. The KGC agent takes the
lead, generating a fresh code and sending it to the user
(line 7). Subsequently, the user transmits their id, iA,
and the HMAC message to the turnstile (line 14).

It’s essential to highlight that, owing to limitations in
Scyther’s functionality, illustrating the disparity in algo-
rithm indexes, as exemplified in Section 5.1, is not achiev-
able. To address this limitation, an abstraction method
was devised, enabling the turnstile to receive and update
its OTAC code through the intervention of the KGC agent
(as observed in lines 19 and 20). The claim events, as



Algorithm 1 Identification Protocol Analysis.

14:

SOPAP U I

: usertype Code, TemporaryKey, MasterKey;

hashfunction H;

: const HMAC: Function;

secret K: SessionKey;
secret KT1, KT2: TemporaryKey;
secret KM: MasterKey;

: protocol Auth4App(KGC, MKG, Client, Server) {

role KGC{ > Key Generation Center
send 1(KGC, MKG, H(K));
}
role MKG{ > Master Key Generation
fresh codel, code2, code3: Code;
fresh appRand1, serverRand, imei: Nonce;
recv 1(KGC, MKG, H(K));
send 2(MKG, Client, KT1(H(K,codel, code2,
code3)));
send 3(MKG, Server, KT1(H(K,codel, code2,
code3)));
send 5(MKG, Client, KT2(H(imei, appRandl, KT1)));
send” 6(MKG, Server, KT2(H(imei, appRand1, KT1)));
send  8(MKG, Client, KM(H(KT1, KT2, imei,
appRand1, serverRand)));
send 9(MKG, Server, KM(H(KT1, KT2, imei,
appRandl, serverRand)));
}

role Client{
fresh nonce: Nonce;
fresh imei, appRand1, serverRand: Nonce;
var codel, code2, code3: Code;

recv_2(MKG, Client, KT1(H(K, codel, code2,

coded)));

31: send 4(Client, Server, HMAC(nonce, {imei,
appRand1}KT1(Client, Server)));
32: recv 5(MKG, Client, KT2(H(imei, appRandl,
KT1)));
33: recv 7(Server, Client, HMAC(nonce,
{serverRand}KT2(Server, Client)));
34: recv 8(MKG, Client, KM(H(KT1, KT2, imei,
appRandl, serverRand)));
35: claim(Client, Secret, KT1);
36: claim(Client, Secret, KT2);
37: claim(Client, Secret, KM);
38: claim(Client, Nisynch);
39: }
40:  role Server{
41: var nonce:Nonce;
42: var imei, appRand1:Nonce;
43: var codel, code2, code3:Code;
44: fresh serverRand: Nonce;
45: recv 3(MKG, Server, KT1(H(K,codel, code2,
code3d)));
46 recv 4(Client, Server, HMAC(nonce, {imei,
appRand1}KT1(Client, Server)));
47: recv 6(MKG, Server, KT2(H(imei, appRand1,
KT1)));
48 send 7(Server, Client, HMAC(nonce,
{serverRand}KT2(Server, Client)));
49 recv 9(MKG, Server, KM(H(KT1, KT2, imei,
appRandl, serverRand)));
50: claim(Server, Secret, KT1);
51: claim(Server, Secret, KT2);
52: claim(Server, Secret, KM);
53: claim(Server, Nisynch);
54:
55: }

Algorithm 2 Authentication Protocol Analysis.

: usertype UniqueCode;

hashfunction H;

: secret OTAC: UniqueCode;

const HMAC: Function;
protocol OTACG(KGC, User, Turnstile){

role KGC{
send_1(KGC, User, H(OTACQC));
send 3(KGC, Turnstile, H{OTAC));
} -

role User{
fresh id, iA: Nonce;
var nr: Nonce;
recv 1(KGC, User, HHOTAC));
send 2(User, Turnstile, id, iA, HMAC(id, iA));
claim(User, Secret, OTAC);
}

role Turnstile{
var iA, id: Nonce;
recv 2(User, Turnstile, id, iA, HMAC(id, iA));
recv_ 3(KGC, Turnstile, HOTACQC));
claim(Turnstile, Secret, OTAC);
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depicted in lines 15 and 21, are executed to ascertain
the maintenance of OTAC security for both agents dur-
ing Scyther’s automated security analysis.

Fig. 11 illustrates the outcome of Scyther’s analysis,
indicating a successful evaluation. The analysis reports
"Ok" for both the user and turnstile statements, confirm-
ing the security of OTAC.

W Scyther results : verify

Claim Status Comments
OTACP User OTACP, Userl Secret OTAC Ok Verfied No attacks.
Turnstile  OTACP, Turnstilel  Secret OTAC Ok Verified  No attacks.

Done.

Figure 11: Report: Authentication Protocol Security Analysis.

6.2. Theorem and Proofs

Next, we present theorems and proofs that illustrate
how Auth4App resists impersonation attacks (Theorem 1),
leverages multiple communication channels to enhance se-
curity (Theorem 2), and is robust against both relay (The-
orem 3) and replay (Theorem 4) attacks. Additionally, we
will demonstrate how it ensures a robust registration pro-
cess to combat identity forgery (Theorem 5).

Theorem 1. With the use of Auth4App, the proposed
scheme is secure against impersonation attacks. An adver-
sary may even steal a user’s device to carry out attacks.



Proof. Suppose that an adversary A has taken or
stolen the device belonging to user U and is attempting to
carry out an impersonation attack on some system or ser-
vice. However, the act of taking the device does not guar-
antee that the adversary has all the necessary elements to
successfully carry out the impersonation attack. Further-
more, if user U immediately reports the loss of the device,
the system can revoke the device and the associated cre-
dentials. This means that the device will no longer be able
to authenticate itself, preventing adversary A from using
it to carry out a successful impersonation attack.

Theorem 2. AuthApp is safe against the threat model
2, as our approach incorporates multiple communication
channels. Thus, if an attacker compromises n—1 channels,
at least one channel will remain uncompromised, bolster-
ing the overall security of the system.

Proof. For simplicity, considering that the system uses
two independent channels, we can state that the proba-
bility of an attacker compromising both channels simul-
taneously is lower than the probability of compromising
only one of the channels. For example, let’s assume that
the probability of compromising the P1 and P2 channels
is 50% (P1 = 0.5 and P2 = 0.5). The probability of
compromising both channels simultaneously is only 25%
(P1% P2 =0.5%0.5 = 0.25), while the probability of com-
promising only one of the channels is 75% (P1 + P2 —
Plx P2 =0.5+40.5-0.5%0.5 = 0.75). Therefore, by
increasing the number of channels employed, the proba-
bility of an attacker successfully compromising all of them
simultaneously diminishes.

Theorem 3. Auth4App is secure against relay-type
attacks, where an attacker attempts to relay messages be-
tween two parties to forge their identities.

Proof. Our proposed solution uses HMACs to ensure
message integrity. HMACs rely on a secret key and a
cryptographic hash function to generate summary mes-
sages that can be compared before and after transmission.
This prevents tampering by an attacker attempting to re-
lay messages between two parties. For example, if an at-
tacker attempts to impersonate an legitimate user to ac-
cess user U’s account, they will not be successful since they
cannot access the encrypted messages exchanged between
the legitimate users without knowledge of the secret key.
Furthermore, Auth4App implements a registration process
that binds a user’s identity to a specific device, making it
difficult for an attacker to impersonate another user on a
different device.

Theorem 4. By using unique and disposable codes
for each authentication round, the system becomes secure
against replay attacks.

Proof. Auth4App utilizes the One-Time Authentica-
tion Code (OTAC) mechanism to generate unique codes
for each new authentication round, rendering the system
secure against replay attacks. Even if an adversary inter-
cepts a legitimate authentication session between the user
and the system, the generated code remains valid only for
that specific authentication session. It cannot be reused
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for a subsequent authentication. Therefore, the system can
resist replay attacks, making it more resilient to unautho-
rized access attempts.

Theorem 5. The system is secure against attack
model 5, as we have adopted a rigorous device registra-
tion process, linked the user’s identity to the device, and
provided the ability to revoke the device at any time.

Proof. We have adopted a rigorous identification/
binding process (see Protocol 3) that links the user’s iden-
tity to a device and enables revocation of a device at any
time. Thus, the system becomes secure against imperson-
ation attacks. These measures ensure that an adversary
cannot impersonate a legitimate user by using false in-
formation to authenticate with the system. The device
registration process allows the system to verify if the de-
vice attempting authentication is registered and linked to
the user’s identity. In contrast, the ability to revoke a
device prevents compromised devices from being used for
fraudulent authentication attempts.

6.3. Security Comparison

In Table 6, we compare Auth4App with similar pro-
posals from related work. This comparison highlights the
resilience of each system against relay, replay, and imper-
sonation attacks, as well as their use of multiple communi-
cation channels and specific resources to prevent identity
forgery.

To prevent identity forgery, AoT [24] and Hassan [21]
employ Identity-Based Encryption (IBE). IBE links cryp-
tographic operations to user-specific identifiers (e.g., email,
phone number), significantly reducing the risk of identity
compromise. Taking a different approach, SVOSK [23] in-
corporates a security mechanism in which the smartphone
uses device encryption to safeguard authentication infor-
mation. Specifically, it stores an encrypted password (i.e.,
RP ID), which is essential for generating the OTAC. This
encrypted password can only be decrypted using a key de-
rived from the user’s password, which is not stored on the
device. Therefore, even if the smartphone is stolen, the
thief cannot access the RP ID without knowing the user’s
password, thereby enhancing security even in the case of
a device compromise.

It’s worth emphasizing that Auth4App stands out as
the only system utilizing multiple communication chan-
nels, avoiding reliance on a single channel for its security.
Indeed, past research has demonstrated the significant se-
curity enhancement achievable through multi-channel based
systems [15} 35}, [36]. This approach adds complexity for at-
tackers since compromising multiple independent channels
simultaneously is notably more challenging than breaching
a single one. By incorporating this method into its secu-
rity framework, Auth4App diversifies risk, ensuring that
even if one channel is compromised, the overall integrity
of the system remains protected.

In Table 6, we can observe that both AoT and SVOSK
demonstrate robustness against Replay and Impersonation



Table 6: Security Resources and Attacks.

Type AoT|[24] OSAP [22] SVOSK [23] Hassan [21] Auth4App
Relay X X X X v
Attacks Replay v X v X v
Impersonation v X v X v
R Multi-Channel X X X X v
esources Identity Forgery v X v v v
Table 7: Performance Evaluation.
Proposal Registration Authentication Mechanism Application Year
AoT [24] Not specified 4,600 ms Based on identity and attributes for access control IoT devices 2016
OSAP |22] Not specified 171,000 ms  Two-step authentication with device verification and PIN  Mobile devices 2017
SVOSK [23] 21,450 ms 42,150 ms  Visual two-factor authentication protocol that ensures Mobile devices 2018
mutual authentication and prevents unauthorized reuse
through user interaction
Hassan [21] Not specified 964.29 ms  Certificateless authentication protocol based on complex IoT devices 2019
elliptic curve cryptography mathematical problems
Auth4App 88.33 ms 5.43 - 12.55 ms  Implements dynamic authentication through unique and  Mobile devices 2024

temporal factors

attacks, while OSAP does not. However, OSAP offers
resistance against a diverse range of other threats such
as phishing, dictionary attacks, brute force, cryptanaly-
sis, shoulder surfing, content injection attacks, and guess-
ing strategies [22]. Similarly, SVOSK covers a variety of
threats such as shoulder surfing, camera-based recordings,
keylogging, Man-In-The-Middle (MITM), phishing, ses-
sion hijacking, smartphone theft, and server-side attacks
[23].

6.4. Performance Fvaluation

In Table 7, we emphasize significant disparities in reg-
istration and authentication times across different security
protocols, pivotal for evaluating the usability and efficiency
of such systems. Notably, our proposal surpasses similar
existing ones, including AoT [24], OSAP [22], SVOSK [23],
and Hassan [2I], in both registration and authentication
performance.

In the case of AoT, while the total times for registration
and authentication aren’t clearly defined, the focus is on
the performance of cryptographic operations. For exam-
ple, the generation of Attribute-Based Signatures (ABS)
takes less than 1,600 milliseconds (ms), and verification
takes less than 3,000 ms for predicates in the form of AAB.
Although we lack specific registration and authentication
times, it’s evident that our proposal significantly outper-
forms AoT solely based on the expensive signature gener-
ation and verification operations it employs.

On the other hand, the SVOSK proposal specifies a
registration time of approximately 21,450 milliseconds and
an average authentication time of 42,150 milliseconds. Al-
though it utilizes a secure virtual keyboard to enhance
security, this introduces a significant delay, accounting for
approximately 76.87% of the total time, which can poten-
tially impact the user experience.

While OSAP is faster than traditional systems like
WhatsApp, it still requires approximately three minutes
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for authentication—a significant duration compared to the
Auth4App proposal. Auth4App stands out for its remark-
able speed, requiring only 88.33 milliseconds for registra-
tion and between 5.43 and 12.55 milliseconds for authen-
tication. The evolution of Auth4App’s performance is sig-
nificant, demonstrating an authentication system that is
robust, as confirmed by security evaluations, and highly
efficient. This makes it ideal for environments that ne-
cessitate rapid and dependable access processing, without
compromising user experience.

The significant disparities among the proposals seem
to be from the cryptographic protocols and primitives em-
ployed in their design and implementation. For instance,
Attribute-Based Signatures and Public Key Cryptography
are notably more resource-intensive compared to symmet-
ric cryptography and HMAC primitives.

7. Conclusion

The demand for resilient identification and authentica-
tion solutions is rapidly growing in contemporary times.
Auth4App offers a protocol suite to facilitate identifica-
tion and authentication through smartphone applications.
Central to this system are two fundamental protocols: one
dedicated to associating user credentials with the device
and another focused on generating distinctive codes.

At the core of Auth4App lies the principle of One-Time
Authentication Codes (OTAC), representing robust and
disposable codes generated for authentication purposes.
Each OTAC is exclusive to a single authentication instance
and is subsequently discarded, rendering it considerably
challenging for malicious users to duplicate the generated
codes. Auth4App showcases its usability through three
case studies, demonstrating its potential as a comprehen-
sive standalone solution or as an integrated component
within other authentication systems. Moreover, the se-
curity of Auth4App protocols can be deemed robust, as



essential security properties have undergone formal verifi-
cation using the Scyther tool and theorem-proof analysis.

Potential future directions for this research may en-

compass exploring hardware-assisted solutions like Trusted
Execution Environments (TEEs) [37] to bolster secure key
storage. Additionally, the utilization of symbolic analysis
tools could be considered to formally validate the proto-
cols.
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