
Connect HYAS Protect  
with Microsoft Defender for  
Endpoint (MDE) in 5 Easy Steps

2-Minute
Installation

Fortify Your Defenses 
Fortify your cybersecurity defenses by 
integrating HYAS Protect with your Microsoft 
Defender for Endpoint. Microsoft Defender 
for Endpoint is an enterprise endpoint 
security platform designed to help enterprise 
networks prevent, detect, investigate, and 
respond to advanced threats. 

The HYAS Protect integration with MDE 
improves enterprise security by analyzing 
Defender for Endpoint sensor data to detect 
communication with malicious URLs/domains 
and enabling those domains to be blocked. 
HYAS Protect combines infrastructure 
expertise and multivariate communication 
pattern analysis to deliver reputational 
verdicts for any domain and infrastructure, 
allowing Defender for Endpoint to preempt 
attacks at the network layer.

Log In: Access your ‘Security 
Center’ and click on ‘Settings.’

Navigate to ‘Microsoft  
365 Defender’ and select 
‘Streaming API.’

One-Click Setup: Click ‘Add’ 
and enable ‘Forward events 
Event Hub’ and enter your 
Event Hub details, as well as 
those provided by HYAS.

Select ‘Devices’ and choose 
the event types you want to 
forward (i.e., ‘Device Network 
Events’ and ‘Device Events’).

Click ‘Submit’ and you’re 
done! Defender for Endpoint 
will start sending events to 
your Azure Event Hub.
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Watch the Video 

Easy Steps

https://app.arcade.software/share/mObwyCZygFyvPqSy7OgB


IDENTIFY AND BLOCK
ATTACKS BEFORE THEY HAPPEN

HYAS PROTECT
HYAS Protect enforces security and 
blocks command and control (C2) 
communication used by malware, 
ransomware, phishing, and supply 
chain attacks. All the while, it 
delivers on-demand intelligence to 
enhance your existing security and 
IT governance stack.

PROTECTING BUSINESSES AND SOLVING INTELLIGENCE PROBLEMS 
THROUGH DETECTION OF ADVERSARY INFRASTRUCTURE AND  
ANOMALOUS COMMUNICATION PATTERNS 
HYAS is a world-leading authority on cyber adversary infrastructure and communication to that infrastructure. HYAS is dedicated to protecting organizations 
and solving intelligence problems through detection of adversary infrastructure and anomalous communication patterns. 

We help businesses see more, do more, and understand more in real time about the nature of the threats they face. HYAS turns meta-data into actionable 
threat intelligence, actual adversary visibility, and protective DNS that renders malware inoperable.
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Why HYAS
Agentless and cloud-powered: Ditch the agent! 
Always up to date, and no deployment or 
infrastructure required.

Rapid Integration: User-friendly and intuitive for a 
quick and easy installation. Our streamlined process 
ensures you are up and running in under 2 minutes.

Enhanced Security: Bolster your defenses with a 
seamless data flow between HYAS Protect and 
Microsoft Defender for Endpoint. Built on the 
industry’s deepest threat insights and shared signals 
across domains enables synchronized defense and 
faster response.

Effortless Configuration: Out of the box automation 
enables security teams to go from alert to 
remediation in minutes – at scale. 

“We thoroughly tested HYAS 
Protect and stand by the results. 
As attacks evolve, increases in 
the efficacy of protection are 
clearly critical, and HYAS has 
demonstrated a very high level of 
efficacy with their new solution.”
ANDREAS MARX, CEO, AV-TEST

The Microsoft Intelligent Security Association (MISA) is an 
ecosystem of independent software vendors and managed 
security service providers that have integrated their security 
solutions with Microsoft to better defend against a world of 
increasingly sophisticated, fast-moving threats.
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