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HYAS Insight and Polarity combine to speed up
investigations and locate adversaries

The Polarity-HYAS integration enables fraud, threat, and IR teams to quickly triage threat actors

and get to the bottom of an investigation quickly by enabling them with data awareness and

recall. The integration effectively provides "HYAS Insight anywhere” and allows analysts to

immediately understand where threat actors are located and access the WHOIS information

around the domains. With these capabilities, teams can triage information immediately and

remediate threats faster than ever.

TECHNOLOGY OUERUIEWS

HYAS Insight

HYAS Insight is a powerful threat investigation and attribution solution that
improves visibility and productivity for analysts, researchers and investigators
while vastly increasing the accuracy of their findings. HYAS Insight leverages
exclusive data sources and non-traditional collection mechanisms. It lets you
connect specific attack instances and campaigns to billions of historical and
current indicators of compromise faster than ever before, bringing invaluable
new insights and visibility to your security efforts. With an easy-to-use user
interface, integrations, and APl access, HYAS Insight combines rich threat data
into a powerful research and attribution solution.

Polarity

Polarity uses computer vision (i.e. software-based Augmented Reality) to
recognize what's on a screen in real time as a user is doing their work. When
Polarity sees data that has been annotated by the user, a teammate, or has
information available through integrations to other products, it automatically
overlays the information on screen, in real time, regardless of the application
they are using. Polarity helps in two ways: users make better decisions because
they have the contextual information needed to be informed, and they make
faster decisions because they don't have to interrupt their workflow - the
context needed is simply there exactly when it is needed.

Integration Use Cases

» Fraud detection
» Forensics and incident response
» Threat intelligence

» Threat hunting



HYAS AND POLARITY SOLUTION BRIEF

Integration Highlights

» Search the location of an IP as
well as the passive DNS

» Investigate the WHOIS, passive
DNS and SSL information for
domains

> |dentify the domain WHOIS
information related to an email
address
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== 3z687722v0.msecnd.net

Seen 15 times between January 9th, 2018 and June 1st, 2020.

General Info
Geo United States (US) — 2=
Created September 29th, 2008
Domain msecnd.net

AS AS15133- EDGECAST,US

Registrar ARIN
Route 152.199.19.0/24
1Pv4 152.199.19.161
IPv6 2606:2800:133:206e:1315:22a5:2006:24fd
Live Screenshot

SecurityTrails

POLARITY

az687722.vo.msecnd.net

HYAS Date Last Seen: 2019-10-11T15:53:14.61b.

HYAS Registrar: csc corporate domains, inc.

HYAS Domain Created: 2008-09-29T19:13:172

HYAS Domain Last Updated: 2019-10-11T15:53:14.615096..
HYAS Date Last Seen: 2019-01-18T21:59:23.162124Z

HYAS Registrar: csc corporate domains, inc.

HYAS Domain Created: 2008-09-29T23:13:18Z

HYAS Domain Last Updated: 2019-01-18T21:59:23.162124Z

Search Information in Hyasm
Whols | Passive DNS  SSL Certificate

@ Whois Information Details

Country: US

City: redmond

Domain: msecnd.net

Domain Created On: 2008-09-29719:13:172
Domain Expires On: 2020-09-29723:13:172
Emails Used: domainabuse@cscglobal.com
Emails Used: msnhst@microsoft.com

NameServers: ns2.msft.net

Polarity improves decision-making by allowing users to capture, recall, and share intelligence across
any workflow. Polarity is software-based Augmented Reality for your data. You don't need glasses

POLARITY

or goggles to get the contextual information needed to make decisions, exactly when you need it.

Polarity brings together what you know, your teammates know, and what's known by all the tools
you use in the SOC, so you can see the full story in the data. In addition to bolstering collective
memory, the Polarity user community has built over 100 integrations. Polarity’s customers include
Fortune 10/100/500 enterprises and the U.S. federal government. For more information, please visit

https://polarity.io/.

ABOUT HYAS

HYAS enables enterprises to detect and mitigate cyber risks before attacks happen and identify the
adversaries behind them. HYAS Insight is a threat intelligence and attribution platform that improves
visibility and productivity for analysts, researchers and investigators while vastly increasing the
accuracy of their findings. HYAS Insight enables analysts to connect specific attack instances and
campaigns to billions of historical and real-time indicators of compromise faster than ever before,

bringing invaluable new intelligence and visibility to security efforts.

HYAS

Threat and fraud response teams use HYAS Insight to hunt, find, and identify adversaries, often down
to their physical doorsteps.

Learn more about how we can optimize your threat investigations with the HYAS Insight at
https://www.hyas.com.
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