PersonalSign 3 Pro

Certificate Enrolment and Installation Guide

GMOINTERNET GROUP

o GlobalSign®



CONTENTS

CONEENTS .ttt e a e s s a s e sra e s 2
(0o [T g oY=V o TN ool A1 or- | (YRR 3
Set up your GIobalSiZN @CCOUNT ......uiiiiie e e e e e st e e e e e e e e nraeaees 3
1001 [T T=I o] o] of- 14 Te] o U PSPPSR 4
(0o [Tar- o] o] o 1Yz 1 HS P SPSSTR 7
=Y I 101 o 1T 0 [or= o o TR 7
Downloading YoUr CEITIfICAtE ....cuviiiiiiiie e e e e et e e e e tte e e e eate e e e enaeeeeennees 8
INStAlliNG YOUF CEIEITICALE ..uviiiieie i e e e s e e e e e s e s anebeee e e e e e e e nnsneenes 10
Installing your certificate on Internet Explorer or Chrome .......cocccvviieiiee e 10
Installing your certificate 0N FIr€fOX ..ocuuuiiiiiiiiie et ree e e 14

(€ole%= 1Y = Y@l v=Taid [g1 7071017 110 F PP PPPR 16



ORDERING YOUR CERTIFICATE

To purchase your PersonalSign 3 Pro certificate, go to https://shop.globalsign.com/en/belgian-
government-services and select your region.

SET UP YOUR GLOBALSIGN ACCOUNT
This section only applies to applicants outside Belgium. If you are a Belgian resident, please ignore
this step and go directly to step 2: ONLINE APPLICATION.

@ clobalsign. P —

Certificate Application
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——— e Create your account by entering the
— - E— required information about you and
—_— your organisation. If you are
R— ‘ ‘ applying on behalf of someone else
— | you can add yourself as an additional
R technical contact later in the
2::“ application process.
oot | L L T = Once you have completed all the

fields, tick the “I agree to the Terms
of Service” box to confirm you have

read and accepted GlobalSign’s

Agreement.
CIT=01200 Armesterciam, Serlin, Sem, Rome, Socknolm, Vienna I:I
@O Finally, an email will be sent to the
account administrator to confirm
e e e e the account has been set up.
D I I You can now purchase your
ittt ety shesgy gt il

——— — PersonalSign 3 Pro certificate. For

instructions, please refer to the next
S —— e section: ONLINE APPLICATION.

Specify an Additionsl Billing Contact
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https://shop.globalsign.com/en/belgian-government-services
https://shop.globalsign.com/en/belgian-government-services

ONLINE APPLICATION

Select “PersonalSign 3 Pro” and click “Next”.

Define the Product Details.

Select the validity period of the certificate you wish to purchase and whether or not you want

GlobalSign to generate the public and the private keys. We recommend that you tick this option.

o Globalsign.
TEL | US +1 BT7 775 4582 | EMEA +32

K -
Certificate Application

1. Product Details pl

Product Category % Product Details 3 [SEUTEIINVEEENE 33 Subscriber Details 33

Payment 3 Confirm Details

Certificate ldentity Details
T - o
Mske sure

Your Name rzzures

Organization sezres

Locality opons

State or Province ostens

Country azzres United Kingdom - GB

Email Address szzurss mailinfo@globalsign.com
For sacurity reasons, pleass spacify a passy
WARNING: you must remember this password in order to install your digital certificate.
Forgotten passwords will require that the order be cancelled and resubmitted

Pickup Password sezures

Pickup Password (re-enter) szzurss

scriber identity within the issued Certificate,

1 that will be required to release your PersonsiSign3 digital cartificate onos it's baen approved

© GlonaiSign Allrighis resemed.

Complete the certificate information
as required and establish a Pick-up
Password which will be required to
install the Certificate.

IMPORTANT: GlobalSign will not
have access to this password, so
please make sure you remember it,
as you will need it to install your
certificate after your order has been

approved.

An approval email will be delivered to the email address specified in the Certificate Identity Details,
you should ensure that this address can receive email.



0 GlobalSign.

Technical Support Center
| UK +44 1822 788

42 | EMEA +32 18

Certificate Application
o

Product Category 3 Product Details ) Certificate Identity Details ) EELESGLEGREETE 3
Payment 3 Confirm Det

Subscriber Details

Please supply additional contact information about the person which the Certificate will be issued to

First Name Rzoures John
Last Name Reaures Smith
Phone Number macuns 01822 768 768

Email Address secur= mailinfo@globalsign.com
. s s 00

e
Organization Name sezures GlobalSign

Department Marketing

Street Address 1 secures Springfisld House

Street Address 2 Sandling Road

City ez Maidstone

State / County Racurss Kent

Zip / Postal Code ez ME122LF

Country secures United Kingdom - GB [+

CECTE TR

Personal Sign Subscriber Agreement

ZlcbalSign Subscrike: for Pe: 18ign Certificat

(EMEA} =

Version 1.3
ELEASE READ THIS AGREEMENT CAREFULLY EEFORE USING THE DIGITAL CERTIFICATE ISSUED =

This Globaliign Fe: 15ign Subscribe: (
©lobalSign CPS iz 4 By

}oa= ive a=
hereto and iz available at www.globa

1. Definiticns
Digital Cervificate
A collection of electronic data consisving of a Public Feyr identifying informat

Certificate Revocatiom Lizt ("CRL"}
2 collection of electronic data

revoked Digita

Cercificavion Auchority ("CA"}
©lobalSign or an entity which iz certified by GlobalSign to issue Digital Certif

Digital Signature
Information encrypted with a Private Key which iz appended to clectronic data to

Ezivate Fey
2 mathematical key which iz kept private to the owner and which iz used to creat

Fublic Fey

2 mathematical key which is available publicly and which i= used to verify Digie
Secure Server Hierazchy

4 [ b

[ | AGREE T THE SUBSCRIBER AGREEMENT

T ST

Enter the subscriber’s details.

Review the details of your order (if
you wish to make changes, click the
“Back” button). Once you have read
the subscriber agreement, tick the
box to agree, and click “Next” to
continue.



o GlobalSign.

Technicsl Support
UK +44

TEL | US+1 8 EMEA +2

Certificate Application

) 2. Completed

Application Almost Completed
Thank you for comgleting the first part of your application. \We recommend you print this infermation for your regards. We will shorthy
send a confimation email from no_reply@plobalsign. com containing this information, howaver should you not receive the amail

and nesd to contact the Technical Support team, you will need your Order Number.

Order Number PC201103037094

IMPORTANT: What you need to do to complete the Application
Print this page and check each item as you complete it

=

Completed? | Next Actions.

STEF ONE
An sutomated Approval Emsil will be sent to the Email

“You must be able to receive this Email at this Addre:
STEP TWO
*You must print and complete the FersonalSign 3 Pro Agresment:
[PRINT AGREEMENT - PersonalSign 3 Pra|
STEP THREE
You must take the complet

te.

structions within that email.

sp
allow the

an

ent in parson, with a copy of your Photo 1D {for
cted Local Vetting Agent for them to

ersonaiSign 3 Pro Ag

to your sals:

example Driving License, Passport, or National ID card)

sign

ted your Local Vetling Agent and they have signed your PerscnaiSign 3 Fro
& fax it or ask them to fax it to GlobalSign, using one of the numbers shown on the

This last action completes your application, GiobalSign wil then complete the Vatting of your order, and noify you when

your certificats i ready.

PersonalSign3 Pro Digital ID Request

Certificate Details

Order Number

PC201 103037054

Product

PersonalSign 3 Fro

‘Common name John Smith
Contact e-mail address mailinfo@globalsign.com
Organization Name GilobalSign

State or Province, Locality

Kent, Maidstons

Country GB
Contact Details
Title, Contact Name
Phone number
Contact e-mail address il

John Smith

1622 786 785

'offglobalsign. com

Address Sprin

State, Postal Code Hent, MET4ZLP
Country United Kingdom - GB
Company code

|, the undersigned, confirm | that have read and agree to the GlobalSign Subscriber Agreement for PersonalSign 2
Fro, 1.5 {available from hittp./fwew globatsign. comirepesitery), that the provided data is complete and comect and

that | will report any medification of this data immedistehy to GlobalSign.

Diate of signing: rod

Title

Requester Legal Mame [Print name]

Signature

Take this form to your chosen Local Vetting Agent (LVA) with your Photo [D.
Fhoto ID may be Fassport, National |0 card, Driving License
“our Chosen Agent is the Chambers of Commerce {(http:/fwww . coi be)

Declaration by LVA
| confirm that;

=| have met John Smith and have seen their Photo [D.

- the Photo |0 is that of John Smith

- the signature on this form is the applicant’s and it matches that on the Photo (D

=| have copied their Fhoto |D and have added my ==al to it, and to this form.
LVA Represantstive Mams (Print) :
L'VA Signaturs

When completed, FAX to:
Europe: +32 16 79 52 30
United Kingdom: +44 1622 235589
United States: 617 830 0779
Remember to include:
* This Form
* A copy of your Photo 1D such as Passport, Photo 1D or Driving License
* A copy of your Company's Certificate of Incorporation

You have completed your online
application. Please make a note of
your order number for any
communication with the GlobalSign

team.

Print and complete the agreement

Simply write your exact legal name,
sigh and date. Please note that the
name needs to be the name of the
person that the Certificate will be
issued to.



ORDER APPROVAL

An approval email was sent to the email address you entered in the Certificate Identity Details. Click
on the link in the email to approve the certificate application.

aenu
Subject: Order ID PC201102216526 GlobalSign PersonalSign 3 <Pro> - Approve Application
f
Dear Customer, ’
An application for a PersonalSign 3 <Pro> Certificate has been placed with GlobalSign for John Smith (GlobalSign) and Order ID PC201102216526.
In order for GlobalSign to issue the Certificate, the email address must be validated. Please follow the below link to choose to APPROVE or NOT
APPROVE the application.
Only if you approve the application will the Certificate be issued. 3
ttps://regist.globalsign.com/ra/arrivalMailApproval/arrivalMailApproval/ArrivalM ailApproval.do?
r=4d0ef1308&e=33538c5cab298&c=18a0afa3078098fc3616538d8eb1823cerd0bs2d
Make sure your browser address bar contains the complete unbroken URL.
For your information, the Applicant has provided the following details:
ContactMName : Smith - John
Applicant Email Address : mailinfo@globalsign.coml
If you have any questions about this application, please contact us using the details below.
Kind Regards,
GlobalSign Support Team -

This will take you to the approver webpage. Simply click “l approve” to approve the application.

LEGAL AUTHENTICATION

Take your signed agreement, a copy of your photo ID, and your company documentation to your
local Chamber of Commerce for them to sign and fax back to GlobalSign using the number at the
bottom of the agreement.

Declaration by LVA
| confirm that;

» | hawe met John Smith and have s=en their Fhoto 1D,

= the Phote |D is that of John Smith

» the signature on this form is the applicant’s and it matches that on the Photo |D.

= | have copied their Photo |0 and have added my seal to it, and to this form.
LA Representative Mame (Print)
LA Signature

Once GlobalSign has verified your application, your certificate will be issued and ready to be
downloaded.



DOWNLOADING YOUR CERTIFICATE

When your certificate has been issued, you will receive an email with a link to download your
certificate. We recommend that you copy and paste this link in Firefox to facilitate the installation
process.

Subjedt: Certificate Download Ready - PC201103037094: PersonalSign 3 Pro Certificate for John Smith ‘

&

Please note that this e-mail is automatically sent from a noreply mailbox.
To contact GlobalSign please use the Contact Details at the foot of this email.

Dear John Smith,
Your PersonalSign 3 Pro Certificate is now ready for collection. Please follow the Pickup & Install instructions below.

This email includes details about your order, your account and also how to contact us should you need assistance. We suggest that you keep a copy for future
reference.

YOUR ORDER INFORMATION

Order Number: PC201103037034
Product Type: PersonalSign 3 Pro
Cert Common Name:  John Smith
Validity Period:  1year

HOW TO PICK UP & INSTALL YOUR CERTIFICATE

You must complete this process on the machine from which you intend to use the Certificate.

* Windows 2000 & XP Users: We recommend you use the Internet Explorer
or Firefox browsers.

* Windows Vista Users: We recommend you do NOT use Internet Explorer.
Please use Firefox (available free of charge from www.mozilla.com) to
complete the process. If you have to use Internet Explorer, please click
on the link below for detailed instructions on preparing the browser:
www.globalsign.com/support/keygen/microsoft.php

Click on the link below to initiate the Certificate generation and
installation process.

https://system.globalsign.com/pc/public/certificate/install. do?p=5e831bd2668d9d3d 25e f34e528534240eb72ec97

Make sure The apove fmkisonbrok & preterCepy-ard the-emrtire TG your browser if necessary.

If you experience any problems during Certificate pickup and installation,
please contact Technical Support using the contact details below.

[ GlobalSign Certificate Ce... &

C' |8 clobalsign Inc [US]| hitps://system.globalsign.com/pc/public/certificate/install.do? p=5d422a04b4dal8996326413825867200daecaf4
[ Activity Alert - Sport... )" Adobe Marketplace... (@) Boston [ Charles River Girls H... [} Coach Scott McDon... [7 Customize Links [4" Digitally signing Ad... [{)" Digitally

0 GIobaISign. Technical Support Center

TEL |US+1877 7 | EMEA +32 16 891900 | UK +44 1622

Install Certificate

You will now go through the Certificate generation and installation process.
Note that if you continue on this computer, your Certificate will be installed on this computer.

Step One: Enter your Pickup Password

Enter your pick-up password, which
Enter the Pickup Password to continue. is the password you enterEd during
the application process. Click “Next”.

Forgetten the Pickup Password? Contact Support immediately for assistance.




/[ GlobalSign Certificate Ce... &

€« €' | GlobalSign Inc [US]| hitps://system.globalsign.com/pc/public/certificate/install do;jsessionid =9C7DE004D7 CF4AI0C19F496657151300

[ Activity Alert - Sport... | [ Adobe Marketplace... () Boston [) Charles River GirlsH... [ Coach Scott McDon... [ Customize Links [sY Digitally signing Ad... 1" Digitally sic

0 GIobaISign. Technical Support Center
766

TEL|US +1877 775 4562 | EMEA +32 16 891900 | UK +44 16227

Install Cert

ate
Establish a minimum 12 character

Certificate Password required

password that will be needed to

Certificate Password (re-enter) Requires

install your certificate and keys into
. your browser. Read the Subscriber
= .
TeeaaR abi 1415 ASREEIENT CARCEOILY SESORE SIS THE DISTTAL CERTTSICATE TSSUED T0 0¥ Ok Agreement and tick the box to

This GlobalSign PerscnalSign Subscriber Agreement ("Agreement”) is effective as of the date

GlobalSign CPS is incorporated by reference hereto and is available at wiw.globalsign.com/r Confirm you agree With its terms.

L. Definitions

S o Then click on “Next”.

| AGREE TO THE SUBSCRIBER AGREEMENT

GlabalSign Subscriber Agreement for PersonalSign Certificates (EMER)

Please click Next and wait. Do not click Next again and do not close the browser, the process may take a few seconds.

" [ GlobalSign Certificate Ce. &

€ C' | & Globalsign Inc [US] https://system.globalsign.com/pc/public/certificate/install.do

[ Activity Alert - Sport... [s" Adobe Marketplace .. () Boston [} Charles River Girls H.. [ Coach Scott McDon... [ Customize Links [ Digitally signing Ad... ¥ Digit

@ Globalsign.

Install Certificate

Install your Digital Certificate and the Intermediate CA Certificates

Your Certificate has been generated, dlick the Dowmload My Certificate button to download the Cerfificate onto your computer.

We have detected that you are not using Internet Explorer.

Please follow the below instructions to dowmload your Certificate. CI|Ck on ”Download my Certlflcate”

Click the Download My Cerfificate bution to download your Certificate:

Download My Certificate

What to do next.
Now you have your Cerificate please review the Product Guide support pages for instructions on how to use your Cerlificate.
> Go to Product Guide pages




INSTALLING YOUR CERTIFICATE

INSTALLING YOUR CERTIFICATE ON INTERNET EXPLORER OR CHROME

(Please note that Chrome does not enable the use of certificates for Intervat. We recommend you

install your certificate on one of the other browsers).

- A
Internet Options Iilﬂ

| General I Security | Privacy | Content | Connections | Programs I Advan::ed|

Parental Controls

be viewed.

& Cantrol the Internet content that can l Farental Controls ]

Content Advisor

viewed on this computer.

?i Ratings help you contral the Internet content that can be

[ I@Eﬂable. . Settings

Certificates

A

Use certificates for encrypted connections and identification.

[ Clear 551 state ] [ Certificates ] ’ Publishers ]

AutoComplete

= AutoComplete stores previous entries l Settings

on webpages and suggests matches
for you.

Feeds and Web Slices

read in Internet Explorer and other
programs,

E Feeds and Web Slices provide updated l Settings
| content from websites that can be

QK ] [ Cancel

Apply

Network
Google Chrome is using your computer's system proxy settings to connect to the network.

Change proxy settings... Certificates

Intended purpose: [ <Al>

Languages

Change how Chrome handles and displays languag

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior | *

L: d spellchecker settings...
anguages and spellchecker settings. Lesued To Jssued By Expirato...

| Offerto translate pages that aren't in a languag)

Downloads
Downlead location: | C:\Users\Oceane B\Download)

| Ask where to save each file before downloading

HTTPS/SSL

Friendly Name

Manage certificates.

| Check for server certificate revocation tmport... | [ Export... | [ Remove

Certificate intended
Google Cloud Print Sriieats infened purposes

Google Cloud Print lets you access this computer's| | | EYPting File System

Add printers

Learn more about certificates

Background apps

¥l Continue running background apps when Goo

In Internet Explorer, Go to “Internet
Options” and click on the “Content”
tab.

Then click on “Certificates”

In Chrome, go to “Settings” and
expand the advanced settings at the
bottom of the page. Scroll down to
“HTTPS/ SSL” and click on “Manage
certificates”.

10



For both Internet Explorer and Chrome, follow these instructions.

r

Certificates

p—— ===

Intended purpose: ’{N|>

*)

Certificate intended purposes

Learn more about certificates

Personal | Other People I Intermediate Certification Authorities | Trusted Root Certificatior * | *
Issued To Issued By Expiratio...  Friendly Name

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revecation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back [ Next = J[ Cancel

Click on “Import”.

The installation wizard starts. Click
“Next”.

11



Certificate Import Wizard

File to Import
Spedify the file you want to import.

File name:
K\ \PC201207203531.pfx

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

< Back ” Next = ][ Cancel

e

Certificate Import Wizard

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

["]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

< Back ][ MNext > ][ Cancel

Click on “Browse” to search for your
certificate. Make sure you select the
right format “Personal Information
Exchange” (*pfx) in the dropdown
next to “File Name” when browsing.

Enter the certificate password that
established the
download process and select “Mark

was during
this key as exportable”. This option
will allow you to export the PS3
certificate and its corresponding
private key for use on a different

machine or for back-up purposes.

Click “Next”.

12



-
Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@) Place &l certificates in the following store

Certificate store:

Personal Browse. ..

Learn more about certificate stores

< Back ][ Mext > ][ Cancel

On the next screen, click “Next”
without making any change.

Your certificate should now appear in the certificate store, ready for use.

7 — A
Certificates M

Intended purpose: [ﬂ\ll) v]

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | *

Issued To Issued By Expiratio...  Friendly Name
[5] 30hn smith Globalsign Personalsi,..  21/07/2013  <Mone>

Certificate intended purposes

Learn more about certificates

13



INSTALLING YOUR CERTIFICATE ON FIREFOX

To install your certificate on Firefox, you will first need to set up a Master Password which is used to

protect stored logins and passwords.

Options.
= | A
General Tabs Content  Applications  Privacy ~ Security

Q

Sync

B

Advanced

Warn me when sites try to install add-ons

Block reported attack sites
Block reported web forgeries

Passwords

Remember passwords for sites

7] Use a master password

Change Master Password...

i Saved Passwords...

Exceptions...

Change Master Password

]l Cancel ][ Help l

| ==

] =8l Q o
- = e Q %
General Tabs Content  Applications  Privacy ~ Security Sync Advanced
T 5T

A Master Password is used to protect sensitive information like site

Pass | the password.
Current password: (not set)
Enter new password:  seees
[
i Re-enter password:  gases

Password quality meter

passwords. If you create a Master Password you will be asked to enter it
once per session when Firefox retrieves saved information protected by

L)

—

the information protected by it.

Please make sure you remember the Master Password you have set. If
you forget your Master Password, you will be unable to access any of

[ ak | [

Password Change Succeeded

i i‘} Master Password successfully changed.

Go to “Options”, then go to the
“Security” tab. Tick “Use a master
password”.

Enter a new password. Please make
sure you remember it as you will
need it again in the future.

14



Options

Once you have confirmed the master
password, go to the “Advanced” tab
and click on “View Certificates”.

o n T
3 =t 5
O & & Q@
General Tabs Content  Applications  Privacy  Security Sync Advanced
Genemll Ne‘rwmkl Upd.ate| Encryption |
Protocols
Use S5L 3.0 Use TLS1.0
Certificates
When a server requests my personal certificate:
() Select one automatically @ Ask me every time
: lView Qe:ti.ﬁ.ca.tesl Iﬂevuca.ti.on Lists ] l Validation ] lSeculity Devices
I [ ok || cancel || Hep |
-~
Your Certificates | People | Servers | Authorities | Others |
You have certificates from these organisations that identify you:
Certificate Name Security Device Serial Number Expires On &5

View... Backup... EackupAI.I....] ’ Import...

Delete...

e

Click on the first tab “Your

Certificates”, and click on “Import”.

Search for your certificate and click “Open”.

-

Password Required

===

9} Please enter the master password for the Software Security Device,
-

| ok

Enter the certificate password that

you set up when you downloaded
the certificate.

15



-

Password Entry Dialogue

==

Please enter the password that was used to encrypt this
certificate backup.

Password: eessss

| oK

| | cance

Your certificate should now appear in the certificate store, ready for use.

[ESYEER)

s

Your Certificates | Peoplel Serverslﬁ.uthoritissl 0‘thers|

You have certificates from these organisations that identify you:

Certificate Mame Security Device Serial Mumber Expires On

4GlobalSign nv-sa

John Smith Software Security Device 41:3B:B2:27:20:35:29:E0... 21,/07/2013

a

View... Backup... Bacl;upAII..‘] [ Import... J Delete...

GLOBALSIGN CONTACT INFORMATION

previously created.

GlobalSign EU
Tel: +32 16 891900

www.globalsign.eu
sales@globalsign.com

GlobalSign NL
Tel: +31 85 8882424

www.globalsign.nl
verkoop@globalsign.com

GlobalSign FR
Tel: 433975 18 32 00

www.globalsign.fr
ventes@globalsign.com

GlobalSign ES
Tel: +34 91 198 08 03

www.globalsign.es
ventas@globalsign.com

GlobalSign DE
Tel: +49 800 7237980

www.globalsign.de
verkauf@globalsign.com

GlobalSign UK

Tel: +44 1622 766766
www.globalsign.co.uk
sales@globalsign.com

Then enter your master password

16
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