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GDI has observed a number of ad tech companies monetising
anti-Ukrainian and anti-democratic disinformation.

This deck includes examples of ad-funded content promoting a range of harmful adversarial narratives:

e Denazification: Ukraine is led by a Nazi regime and the denazification and demilitarisation of Ukraine
is therefore in the best interests of Europe and the world.

e Bioweapons threat: Hunter Biden participated in the financing of a military biological programme in
Ukraine.

e Bucha massacre: The massacre was a staged, false flag event.

e Conspiracy theories: The conflict is a result of continued provocation of Russia by the Western elite
and part of the ‘Great Reset’.

These disinformation narratives have been identified across multiple websites in multiple languages.
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How GDI defines disinformation

e Disinformation is more than overly simple, false dichotomies
such as true vs. false or left vs. right.

e GDI views disinformation through the lens of adversarial
narrative conflict. Adversarial narratives:
o Can be implicit or explicit;

Adversarial
Narratives:
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o Most importantly, these adversarial narratives create a oy il

risk of harm.

e This definition transcends false binaries and identifies
disinformation explicitly by adversarial narrative topic, such as
anti-immigrant, misogyny, anti-vax etc.
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Brands unwittingly funding these stories:

amazon Walmart m
e ExpressVPN
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Ad tech companies monetising this content:

Google amazon
CRITEO
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Ad tech publisher policies must be updated and enforced.

Most ad tech companies’ publisher policies do not adequately address the breadth of
disinformation narratives associated with the Ukraine conflict.

Specific publisher policy? Most relevant policy wording (as at 27 April 2022)

“Due to the war in Ukraine, we will pause monetization of content

Go g Ie / that exploits, dismisses, or condones the war.”

“You will not place our Ads adjacent to any content that is:

am azo n x obscene, hateful (e.g. hate speech), violent (including the use of

firearms), discriminatory, harmful, threatening, abusive, harassing
or offensive...”

Prohibited Content: “Is hateful or discriminatory to any groups or
individuals based upon their race, sex, nationality, religious

‘ xl I Eo x affiliation, age or sexual orientation...Promotes, glorifies or
condones violence against others...Promotes disenfranchisement
or harassment of groups or individuals.”

GDI



o
GDI calls for global policy intervention
This intervention should prioritise:
e Quality assessment: Industry wide risk rating assessments of news sites to risk rate disinformation
conducted by CSOs/ independent 3rd parties of news sites. This must be used for a) developing
quality signals in ranking and recommender algorithms, b) informing monetisation decisions, and c)

assessment of media pluralism.

e Transparency: Expanded and centralised access to platform data. This could be done through an
expansion of a common Information Sharing and Analysis Center (ISAC).

e Strengthened publisher policies: Adoption of adversarial narrative framing for enhanced scope and
efficient enforcement that defunds disinformation.

An urgent, long-term and industry-wide solution is needed to end the monetisation of harmful
disinformation.
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GDI calls for ad tech companies to take immediate action.

e Policy enforcement: Ad tech companies should develop and enforce supply quality policies that
specifically address narrative-led disinformation.

e Audit: Sellers should review existing publisher partnerships and take action against those that
infringe on policies.

e Demonetisation: Sites that consistently infringe on supply quality policies should be completely
demonetised. Removing ads only from infringing content allows offending websites to continue to
profit from digital advertising.

e Data: Sellers should pass disinformation risk scores in the bid stream, allowing advertisers to more
easily avoid inadvertently funding disinformation content.
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Brand:
Audible

Ad served by:
Google

Site:
Miami Standard

Disinformation:
Anti-Ukrainian

Language:
English

o (& @ miamistandard.news/2022/04/15/jeffrey-prather-bucha-massacre-is-a-false-flag-brighteon-tv/
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e ExpressVPN ExpressVPN: Fast, Secure VPN

See for Yourself. Try the World's Best VPN Risk-Free With a 30-Day
Money-Back Guarantee.
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Google

Site:
grupormultimedio.com

Disinformation:
Anti-Ukrainian
Anti-democratic

Language:
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Rusia asegura que el hijo del presidente de
EE.UU esta relacionado con laboratorios

biologico militares en Ucrania Translation: “Russia assures that the son

Hunter Biden dirige un fondo de inversion que habria realizado inversiones en el of the US president is related to military
srene biological laboratories in Ukraine. Hunter
Biden runs an investment fund that would
have made investments in the country
involved in a war.”
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Translation: “All reasonable people on the
planet should be interested in this
common challenge, because the militant
Nazi regime in Ukraine poses a threat not
only to Russia, but also to many
European countries.”
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Site:
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But we can decide whether we as Americans will be fooled into another pointless war led by
a m a z 0 n globalists who loathe soldiers, which bankrupts our country, destroys the nation we’re told
we’re supposed to save, and leaves thousands of U.S. veterans dead or crippled. We do geta

say in that, so long as we’re ready to take the heat from the FBI when we dare to dissent.

2:::;Ic>:n “They are all equally liars, with zero respect for human life.
There’s not a dime’s worth of difference between Biden’s

Ad served by: partial birth abortions and Putin’s attacks on civilians. Both

Amazon men are criminals. At least Putin’s not killing Americans, at
the moment.

Site:

American Greatness

The Western warmongers want a quagmire in Ukraine that
Let’s stipulate that the wd Wrecks the country and kills hundreds of thousands, if that’s
Hussein's atrocities agaif the price of bringing down Vladimir Putin.”
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Ukraine-Russia: Towards a “Hot War”?
Advancing the Agenda of the Great e S
Reset?/By Peter Koenig
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The Russian departure, he says “was confirmed on Thursday by a smiling Anatolii Fedoruk, the mayor of Bucha,
in a video on the Bucha City Council official Facebook page.” Lauria notes that the “translated post
accompanying the video says: ‘March 31 - the day of the liberation of Bucha. This was announced by Bucha
Mayor Anatolii Fedoruk. This day will go down in the glorious history of Bucha and the entire Bucha community
gration by the Armed Forces of Ukraine from the Russian occupiers.”
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Lau ues: “All of the Russian troops are gone and yet there is no mention of a massacre. The beaming
Fedoruk says it is a ‘glorious day’ in the history of Bucha, which would hardly be the case if hundreds of dead
civilians littered the streets around Fedoruk.”

Jason Michael McCann of the Standpoint Zero blog similarly challenges the “Russians did it” scenario based
on the timeline and contrary evidence. He observes that “this is a strange story,” pointing out:

There is no shortage of photographic evidence of the aftermath. No one can dispute that
hundreds of civilians have been butchered on the streets of their towns. We can all see it.
We know that this happened. Yet, from the beginning of this conflict the media has stressed
the point that this war is going on in the ‘civilised world.” Every moment of this is being
caught on camera by ordinary people. There is not a single piece of video footage of this
massive crime; not a single snapshot, social media update, text message — nothing. The
first anyone anywhere hears about this disgraceful and very public crime is when it hits the
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