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KEY FINDINGS

Credit card fraud is the most common type of fraud experienced across all countries. Nearly a third (31%)
in Brazil have experienced credit card fraud.

Brazilian and Singaporean adults are most concerned with financial security issues, but a substantial
portion of adults across all countries are concerned about credit card fraud, debit card fraud, digital payment fraud,
digital wallet fraud, and banking fraud.

On average, German adults lost more due to fraudulent charges than adults in any other country — with an
average of 3,500 euros lost in the past twelve months due to fraudulent charges.

Japanese respondents are less confident in their bank/credit card company’s ability to handle fraud,
but a majority across all countries feel confident in their bank/credit card company’s ability to handle fraud.

A majority of adults in all countries are more likely to purchase a product from a business that has
fraud prevention technology in place.

Across all countries, respondents think banks and payment networks are most responsible for preventing
fraud. In most countries, consumers see banks as most responsible for preventing fraud, but a plurality of respondents
in China think government regulators are most responsible.

Methodology: This study was conducted by Morning Consult on behalf of IBM from February 15-25, 2022. The study was conducted among 1000 adults in US, China, Singapore,
Brazil, Japan, and Germany. The study was conducted online, and the data were stratified to match a target sample of adults in US, China, Singapore, Brazil, Japan, and Germany on
age and gender, then weighted based on age, gender, race, and education level. Results from the full survey have a margin of error of plus or minus 3 percentage points.
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—— EXPERIENCES WITH FRAUD & SUSPICIOUS ACTIVITY

Credit card fraud is the most common type of fraud experienced across all countries; nearly a third (31%) in Brazil
have experienced credit card fraud

Have you personally experienced any of the following types of financial security issues? Select all that apply? [Showing % Selected]

m Brazil m China m Germany ® Japan Singapore usS

" 31%
Credit card fraud - !goo
ek
Banking fraud b ¥ 70
, m-ﬁf%g%
Debit card fraud P

Digital payment fraud (e.g., PayPal, Venmo, Square, Cash App) e 070

15%

r#—" 1%
Digital wallet fraud (e.g., Apple Pay, Google Pay) 18//°

og %
Tax fraud Hwﬁ

None of the above : 89%
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—— EXPERIENCES WITH FRAUD & SUSPICIOUS ACTIVITY

Millennials are more likely than any other generation to have experienced credit card fraud, but a majority across
generations have not experienced any financial security issues

Have you personally experienced any of the following types of financial security issues? Select all that apply? [Showing % Selected]

m GenZers: 1997-2012 m Millennials: 1981-1996
m GenXers: 1965-1980 m Baby Boomers: 1946-1964

Digital payment fraud (e.g., PayPal, Venmo, Square, Cash moq/i%
App)
9% .
Credit card fraud m.% %

Debit card fraud
Digital wallet fraud (e.g., Apple Pay, Google Pay)
Banking fraud

Tax fraud

73%
None of the above 5 72%
81%
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EXPERIENCES WITH FRAUD & SUSPICIOUS ACTIVITY

Brazilian and Singaporean adults are most concerned with financial security issues, but a substantial portion of adults
across all countries are concerned about credit card fraud, debit card fraud, digital payment fraud, digital wallet
fraud, and banking fraud

How concerned are you that the following types of financial security issues may happen to you in the future? [Showing % Very
concerned + Somewhat concerned]

m Brazil mChina m Germany ® Japan Singapore usS

85%

(1]

Credit card fraud 72%

" 81%
81%
75%

70%

(1]

Tax fraud 49%

69%

(1]

Digital wallet fraud (e.g., Apple Pay, Google Pay) 57%
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EXPERIENCES WITH FRAUD & SUSPICIOUS ACTIVITY

Millennials are most concerned with financial security issues, especially credit card fraud and digital payment fraud,
but a majority across all generations are concerned they may be victim of credit card fraud, debit card fraud, digital
payment fraud, and banking fraud

How concerned are you that the following types of financial security issues may happen to you in the future? [Showing % Very
concerned + Somewhat concerned]

m GenZers: 1997-2012 m Millennials: 1981-1996
m GenXers: 1965-1980 m Baby Boomers: 1946-1964

Digital payment fraud (e.g., PayPal, Venmo, Square, Cash App)

Credit card fraud

Banking fraud
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EXPERIENCES WITH FRAUD & SUSPICIOUS ACTIVITY

Around a quarter of respondents in the US (28%), China (24%), Singapore (26%), and Brazil (25%) have received
alerts from their bank to confirm purchases they have made; respondents in the US are more likely than respondents
in any other country to have disputed fraudulent charges

Have you experienced any of the following in the past 12 months? Select all that apply. [Showing % Selected]

m Brazil mChina m Germany m Japan Singapore us

| have had my credit card frozen o o
because of suspicious charges. . 18% I 6% I 5% I 6%

| have contacted my bank/credit
card company to dispute . 14% I 9% I 4% I 3%
fraudulent charges.

| have lost money because of o
fraudulent charges. I 6% I 8% I 4% | 2%

| have had to cancel my
credit/debit/bank card because of [Jfj 18% | 6% | 1% | 3%
fraudulent charges.

| have wasted time disputing
credit card charges with my [ 16% B 2% | 2% | 2%
bank/credit card company.

| have received alerts frommy

bank asking to confirm purchases - 25% - 24% I 7% I 3%
| have made.
| have abandoned a transaction
because of fraud alerts from my I 10% . 12% I 3% | 1%

bank.

| have abandoned a transaction
because of multi-factor fraud I 5% I 6% | 2% | 1%
checks from my bank.

None f e above [N 49% B o N o
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EXPERIENCES WITH FRAUD & SUSPICIOUS ACTIVITY

Over a quarter (26%) of Millennials have received alerts from their bank asking them to confirm purchases they have
made

Have you experienced any of the following in the past 12 months? Select all that apply. [Showing % Selected]

m GenZers: 1997-2012 m Millennials: 1981-1996 B GenXers: 1965-1980 mBaby Boomers: 1946-1964

| have had my credit card frozen

because of suspicious charges. l 7% . 12% . 9% l 7%
| have contacted my bank/credit card

company to dispute fraudulent ] 6% 4% B 10% B 8%
charges.

| have lost money because of . 8% . 9% I 6% I 4%
0 (1]

fraudulent charges.

| have had to cancel my
credit/debit/bank card because of ] 7% B 13% B 10% B 8%
fraudulent charges.

| have wasted time disputing credit

card charges with my bank/credit card l 7% . 12% l 7% I 4%
company.
| have received alerts from my bank
asking to confirm purchases | have [JJj 16% B 26% Bl 19% B 12%
made.

| have abandoned a transaction
because of fraud alerts from my bank.

B 6% B 10% i 5% | 3%
| have abandoned a transaction

because of multi-factor fraud checks [| 4% B 5% | 2% | 1%
from my bank.

None ofthe above NN 66% N 51 I < I 5%
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IMPACT OF FRAUD & SUSPICIOUS ACTIVITY

Less than a third of respondents across all countries have spent less than an hour checking accounts for fraudulent or
unusual activity in the past 12 months

In the past 12 months, how many hours have you spent doing the following?

Less than an hour 1-10 hours 1120 hours @ 21-30hours @ 31-40hours @ 41-50 hours @ Over 50 hours g)gpr’ll'itcl;g?gV/Not
Brazil 31% 22% 5% | TR 37%
. China 29% 17% 6% 4% il 37%
Checking accounts e many 35% 18% 4% [ il 38%
unusual activity Japan 20% 7% N | 69%
Singapore 29% 16% 5% 4% VIR 42%
usS 25% 19% 5% | TR 44%
Brazil 20% 16% 4% TR 58%
China 22% 12% 5 i 55%
Disputing fraudulent Germany 30% 5 [ 60%
charges Japan 7% [ | 88%
Singapore 12% 10% | 69%
us 24% 18% 50%
Brazil 16% 13% 3% Tl 65%
] China 15% 9% -l 62%
mr'lgg }gsrtegggtig Germany 31% 4% 24%H8 60%
fraudulent charges Japan 6% 2% i 88%
Singapore 9% e 72%
us 21% 15% N | 55%

11
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IMPACT OF FRAUD & SUSPICIOUS ACTIVITY

More than a third of millennials (37%) have spent over an hour in the past year checking their accounts for unusual

activity

In the past 12 months, how many hours have you spent doing the following?

Less than an hour

GenZers:

Checking accounts ; ol
for fraudulent or Millennials:
unusual activity GenXers:

Baby Boomers:

GenZers:
Disputir'\]g fraudulent Millennials:
charges GenXers:

Baby Boomers:

GenZers:

Trying to recover Millennials:
money lost due to

fraudulent charges GenXers:

Baby Boomers:

1997-2012
1981-1996
1965-1980
1946-1964

1997-2012
1981-1996
1965-1980
1946-1964

1997-2012
1981-1996
1965-1980
1946-1964

1-10 hours 1120 hours @ 21-30hours @ 31-40hours @ 41-50hours @ Over 50 hours Dont krg?w/Not
applicable
28% 16% 2% IR 44%
30% 21% 6% 5% | I 34%
28% 15% AN | 47%
27% 12% N 55%
19% 11% N | 61%
22% 14% 5% |l 53%
16% 1% 2% 68%
19% 5% [ 73%
16% 10% 4% R 64%
18% 1% 6% | NIl 58%
13% % | 1l 72%
17% a% 76%

12
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—— IMPACT OF FRAUD & SUSPICIOUS ACTIVITY
On average, German adults lost more than adults in any other country — with an average of 3,500 euros lost in the
past twelve months due to fraudulent charges

Approximately, how much money have you lost from fraudulent charges in the last 12 months? [Showing average prices]

Country Average Price (local currency) Average Price (US currency)
Brazil R$2,978.23 $581.35
China ¥3,253.22 $515.66
Germany €3,519.99 $3,917.40
Japan ¥12,852.50 $111.19
Singapore S$1,648.52 $1,216.77
Us $265.09 $265.09

1

Note: Currency conversion calculated on March 2, 2022
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—— IMPACT OF FRAUD & SUSPICIOUS ACTIVITY

On average, German adults lost the most money from fraudulent charges followed by adults from Singapore

Approximately, how much money have you lost from fraudulent charges in the last 12 months? [Showing average prices in US
currency]

Singapore
Brazil _ $581.35
China - $514.66

us

Japan . $111.19

14

Note: Currency conversion calculated on March 2, 2022
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—— FRAUD PREVENTION AND RESPONSIBILITY

Japanese respondents are less confident in their bank/credit card company’s ability to handle fraud, but a majority
across all countries feel confident in their bank/credit card company’s ability to handle fraud

How much confidence do you have in your bank/credit card company’s ability to handle the following? [Showing % A lot + Some]

m Brazil m China m Germany m Japan Singapore usS

79%
73%

Suspicious activity detection 74%

75%

Fraudulent charge disputes 70%

78%
79%
1%

Fraud prevention

79%
74%
73%

Fraud detection
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FRAUD PREVENTION AND RESPONSIBILITY

A majority of adults in all countries are more likely to purchase a product from a business that has fraud prevention
technology in place

How much more likely are you to purchase a product from a business that has fraud prevention technology in place?

@ Alotmorelikely @ Somewhat more likely A bit more likely @ Not at all more Don't know/Not
likely applicable

9% . 6%
14% . 7%
Gemany 26% 13% 17%
Japan 13% 18% 26%
= e
= e

Brazil

China

Singapore

17
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FRAUD PREVENTION AND RESPONSIBILITY

A majority of adults across generations are more likely to purchase from a business with fraud prevention with 85% of
Millennials saying they would be more likely

How much more likely are you to purchase a product from a business that has fraud prevention technology in place?

@ Alotmorelikely @ Somewhat more likely Abitmore likely @ Not at all more Don't know/Not
likely applicable

15t 1
- o
- e
Baby Boomers: 1946-1964 31% 12% 16%

GenZers: 1997-2012

Millennials: 1981-1996

GenXers: 1965-1980

18
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FRAUD PREVENTION AND RESPONSIBILITY
Across all countries, respondents think banks and payment networks are most responsible for preventing fraud

How responsible are the following entities for preventing fraud? [Showing % Very responsible + Somewhat responsible]

m Brazil m China m Germany m Japan Singapore usS
89%
Banks

88%

=)
=)
=3
o~

Payment networks (e.g., Mastercard, Visa) 81%

84%

Technology companies %

7%

=]
=)

Other financial institutions 73%

76%

Businesses accepting payments 75%

82%

(1]

=]
=]

Government regulators

5
IS e —

19
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FRAUD PREVENTION AND RESPONSIBILITY

Across all generations, banks and payment networks are seen as the most responsible for preventing fraud

How responsible are the following entities for preventing fraud? [Showing % Very responsible + Somewhat responsible]

m GenZers: 1997-2012 mMillennials: 1981-1996 m GenXers: 1965-1980 mBaby Boomers: 1946-1964

Banks ,83%
1%y,

Payment networks (e.g., Mastercard, Visa)

Government regulators

Technology companies

Businesses accepting payments

Individual consumers

Other financial institutions

20
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—— FRAUD PREVENTION AND RESPONSIBILITY

In most countries, consumers see banks as most responsible for preventing fraud, but a plurality of respondents in
China think government regulators are most responsible

Which entity listed below do you think is most responsible for preventing fraud? [Showing % Selected]

m Brazil m China m Germany m Japan Singapore usS

41%
garks e 3.
19%
Payment networks (e.g. Mastercard, Visa) % 26%
14%
. (1]
Technology companies E%%

: 40%
Government regulators o

0

0,
%
Individual consumers ﬂ@aﬁ:

0,
%
Businesses accepting payments "fg/;’/? ’

%1%
Other financial institutions 4° 49,
5°g/
None of these have responsibility for preventing fraud -y 16%
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FRAUD PREVENTION AND RESPONSIBILITY

Across all generations, around a third think banks are most responsible for preventing fraud

Which entity listed below do you think is most responsible for preventing fraud? [Showing % Selected]

B GenZers: 1997-2012 mMillennials: 1981-1996 m GenXers: 1965-1980 mBaby Boomers: 1946-1964

2%,
oo |
1 o,

%
Payment networks (e.g. Mastercard, Visa) 4%.,

. 189%
Individual consumers - %{%
| 7%
Technology companies 0)9)60

Businesses accepting payments .g%{ﬂ

21%

Other financial institutions Ia?/%
B

11%
None of these have responsibility for preventing fraud m%

(1}
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