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Abstract

Modern programmable network switches can implement cus-
tom applications using efficient packet processing hardware,
and the programming language P4 provides high-level con-
structs to program such switches. The increase in speed and
programmability has inspired research in dataplane program-
ming, where many complex functionalities, e.g., key-value
stores and load balancers, can be implemented entirely in
network switches. However, dataplane programs may suffer
from novel security errors that are not traditionally found
in network switches.

To address this issue, we present a new information-flow
control type system for P4. We formalize our type system in a
recently-proposed core version of P4, and we prove a sound-
ness theorem: well-typed programs satisfy non-interference.
We also implement our type system in a tool, P4BID, which
extends the type checker in the p4c compiler, the reference
compiler for the latest version of P4. We present several case
studies showing that natural security, integrity, and isolation
properties in networks can be captured by non-interference,
and our type system can detect violations of these properties
while certifying correct programs.

CCS Concepts: « Security and privacy — Information
flow control; Logic and verification; Network security.
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1 Introduction

The last two decades have seen an ongoing shift in how
networks are programmed. The task of programming a net-
work once consisted of manually setting configurations in
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specialized switch hardware that provided limited customiza-
tion; low-level programming was the only way to achieve
performance. Today, switches are highly programmable and
provide rich functionalities for processing network packets.
This increased programmability is enabling complex network
functionalities, which traditionally run on slower dedicated
devices, to run directly on switches and other networking
hardware [18, 30]. Furthermore, new programming models
and languages make it easier for network operators to define
complex functionalities [6].

While the advent of programmable network switches has
inspired a large number of practitioners and researchers to
write complex functionalities that can run on switches, it
has also brought a new level of complexity in a world where
bugs can be costly. As is well known, network configura-
tion errors have led to widespread and costly outages (e.g.,
[13, 33]). The problem of preventing these, and other, types
of bugs has received a lot of attention in the programming
languages and verification communities. For example, re-
searchers have developed formal tools for verifying that
switch configurations guarantee desirable network proper-
ties, such as node reachability, the absence of black holes, and
resilience to link failures (e.g., [1, 2, 32]). While these tools
are extremely useful for network operators, applications
running on programmable switches may exhibit errors that
are not traditionally associated with networks. In particular,
there has been little work on verifying security properties
for dataplane programs.

Our work. We develop a new information-flow control
(IFC) type system for the network programming language
P4 [6], aleading language for programming network switches.
P4 is an attractive target: it is actively developed by re-
searchers from academia and industry, and can compile to
a variety of networking hardware. Information flow control
(IFC) is a well-studied, language-based approach to verify-
ing security properties where variables in the program are
tagged with security labels, and the type system ensures that
no information can flow from high-security variables (secret)
to low-security ones (public). IFC is (i) flexible: by chang-
ing the label usage one can model security properties, like
confidentiality and integrity; (ii) general: it can accommo-
date complex programming constructs; and (iii) lightweight:
the analysis is simple, type-based, and requires minimal an-
notations from the programmer. Owing to these strengths,
IFC has found wide adoption and has been deployed in real
languages [23, 26].
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Designing an IFC type system for P4 involves both techni-
cal and conceptual challenges. On the technical side, while P4
resembles a standard imperative language, it has a number
of features to target the restricted computational model of
networking switches. For instance, much of the computation
in P4 programs happens via tables, which match on data in
packet headers and select which actions to run. While a P4
program implements the actions, the table itself is not known
until it is installed at runtime by the network controller. A
second technical challenge is the size and complexity of the
language. Like many languages in real-world use, P4 does not
have a formal specification. To firm up the foundations of P4,
Doenges et al. [10] developed a formal version of P4, called
Core P4, as part of the broader PETR4 project. The formal
operational model of Core P4 makes it possible to develop
type systems that provably guarantee program properties.
However, Core P4 is still quite large—P4 is a language in-
tended for real-world use, with a wide variety of declarations,
statements, and expressions, and Core P4 models almost all
the features of P4. Our work develops an IFC system that
can handle the principal features of Core P4.

On the conceptual side, IFC for dataplane programming
has been little-studied and it is not know what useful prop-
erties network properties an IFC system can enforce. As part
of our work, we present case studies showing that standard
properties guaranteed by IFC, like confidentiality and in-
tegrity, are useful security properties for networking applica-
tions. We also show how natural network isolation properties
can also be guaranteed with an IFC system, by adjusting the
lattice of security labels.

Outline. After overviewing our approach in Section 2 and
providing the necessary background on P4 and Core P4 in
Section 3, we present our central contributions:

1. An Information Flow Control (IFC) type system for Core
P4 [10], a core calculus modeling the P4 language,
together with a soundness theorem: well-typed pro-
grams satisfy non-interference (Section 4).

2. P4BID: a type-checker implemented on top of p4c, the
reference compiler for P4. We evaluate our system
through four case studies, demonstrating how proper-
ties enforced by IFC, like confidentiality and integrity,
can be useful in a networking context. We implement
our case studies in P4 and show that P4BID can au-
tomatically detect when these properties are violated,
while correctly type-checking versions of these pro-
grams where the problems are removed (Section 5).

We conclude by surveying related work (Section 6) and out-
lining possible future directions (Section 7).

2 Overview

A quick introduction to P4. P4 is an actively-developed
language for programming the network data plane. Com-
putation is divided into three phases: parser, pipeline, and
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deparser. The packet processing starts at the parser, where the
input packet is extracted into a typed representation given
by headers using a finite state machine. The pipeline phase
executes the primary logic of the switch by transforming
the parsed representation of the input packet. The deparser
serializes the parsed typed representation of the input packet
into the output packet. Our work focuses on P4 control blocks,
which implement the pipeline phase. To get a feel for the
language, we consider a P4 program for a basic task: con-
verting virtual addresses to physical addresses when packets
enter a local network. Listing 1 begins by declaring the types
of the headers which are carried by packets; P4 programs
manipulate the state of packets by modifying the headers. In
our case, there are three headers: ipv4 and ethernet carry the
routing information in the original packet, while local_hdr
carries information specific to the local network.

Listing 1 shows the code for the control block, which
implements the core part of the logic. (The full P4 program
also describes other stages of the packet-processing pipeline
like parsing and deparsing, which we do not consider in
our work.) The switch behavior is organized into tables and
actions. Tables match data in headers (the keys) and apply
actions. For instance, the table ipv4_Ipm_forward inspects
the value of the header hdr.ipv4.dstAddr and then decides
whether to run action ipv4_forward or drop the packet. The
concrete mapping is not specified by the P4 program; instead,
the switch controller installs these mappings at runtime.
Actions can inspect and modify packet headers. Actions can
also be parameterized by arguments, which are supplied
by the table when the action is applied. For example, the
action ipv4_forward accepts a destination address and port as
arguments, and then proceeds to update headers. Finally, the
apply block specifies the overall behavior of the control block:
here, the switch applies table virt2phys to translate virtual
addresses to physical addresses, and then ipv4_lpm_forward
to forward the packet.

A potential security vulnerability. Listing 1 is designed
to process a packet as it enters a local network. The incoming
packet refers to a virtual address, which must be translated
to a physical address. Furthermore, the switch adjusts other
packet fields, like the maximum number of hops (time-to-live,
ttl), to reflect the topology of the local network. To preserve
privacy, details of the local network should not leak into
fields that are visible when the packet leaves the network.
To accomplish this goal, the program uses a separate header
of type local_hdr_t to store local information (Line 1). As
the packet is routed in the local network, the switches do
not touch the public ipv4 and ethernet headers; instead, they
parse local_hdr and update it with the next hop route infor-
mation. When the packet exits the local network, the header
local_hdr is removed.

While the intended behavior is simple to describe, the pro-
gram in Listing 1 has an error: Line 34 incorrectly stores the
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Listing 1. Translating virtual to physical addresses.

header local_hdr_t {
bit<32> phys_dstAddr;
bit<8> phys_ttl;
bit<48> next_hop_MAC_addr;

}

header ipv4_t {
bit<8> ttl;
bit<8> protocol;
10 bit<32> srcAddr;
1 bit<32> dstAddr;

12}

I T N N N

14 header eth_t {
15 bit<48> srcAddr;
16 bit<48> dstAddr;

17}

19 struct headers {

20 ipv4_t ipv4;

21 eth_t eth;

22 local_hdr_t local_hdr;

3}

24

25 control Obfuscate_Ingress(inout headers hdr,

26 inout standard_metadata_t std_metadata) {
27 table virtual2phys_topology {

28 key = { hdr.ipv4.dstAddr: exact; }

29 actions = { update_to_phys; }

30 }

31 action update_to_phys(bit<32> phys_dstAddr,

32 bit<8> phys_ttl) {

33 hdr.local_hdr.phys_dstAddr = phys_dstAddr;
34 hdr.ipva.ttl = phys_ttl;

35 }

36 table ipv4_lpm_forward {

37 key = { hdr.ipv4.dstAddr: Ipm; }

38 actions = { ipv4_forward; drop; }

39 }

40 action ipv4_forward(bit<48> dstAddr, bit<9> port) {
41 hdr.eth.dstAddr = dstAddr;

42 standard_metadata.egress_spec = port;

43 }

44 action drop() { mark_to_drop(standard_metadata); }
45 apply {

46 virtual2phys_topology.apply();

47 ipv4_Ipm_forward.apply();

48 }

49 }

local ttl in the ipv4 header, rather than the local_hdr header.

Even when the local header is removed, the ipv4 header will
carry private information about the local network. This kind
of error unintentionally leaks local information into public
headers, but it can be easy to overlook.
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Listing 2. Security-Annotated Version of Listing 1
header local_hdr_t {

1

2 <bit<32>, high> phys_dstAddr;
3 <bit<8>, high> phys_ttl;

4 /..

5}

6

7 header ipv4_t {

8 <bit<8>, lows ttl;

9 /...

0}

12 struct headers {

13 ipv4_t ipv4;

14 local_hdr_t local_hdr;
15 /...

16}

18 control Obfuscate_Ingress(inout headers hdr,

19 inout standard_metadata_t std_metadata) {
20 action update_to_phys(<bit<32>, high> phys_dstAddr,
21 <bit<8>, high> phys_ttl) {
22 hdr.local_hdr.phys_dstAddr = phys_dstAddr;
23 // 'BUG!: low <- high

24 hdr.ipva.ttl = phys_ttl;

25 // «FIXs: high <- high

26 hdr.local_hdr.phys_ttl = phys_ttl;

27 }

28 /..

29 }

Security types to the rescue. We design an information-
flow control type system for P4 to catch such bugs. Like
standard IFC type systems, our system extends each P4 type
with a security label: high if the data is secret, and low if
the data is public. Listing 2 shows our example program
annotated with security types. All data specific to the local
network (e.g., phys_dstAddr, phys_ttl) are marked as high
security. The publicly visible headers (e.g., ipv4, eth) are
marked as low security. Our type system guarantees that
information from high-security data does not influence low-
security data. For instance, the information leak we saw
before can be flagged in our type system: Line 24 incorrectly
assigns a high-security data phys_ttl to a low-security field
ipv4.ttl. The problem is corrected by assigning phys_ttl to
local_hdr.ttl (Line 26), which is a high-security field.

While this kind of analysis is fairly straightforward, the
design of our type system must handle unusual features
from P4’s programming model (e.g., actions and tables); we
discuss these aspects in Section 3 and Section 4. Furthermore,
while Listing 1 demonstrates a basic information leak, we
will see more interesting applications of our type system to
networking applications in Section 5.
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3 Syntax and Semantics of Core P4

This section briefly reviews the core P4 calculus presented
in the recent work on PETR4 [10], the representation of P4
programs in terms of the core calculus syntax, and the opera-
tional semantics and typing judgements for the core calculus.

3.1 Core P4 Syntax

PETR4 formalizes the semantics of various P4 primitives,
like control blocks, match-action tables, and statements in
a calculus called Core P4. For our information-flow control
type system, we focus on the fragment of Core P4 in Figure 1.
Expressions and statements are largely standard.

Core P4 programs (prg) are represented as a sequence of
variable, object, or type declarations followed by a control
block. The central construct in a P4 program is the control
block, which describes how the switch processes packets
in terms of table and action calls inside its apply block. A
control block body (ctrl_body) is a sequence of declarations
and statements. The stmt in the control block corresponds
to the apply block of a P4 program.

Variable and type declarations (var_decl, typ_decl) are
largely standard; the match_kind enum declares different
ways tables can match on packet fields. Object declarations
(obj_decl) declare P4 objects: tables and actions. These object
declarations can have nested ordinary statements (stmt) that
allow usual imperative primitives like mutation and control
flow statements. To get a feel for these features, let’s consider
how they correspond to parts of the Obfuscate_Ingress con-
trol block in Listing 1. The example control block consists of
three actions declarations (update_to_phys, ipv4_forward,
and drop), and two table declarations (virtual2phys_topology
and ipv4_lpm_forward).

Tables. A table declaration, table x {@ act}, is com-
posed of a list of expressions (usually packet header fields)
that specify the lookup key, k_ey, and actions, act, which the
lookup table might execute. A table application uses the key
to lookup the entries in the table (installed by the control
plane) and invokes the action from the matched entry. For
example, table virtual2phys_topology in Line 27 contains the
key hdr.ipv4.dstAddr: exact (where exact specifies the match
pattern, in this case, exact match on the key), and the action
update_to_phys action. Applying this table, represented in
Core P4 as virtual2phys_topology(), matches the table en-
tries installed by the control plane against the corresponding
keys in the current packet and returns an appropriate action
to run, with all its arguments. Any optional arguments in the
returned action will be supplied by the control plane. The
match pattern determines the criterion for choosing a table
entry based on the key. For instance, Ipm specifies that a key
is matched to the entry corresponding to its longest prefix;
exact specifies that a key should be exactly matched to some
table entry otherwise it is a match failure.
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Actions. An action declaration is a special case of a func-
tion declaration, function 7,¢; x (d y : 7){stmt}, with no re-
turn type. For example, the action update_to_phys on Line 32
in Listing 1 has parameters phys_dstAddr and phys_ttl, of
types bit(32) and bit(8). Parameters can have a direction-
ality, d: an in expression can only be read from, while an
inout expression can be both read and written to. Omitted
directions in parameters default to the in direction; these
directionless parameters are optional arguments that can be
passed by the control plane. Invoking the action, which can
be done directly as a statement or indirectly from a table,
runs the statement stmt in the action body. Actions, like all
Core P4 functions, do not support recursion.

Differences compared to Core P4. The language in Fig-
ure 1 is a significant fragment of Core P4, but it does not
handle some of its more specialized features (e.g., generics,
constant declarations, slice operation, and native functions).
We consider this fragment for simplicity, but we do not fore-
see difficulties in extending our IFC analysis to full Core P4.
We omitted some lesser-used features, like generics, because
the core language is already quite large and we believe it
is unlikely that omitted features lead to information-flow
violations. We focus on programs with a single control block
because most P4 programs encode their main functionality
in a single ingress control block. Since our system already
supports user-defined functions and closures, with all of their
technical intricacies, we do not see any obstacle to handling
multiple control blocks besides increasing the complexity of
our type system.

3.2 Core P4 Semantics

To understand the semantics of Core P4 programs, we will
review the evaluation judgement forms for expressions, state-
ments, and declarations from PETR4 [10]. The main judge-
ments are as follows:

(C,A p e expy | (p',val)
(C, A, e, stmt) || (', €, sig)
(C, A, e, decly || (A, i, €, sig)

The contexts used in these judgements are defined in Fig-
ure 2. Here, A is the partial map from type names to types; €
is the partial map between variables and their memory loca-
tions; y is the memory store mapping variable locations to
their values. C models the table lookup map provided by the
control plane: given a table at location [ with key = val, and
a list of actions described by a list of PartialActionRef (ac-
tions with optional arguments missing), C returns an action
call expression with all the optional arguments of the action
supplied (ActionRef). The judgements use val to denote a
value; and sig to denote a signal, which indicates whether
the program’s control flow proceeds normally (cont), returns
a value (return val), or errors (exit).
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stmt == exp;(exps) function call
| exp; :=expy assignment
| if (expp) stmty else stmt, conditional
| {stmt} sequencing
| exit exit
|  return exp return
|  var_decl variable declaration
(b) Statements
d == in|inout
lval = x
| lval.f
| lval[n]
key == exp:x
act == x(exp,x:71)

(d) Other constructs

Figure 1. Core P4 Expressions (fragment)

exp == b Boolean
| ny integers or bits of width w
| x variable
| expi[exps] array indexing
| exp; @ exp; binary operation
| {fi = expi} record
| exp.f; field projection
| expi(expsz) function call
(a) Expressions
prg == typ_decl ctrl_body
ctrl_body := decl stmt
decl == wvar_decl|obj_decl | typ_decl
var_decl == rx:=exp|rx
typ_decl == match_kind {J_‘} | typedef X
obj_decl := tablex {k_ey act}
| function t,e; x (d y : 7){stmt}
(c) Declarations
Var : variables Val : values
TypVar :type variables Typ :typesin Core P4

Loc :locations

I :Var— Typ A TypVar — Typ
€ :Var — Loc 1 :Loc — Val
C :Locx Val X Partial ActionRef — ActionRef

Figure 2. Typing and Evaluation Contexts

Since function calls are expressions, and a function’s body
can update the memory store, the evaluation judgement for
expressions can modify the memory store. Similarly, the
statement evaluation judgement captures the updated mem-
ory store from evaluating a statement with side-effects and
the environment extension on declaring a new variable. A
declaration evaluation can reduce to a new memory store
and environment when evaluating a variable or object decla-
ration. Additionally, a declaration statement can update the
type definition context by introducing a new type alias. Both
declarations and statements evaluate to a signal sig, repre-
senting the result of the control flow in their sequencing

blocks.

3.3 Core P4 Type System

Figure 3 recalls the types from Core P4. Core P4 divides the
P4 types into two categories: base types, p, and general types,
k. The fields of headers and records must be base types. The
simplified Core P4 typing judgements for the fragment of

p :=  bool | int | bit{n) | unit
| {Fip} | header{Fp} | pln]
| match_kind{f}

K = p|table|dKk — Kk

Figure 3. Core P4 types

Core P4 presented in Figure 1 are as follows:
[LArexp:xgoesd T,Arstmt4AT" T,Ardecl 4T, A

The expression typing judgement associates a directionality
with expressions to indicate if the expression is read only
(in) or is both readable and writable (inout). Intuitively, the
contexts on the left of - in the statement and declaration typ-
ing rule describe the contexts before their execution, while
the contexts on the right of 4 define the context after the
execution of the statement and declaration.

4 IFC Type System for P4

This section presents the security-type extension for the
Core P4 fragment presented in Figure 1. Before presenting
the security-types for our fragment of Core P4, we describe
the main idea behind security type systems.

4.1 Background on Security Type Systems

A security type system lifts ordinary types to security types
by annotating them with security labels [27]. These security
labels are drawn from a security lattice, (L, ), associated

The original Core P4 typing judgements also have a constant store, to
model compile-time constants. We omit this store since our fragment does
not include compile-time constants.
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with the type system. We illustrate the key ideas using a
simple two point lattice {low, high}. Here, low identifies
publicly visible values and high represents secure values,
and low C high.

Consider a well-typed closed expression exp with type
7, represented by an ordinary type system as + exp : .
A security-type system will additionally assign a security
label, y € L to exp. This can be represented by the typing
judgement F exp : (7, ), where the pair (z, y) is the security
type. For instance, if exp evaluates to val and y = high, then
val is considered to be a secure value.

For statements (or expressions) that can mutate variables,
a security type system assigns a security label pc € L to the
typing judgements. This label denotes the security context
used to track the security level for variables that can be
written at a given program point (program counter). Consider
a conditional statement that branches on a high security
guard expression:

if (h==1) { h:=set_high();}else { h:=1;},

where the security level of h is high and the set_high function
call in the true branch writes to only high security variables.
Since the guard is at high security level, the pc for both the
conditional branches becomes high. Here, both branches
need to be well-typed under the high security label, which
implies that no variable at security level lower than high
can be mutated in either branch. For instance, we must have
T thigh h := set_high() and ' tpigp (h := 1). Without this
restriction, there can be an implicit flow of information from
the conditional guard into the statement blocks of the condi-
tional, for instance, if the function wrote to a low variable.

The utility of a security-type system lies in the non-interference

guarantee offered by a well-typed program. To define non-
interference, suppose that all low security variables are ob-
servable while any high security variable is unobservable.
Informally, non-interference can be understood as the prop-
erty of a program where no unobservable input variable
influences the value of any observable output.

4.2 P4TIFC Type System

This section describes our information-flow control type
system for the language in Figure 1. We assume the lattice
(L, E) of security labels has T and L elements, representing
the top and bottom elements of the lattice. In our example
lattice, L = low and T = high.

Figure 4 summarizes the security types of our information-
flow control system. Core P4 types are lifted to security types
using a security label, y, from the lattice L. We also use
pc to denote a security label when it is used as a security
context. As in Core P4, we distinguish between base security
types p and general security types k. For non-base types, the
security label is tracked within the type itself, for instance,
the fields of headers and records are assigned security labels
instead of the header or record. But to keep the shape of
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(bool, y) | (int, x) | (bit(n), x) | {unit, L)
(f: pt. L) | (header{f : p}, L) | (p[nl], L)
(match_kind{f}, L)

i= p | (table(pen). L) | (@ p 25 pres. 1)

BE b&lhnt | bit(n)ﬂit

| {7 p} | header(f - p}

| pln] | match_kind{f}

| table(pens) | dp 2 pres

Figure 4. IFC Types

types uniform, we assign the L security label for such types.
We use the metavariable 7 to denote a security type without
its outer-most security label; thus, security types are of the
form (z, ).

Before describing the judgement forms of the security
type system, we introduce the contexts used in the typing
judgements. The typing judgements use a typing context, T,
a type definition context, A, and a security context, pc, which
are same as Core P4’s contexts Figure 2, with the difference
that now Typ is the set of security types of the form (z, y).

For a given security label pc, variables in a typing context I’
at security level y C pc will be referred as below-pc variables,
and variables at security level y IZ pc will be referred as not
below-pc (or sometimes above-pc) variables.

Our security type system has three forms of judgements
for expressions, statements, and declarations, respectively:

Expressions : T, A+, exp: (1, x) goes d
Statements : I', A . stmt 4T’
Declarations : T, A k. decl 4T, A’

The direction annotation goes d in the typing judgement for
expressions is dropped when the direction is not important.
The complete security typing rules can be found in Figure 5
(expressions), Figure 6 (statements), and Figure 7 (declara-
tions). Expression typing assumes a typing oracle 77, giving
the meaning of the binary operations. In statement and decla-
ration typing, the judgement A + 7 ~» 7’ converts 7 to a base
type by unfolding type definitions [10]. Below, we discuss
the most interesting—and technically intricate—typing rules:
those for functions, tables, and subtyping.

Typing rules for functions. Our system has rules for
function declarations and function calls. These are also the
key rules for typing actions, which are functions with no
return type. The T-FNDEcL rule in Figure 7 typechecks the
body of the function to eliminate any leaks in the function
body. The pcy, security label on the function’s arrow type
records the lower bound on the security labels of the vari-
ables that the function mutates. For instance, in the following
function:

function insecure(){l := 1;h := 2;},
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where the security labels of [ and h variable are low and
high respectively, pcy, will be low. The T-FNCALL rule in
Figure 5 enforces that a function will not be invoked in a
context that is higher than the function’s pcy, because doing
so, for instance in the example program, will implicitly flow
information from a high guard expression into a low variable.

Typing rules for tables. Since a table matches on the key
to select an action to invoke, the key of a table resembles the
guard of a conditional. Thus, the value of a key can implicitly
leak in the action’s body if the invoked action writes to vari-
ables at security label lower that that of the key expression.
Therefore, to declare a table of type (table(pcyp;), L), the
rule T-TBLDECL in Figure 7 ensures that the security label of
the most secure key, y, is lower than the label of the least
secure assignment, pc,, in any action. Here, pc;p; records the
lower bound on the write effects associated with any keys,
actions, or arguments.

The T-TBLCALL rule in Figure 6 prevents any implicit flow
into any of the actions that a table might invoke by allowing
a table to be applied only in a pc context lower than the
least secure write effect associated with the table application,
pcep- This prevents implicit leaks during the evaluation of
keys, arguments, or the action’s body.

Subtyping rule. The T-SUuBTYPE-IN rule in Figure 5 al-
lows only read-only (in) expressions to increase their se-
curity label. It is not safe to allow inout expressions to be
subtyped. To see why, consider the following function:

write_to_high (inout h : (bool, high)) {h := true; }

Suppose we have a low variable | : (bool, low). Since vari-
ables are inout expressions (T-VAR in Figure 5), if inout ex-
pressions were allowed to increase their label, write_to_high(l)
call would have been valid. In this case, the function would
have written to a low variable when it should have operated
with only a high variable.

4.3 Non-Interference

To define non-interference, consider two program states,
(C, A, pg, €5) and {C, A, up, €p), where the environments have
equal domains. Suppose every below-pc variable x has equal
value under both the memory stores, y,(€,(x)) = pp(ep(x)),
but the value of any variables that are not below-pc can
differ between the two stores. Non-interference is satisfied
if evaluating an expression, statement, or declaration in the
two program states results in two final program states that
agree on below-pc variables.

The following definition formally describes a pair of below-
pc equivalent memory stores and environments. The store
typing context = maps locations in a store to security types.

Definition 4.1. Consider two pairs of memory stores and
environments (g, €;) and (up, €p). Then

Etb Eb’ A ':pc <ﬂa’ 6a> <llb, 6b> : r
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is satisfied when

oA E (g, €q) : T and Ep, A E (up,€p) : T

and every below-pc variable x in €, and €, has equal value
e fla(€a(x)) = pp(€p(x)).

Intuitively, =, A |= (p, €) : T states that the store and envi-
ronment are well-typed: recalling that the location of every
variable is described by the environment € and the value at
valid locations is described by the memory store y, the type
assigned to a variable using the store typing = must be the
same as the type assigned by the typing context I'. The formal
definition for this relation is provided in Definition C.4.

The following definition of non-interference for state-
ments requires that evaluating a statement under below-pc
equivalent pairs of memory stores and environment can only
reduce to pairs of final memory stores and environments that
are below-pc equivalent. Technically, this is a termination
insensitive notion of non-interference, since it does not re-
quire that both executions terminate. However, P4 programs
do not allow recursion and Doenges et al. [10] prove that all
well-typed Core P4 programs terminate.

Definition 4.2 (Non-interference for statements). For any
security lable I, T', A |=p. NI(stmt) =5 T holds for any Eg, Zp,
Has Ubs €as €bs My y,;, €, e; if whenever

1. Eq, Bp, A Fi (las €a) (i €) : T,

2. (C; A; pgs €q5 stmt) || (ul; €5 5ig1),

3. (C; A; pps ep; stmt) | (uy s €5 51g2)
then there exists =/, E,’), such that

T A bpe stmt ATV,
BB A (i €l) e T
CELELA b (s ea) (s i T
. for any I, € pom(y,) and [, € pom(yy,) such that
Ea A+ pa(ly) = (r, x) and Ep, A + pp(lp) = (7, x) and
pc & x, we have p;(la) = pa(ly) and lll,,(lb) = pp(lp),
5. for any I, € pom(y,) such that 25, A F pa(ly) : Telos,
where 705 € {7fna b1}, we have g (la) = pa(la),
6. for any I, € pomM(pp) such that Zp, A + (L) : Teioss
where 7105 € {Tn, T}, We have 1 (Ip) = pp (1),
7. one of the following holds:
® sig; = sigy = cont; or
® sig; = sigy = exit; or
e sig; = return val; and sigs = return val, such that
=/, E;,A 1 NI(valy,valy) : (7}, Xret), Where A +
Tret ™ T}o, and T'[return] = (Trer, Yret),
8. we have the inclusions:
e 5, CE and By C Ej;
e poMm(f,) S pom(p,) and pom(pp,) S DoM(p;); and
® DOM(€,) € DOM(€,) and DoM(€p) S DOM(E,).

B W N =

We present similar non-interference definitions for expres-
sions and declarations in Definition C.5 and Definition C.10.
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’

LA bpe exp (1, ) pc C pc
IA bpe exp i (T, x)

T-SuBTYPE-PC

[, A bpe exp : (1, x) goes in
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XE X

5 - T-SusTypPE-IN
[ A bpe exp : (1, x) goes in

x € pom(T) I'(x) ={7, x)

T-BooL

I, A bpe b2 (bool, 1) goes in

LA bpe expr : {p1, x1) T, A bpe expy i {p2, Xo)
T(Bs@pisp)=ps  xEXY Ly

T, A bpe expy @ expy = {ps, ') goes in

T-BINOP

T, A bpe exp s ({fi: {z xi)}, L) goes d
T, A vbpe exp.fi = Ty, yi) goes d

T-MEMREC

LA bpe exp : (header (fi: (i, i)}, 1) goes d
T, A bpe exp.fi (7, i) goes d

T-MeEMHDR

[, A bpe neo = (int, L) goes in

T-INT - T-VAR
I, A bpe x 2 (7, x) goes inout

[, A bpe {exp : (m i)}
LA bpe {f s expl - ({f : {m, xi)}, L) goes in

T-Rec

LA bpe expr = ({7, x1)[n], L) goes d
T, A Fpe expy = (bit(32), x2) X2Cxn

[, A vbpe expi[exps] : {z, y1) goes d

T-INDEX

—— PCfn
T, A "pc exp; : <d <Ti, Xt> — <Treta Xret>: J—>
T, A bpe exps - (T, xi) goes d pec T pepn
T, A bpe expi(exps) : {Tres Xrer) gOES in

T-CaLL

Figure 5. IFC Typing Rules for Expressions

T-EmMPTY T-Ex1T

[LAvp {} AT T,A+r, exit 4T

T, A Fpe expy : (T, x1) goes inout
L Avpeexpy:(t,x2) x2Sy pcCy
[LAbpe expri=exps AT

1
T-AssiGN

IA Fpe exp : (T, Xret) [ (return) = (Tret, Xret)

T, A vpe exp : (bool, y1)

I,A FPC stmt; 413 I, A ch {Stmtz} 115

—— T-SeQ
T, A bpe {stmty;stmty} 4 Ty

[LA Ry, stmt; 41 [LA Ry, stmty 413

c cC
X=X p X2 T-ConD

AI—TretWT

T, A vy if (exp) stmty else stmty AT

[, A vpc var_decl 4Ty, A
T-DEcL

T-RETURN

ILAF, returnexp 4T

[, A by expi(exps) = (Trers Xret)
[ A by expi(expsy) 4T

T-FNCALLSTMT

T,A Fpc exp : (table(PCtbl)> J—>

[, A vbpe var_decl 4Ty

¢ C perpr
P pet T-TBLCALL

[LAFpeexp() 4T

Figure 6. IFC Typing Rules for Statements

Then, our main soundness theorem states that a well-
typed program in our information-flow control type system
will be non-interfering.

Theorem 4.3 (Main Soundness Theorem). If T, A kp. stmt
I/, thenT, A |5, NI(stmt) 5 T".

We present similar non-interference theorems for expres-
sions and declarations in Theorem D.1 and Theorem D.3.

Proof Sketch. We prove non-interference theorems for state-
ments, expressions and declarations together as a mutual
induction on the typing derivation. The detailed proof of The-
orem 4.3 is given in Appendix I. The most involved case is the
rule for function calls (T-FNCALL), where we must slightly

strengthen the non-interference definition for expressions,
statements, and declarations. m|

5 Implementation and Case Studies

To evaluate our type system, we implemented a type-checker
for annotated P4 programs and used it to analyze a range
of example programs exhibiting different kinds of errors.
We call our tool P4BID. Our information-flow control type
system is implemented as an extension of the type checker
in the p4c compiler [25], the reference compiler for P44 [24].
The target of our type checker is the simple_switch based
on the BMv2 behavioral model. Our implementation adds
about 700 LOC to p4c and supports the £ = {high, low}
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LA bpe exp : (7', )
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AT~ 1

T-VAarDECL T-VARINIT
LA bpe (T, x) x AT [x : (7, )], A TiAbpe (T x) x i=exp AT [x : (7', Y)|; A
LA bpey expi s Tk Xk) T, A vbpe,y, Xk : (match_kind, 1) Xk E pegpy for all k
PCfn;
LA Fpe,yy acta; 2 {d<Tayis Xaji) 5 Teji Xeji) — (unit, 1), 1) pca E pepn; for all j
L, A bpeyy €XPay; ¢ {Tajis Xayi) goes d Xk E pegn; for all j k pewi E peg
T-TBLDECL

[, A by table x {expy : xi actq;(expa,;)} 4T [x : (table(pcspr), L)], A

I = Tx; : (7], xi) return : (z/ o, Xrer)]
’ 7 Pefn ’
ret I'= r[x : <d <Tl's Xl> (Tre[’ )(ret>> J—)]

A+ 13~ 1] for each 1; AF Trep ~o T,

I, A '_Pcfn stmt 41,

T-FuncDEecL

L, A kpe function (Tres, xrer) X (d x; = {7y, yi)){stmt} 4T, A

Figure 7. IFC Typing Rules for Declaration

lattice, and a simple diamond lattice from Figure 8b, L =
{high, alice, bob, low} for modeling isolation specifications.
Standard P4 types can be annotated with a security label
from the lattice; unannotated types default to low.

We evaluate our implementation by comparing the type-
checking time of the secure programs presented in the case
studies using the P4BID typechecker with the typechecking
time of their uninstrumented insecure counterparts using
the original p4c compiler. Table 1 shows that our implemen-
tation incurs an overhead of 5% (or 30ms) on average in
comparison to the reference p4c compiler when evaluated
on the instrumented and uninstrumented versions of the
same program. We believe this overhead is reasonable for
an unoptimized implementation that builds on the stock p4c
compiler; developing a more optimized implementation is a
direction for future work.

Table 1. Typechecking time in milliseconds.

Program Unannotated, p4c Annotated, P4BID

D2R 534 599
App 593 600
Lattice 495 527
Topology 554 591
Cache 538 550
Average 543 573

In the rest of the section, we present our case studies.

5.1 Dataplane Routing with Priorities

In traditional networks, the control plane is responsible for
routing, determining how to send a packet from source to des-
tination, while the data plane is responsible for forwarding,
sending a packet to its next hop. Subramanian et al. [30] have
shown that using programmable switches, one can handle
routing in the data plane, avoiding the control plane entirely.

In their scheme, called D2R, when a switch receives a packet,
it uses pre-loaded information about the network topology
and local knowledge about link failures to perform a breadth-
first search (BFS) and find a path to the target destination
address. D2R uses P4 mechanisms (e.g., stacks) to perform
the BFS computation entirely on the switch, without needing
to communicate with the control plane.

We consider an extension of D2R where packets that en-
counter a higher number of link failures will receive higher
priority. Listing 3 gives schematic code for the main headers
and control block implementing this variant of data plane
routing. The bfs_t headers describe the auxiliary informa-
tion carried in the packets to perform the BFS, e.g., which
links have been tried, while the ipv4_t headers contain in-
formation for standard packet forwarding. In the control
block D2R_Ingress, the number of failures count (Line 19)
can be computed from the vector of links that have been
tried, hdr.bfs.tried_links, and the number of traversed links,
hdr.bfs.num_hops. The table bfs_step performs one step of
BFS; the details are not important for our purposes. Since
P4 does not support loops, an iterative search algorithm like
BFS is modeled in the apply block on Line 35 by unrolling
the loop. If the BFS search has not completed, i.e., the current
node in the BFS search is not the destination node (Line 37),
the BFS table is applied again (we elide the details of this BFS
search algorithm which can be found in [30]). When the BFS
search has successfully completed (Line 39), the forwarding
table is applied and packet priorities are assigned based on
the number of failures encountered by the packet.

Using failure information to prioritize packets may leak
information. For instance, there are several potential reasons
why hdr.bfs.num_hops could be secret—e.g., the packet could
be transiting a private network and one might not want to
reveal whether the network has reliable or unreliable links. If
hdr.bfs.num_hops is annotated as high security, the program
is rejected by our typechecker because the forwarding action
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Listing 3. D2R: Dataplane Routing

1 header bfs_t {

2 <bit<32>, low> curr;

3 <bit<32>, low> tried_links;
4 <bit<32>, high> num_hops;
5 /] ...

6}

7 header ipv4_t {

8 <bit<3>, low> priority;

9 /...

0}

11 struct headers {

12 bfs_t bfs;

13 ipv4_t ipv4;

14 /] ...

5}

17 control D2R_Ingress(headers hdr) {
18 <bit<32>, high> failures
19 = num_bits_set(hdr.bfs.tried_links) - hdr.bfs.num_hops;

21 table bfs_step { ... }

22 table forward {
23 key = { hdr.bfs.next_node: exact; }
2 actions = { forwarding(failures); NoAction; }
25
}
26 action forwarding(in <bit<32>, high> failures) {
27 if (failures >= THRESHOLD) {
28 hdr.ipv4.priority = PRIO_T; // Leak
29 }
30 else {
31 hdr.ipv4.priority = PRIO_2; // Leak
32
33 // ... normal forwarding logic ...
34 }
55 apply{
36 if (hdr.bfs.curr != hdr.ipv4.dstAddr) {
37 bfs_step.apply();
38 } else {
39 forward.apply();
40 }
41 // repeat applications of bfs
42 }
3}

writes data to the low-security priority after branching on
the number of the failures, which is high security (Lines 28
and 31). This is an example of an indirect leak: the program
branches on the secret, and then writes to public fields.

To remedy this information leak, we can modify the scheme
so that the priority is computed based on non-sensitive in-
formation. For instance, we can assign priority based on
the total number of links that a packet tried to cross. This
count is an approximate proxy for the number of failures:
as the number of failures rises, the packet tries more links.

Karuna Grewal, Loris D’Antoni, and Justin Hsu

This change can be implemented by removing hdr.bfs.num_-
hops in Line 19, giving a program that is accepted by our
typechecker.

A similar kind of leak can manifest in the implementation
of NetChain [17], an in-network implementation of chain
replication on top of a key-value store. The implementation
assigns roles to the various switches in the network to de-
termine the head, tail, or internal nodes of the chain, which
among various actions determines if the node sends out a re-
ply or not. If the roles header field is labeled as a secret field,
this can give away private topological information. When in-
strumented with a high label on role, the typechecker flagged
implicit leaks in the implementation.

5.2 Modeling Timing for In-Network Caching

Like other IFC systems, our type system can model different
notions of adversary-observable data. For an example, we can
consider a key-value store with an in-network cache [18].
These systems are a prominent application of data plane
computing: switches can quickly retrieve hot items, keep
track of which items are frequently requested, and notify
the controller about which items should be stored on the
switch. While the result of a query should be the same no
matter where the item is stored, an observer may be able to
detect variations in timing: data that is stored on the switch
is returned faster, while data that is stored on the controller
takes longer to access. In some cases, this timing side-channel
may allow an adversary to learn about the state of the system.

While Core P4 does not model timing aspects of program
behavior, we can still model timing information leaks by
augmenting the program with new variables holding data
that a timing-sensitive adversary may be able to observe.
For example, Listing 4 gives a schematic P4 program imple-
menting a simple cache. The switch first tries to fetch data
locally (Line 16). If the request hits then the table runs action
cache_hit, while if the request misses then the table runs
action cache_miss. Both actions record the hit or miss in
hdr.resp.hit. We mark this field as a low-security (publicly
visible) variable, to model an adversary who can distinguish
whether a request was serviced by the cache or the controller.
If the query is sensitive information, hdr.req.query is de-
clared as high security. Our typechecker rejects this program
because of an information leak: the actions cache_hit and
cache_miss write to the low-security field hdr.response.hit
(Lines 8 and 10), but they are invoked in a table with a high-
security key hdr.req.query (Line 12). This is again an indirect
leak, modeling a simple timing side-channel.

5.3 Preventing Manipulation in Resource
Allocation

The examples we have seen so far use IFC to guarantee con-
fidentiality: secret information (high) should not leak into
publicly visible outputs (low). As is well-known, if we in-
terpret high-security data as “untrusted” and low-security
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Listing 4. In-network cache

header request_t { <bit<8>, high> query; }
header response_t { <bool, low> hit; <bit<32>, low> value; }
struct headers { request_t req; response_t resp; eth_t eth; }

control Cache_Ingress(headers hdr) {
action cache_hit(<bit<32>, low> value) {
hdr.resp.value = value;
hdr.resp.hit = true;

I T N N N

}
10 action cache_miss() { hdr.resp.hit = false; }
11 table fetch_from_cache {
12 key = { hdr.req.query: exact; }
13 actions = { cache_hit; cache_miss; }
14 }
15 apply {
16 fetch_from_cache.apply();
17 // ... if miss, try to fetch from controller ...
18
}

v}

data as “trusted”, IFC systems can also ensure integrity: un-
trusted inputs should not affect trusted outputs. To demon-
strate, suppose several applications are running on separate
subnetworks behind a single gateway switch, which is re-
sponsible for forwarding packets to their destination sub-
network and allocate resources to the application flows. We
consider a very simple form of resource allocation, where
a switch caters to the needs of latency-sensitive applica-
tions by increasing the priority of packets belonging to such
applications. The P4 program in Listing 5 gives the main
logic for a gateway switch that accomplishes this task. In
addition to ordinary IP headers, packet headers in this set-
ting also include an application ID hdr.app.applD indicating
which application the packet belongs to. In the control block,
the table app_resources matches on the application ID, and
then calls set_priority with the desired priority level. This
action then sets the priority level of the packet by writing to
hdr.ipv4.priority (Line 15). Finally, the switch forwards the
packet to the destination address hdr.ipv4.dstAddr.

While this program behaves well when clients are honest,
a malicious client may manipulate the switch to increase the
priority of their packets. Specifically, since hdr.app.appID
is used to determine priority but not used to forward the
packets, a client may report a false application ID. This issue
can be detected by our IFC system if we label hdr.app.appID
as untrusted (high) and hdr.ipv4.priority as trusted (low):
setting priority based on application ID is an information-
flow violation.

To address this problem, we can set the priority based on

the destination address instead, by matching on hdr.ipv4.dstAddr

instead of hdr.app.appID on Line 18. It is reasonable to model
this header as trusted (low) because if a client were to manip-
ulate this data, the packet would be delivered to the wrong
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Listing 5. Resource Allocation

header app_t { <bit<8>, high> applID; }
header ipv4_t {
<bit<32>, low> dstAddr;
<bit<32>, low> priority;
/] ...
}
struct headers {
app_t app;
ipv4_t ipv4;
10 /] ...
un }

B T - N o N

13 control App_Ingress(headers hdr) {
14 action set_priority(<bit<3>, low> priority) {

15 hdr.ipv4.priority = priority;

16 }

17 table app_resources {

18 key = { hdr.app.applID: exact; }
19 actions = { set_priority; }

20 }

2 apply{

22 set_priority.apply();

23 // ... forward the packet to hdr.ipv4.dstAddr ...
2 }

5}

destination. In the modified program, the priority is now
only computed based on trusted data in hdr.ipv4.dstAddr
and the typechecker accepts this program because there is
no integrity violation.

5.4 Ensuring Network Isolation

The previous example changes the interpretation of security
labels in order to establish different properties with IFC. For
our final case study, we show how our type system can use
a richer lattice to enforce network isolation properties.

Suppose we have a private network used by two clients,
Alice and Bob, who run dataplane programs on two sep-
arate nodes (the precise topology is not important, but a
sketch can be see in Figure 8a). Nodes pass around a shared
packet header with separate fields for Alice and for Bob, and
we want to ensure that Alice does not touch Bob’s fields,
and vice versa. Furthermore, the network operator wants to
carry telemetry data alongside the packets (in-band network
telemetry [16]) this data may depend on Alice or Bob’s data,
but neither Alice nor Bob should be able to use telemetry
data.

We can model this isolation property as non-interference
with a four-point diamond lattice with labels {A, B, T, L}
(Figure 8b). Non-interference ensures that data from level y
can flow to variables labeled y’ if and only if y C y’. Thus, if
we label Alice’s fields A and label Bob’s fields B, then Alice’s
data cannot influence Bob’s fields, and vice versa. Similarly,
T-labeled fields can depend on all data, but cannot influence
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Figure 8. Security lattice for a network topology

data below T. For instance, telemetry data can be labeled T:
both Alice and Bob can accumulate data into T-labeled fields
(e.g., increment a counter), but neither Alice nor Bob are able
to leak information from T-labeled data into their own fields.
Finally, fields labeled L contain globally visible data that
cannot depend on other fields above L. For example, we can
pre-configure a packet’s route through the private network
in 1 -labeled fields: this ensures that information from Alice
or Bob does not influence routing, potentially leading to an
indirect leak or isolation failure.

Labeling data from the four-point lattice can already rule
out many kinds of leaks. However, it still allows some leaks
involving 1 -labeled data. For instance, Alice may write Bob’s
fields with L-labeled data, while Bob may use L-labeled
data to modify L-labeled data. While potentially undesirable,
neither of these actions violates IFC since high data is allowed
to depend on low data. To prevent these behaviors, we can
additionally typecheck Alice’s code with pc label A, and
typecheck Bob’s code with pc label B. Then, non-interference
guarantees that Alice can only write to fields labeled A or T,
and Bob can only write to fields labeled B or T.

Listing 6 shows schematic versions of programs imple-
menting the Alice and Bob switches. Both the switches have
a single action. The packet header carries one of the four se-
curity labels. In this example, we consider that hdr.alice_data
and hdr.bob_data are Alice’s and Bob’s data, respectively;
hdr.eth cannot be updated by either switch, but it can be
used by both the switches; and hdr.telem can be updated by
any switch but it should not be visible to Alice or Bob. Then,
isolation can be established by checking two judgements:

T, A +4 update_by_alice() 4T’
T, A +p update_by_bob() 4T’

Programs that incorrectly access packet headers will be
flagged by the typechecker. For instance, in Alice_Ingress, the
switch tries to write to Bob’s field, Line 12 and on Line 16 it
attempts to use the telemetry field hdr.telem, which can only
be written to, not read. Our typechecker flags both leaks. A
safe version of Alice’s switch program is shown in Listing 7.
In contrast, Bob_Ingress is accepted by the typechecker: it
applies a table that branches on the L -labeled header hdr.eth,
and the action set_by_bob only modifies the T-level header
hdr.telem, incrementing a counter.
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Listing 6. Network Isolation and Telemetry

struct headers {

1

2 <alice_t, A> alice_data;

3 <bob_t, B> bob_data;

4 <telem_t, top> telem;

5 <eth_t, bot> eth;

s}

7

8 //typedatpc=A

o control Alice_Ingress(headers hdr) {

10 action set_by_alice(<bob_t, A> value) {

11 // Error: should not have written to Bob's field
12 hdr.bob = value;

13 }

14 table update_by_alice {

15 // Error: should not have used telemetry field
16 key = { hdr.telem: exact; }

17 actions = { set_by_alice; }

18 }
19 apply { update_by_alice.apply(); }

22 //typed at pc =B
23 control Bob_Ingress(headers hdr) {
2 action set_by_bob() {

25 // Allowed: modify telemetry using telemetry
information

26 hdr.telem = hdr.telem + 1;

27 }

28 table update {

29 key = { hdr.eth.dstAddr: exact; }

30 actions = { set_by_bob; NoAction; }

31 }
32 apply { update_by_bob.apply(); }
33

Listing 7. Isolation Respecting Switch Program

// typed at pc = A
control Alice_Ingress(headers hdr) {
action set_by_alice(<alice_data, A> value) {
hdr.alice_data = value;
}
table update_by_alice {
key = { hdr.alice_data: exact; }
action = { set_by_alice; }
}
10 apply { update_by_alice.apply(); }
n }

I N L T T SO R

While our concrete example only involves two switches
and two parties, the same idea can be directly generalized to
more parties by adding additional labels at the level of A and
B. Then, our typechecker can ensure that programs written
by different parties act on only their own packet headers.
Richer dataflow policies could potentially be enforced by
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using more complex lattices; this is an interesting direction
for future work.

6 Related Work

Security in programmable networks. Recent works ex-
plore the security and privacy implications of programmable
networks. For instance, in-network systems can be used to
defend against denial-of-service attacks [37, 38], obfuscate
network topology [22], mitigate covert channels [36], and
enforce custom security policies [20, 30]. Tools have also
been developed for helping operators test their dataplane
programs against adversarial inputs (e.g., [19]). Our work
complements these systems by detecting security and pri-
vacy bugs in programs running on programmable switches.

Network verification. The network verification litera-
ture is too vast to summarize here; methods have have tar-
geted many aspects of networked systems, including routing
protocols (e.g., [2-4, 35]), network configurations (e.g., [5,
28]), and network controllers (e.g., [7, 15]). Techniques have
also been developed for verifying dataplane programs (e.g.,
[1, 14]). Some works also allow one to automatically repair
faulty configurations [29] or to automatically synthesize
policy-compliant ones [31, 32].

Our work focuses on dataplane programs written in the
P4 language [6], building on the core version of P4 developed
by Doenges et al. [10]. Perhaps the most closely related work
is p4v [21], a verification system for P4 programs. Using p4v,
a P4 program is verified against a logical specification by ex-
tracting a logical formula, which can be dispatched to solvers
like Z3. Liu et al. [21] use p4v to verify basic correctness prop-
erties, e.g., a program does not read or write invalid headers,
or a program implements the desired functionality correctly.
While our system cannot verify the general properties estab-
lished by p4v, our target non-interference property cannot
be established in p4v since it relates a program’s behavior
on pairs of inputs [8]. Furthermore, our type-based analysis
is lightweight and does not require automated solvers.

Two closely related type-system based works that explore
properties orthogonal to non-interference properties are
SafeP4 [11] and 114 [12]. SafeP4 aims at catching invalid
header access bugs, while I14 presents a dependently-typed
extension of P4 for verifying richer properties that SafeP4
could not cover. Unlike IT4, P4BID has a light-weight type-
checking algorithm that does not involve constraint solving.
Furthermore, our system builds on Core P4, a more realistic
formal model of P4. For example, Core P4 models different
calling conventions of P4 functions (e.g., pass by value and
pass by reference) and control flow signals. These features
introduced new opportunities for implicit leaks, which our
type system rules out.
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Information-flow control. Our approach belongs to a
line of research on information-flow control (IFC), a type-
based method of expressing and verifying a wide variety of
security properties. Starting from work by Denning [9] and
Volpano et al. [34], there are now many information-flow con-
trol systems ensuring different variants of non-interference
against different kinds of adversaries; the survey by Sabelfeld
and Myers [27] is a good introduction to this area. Exist-
ing systems target general-purpose programming languages
(e.g., [23, 26]). Our work brings this idea to languages for
programmable networks.

7 Conclusion and Future Directions

We have designed an information-flow control type system
for P4 and demonstrated how it can verify networking prop-
erties for programs running on programmable switches.
We see several possibilities for further investigation. First,
our non-interference theorems treat P4 programs as map-
ping a single input packet to a single output packet, but,P4
allows programming switches that can maintain internal
state and recirculate packets for additional processing. These
features could lead to security leaks if an adversary can ob-
serve sequences of input and output packets, and it would be
interesting to establish non-interference in this richer setting.
Second, it could be interesting to refine our analysis with
information or assumptions about the control plane [21].
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exp u= b Boolean
| nw integers or bits of width w
| x variable
Expressions. | expilexps] array index%ng
| exp; ®exp; binary operation
| {fi = expi} record
| exp.f; field projection
| expi(expz) function call
stmt == expi(exps) function call
| exp;:=exp; assignment
| if (exp:1) stmt; else stmt; conditional
Statements. | {stmt} sequencing
| exit exit
|  return exp return
|  wvar_decl variable declaration
prg == typ_decl ctrl_body
ctrl_body := decl stmt
decl == wvar_decl|obj_decl | typ_decl
Declaration. var_decl := tx:=exp|rx
typ_decl == match_kind {]_v} | typedef 7 X
obj_decl := tablex {@ act}
| function 7,¢; x (d y : 7){stmt}
d == in]|inout
lval == x
| loval.f
| loal[n]
key == exp:x
act == x(exp,x:71)

B Typing Rules

A+ 7~ 7’ are judgements that resolve the base types for typedefs. We use the same definition as presented in Petr4’s sections
A.7 and A.8 [10]. Note that the grammar that we consider doesn’t support bit{exp) as we have discounted slice operations,
instead we have bit(n), where n is some constant.
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Expression Typing Rules.

LA kpe exp (1, x) pe C pc’
LA bpe exp : (T, x)

T-SuBTyPE-PC

T-INT

[, A bpe neo = (int, 1) goes in

[, A Fpe expr : {p1, x1) T, A Fpe expa : {p2, x2)
T(As@ipiip)=ps  xEY  pEY

[, A Fpe expr @ exps : {ps, ¥') goes in

T-BINOP

T, A bpe exp s ({fi : {m xi)}, L) goes d
T, A vbpe exp.fi = Ty, xi) goes d

T-MEMREC

LA bpe exp: (header{m}, L) goes d
T, A bpe exp.fi : (7, xi) goes d

T-MemHDR

Iy =T [x; : (7], xi), return : (t/op, Xrer)]
F/

A+ 7; ~ 1] for each 7; AF Trer ™ Thyp
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XEX
T, A kpe exp : (z, ') goes in

I,A vy exp : (1, y) goes in
pe &Xp 9 T-SuBTyPE-IN

x € pom(T) [(x)={(r, x) .

-VAR

T, A bpe x 2 {1, x) goes inout

I, A bpe {exp : (mi i)}
LA bpe {f rexph s ({f : (m xad} L) goes in

T-Rec

T, A bpe expy : {7, x1)[n], L) goes d
T, A bpe expy = (bit(32), x2)
X2 Ex
T, A bpe expr[expz] = {7, x1) goes d

T-INDEX

—— PCfn
L, A bpe expy = {d (Ti, xi) — (Trets Xret)s L)
pcE pern
T, A bpe expi(exps) : {Tres Xrer) gOES in

I, A by exps i {15, i) goes d
pe expz : {Ti, Xi) g TCALL

I, A Fpcp, StME I,

PCfn
N <

=T[x:(d {7}, yi Thoss Xret)s L
[x = {d (7], xi) # Xret)> L)1 T FoneDacy

T, A pe function (Tres, xrer) X (d xi = {7y, yi)){stmt} 4T, A

Statement Typing Rules.

——F  T-EmpPTY
LLAvpe {} AT

——  T-ExiT
I,Ar, exit AT

T, A bpe exp : (bool, x1)

I,A '_)(2 stmty H Fl

IT,A |-)(2 stmity 4 rz

X1 E Xz pcE xe

T-CONDITIONAL

T, A by if (exp) stmt, else stmt, 4T

F, A '_PC stmty Fl

I, A Fpe {Stmtz} 115

T-SEQ

IA Fpe {stmtl;stmtz} 115

IA Fpc exp : (T, Xret) [(return) = (Trers Xret) Ab Tper o T
T-RETURN
AR, returnexp 4T
T, A bpe expy : (T, x1) goes inout T, A bpe expy = (T, x2) X2Ex PcE
T-AsSIGN

[ A bpe expri=exps 4T

I, A bpe var_decl 4Ty, A
[ A vpe var_decl 4 T

T-DEecL

[, A vbpe exp : (table(pesp), L)

T, A Fpe expi(exps) : (Trers Xret)

T-FNCALLSTMT

[, A bpe expi(expy) AT

pe & peepi
T-TBLCALL

[LA bpe exp() AT
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Declaration Typing Rules.
LA kpe exp : (7', x) ArT~ 1

T-VARDECL
LA bpe (T, ) x AT [x : (7, )], A LA bpe (T x) x =exp AT [x : (7', »)|; A

LA bpe,y, expi : T Xk) [, A vpe,y; Xk : {match_kind, 1)

PCrn;
r> A "pc,bl aCtaj : <d<Taj,-, )(a_,-,-) ;<TCji’ XCji> —]> <unlt’ J—>’ J—>’ for aH ]
L, A Fpeyy €XPay; ¢ (Tajis Xaji090€s d
Xk E pepn, forall j k pca C pepn;, forall j Xk E peppy for all k pervi E peg

T-TBLDECL
T, A kpe table x {expy : xx acty,(expa,;;)} +T[x : (table(pciyr), L)], A
I = Tx; : (7], xi) return : (z/o;, Xrer)] I, A Fpep, stmt AT,
S — pC n
A+ 13~ 1] for each 7; Ak Trer > T/, I =T[x:(d (], i) 2, (T} ops Xret)s L)]
T-FuncDEecL

L, A kpe function (Tres, xrer) X (d xi = {7y, yi)){stmt} 4T, A

C Definition
Let Tfn = <ﬁ pci) Pret> L) and 7y = (table(pc;p), L)

Definition C.1 (Store typing). Store typing context = is a partial map from the locations to types, = : L — (z, y). A memory-
store p1 is well-typed in a store-typing context =, which can be represented as =, A |= p, if for every location, [ € pom(y) there
exists a type, (7, ) = E(I) and E, A + u(l) : (7, ) (value typing is defined in Appendix J).
Definition C.2 (Typing of environment). = F € : I' is defined as
Ere:T SIOER(AY Ere:T
ZEF[]:1[] Er(ex—=D):(Lx:(r,x) Zre:T,return |

Definition C.3 (Semantic typing of store and environment). A pair of store and environment (g, €) is semantically well-typed
=, A = (p, €) : T if the following conditions hold:

1L.EAEN

2.2re:T

3. For any x € pom(¢), €(x) € pom(pu),

4. For all x in pom(e) and some Iy, C I and any pc, if T, A kpe x @ Ty, p(e(x)) = clos(e, ...), and E F € : Try, then
poM(e.) € poMm(e) and E, A | (1, €) : Iy, Here 7y, is the function type. We elide the full view of the closures in this
definition.

5. For all x in pom(e) and some I3 € T and any pe, if T, A by x : 747, pi(€(x)) = table l (e, ...), and E | €. : Ty, then
poM(e.) € poMm(e) and =, A |= (i, €.) : I} Here 744 is the table type.

Definition C.4 (Semantic typing for a pair of memory stores and environments). Z,, Zp, A =1 (g, €2) (Ui, €p) : T holds when

1. Eg, A = (ug €q) : T and Ep, A |= (up, €p) : T

2. pom(e,) = DoM(€p)

3. For any x € pom(€,) = DOM(€p), Zq, Ep, A Fp NI(pg(€4(x)) 5 pip(€p(x))) : T'(x) (defined in Definition C.6),

4. For all x in pom(e,) = pom(ep,) and some I'r, C T and any pe, if I', A bpe x @ Tpp, pla(€a(x)) = clos(ec,, -..), pp(€p(x)) =
clos(ec,, ...), Ea F €c, : Tpp,and By | €, : Tpn , then Eq, Ep, A |y (o, €c,) {Hps €c,) = Tpns

5. For all x in poM(e;) = pom(ep) and some Iy € T and any pe, if T, A Fpe x @ Typp, fla(€a(x)) = table I, (e, ...),
pp(ep(x)) = table I, (e, ...), Za F €c, : Tpt, and By = €, : Ty , then g, By, A |y (s €c,) (Hos €c,) = Tro-

Definition C.5 (Non-interference for Expressions). I', A |=,c N1(exp : (r, x)) holds if for any Zq, Ey, pia, pip, €a, €, i ,u;,
and any security level [,

1. Variable at level lower than | are indistinguishable at the beginning.E,, Zp, A =1 (lia, €a) (b, €p) : T,

2. {C; A\; pas €a; exp)y U (s vala),

3. {C; A s eps exp) U (py s valp)
implies there exists a £, &, such that

= =/

1. Effects on any variable at level lower than I should be indistinguishable. E(, 5], A |1 (g, €a) {py, €p) : T,
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2. PC is used to bound writes. For any 1, € poM(y,) and I, € pom(yp) such that 24, A F p,(1l,) : (7, x) and Ep, A + pp (1) -
(7, x) and pc Z x, we have p;,(la) = pa(la) and p; (Ip) = pp(lp),

. For any I, € pom(y,) such that Eq, A + g (la) @ Telos, Where Tejo5 € {Trn, Trpi}, then pj (1) = pa(la),

. For any I, € DOM(yb) such that Ep, A b pp(Ip) : Teros, Where tejos € {Tn, Trpi}, then py (Ip) = pp(lp),

:a C B, Ep C E}, DoM(q) € DOM(Hy), and DoM(pp) € DOM(p1y),

6. 50, B, Ay N1(val, . valp) = (7, x)-

.u-lq;w

Definition C.6 (Non-interference for values). =4, Ep, A |5 N1(val, , valp) : (r, y) holds when:
1. Eg, A+ val, : (z, x) and Ep, A + valy, : (1, x) (value typing is defined in Appendix J),
2. Ifc ¢ {p[n], {f: p}, header {f : p}, E e, pret, table(pcypr)} and y C [, then val, = valy,
3. Ift=p[n],r={f: p} or r = header {f : p}, then Z,, Ep, A | N1(valy; , valy;) : {(z;, xi), for all val,; € valy; = val, and
valy; € valy; = valy, p = (1, xi)-
4. If (7, x) = 7fn, then By, 5y, A | NI_cLOS(val, , valy) : ¢, (Definition C.7),
5. If {z, x) = 731, then =4, Ep, A |E N1_TBL(val, , valy) : 7;5; (Definition C.8).

Definition C.7. Z4, &, A | N1_cLos(val,, valy) : 7¢,, where val, and valy, are of the form clos(ec,,, dx : (7, x), (Tres, Xrer), stmt)
and clos(eg,, dx : (7, ), (Tret, Xret)> stmt) holds when there exists a I' such that the following are satisfied:
.EBobe,:TandEp ke, : T
. for any pc, T', A +pc val, (d (1, )() (rret, Xret), L) and T, A by valy, : (d (1, )() (rret, Xret)s L)

1
2
3. T'lx : (z, x), return : (tret, Xret)], A Fpey, Stmt 417
4. val, =105 valp.

Here, val, =c1s valp is defined as two closures with pom(e;,) = DoM(e, ).

Definition C.8. =,, =, A | N1_TBL(val, , valy) : 731, where

val, = table l, (€4, expy = Xk, acta, (€xPay;, Ye;; * {Tejio Xeji)))

and

valy = table I, (ep, expy = Xk, acta, (€XPay;s Ye;; * (Tejis Xeji)))
holds when there exists a I" and pc, such that the following are satisfied:
1.2 Fé€:TandZ, Fe,: T
. for any pc, T; A vy val, : (table(peypr), L), T; A bpe valy = (table(pcgpr), L).
. T, A vpe,y; Xk : {match_kind, 1) for each x; € X
. T, A bpe,y, expr s (Tk, xx) for each expy € expy

B> W N

Crn.

T A Fpeyyy actaj = {d (Tayn Xayi) 5 T Xeji) RN (unit, 1), 1) for each act,; € act,,;
T, A bpeyyy €XPay; ¢ (Tajis Xaji) goes d for each expq,, € expa,,
. val, =p; valp.
- Xk E pcpn,, for all j, k
. Pca T pepn;, for all j

10. xx E pespy for all k

11. pespr E peg.
Here, table I, =p; table I is defined as two table values with poM(e,) = Dom(¢€p). Their control plane entries will be the same.

=N RN - N3

Definition C.9 (Non-interference for statements). For any security lable I, T', A |5 NI(stmt) 5 I' holds for any E,, Ep, p1g,
’ ’ ’ !’ s
Hbs €as €bs Hos Hy» €gs € if
1‘ Em Eb’ A |:l <:ua’ €a> <‘Ub, Eb) : r,
2. {C; s pgs €q5 stmt) || (uy; €5 5ig1),
3. {C; A; pps eps stmt) || (py s €,55ig2)
then there exists =/, :;, such that
L IA bpe stmt 4T,
2. E:z’ —'bsA |_l (,Ua, 6a> <,Uh; b> I,
3. Etlz’ A |_l <)ua’ 611> <,ub= Eb> r
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4. PC is used to bound writes. For any I, € poMm(y,) and I, € pom(yp) such that Z,, A+ pa(l,) : (7, ¥) and Zp, A + pp(lp) :
(7, x) and pc Z x, we have p;,(la) = pa(la) and p; (Ip) = pp(lp),

. For any I, € pom(y,) such that Eq, A + g (la) @ Telos, Where Tejo5 € {Trn, Trpi}, then pj (1) = pa(la),

. For any I, € pom(pp) such that Zp, A + 1 (Ip) : Teros, Where teios € {Tfn, Tipi}, then py (Iy) = pp (),

. sigy = sigz = cont or sig; = sig, = exit or sig; = return valy; sigs = return val,,

. If sig; = return val; and sig, = return val,, then 5,5, A |5 Nl(valy,valy) : (1], Xret), where A + 7,0y ~ 7/, and
r[return] = <Treta Xret)

9. Bq € B, Ep € Ep, DOM(Ha) S DOM(H,), DOM(1p) C DOM(p,), DOM(€,) © DOM(€,), and DoM(€p) S DOM(E, ).

[ooREN B NS

b’
Definition C.10 (Non-interference for declaration statements). For any security lable [, T, A |, NI(decl) 5 I, A holds for
any Eq, Ep, flas Hbs €as €bs Hos Hps €a5 € if

L B4, EpnA </1aa €a) <,ubs ep) : T,

2. {C; A; pgs €g5decl) || (Ar; pl; €25 cont),

3. (C; A s eps decl) || (Aq; py5 €, cont),
then there exists =/, :’ such that

1. T, A Fpe decl 4T7, Ay,

2. B B Ay i pgs €q) (pp€,) : T and B, B0 Ay by (g, €a) (s €p) 2 T
3. PC is used to bound writes. For any 1, € poM(y,) and I, € poMm(yp) such that 24, A F p, (L) : (7, x) and Zp, A + pp (1) -

(7, x) and pc Z x, we have p;,(la) = pa(la) and ; (Ip) = pp(lp),
4. For any I, € poM(g) such that Eq, A + p14(ly) : Teios, Where 7eio5 € {Tpn, T}, then pg (1) = pa(la),
5. For any I, € DOM(/J[,) such that Zp, A b pp(Ip) : Teros, Where Teios € {Trn, Tepi}, then py (1) = pp (Ip),
6. Eq C Ey, Ep C ], DOM(pa) € DOM(p,), DOM(p) S DOM(p;), DOM(€,) € DOM(€,), and DoM(€p) S DOM(€,), A C A;.

D Theorems

Theorem D.1. IfT, A rp. exp : (1, ), then T, A |=,c N1(exp : (7, ¥)).

Theorem D.2. IfT,A rp. stmt 4T’, thenT,A | NI(stmt) = T".

Theorem D.3. IfT, A Fpe decl AT/, N, thenT, A |=pC NI(decl) 4 T, A.

E Lemmas

Lemma E.1. Suppose Z, A |= p. For anyl, ifl ¢ pom(E), then | ¢ pom(p).

Proof. Direct proof by expanding the definition of the &, A |= p. O
LemmaE.2. IfE,AFoval : (1, y) andE C &', then ', A + val : (z, ).

Proof. By induction on the typing derivations of value typing judgement. O

Lemma E.3. Suppose E,A |= p and for any l, ¢ pom(Z), let =" = ZE[l, — (', )], i’ = plla = val], and 2, A + p’'(I,) :
(!, x'). ThenZ, A | u'.
Proof. By Definition C.1, I, ¢ bom(E) implies I, ¢ bom(y). For all [ € pom(p’), there are two cases:

e | € poMm(u). By the definitions of y’ and =" we know that for the locations in this case (I € pom(p’) N pom(p)),
w () = p(l) and E'(I) = E(I). Using =, A = u, we can conclude that for the locations in this case, there exists a type,
(t, ) =E()) =2'(l) and E, A + p(l) : {z, x). Using p’(I) = p(l), we can say E,A + p’(I) : (z, ). Applying Lemma E.2
with & C =/, we conclude ', A + p’(1) : (z, y).
e [ =1,. For the last case where [ = I, we can see that Z'(l;) = (z/, ¥’y and E", A + ' (1) : {z/, ¥').
Therefore, we have shown that for every location, I € pom(u’) there exists a type, (z, y) = Z'(I) and Z/,A + p/(I) : {7, x). O

LemmaE.4. IfE+ € : T, then for any Z’ such that = C E’, we have =’ + ¢ : T.
Proof. Direct proof using the definition of =’ + ¢ : T O
Lemma E.5. Suppose Z4, A = (g, €q) : T. Let 24 € E7, g € pl IFE0, A | g, then E), A | (uj,€q) - T

Proof. By definition, E, = Z, U {l; = (t, Y)}, i), = pta U {la — val,} and [, ¢ E,. This is followed by: p/ (e4(x)) = pa(€qa(x))
and Z/ (€,(x)) = E4(€q(x)), for any x € €,. We prove this lemma by induction on the pom(e,)
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1. Base case. pom(¢€,) = 0. Trivial.
2. To prove Z/,A E (i), €q4) : I', we need to show that
a. 27, A | p), (already given),
b. E/, F €, : T (follows from Lemma E.4),
c. for any x € pom(e,), we have €,(x) € pom(y,) C pom(pl,),
d. Forall x inpom(€,) and any Iijos € I'and any pe,if T, A bpe X @ Telos, o (€a(x)) = vall) valcios = {clos(ec, ...), table l (e, ...) },
and E}, [ € : [eos, then DoM(e:) C DOM(€,) and Ej, A | (g, €) : Teios- Note that val!, = pa(€q(x)). This implies
the e, will still satisfy pom(e.) € pom(e,). By applying the induction hypothesis on E,A | (g, €.) : T with
poM(e:) C poM(g,), we can conclude that 2/, A |= (ul, €c) : Ijos holds.

[m}
Lemma E.6 (Non-interference with Subtyping). If Z,,Zp, A | Ni(val, , valy) : (r,y) and y T x', then E4,Ep, A
Ni(val, , valp) : (7, ¥').
Proof. To show E,, Zp, A £ N1(val, , valp) : (z, '), we need to show the following:
1. B4, A + val, : (1, ¥'). The above holds true using the TV-SubType rule in Appendix J, since we have the premise
ExAroal, i (r,y)and y C x/
2. Ep, A F valy : (7, ¥’). Similar to the above case.
3. ifr ¢ {{f : p}, header {f : p}, d p Ea Prets table(pesp)} and y’ T [, then val, = valy. Since we know y C y/,if y' C [,
then y C [, and val, = valy, (according to E,, Ep, A |5; N1(val, , valp) : (7, x)).
[m}

Lemma E.7. IfE,,Ep, A |5 Ni(val, , valy) : (7, x) and 2, C E} and Z; C =, then 5, 5] A | Ni(val, , valy) : (7, ).

Proof. Direct proof using the definition of Z,, Zp, A | N1(val, , valy) : (z, ) and applying Lemma E.2, and Lemma E.4 O

Definition E.8. unused({y, €), x, I;) holds when the following are satisfied:

e if x € poM(¢€), then e(x) # I,

o for all y € pom(e), if u(e(y)) = valgos, where val s € {clos(e,, ...), table I(e,, ...) }, then unused ({&, €.jos), X, I;) holds.
Lemma E.9. Suppose Z,A = (i, €) : T and (A, u, €, stmt) || (i, €', sig). For some €, with Z,, A |= (i, €5) : T” and some variable
x € pom(e,), if unused({j, €), x, €q(x)), then p(eq(x)) = ' (4 (x)).

Proof. By induction on the evaluation derivation of stmt. Involves mutual induction of Lemma E.10, Lemma E.9, and Lemma E.11.
Some of the interesting bits include concluding =, A’ |= (i, €,) : T’ (using the definition), UNUSED({y’, €’), x, €4(x)), and the
fact that declaration introduces new locations into p’. O
Lemma E.10. Suppose E,A = (u,€) : T and (A, p, €, exp) || {1, val). For some €, with 2,4, A |= (y, €,) : T’ and some variable
x € pom(e,), if unused({j, €), x, €q(x)), then p(eq(x)) = 1 (€4(x)).

Proof. By induction on the evaluation derivation of exp. Involves mutual induction of Lemma E.10, Lemma E.9, and Lemma E.11.

Some of the interesting bits include concluding =, A = (i, €,) : T’ (using the definition), UNUSED({¢’, €), x, €5(x)). O

Lemma E.11. Suppose Z,A |= (u,€) : T and (A, p, €, decl) || (A, 1, €', cont). For some €, with 24, A |= (i, €4) : I’ and some
variable x € pom(e,), if unused({, €), x, €,(x)), then p(e,(x)) = ' (€4(x)).

Proof. By induction on the evaluation derivation of decl. Involves mutual induction of Lemma E.10, Lemma E.9, and Lemma E.11.
Some of the interesting bits include concluding E, A’ = (i//, €;) : I (using the definition), UNUSED ({1, €’), X, €,(x)). )

Lemma E.12. Suppose Eq,Ep, A Fpe {la; €a1) (b €b1) : 1, Ea Bp, A Fpe (Has €a2) {Hip> €p2) : T, Where €52 = {x — I} and
ep2 = {x — Ip} and Iz = [{x — (7, Y)}]. Then E4, Ep, A Epe (Has €a1[x > La]) (g €p1[x = La]) : Ti[x = (7, )]

Proof. To prove all the requirements of the Definition C.4, we use the fact that independently all y € pom(€,1) = DoM(€p1)

and y € poM(€e,2) = DOM(€py) satisfy the required properties. Now, in the extended environment all y € pom(eqq[x — [;]) =

poM(€epy [x > Ip]), will also satisfy the properties by reducing to either an element in DoMm(€,41) or DOM(€42) o

F L-value Evaluation Rules

For a term to be a well-formed 1-value, the directionality of the term should be inout. Therefore, only the following typing
judgements can be used in the derivation of a well-formed l-value:
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Valid L-Value Expression Typing Rules.

o T-Var

o T-Index

o T-MemHdr
« T-MemRec

Therefore, l-value is given by the following grammar:
base = x
lval ::= base | lval.f; | lval[n]

Ival_base. Note that only base € €, where € is the environment in which the 1-value is evaluated. Other l-values like the
ones corresponding to a header field or an array index do not map to a location in the environment. Instead, it is the header
variable or the array variable that has an entry in the environment. For instance, to write to a header field lval. f; where lval is
the l-value of the header that needs to be updated, the value of the header variable given by lval is updated and there is no
variable lval.f; in €. The value at location pointed by e(lval) is then overwritten with the new header value. Therefore, we

define a function LvaL_BASE(lval) to return the l-value of the base variable that will be touched while writing to the lval. This
is inductively defined using:

LVAL_BASE(base) = base
LVAL_BASE(lval.f;) = LvaL_BaSE(lval)

LVAL_BASE(lval[n]) = LvaL_BAsE(lval)

F.1 L-value Equality Relation

We inductively define an equality relation on l-value expressions as follows:
X =lyal X
lval, =jpq loaly
lval,.f =1pa1 lvalp.f

lval, =1y loaly g = Ny ng : int

lvaly[ng] =1par loaly [ny]
Definition F.1. For any security label [, T, A |5, LvAL_EVAL(lval_exp : (7, x)) holds for any Z,, Ep, fa, pb, €as €bs Ho» 1y if
1. Ea> Eb, A |:l <;ua, 6a> <,ubs €b> : T,
2. (C; A\ pas €a5 lval_exp) ivar (pig; loaly) and (Cs A; pp; €p; loal _exp) Uivar (13 loalp)
then there exists some =/, E;J such that

1. B, C B, Ep C &), DoM(p,) € DOM(p1,) and DoM(pp) € DOM(py),

2. BB, A Er (pgs €a) (Hyps€p) 2 T

3. For any I, € poM(p,) such that g, A + p14(la) : Teros, Where Tejos € {Trn, Trp}, then pg(la) = pa(ly). Similarly for any
lp € DoM(pp) such that Ep, A+ pip(Ip) ¢ Teros, Where 7e1o5 € {Tfns Trpi}, then :ul/,(lb) = pp(lp),

. if y £ 1, then lval, =4 lvalp,

. LvAL_BASE(lval,) € pom(e,), LvAL_BASE(lvaly) € pom(€p) and LvAL_BASE(lval,) = LvaL_BAsE(lvaly),

T A bpe loaly = (7, x) and T, A vy loaly, : (7, x),

. for any [; € pom(p,) and [; € pom(pp) such that Eq, A b pa(ly) : (7, x) and Ep, A + pp(1)) = (7, x) and pc & y, we have
a(1}) = pan (1) and iy (1)) = a1 (1)

Lemma F.2. For any security label I, if T', A +pc lval_exp : {z, x), then T, A |5y LvAL_EVAL(lval_exp : (7, x)).

N N G

Proof. We prove this by induction on the typing derivation of T, A +p. lval_exp : {z, ), where we choose the last typing rule
to be the different cases.

1. T-Var
Consider the case where the last typing rule in the derivation of I-value expression is T-Var

x € pom(T) L'(x)=(r, x) -

VAR

T, A rpe x : (1, x) goes inout
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then we need to show that for any Z,, Zp, ta, b, €a> €ps [0, “1/;’ if

Ea Ep A Fr (as €a) {pip-€p) : T (1)

and x is evaluated to get its 1-value in two initial configuration (i, €,) and {up, €p) as follows:

<C: A, pia, €q, x> Vivar <,Ua, x> <C’ A, iy, €p, x> Vivar <.ub’ x>

then there exists some E and =/ satisfying the following properties:

a. B, C By, Ep C B, poM(f1g) € DOM(py), DoM(pp) C DOM(py), and B, E) L Ay (g, €a) {1, €p) = T, where in this case
Ha = pa and p = pp,
b. For any [, € DoM(p,) such that Eg, A v pa(la) : Teros, Where 7eios € {Trn, T}, then pi(1g) = pa(ly). Similarly for any
lp € DOM(pp) such that Ep, A b pip(Ip) : Teros, Where 7ejo5 € {Tfm Trp1}, then :u[,,(lh) = pp(lp),
c. vaL_BASE(lval,) € pom(e,), LVAL_BASE(lvaly) € poMm(€p) and LvaL_BASE(lval,) = LvAL_BASE(lvalp).
d. T,A vpe loal, : (7, x) and T, A v+ loaly : (7, x),
e. for any [; € pom(u,) and [, € pom(pp) such that Eg, A+ pa(ly) = (7, x) and Ep, A + pp(1)) : (7, x) and pc Z x, we
have pia(15) = i (17) and sy () = 1 (1),
Showing that Item 1a holds for 5, = B4, E; = 5y, y; = g, and p; = pp is same as proving Equation (1), which
is already given. Item 1b is trivial as the memory stores do not change. So is Item le. Item 1c is immediate since
lval, =pya1 X =1ya1 lvalp. Additionally, x € pom(€,) = pom(ep) since x € boM(T), E; F €, : T, and Ep F ¢ : T Item 1d
follows from I', A kpe x : (T, x).
2. T-MemRec
Consider the case where the last typing rule in the derivation of I-value expression is T-MemRec

LA bpe exp: ({fi s (zi, xid}, L) goes d
T, A bpe exp.fi = (zi, yi) goes d

then we need to show that for any E4, Ep, fla, i, €as €ps s 1y» if

T-MEMREC

Ea Eb, A Fi (Ha €a) {ppr€p) : T
and exp.f; is evaluated to get its I-value in two initial configuration (u,, €,) and (up, €) as follows:
(C, A, g, €a, exp) Livar (Hg» lvala) (C, A, iy, €p, exp) Livar iy, loalp)
(C, A, pia, €a, exp.fi) Uioar i l0ala.fi) (C, A, iy, €p, exp-fi) Vioar (i, loaly. fi)

then there exists some E; and E/ satisfying the following properties:

a. Bq C By, Ep C E;, DoM(Ha) € DOM(p,) and DoM(pp) S DoM(py ). Also, 20, E7, A [y (pg, €a) (Hy»€p) T

b. For any I, € pom(p,) such that Zg, A + p14(la) : Teios, Where 7cio5 € {Tpn, Trpr}, then pi (Ig) = pa(ly). Similarly for any
Iy € poM(pp) such that Zp, A b pp(lp) © Teros, Where Teios € {Tn, Tepr}, then py (Ip) = pp(lp),

c. LvaL_BASE(lval,.f;) = LvAL_BASE(lvaly.f;), LvAL_BASE(lval,.f;) = LvAL_BASE(lval,) € pom(e,) and LVAL_BASE(lvaly.f;) =
LVAL_BASE(lval,) € poM(ep),

d. T, A vpe loaly.fi = (1;, yi) and T, A vpe loaly,. f; = {7, i),

e. if y C I, then lval,.f; =jpq1 lvaly.f;.

f. for any l; € pom(p,) and [, € pom(pp) such that Eq, A b pg(ly) : (7, x) and Ep, A F (1)) = (7, x) and pc Z x, we
have pa(I;) = i (13) and gy (1) = g5 (1))

By applying induction hypothesis on the typing derivation of exp, we conclude T', A |5, LVAL_EVAL(exp : {({f; : {zi, xi)}, L)).

Since exp is evaluated to get its I-value in two initial configuration (g, €,) and {up, €p), Wwhere Z4, Ep, A |51 (g, €a) (Ui, €b) :

fnld

T, there exists some =, and &, satisfying 5, C Z}, and £, C &, DoM(p,) S DOM(py,), DOM(pp) € DOM(p;) and the

following:
00 Epp A B (Mar, €a) (pip1s €p) < T, (1)
LVAL_BASE(lval,) = LvaL_BASE(lvaly), tvar_BAsg(lval,) € pom(e,) and LvAL_BASE(lval,) € DoM(ep) (2)
LA bpe loaly - ({fi : (i, x)}, L) and T, A wpe Toaly, = ({fi = (7, i)}, L) (3)
if L C [, then lval, =14 lvaly. (4)

and For any I, € DoM(g) such that Zg, A + p14(1a) : Tejos, Where Tejos € {Tfn, Trp1}, then p (1) = pa(lg). Similarly for any
Iy € pom(pp) such that Ep, A+ pp(Ip) = Telos, Where tejos € {Tfn, Tipi}, then py (Ip) = pp(lp). With this we have shown
Item 2b.
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Also, for any ; € pom(y,) and [; € pom(pp) such that Z4, A+ pa(ly) : (7, x) and Zp, A+ pp(1y) = (7, x) and pc Z y, we
have p,(1;) = pa1(l,) and pp (1)) = pp1(1)). This proves Item 2f. Equation (1) proves Item 2a. Proof of Item 2c follows
from the definition of LvAL_BASE and Equation (2). Using Equation (3) and T-MemRec we conclude Item 2d. Equation (4)
with the definition Appendix F.1 proves Item 2e. Note that we have proved that lval,.f; =y lvalp.f;.

3. T-MemHdr
Consider the case where the last typing rule in the derivation of l-value expression is T-MemHdr

T, A vpe exp : (header{f; : {t;, i)}, L) goes d
[, A by exp.fi 2 (7, xi) goes d
then showing all the required properties for an evaluation rule as follows is similar to the T-MemRec case.
(C. A, pa, €a; exp) Uival {pa1, lvala) (C. A, pp, €p, exp) Uivar {pp1, loalp)

(C,A, pa, €a, exp-f) ival (Har, lvala.f) (C. A, pp, €p, exp.f) Livar (por, loaly. f)
4. T-Index
Consider the case where the last typing rule in the derivation of 1-value expression is T-Index
r’ A '_pC expl : <<T5 Xl)[n]a J—> goes d
T, A Fpe expy = (bit(32), x2)
X2 Exi
[, A vpe expr[exps] : {z, y1) goes d

T-MeMHDR

T-INDEX

then we need to show that for any Z,, Ep, ta, b, €a, €b, 11, l‘l,;’ if

Ea’ Ebs A I:l <,Ua’ Ea) <ﬂb, 617) : r

and exp; [exp,] is evaluated to get its l-value in two initial configuration (u,, €,) and {u, €p) as follows:

<C, A, p1a, €a, exP1> Vivar <Fa1’ lvala) (C, A, a1, €qs exP2> U <ﬂa2, na>
<C: A, Has €a> €XP1 [exp2]> Ulval <ﬂa2, lval, [na]>

<C> A’ ub’ €b, expl> Ulval <Ilbla anlb> <C’ A> )ubla €b, exP2> U’ (ﬂbz, nb>
(C.A, pp, ep, exprlexpa]) Livar (pvz. loaly[np])

then there exists some = and Z; satisfying the following properties: ,

a. Bq C By, Bp C B, poM(p,) € poM(p,) and poM(pp) © DOM(py ), where pi, = gz and py = ppp. Also, B, 5[, A |
(1l €a) () e0) : T

b. For any [, € DoM(p,) such that Eq, A v pa(la) : Teros, Where 7eios € {Trn, Trpr}, then pif(Io) = pa(ly). Similarly for any
lp € DoM(pp) such that Ep, A b pip(Ip) : Teros, Where 7ejo5 € {Tfns Trp1}, then )u;(lb) = pp (L),

. LvAL_BASE(lval,[ng]) = LvaL_Basg(lvaly[np]), LvAL_BASE(lval,[n,]) € boM(€,) and LvAaL_BASE(lval,[ny]) € DoM(ep),

T, A bpe lvalg[ng] : (1, 1) and T, A vy loaly[np] : (7, y1),

. if y1 C I, then lval,[ng] =jpar loaly[np].

. for any I, € poM(y,) and I; € DoM(pp) such that Z4, A+ pa(ly) = (7, x) and Ep, A + pp(1}) = (7, x) and pc & x, we
have pa(1}) = paz(1}) and i, (1) = pa (1))

By applying induction hypothesis on the typing derivation of exp;, we conclude T, A |5, LVAL_EVAL(exp; : ({7, x1)[n], 1)).

Since exp is evaluated to get its I-value in two initial configuration {u,, €,) and {up, €p), where =4, Ep, A |p (Has €a) (b, €p)

[, there exists some =), and E  satisfying 5, C £}, and Ej C DOM(ftg) € DOM(Hg1), DOM(p) € DOM(pp) and

the following:

- 0O &0

=/

b1’

0B A Fr (pars €a) (pprs €p) o T, (1)

LVAL_BASE(lval,) = LvAL_BASE(lvaly), LvAL_BASE(lval,) € pom(e,) and LvAL_BASE(lval,) € pom(ep) (2)
I, A vbpe loalg - (7, y1)[n], L) and T, A vy loaly, - ({7, x1)[n], L) (3)

if L C [, then lval, =g lvalp. (4)

and For any I, € pom(y,) such that 24, A + py(ly) : Teios, Where tjos € {Tpn, Trpr}, then pa1(la) = pa(ly). Similarly
for any I, € pom(pp) such that Zp, A + pp(lp) : Teios, Where 7ej05 € {Tpn, Tt }, then ppi () = pp(ly). Also, for any
l; € pom(p,) and I; € pom(pp) such that Z4, A F pg(ly) = (7, x) and Ep, A + pp(l)) = (7, x) and pc & yx, we have
al05) = prar (1) and oy (1) = iy (I).
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By applying induction hypothesis of Theorem D.1 on the exp;, we get I', A |5, N1(exp, : (bit(32), x2)). Since exp,
is evaluated in an initial configuration satisfying Equation (1), we can conclude that there exists some E;, and &/,
satisfying E)) C E/,, 5] CE, , and DOM(a1) S DOM(fia2), DOM(p1p1) S DOM(pip2) and the following:

E;Z’ E;;za AE </1a2s €a) </1b2, e): T

B0 Epy A 1 NI(ng , np) = (bit(32), x2)
And finally, For any I, € poM(y,) such that Zg, A + pa(la) @ 75, Where teios € {Tn, Trp1}, then paa(la) = pai(la).
Similarly for any [, € pom(py) such that Zp, A + (L) = Teros, Where 7eios € {Trn, T}, then pps (Ip) = ppi(ly). This
equation proves Item 4b, since boM(,) € DOM(p,1) € DOM(fig2) and DOM () € DOM(pp1) C DOM(ppy). Similarly, we
prove Item 4f
Since the type of n, is 7 = bit(32), we can say that n, = ny, if the y; C [. Therefore, Equation (4) proves Item 4e. Using
the definition of LvaL_BASE along with Equation (2) we can conclude Item 4c. Equation (3) with T-Index proves Item 4d.

]

G L-value Writing

Lemma G.1. Let T,A v, lval_exp : (1, x), {C;A; ;€5 lval_exp) Uppar (s lval). Suppose (C, A, py, €1,1val) || {pp,val),
pom(u’) € pom(py) and pom(e) C pom(er). Then py = .

Proof. By induction on the typing derivation of [val_exp. Intuitively, lval has no unevaluated expression, so evaluating a
normalized value will not have side-effects. O

Lemma G.2. LetT, A by loal_exp : (1, x),{C; A; pia; €a; loal_exp) Uivar (pigs lvala) and(C; A; pp; €p; loal _exp) Yivar (py; loaly).
Suppose Eq, Ep, A |y (Has €a) (Hps €b) * T, Ba1, Ep1, A Fr (Hars €a) {pp1, €v) = T, and Za1, Bp1, A |y Ni(val, , valy) = (7, ),
where 2, C Eq1, Ep C Ep1, DoM(pg) € DoM(pga1), DOM(ptp) © DOM(pp).-
If{C, A, pa1, €a; lval, == valy) Yrite pi15 (C, A, pip1, €p, loaly := valp) Yrire 1y, then
1. Ea1, Ep1, A i Ni(pg, (€q(vaL_ase(lval,)) , (€ (LvAaL_Base(lvaly))) : T'(Lvar_sase(lvaly)),
2. For anyl, € poM(jtg) such that Zq, A v pa(la) @ Telos, Where Tejos € {Tn, Trpi}, then i (la) = pai(la). Similarly for any
Iy € DOM(pp) such that Ep, A v pp(lp) : Telos, Where Tejos € {Tfn, T}, then py (Ip) = pp1 (Ip).
3. for anyl, € pom(us1) and l, € pom(up) such thatl, # €, (LvAL_BasE(lvaly)) and l; # €,(1vAL_BASE(lval,)), we have
1, () = prar (L) and 1! () = iy (Ip),

Proof. By induction hypothesis on the typing derivation of lval_exp.
1. T-Var
If the l-value expression’s typing derivation ends with a variable typing rule, then write to the l-value follows the
following evaluation, where p},; = pa1[la = val], and p; | = pp: [1 = valp].
€a (X) =l

<C, A, Hals €as X = Uala> varite Ha1 [la = Uala]

e (x) =1l
(C, A, ppr, €, x = valy) Yrwrite pp1ly = valp]
According to the evaluation rule, y/, (€,(LVAL_BASE(x)) = i}, (€a(x)) = val, and (€, (LVvAL_BASE(x)) = p; (€p(x)) =
valy. Since we already know that Z,1, 541, A | N1(val, , valy) : (z, ), we have proved the requirement. Since the
memory store doesn’t change for other location’s besides that of x, showing the other two requirements are direct.
2. T-Mem

If the l-value expression’s I', Ak, exp.f; : {7, x;) typing derivation ends with a T-MemRec rule, then write to the I-value
follows the following evaluation, where p}; = g3 and p; | = pips.

(C, A\, a1, €a, lvaly) | (piaz, {fj = valg,}) (C, A\, g, €a, lvaly = {f; = vala, fizi =valg}) bwrite fa3
(C, A\, piar, €a, lvaly.fi = valy) Urite fas

(Ca A) )ubls €p, anlb) ’U’ <ﬂb2, {f} = 0alfb}> <C’ A’ ,sz, €b, lvalb = {ﬁ = Ualb’ f}#i = 0alfb}> Uwrite )ub3

(C, A, ppr, €p, loaly.fi = valp) Bwwrite pb3
We know that LvaL_BASE(lval,.f;) = LvAL_BASE(lvaly.f;) using Lemma F.2. We can have two cases:
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® xi C . According to Lemma F.2, this implies that lval,.fi =10 lvaly.f;. Therefore, by inversion of the equality
defined in Appendix F.1, lval, =}, lval,. By using Lemma G.1 to get the value of the respective l-value, we get
Haz = Ha1 and ppy = pp;. This implies E41, Ep, A 1 (Hazs €a) {po2s €p) : T1. lval, and lvaly, are returned by sub-
expression exp of lval_exp = exp.f;, therefore, by Lemma F.2, we have T, A +,c lval, : ({f : (7, x;)}, L) and
T, A vpe loaly - {({f : (ti, xi)}, L). Therefore, we can apply induction hypothesis of Theorem D.1 to evaluate the value
of a well-typed expression under two different configurations. By applying induction hypothesis of Theorem D.1 on
evaluating lval, =jyq lvaly, we get 24, Ep, A |y NI({f; = valg, }, {fj =valg}) : ({f: (r:, xi)}, L). Since val, and valj,
are given to be non-interfering, we have

Za Ep A 1 NI({f; = vala, fijzi = valg}, {fi = valy, fizi =valg}) : {f : (T xi)} L)

We can apply the induction hypothesis of this lemma to write to two l-value expressions generated from a well-typed
exp, and conclude that

a1 Zp1, A 1 N1(pg3 (€4 (LvAL_BASE(lvaly)) , pps(€p(LvAL_BASE(lvalp))) : T'(LvaL_Base(lvaly))

Since LvaL_BASE(lval,.f;) = rvaL_BASE(lval,) and LvAL_BASE(lvaly.f;) = LvaL_BASE(lvalp), we have proved the
necessary. Also, the two other requirements follow from the results of this induction hypothesis.

xi % 1. Since lval, and lval, are evaluated from exp, by using Lemma F.2, we can conclude that lval, =;,q lvalp
because L C [. Also, the type of both lval, and lvaly, is {({f : (t;, xi) }, L). Now, by applying induction hypothesis of
Theorem D.1 to evaluate the value of a well-typed expression lval, =j,q; lval, under two different configurations,

we conclude Z4, Ep, A | NI({fj = valg,} , {fj =valg}) : ({f : (5, xi)}, L). Similar to the previous case, we can
apply the induction hypothesis of this lemma on the lval-write to lval, and lval, because they are both evaluated
from sub-expression exp of exp.f; (this can be checked from the lval-evaluation derivation). This can conclude that
Ea1 Zp1, A 1 N1(pga3(€,(1vaL_Base(lval,)) , pps(ep(1var_sase(lvaly))) : T'(rvarL_Base(lvaly)). Also, the two other
requirements follow from the results of this induction hypothesis.

3. T-Hdr

Follows similarly.
(C,A, p, €, lval) | (1, header{valid = true, f =wvals})
(C, A, p1, €, lval := header{valid = true, f; = val, f;; = vale}) Uwrite p2
(C, A, e, lval'ﬁ = val) Ywrite Ha

4. T-Index

If the 1-value expression’s typing derivation ends with a T-Index rule

F’A '_pC expl : <<T’ Xl)[n]’ J—> goes d
T, A bpe expy = (bit(32), x2)
X2 Ex

[, A by exprlexpa] : (7, y1) goes d

T-INDEX

then write to the I-value follows the following evaluation, where p),; = po3 and p, = pps.

(C, A, a1, €a, lvaly) || {pia, stack T {m}) (C, A, p1gz, €4, lval, := stack t {...,Ualanafl, val,, Ualanaﬂ, o) Uwrite Has

(C, A, pp1, €p, loaly) | {pipa, stack © {M}) (C, A, p1pa, €p, lvaly, = stack 7 {...,valy

<C, A, fat, €a, lval, [na] = Uala> Uwrite Ha3

ot Vb, 01, s }) Uarite fibs

(C, A, pp1, €p, loaly [np] = valp) Ywrite pps

We know that LvaL_BASE(lval,[n,]) = LvAL_BASE(lvaly[np]) using Lemma F.2 on exp;. We can have two cases:

o y1 C I. Lemma F.2 implies that lval, [n,] =jya lvalp[np]. Therefore, lval, =4 lvaly and n, = np. Using similar argu-
ment to the "record" case, we can show that 2,1, Zp1, A = N1(pa3(€,(LvAL_BASE(lval,)) , pp3(€p (LVAL_BASE(lvaly))) :
I'(zvar_Basi(lvaly)). And by using the definition of LvAL_BASE, we conclude

Ea1, Zp1, A 1 N1(pg3 (€4 (LVAL_BASE(lvaly[ng])) , pws(ep(LvaL_Base(lvaly[np]))) : T(1vaL_BasE(lvalp))

e y1 Z I. We can have the following cases:
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— Case y; C [. In this case n, = np. (using induction hypothesis of Theorem D.1 on exp, evaluation in ;4 of
expy[exp,]). Observe that T, A +,¢ exp; : ((t, y1)[n], L), and because L C I, we have lval, =4 lval, (by using
Lemma F.2, lval, is the lvalue generated from exp;). By applying Theorem D.1 on lval,’s evaluation, we get
Za1, Epi A |1 Ni(stack T {valy} , stack t {valy}) : ((r, x1)[n], L). Similar to the previous cases, by applying
induction hypothesis of this lemma on the lval-write to lval, and lval, that are generated from the same lval_exp,
we can conclude that

a1 Zp1, A 1 N1(pg3 (€4 (LvAL_BASE(lvaly)) , pps(€p(LvAL_BASE(lvalp))) : T'(1vaL_Base(lvaly))

— Case y; % l. In this case n, and np, can be n, # np (using induction hypothesis of Theorem D.1 on exp, evalua-
tion in |j,q; of expy[exp:]). As L C pc, lval, =4 lvaly. By applying Theorem D.1 on lval,’s evaluation, we get
Za1, Ep1, A |1 Ni(stack 7 {val,}, stack T {valy,}) : ((z, x1)[n], L). However, with y, % l and y; & I and according to
Definition C.6, we have Z,1, Ep1, A |y Ni(stack 7 {..., valg,  _,,valg,val,, ., ..}, stackt{..., Ualbnb_1= valp, valbnbﬂ, O
(z, y1)[n]. Similar to the previous case, by applying induction hypothesis of this lemma on the Ival-write to lval,
and lvaly, that are generated from the same lval_exp, we can conclude that

a1 Zp1, A [ N1(pg3 (€4 (LvAaL_BASE(lvaly)) , pps(€p(LvAL_BASE(lvaly))) : T(LvaL_Basi(lvaly))

]

LemmaG.3. LetT, Aty loal_exp : (7, x),(C; A; pa; €a5 loal_exp) Livar (pg; lvala) and(C; A; pip; €p; loal_exp) Yivar {py; loaly).

Suppose Zq, Ep, A 1 (s €a) - €b) : T, Bar, Ep, A Fr (a1, €a) (b1, €p) : T, and Eq1, Epy, A |y Ni(valy , valy) : (7, x),
where 2, C Eq1, Ep © Ep, DoM(Ug) S DOM(a1), DoM(pp) S DoM(ppr). If (C, A, pia1, €4, loaly = valg) Uvwrice p1,, and
(C, A, pip1; €p, loaly == valp) Yrite py,» then Zar, Zp1, A Fr (pilys €a) (pyp€p) 2 T

Proof. Follows from Lemma G.2. O

H Function Evaluation Strategy

Lemma H.1. Consider the following well-typed expressions T, A +p. exp : (1, x'), and d x : (z, y) := exp, where Y’ E x is
evaluated in two different initial configurations (la, €4) and iy, €p) satisfying Zq4, Ep, A =1 (la, €a) (b, €p) : T as follows:

(CiAs pas €a;d x - (1, x) = exp) Ueopy (pos x > oz lvaly — 1g)
and

(C; As s ep3d x = (T, ) = exp) Ueopy (Hys % > s loaly = 1)
then

L ELEL A Fr (pgx o la) (pyx > L) < T, for some Eg, B g, piy such that 2, C E; and Ep C B}, DoM(p1a) S DOM(pg),

poMm(pp) C pom(py) and T’ = {x — (7, Y)}.

B B A E (s €a) (pppep) : T,

. LVAL_BASE(lval,) € pom(e,), LvAL_BASE(lval,) € pom(ep), and LvAL_BASE(lval,) = Lvar_BASE(lvaly),

- la € DOM(p1y,) and I, € pom(py),

. Iy and 1y, are fresh locations, I, ¢ E, and l, ¢ Ep,

. Foranyl, € pom(pa) such that Zq, A v pa(la) : Teros, Where Teios € {Trn, Tror}, then g (la) = pa(la),

. For any I, € pom(pp) such that Ep, A + pp(lp) : Telos, Where Teios € {Trn, Teni}, then piy (1) = pip (1),

. PC is used to bound writes. For any l, € pom(p,) andl, € pom(pp) such that Z4, A v pg(1g) : (7, ) and Zp, A + pp (1) -
(7, x) and pc T x, we have pg(la) = pa(la) and py (Ly) = pp(Ip).

Note. By Definition C.4, bom(€,) = DOM(€p).

0NV AW

Proof. Case analysis on the possible directionalities d for the arguments.
1. Copy In If the statement in x : (7, y) := exp is evaluated in two different initial configurations {y,, €,) and (up, €p)
satisfying
Eas Eps A Er (Has €a) (pps€p) = T
as follows:
(C, A, g, €a, exp) | {la1, valy) I, fresh

(C, A pig, €a,in x : (7, x) = exp) eopy (Hai[la > vala], x = 1o, [])
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(C, A, up, €p, exp) | (up1, valp) Iy fresh

(C, A pp, €, inx : (1, x) = exp) leopy (po1llp — valp], x — I, [])

then we need to show each of the following, where y;, = ,ual [l — valg] and p; = ppy [Ip — valp], I = {x — (7, ) }.

a. 27, :;,A Er (ul,x — 1) (yb,x — Ip) : I, for some =/, = “b’ Hes /lb such that 5, C E/ and 5}, C E;, poM(p,) €
poM(41,), DOM(j15) € DOM()).

b Z0.E) Ay (i ea) (1) €) < T

c. Since the set of I-values, i.e., the third element of the final tuple is empty, vacuously we have Lvar_sase(lval,) €
DOM(€,), LVAL_BASE(lval,) € poM(ep), and LVAL_BASE(lval,) = LvAL_BASE(lvaly).

d. I, € pom(py), I € DOM(py), I and I, are fresh locations, I, ¢ E, and [, ¢ Ep,

e. For any I, € pom(p,) such that Zg, A + 14 (la) : Teros, Where 7ejos € {7fn, Trp1}, then (o) = p1a(ls). Similarly for any
lp € DoM(pp) such that Ep, A b pip(Ip) : Teros, Where 7ejo5 € {Tfns Trp1}, then )u]/,(lb) = pp(lp),

f. For any I, € pom(y,) and [, € poM(pyp) such that Z5, A+ pa(ly) = (7, ¥) and Ep, A F pp(lp) : (7, ) and pc Z y, we
have 1 (la) = pa(la) and py (Ip) = pp(Ip).

By applying the induction hypothesis of Theorem D.1onT, A k¢ exp : (7, '), we conclude that T, A =, N1(exp : (7, x')).

This can be expanded to show that there exist some Z41, Ep1, Ha1, iy satistying E, € Zg1, Ep € Epg, DOM(H,) € DOM(Hq1),

poM(pp) € DOM(pip1) and the following:

Eat, Bp1, A |=l <:uals Ea> <Fb1;6b> : T (1)

Ea1, Zp1, A |y N1(val, , valp) : (1, ¥') (2)
and for any I, € poM(,) such that Zq, A + 15 (la)  Teros, Where Tejos € {Tpn, Trp1}, then g1 (la) = pa(ly). Similarly for any
Iy € pOM(pp) such that Zp, A + iy (Iy) : Teros, Where Teios € {Tfn, Trp1}, then pyy (Iy) = pp(lp), Also, for any I, € pom( i)
and I, € pom(yp) such that 55, A+ pa(ly) : {(z, x) and Ep, A + pp(Ip) : {7, ¥) and pc Z y, we have p,1 (1) = pa(l,) and

po1 (Ip) = pp (L),
Using Lemma E.6, we can reduce the Equation (2) as follows since y’ C y:

EabEblsA |=l NI(vala > Ualb) : <T’ X) (3)

To prove Item 1a, we take E, = Eq1[l, = (7, )], B} = Ep1[lp — (7. 0)], and p; = par [l > vale] and pp = ppi [l —

valp]. Now to prove 23, 5/, A |5 iy, x > 1g) (,ub,x — I,) : T/, we need to show:

a. A F (i dx > L))t {x o (60} and B, A F i x> B : {x = (50} WA B (i {x o L))« {x o
(1, x)} holds as £/, A [= pu, (using Lemma E.3) and E) F {x = I} : {x — (7, ¥)} (by definition). Since x is not of
function type (as we do not support higher-order function), we do not need to prove the third/ fourth property of
Definition C.3. Similarly, £/, A |£ (p, {x — L}) : {x — (7, )} also holds.

b. DOM({x — I;}) = pom({x > [p}). Trivial.

¢ 2,5 A b Ni(u(la) s (1)) : (5 1))

Applying Lemma E.7 on Equation (3) with E4; C E} and Ep; C &}, we conclude Z}, 5/, A | N1(val, , valp) : (7, ).
As py(lg) = val, and py (1) = valy, we have shown the necessary.

With this we have shown Item 1a. Observe that we do not need to show properties related to closure variables because x

is not a closure variable in our setting.

Can’t this be proved by saying that old locations have same value? To prove Item 1b, we apply Lemma E.5 on Equation (1)

with 81 € B}, Ep1 € &), pa1 S Mg, and pp C gy, to conclude Z3, 57, A =y (ug, €q) (1, €p) 2 T

Item 1d can be seen in the final configuration of the evaluation rule. Item 1e is satisfied using the result of applying

induction hypothesis of non-interference for expression.

2. Copy out
If the statement, out x : (z, y) := exp, is evaluated in two different initial configurations (y,, €,) and (up, €p) satisfying
Ea 2 A Fp (g €a) (ps €p) : T as follows:

<Cs A, Has €as exP) Ulval <Ila1s anla) la freSh
(C, A\, g, €q,0ut x : (T, ¥) = exp) Ucopy (Har[la ¥ initat], x ¥ Ig, [lval, == 1,])

(C, A, py, €p, exp) Uioar (pp1, lvaly) 1y fresh
(C, A, iy, €p, out x : (1, x) = exp) Yeopy (pp1[lp > initat], x = Iy, [lvaly = Iy])
Then we need to show each of the following, where y;, = yia1[la > initat] and p; = ppi [l > initat]:
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a. 27, ._b,A Er (ul,x — 1) (pb,x — Ip) : I, for some =, :;, u, ,ub such that 5, € E/ and 5, C E;, poM(p,) C
poM(i,), Dom () € pom(p) and I” = {x = (. ).
Egs ‘_‘b’ A Ep (pgs €a) </lb, ep) : T
. LVAL_BASE(lval,) € poM(e,), LvaL_BASE(lval,) € pom(ep), and LvaL_BASE(lval,) = LvaL_BASE(lvaly).
-l € poM(p;) and I, € pom(y;). I, and I, are fresh locations, I, ¢ £, and I, ¢ Ep,
. for any I, € pom(p,) such that Zg, A+ pa(la) : Telos, Where 7eios € {Tfn, Trp1}, then p;(1s) = pa(ly). Similarly for any
Iy € poM(pp) such that Zp, A b pp(lp) : Teros, Where teios € {Tn, Tepr}s then py (Ip) = pp(lp),
f. for any I, € pom(y,) and I, € pom(yp) such that Z,, A F pa(ly) : (7, y) and Zp, A + pp(lp) : (7, ¥) and pc £ y, we
have 11, (L) = fiq(la) and 2] () = iy (Iy).
The proof for this case is similar to Copy-in, with the difference that here we use Lemma F.2 to conclude Z41, Zp1, A |5
(Uat, €a) {pp1,€p) : T, for some Z41, Ep1, ga1 and pp; satisfying =, € Z41, Ep C Epy, DOM(pg) S DOM(pg1) and
DpoM(ptp) € DOM(pp1), Item 2¢, and Item 2d. From here proving all the cases is similar to the Copy-in.
3. Copy inout
If the statement, inout x : (7, y) := exp, is evaluated in two different initial configurations (4, €,) and (up, €p) satisfying
Ea Zbs A (las €a) (b, €p) : T as follows:

oo_o;r

<C, A, Has €as exP) Ulval </Jal: anla) <C> A, Ha1 €a> lvala) U (:uaZa Uala) la freSh
(C, A g, €q, inout x : (7, ) = exp) Ucopy (Hazlla +> vals], x = lg, [lval, = 1;])

(C, A, pp, €p, exp) Vivar {pp1, loaly) (C, A, i1, €p, lvaly) | {pp2, valy) lp fresh

(C, A, iy, €p, inout x : (7, x) = exp) eopy (pp2llp > valp], x = Iy, [lvaly := Ip])

Then we need to show each of the following, where p, = paz[la — vala], py, = pp2[lp > valp]:

a. Bl, _b,A Er (. x - 1) (,ub,x — lp) : I, for some =, EI’J, uh,s ,u,’) such that 5, € &/ and 5, C :b, poM(p,) C
DOM(pa) poMm(py) € pom(py) and I = {x — (7, ) }.

CELEL Ay () (1) i T,

. LVAL_BASE(lval,) € pom(e,), LvAL_BASE(lval,) € poM(e€p), and LVAL_BASE(lval,) = LvAL_BASE(lvaly).

- I € poM(py) and I, € pom(y;). I, and I are fresh locations, I, ¢ £, and I, ¢ Ep,

. For any I, € pom(p,) such that Eq, A + pa(la) : Teros, Where 7eios € {Trn, T}, then pi(Ia) = pa(la). Similarly for any
I, € DOM(,ub) such that Z,, A + /lb(lb) : Telos, Where 705 € {Tf,,, b1}, then ,ul;(lb) = llb(lb)-

f. For any I, € pom(y,) and [, € pom(pyp) such that Z5, A+ pg(ly) = (7, ¥) and Ep, A + pp(lp) : (7, ) and pc Z y, we

have 1) (o) = pta(Le) and g, (1) = p (1),

By applying the induction hypothesis of Definition F.1, we conclude that

a. 24 C Eg1, Zp € Epp, DOM(,) € DOM(pg1) and DoM(pp) € DOM(ip1),

b. Ea1, Ep1, A Fi (Hat, €a) (pp1.€p) : T

c. For any [, € pom(p,) such that Zq, A + 1(la) : Teros, Where Tejos € {Trn, Tip1}, then g1 (la) = pa(ly). Similarly for any
Iy € pom(pp) such that Zp, A+ 1 (Ip) : Tefos, Where Teios € {Trn, Tepr ), then pipy (Ip) = pp (1),

. if ¥’ E pc, then lval, =jyq lvaly,

. LvAL_BASE(lval,) € poMm(e,), LvaL_BasE(lval,) € Dom(€p) and LvaL_BASE(lval,) = LvaL_BASE(lvaly).

T, A rpe lvalg : (1, x) and T, A v loaly : (7, ))

. For any I, € poM(p,1) and I, € pomM(pup;) such that Z,1, A b pa1(le) : (7, ¥) and Ep1, A F pp1(Ip) : {7, ) and pc L y,
we have a1 (1) = pa2(la) and pip1 (Iy) = pp2(lp)-

By applying Theorem D.1 on the expressions, lval, and lval, (which satisfy lval,lvaly,), where ', A vy lval, : {7, x)

and I, A kpe loaly = (z, ) we get B} ,E, A |y N1(val, , valp) : (7, x'). Here, 41 C E}, and Ep; C E; . By applying

Lemma G.1, we conclude that pz5 = p151 and ppe = pp1. Now similar to the proof for copy-in, we can prove that Item 3a

and Item 3b. The other parts directly follow from the above induction results.

o a0 o

g -~ 0 &

]

Lifting the copy-in-out rules to a list of statements, we arrive at the following lemma:

Lemma H.2. Consider well-typed expressionsT', A v, exp : (t, ') and the statement, d x : (1, x) := exp, , where ' C y that is
evaluated in two different initial configurations (i, €,) and {up, €p) satisfying Eq, Ep, A =1 (las €a) (b, €p) : T as follows:
(C; A; pars €a5d x 2 (7, ) = exp) Ucopy (Maz; x > lg; lvaly = 1;) and

(C3 A pp1s €psd x 2 (T, x) = exp) Veopy (Hpas x > Ipslvaly — 1)
Then:
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1. 2, :;J,A E1 (faz, x = 1) (ppo, x = Ip) : T, for some E., :;,pa, pb suchthatE, C B/ andEp C E;,

DoM(pta) € DOM(Hg),
pom(py) © pom(py) and T’ = {x = (7, )},

2. BR B, Ay (Hazs €a) (Hoas €p) : T,

3. LvArL_BASE(lval,) € pom(e,), LvAL_BASE(lvaly) € poM(€p), and LvAL_BAsE(lval,) = LvAL_BASE(lvaly) for each lval, and
lvalb,

4.1, € DOM(yaz) andl, € DOM(/lbz)

5. I, and lb are fresh locations, 1, ¢ 5, and lb ¢ Zp,

6. For any l, € poM(y,) such that Eq, A + pa(ly) @ Teios, Where Tejos € {Trn, Trpi}, then pj(ly) = pa(la). Similarly for any
Iy € DOM(pp) such that Ep, A v pp(lp) : Telos, where Tejos € {Tfn, T}, then py (Ip) = pip(lp),

7. For anyl, € pom(u,) andl, € pom(pp) such that 24, A v+ pg(ly) = (1, x) and Zp, A v+ pp(lp) = (7, ) and pc i x, we have
Ha(la) = pa(la) and py (Ip) = pp(lp).

Note. By Definition C.4, pom(e,) = Dom(€p).

I Proof of Non-Interference

Proof of Theorem D.1. The proof is given by induction on the typing derivation of the expression and the cases are given
by the last typing rule in the expression’s typing derivation.

1. T-Int If the typing derivation ends with the following last rule

- — T-INT
I, A bpe sy : (int, L) goes in

then we need to show that for any E4, Ep, fla, fip, €a; €b, figs 1y, satisfying
e Zp, A Er (la €a) {p, €p) : T (1)

if the expression n,, is evaluated under two different initial configurations (u,, €,) and {up, €;) as follows:

EvarL 1

(C, A pas €a5m0) U (plas mw)

EvAL 2

(C,A; pips €ps ) U (s 1)

then there exists some E/, and = _.b, such that the following hold:

a. [,A Fpe nyy (lnt 1). Already given in the hypothesis of this theorem,
b. £, C :a’ 2y, C =2
and yb Up,

c. By, B A i Ni(valg , valp) : (int, L),

d. For any I, € pom(,) such that Zg, A + p14(ly) : Teros, Where 7ejos € {Tfn, 701}, then p; (1) = pa(ly). Similarly for
any [, € pom(pp) such that Ep, A + pp(lp) : Telos, Where 7eios € {Tfn, Trp1}, then p (Ip) = pp(Ip). This is trivial, since
memory store doesn’t change.

e. For any [, € pom(p,) and I, € pom(pp) such that 24, A F pa(ly) : (1, x) and Ep, A F pp(lp) : (7, x) and pc & y, we
have p;,(la) = pa(la) and py (lp) = pp(lp). This is trivial, since memory store doesn’t change.

First we will prove Item 1b. Let £} = E; and &, = E;, now showing Item 1b is same as showing

Ea» Ep, A 1 (s €a) iy €0) : T )

From the evaluation rule, we know p; = i, and p; = . Therefore, showing Equation (2) is same as showing

r =

E}, DOM(Hq) S DOM(p,), and DoM(pp) € DOM(py) and B, E) LA Fy g, €a) (py, €p) : T. Here, py = g

Eaa EbsA |=l <Ilas €a> </1b,6b> :r

This is what we had started out with in Equation (1). Therefore we have shown Item 1b.
Next to show Item 1c, we first expand the definition for NI for values and prove each of its requirement. Since 7 = (int, L),
using the syntactic typing, I' A +pc ny, : (int, L) goes in we can show that Z(, A Fye ny, 2 (int, L) and E, A Fpe 1y
(int, 1). Also, since both integers have equal value val, = n,, = valp, we have shown NI for values .

2. T-Bool Similar to E-Int.

3. T-Var If the typing derivation ends with the following last rule

x € pom(T) L'(x)=(r, x)

T, A rpe x : (1, x) goes inout
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then we need to show that for any Z,, Zp, ta, b, €a> €ps [0, :“1/; satisfying
Ea Ep, A Fi (Has €a) (pbs ) : T, 1)
if the expression x is evaluated under two different initial configurations (i, €,) and (u, €p) as follows:
€a(x) =l pa(la) = valg
(C, A; tigs €05 %) | {las valy)

EvarL 1

ep(x) =1y up(Ip) = valy

(C, A; pps eps x) U (pp, valp)

then there exists some E/, and E,;, such that the following hold:

a. T, A kpe x : (1, ). Already given in the hypothesis of this theorem,

b. B, C B}, Ep C Ej, DoM(lg) C DOM(p1;), and Dom(pp) € DOM(py) and Ep, E), Ay (pg, €a) {1y, €p) = T. Here, pg = g
and i, = pp,

c. B, E;, A [ N1(val, , valy) : (7, x),

d. For any I, € pom(p,) such that Zg, A + p14(la) : Teios, Where 7c1o5 € {Tpn, Trpr}, then pig (In) = pa(ly). Similarly for any
lp € poM(pp) such that Zp, A b pp(lp) © Teros, Where eios € {Tn, Trpr}, then py (Ip) = pp(lp).

e. For any [, € pom(p,) and I, € pom(pp) such that 24, A F pa(ly) : (1, x) and Ep, A F pp(lp) : (7, x) and pc & y, we
have p;(la) = pa(la) and py (Ip) = pp (Ip).

First we will prove Item 3b. Let £} = E; and &, = E;, now showing Item 3b is same as showing

EvaL 2

Ea Eby A E1 (Hg €a) (py€p) 2 T )
From the evaluation rule, we know pu/, = p, and 'ul; = p1p. Therefore, showing Equation (2) is same as showing
Ea’ Ebs A I:l <Ila’ €a> <,uba 6[;) :T (3)

This is what we had started out with in Equation (1). Therefore we have shown Item 1b.
Next, we use the following property from the definition of Equation (3)

for any x, Zq, Ep, A i N1(pa(€a(x)) , pp(ep(x))) : T(x) (4)

to conclude that =, 5, A |5 N1(val, , valy) : (1, x).
4. T-SubType-In In case the last typing rule is the following and we need to prove that I', A |5, N1(exp : (7, y")).

T, A bpe exp : (1, x) goes in =

T-SuBTyPE-IN
LA Fpe exp : (T, ¥') goes in

By applying the induction hypothesis of this theorem, we get I', A |5, N1(exp : (7, )). Now we need to show that if
X E x'.thenT,A . N1(exp : (7, ¥’)). To show NI of expression, we need to first show that the final memory stores
are below-pc equivalent. This is already available from the expansion of T', A |5, N1(exp : (7, x)). In addition, we need
to show that the value that this expression evaluates to is still respecting non-interference of values with the security
label y’ as defined in Definition C.6. To do this we use Lemma E.6.

5. T-BinOp If the typing derivation ends with the following last rule

LA Fpe expr : {p1, x1) [, A Fpe exps : {p2, x2)
T(N®psp2)=ps  nEx  pCY

T, A bpe expr @ exps = (ps, x') goes in

T-BiInOP

then we need to show that for any Z,, Zp, ta, b, €a; €ps 15, ,ul; satisfying
Ea> Bp, A Fr (Har €a) (pos €p) = T, (1)
if the expression exp; ® exp; is evaluated under two different initial configurations (g, €,) and {up, €) as follows:
(C, A; pas €a; expr) U (par,valar)  (C, A tars € exp2) U (Haz, valaz) Evar 1
(C, A; pa; €a;5 exp1 @ expa) | (paz, B(®, valqy, valyy))

(C, A pp; epsexpr) U (ppr, valpr) (C, A ppys €ps expa) U (ppa, valpa) oL 2
(C, A; pip; €p; expr @ expa) | (upa, E(®, valyy, valy,))
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then there exists some E/, and = _.b, such that the following hold:

a. T,A "Pc exp; ® expz (p3, . Already given in the hypothesis of this theorem,

b. E; C B}, Ep C B}, DOM(1g) € DOM(pg), and DoM(pp) C DOM(py) and E, 5, A |5y (g, €a) {1y, €p) 2 T Here, pg = pq
and p; = pp,

c. B, :I,J’A E; NI(E(®, valyy, valyy) , B(®,valpy, valyy)) : {ps, '),

d. For any [, € poM(p,) such that Eg, A v pa(la) : Teros, Where 7eios € {Trn, T}, then pi(Ig) = pa(ly). Similarly for any
Iy € poM(pp) such that Zp, A b pp(lp) © Teros, Where eios € {Tn, Trpr}, then py (Ip) = pp(lp).

e. For any I, € pom(y,) and [, € pom(pp) such that Z5, A F pg(ly) = (7, x) and Zp, A F pp(lp) : (7, ) and pc & y, we
have 41, (L) = ia(la) and gz, () = iy (Iy).

We repeatedly apply induction hypothesis on the typing derivation of exp; and exp, to get:

IA Epe Ni(expr = {p1, x1)) ()
and
T, A Fpe N1(expz = (p2, x2)) 3)
Expanding Equation (2) we get:
B B A Fr (Hars €a) (pp1o€p) = T, (4)
where 5, C B} and B, C & |
Eo> Zpp A 1 N1(valyy , valyy) : {p1, x1) 5)
Similarly expanding Equation (3) we get:
Bz Epp A F1 (Haz, €a) (pp2. €p) : T, (6)
where /| CE/ and B CE/,
Bz Eppe A 1 N1(valaz , valyy) : (P2, xo) (7)

Using Equation (4) and Equation (6), we conclude E0, Z], A = (paz, €a) (Hp2, €p) : I', where 5 = E7, and E; = E,. This
proves Item 5b.
We assume the following about E:

ifx; = xz and y; = yp, then B(&,x1,y1) = B(D, x2,y2) (8)

Thus, if the parameters to the evaluation function E are non-interfering, =,, Ep, A | N1(val,; , valpy) : {p1, y1) and
Ea Ep, A [ N1(valgy , valpy) = {p2, x2), then the resultant value will also be non-interfering

Za Eb A 1 NIE(®, valgr, vale) , B(&,valy, valyy)) : (ps, x'),

where y; C y’ and y; C x" and p3 = 7 (9, p1, p2)-
We consider only binary operations returning integers, bit vectors and booleans.
Using Equation (5), 2/, € E/, and the Lemma E.7 we have:

v—/

az’_‘bza A Ep N1(valyy , valpy) = {p1, x1) ©)

Using the above equation with Equation (7) and the above assumption about the E function, we conclude:

Z0 By A i NI(E(S, 0alar, 0alez) , B(®, 0alyr, 0al2)) ¢ (ps, 1)

Now, we prove Item 5d. We know from Equation (2) that for any I, € pom(y,) such that Z,, A F p,(ly) : 7cjos, where
Telos € {Tfns Trot }» then g1 (la) = pa(ly). Similarly for any I, € pom(pp) such that Zp, A + pap(lp) : Telos, Where 7¢105 €
{Tfn Tep1}, then pp1 (Ip) = pp(lp). Equation (3) also implies that for any I, € DoM(pa1) such that Eg, A + p1a1(la) : Telos.
where T¢jos € {Tfn, Trp1}, then pigo(la) = pa1(ly). Similarly for any I, € poM(pp;) such that Epy, A+ pip1 (1) : Teros, Where
Telos € {Tfn> Trwt ) then ppy (Ip) = pip1 (Ip). We also know that Z, C gy, this implies that I, € pom(p,) will also be present
in DOM(q1). Therefore, we can show Item 5d. Item 5e can be similarly shown.

6. T-Rec If the typing derivation ends with the following last rule

LA Fpe {exp : (mi, xi)}
LA bpe {f s expl - ({f : {m, xi)}, L) goes in
then we need to show that for any E4, Ep, fla, fip, €a; €b, figs 1y, satisfying

Ba> Ep: A 1 (Has €a) (pp €0) : T, (1)

T-Rec
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if the expression {f : exp} is evaluated under two different initial configurations (u,, €,) and {u;, €;) as follows:

(C, A; tas €as exp) || (il val,)
(C,A; pas €as {f = exp}) U (pg. {f = vala})

(C. A pys epsexp) | up, valy)
(C,As pps ens {f = exp}) Uy {f = valp})

then there exists some = and Z/, such that the following hold:

a. IA I-pc {f= exp} {{f : (m xiy}, L). Already given in the hypothesis of this theorem,

b. B, C B}, B C E;, poM(ps) S DoM(pty,), and pom(p) € pom(py) and Ep, E7 A [y (g, €a) (5 €0) : T,

¢ B, EL A R Ni({f =vala}, {f =ovaly}) : ({f : (ri xi)}, L),

d. For any I, € pom(p,) such that Zg, A + p14(ly) : Teios, Where 7c1o5 € {Tpn, Trpr}, then pif (Ia) = pa(ly). Similarly for any
Iy € poM(pp) such that Zp, A b pp(lp) © Teros, Where eios € {Tn, Trpr}, then py (Ip) = pp(lp).

e. For any I, € pom(y,) and [, € pom(pp) such that Zg, A F pg(ly) = (7, x) and Zp, A F pp(lp) : (7, x) and pc & y, we
have 117, (la) = pa(la) and i, (Ip) = pp (1),

We repeatedly apply induction hypothesis on each T, A k¢ exp : {7;, y;) in the sequence T, A F,¢ exp : (7, x). The last

memory store we arrive at is given by y;, and ; in the two evaluations. Therefore, after repeated application of induction

hypothesis we get,

EvarL 1

EvaL 2

LA [pe N1(exp = (i, xi)) (2)
Since we evaluate exp in initial conﬁgurations satisfying Equation (1), this can be expanded to conclude that there exists
some E; and E; satisfying 5, C 5}, 8, C &, DoM(lq) € DOM(4,), DOM(pp) € DOM(y; ) and all of the following:

b’
Ea’ Eba A |:l </la’ 6a> <,ubs Eb> : r ) (3>
BB A b N1(val, , valy) : (70, xi) 4)

This is to be interpreted as a sequence of non- mterfermg values. Equation (3) proves the goal in Item 6b.
Equation (4) can be interpreted as satisfying =;, Z;, A |5 N1(val, , valy) : (7, xi) for each val,, valy,.

We use the TV-rec rule with Equation (4) to conclude that 20, A+ {f =wala} : ({f : (7, xi)}, L) and B, A + {f = valp} :
{f : (71, xi) }, L). Therefore, we have shown Item 6c. Item 6d and Item 6e follows from Equation (2).
. T-MemRec If the typing derivation ends with the following last rule
LA bpe exp s ({fi: (7 i)}, L) goes d
T, A Fpe exp.fi : (i, xi) goes d

T-MEMREC

then we need to show that for any Z4, Ep, fla, fip, €a; €b, fgs 1y, satisfying
Ea’ Eba A |:I (Ha’ €a> (/Jb, 6b> : r> (1)
if the expression exp.f; is evaluated under two different initial configurations (i, €,) and {up, €) as follows:
(C, A pas €asexp) U (pg, {fi + (7, x) = valai})
(C, A pas €as exp.fi) U (g, valai)

VAL 1

(C,A; s eps exp) U (py {fi = (T, x) = valyi})
(C,A; s eps exp.fi) |y, valp;)
then there exists some = and E}, such that the following hold:
a. T,A I—pc exp.fi : (rl, Xi). Already given in the hypothesis of this theorem,
b. 5, CE Ha, Ep C B}, DOM(pa) S DOM(py), and DoM(pp) € DOM(py) and B, Z7, A [y (pig, €a) iy, €p) T
c. 2,5 S A |y N1(valy; , valy;) = {7, i),
d. For any I, € pom(p,) such that Zg, A + p14(la) : Teios, Where 7cio5 € {Tpn, Tepi}, then pg (In) = pa(ly). Similarly for any
lp € DoM(pp) such that Ep, A b pip(Ip) : Teros, Where Teios € {7fn, Tupi}, then py (Iy) = pp ().
e. For any I, € pom(p,) and I, € pom(pp) such that 24, A F pa(ly) = (7, ) and Ep, A F pp(lp) : (7, x) and pc & y, we
have p1;(la) = pa(la) and py (Ip) = pp (1),

AL 2
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By applying induction hypothesis on the typing derivation of exp, which is evaluated in an initial configuration satisfying
Equation (1), we get:

LA Epe NI(eXP : <{f : (Ti,)(i)} 1)
This implies that there exists a £/, Z, such that 5, C £}, E, C &}, DoM(4a) € DOM(4), DOM(1p) € DOM(y;) and the
following:

S B A <lla’ €q) <I1b= e): T, (2)
This proves Item 7b.

Ee B A NI({fi : (7 x) = walai} , {fi (7. x) =valp:}) - ({fi + (mio xid}, L) (3)

Using the Definition C.6, we can observe that for each val,; and valp; the following holds:

v—‘l

(= Hb, A |—l NI(Ualaz s Ualbz) <T1’ Xl) (4)
This proves Item 7c. Item 7d and Item 7e is also a conclusion of applying the induction hypothesis.
8. T-Index If the typing derivation ends with the following last rule
[, A bpe expr = (7, x1)[n], L) goes d
T, A bpe expy @ (bit(32), x2)
XeExi
[, A bpe expr[expa] : (7, x1) goes d
then we need to show that for any Z,, Zp, ta, b, €as €ps [0, :“1/; satisfying
Eaa Eba A |=l </1as 6a> <,ub> 6b> : F, (1)

if the expression exp; [exp,] is evaluated under two different initial configurations (4, €,) and {u, €p) as follows. Observe
that if exp, evaluates to a value within the array bounds the following rule will be used; otherwise EVAL 1 ERROR.

T-INDEX

(C, s pias €asexpy) U (par, stack t{vala})  (Co A pars €asexpa) U (pazna) 0 < ng < len(val,)
(C, A; pas €a; expr[expa]) U (paz, vala n,)

EvaL 1

(C.A; pias €asexpy) | (par. stack t{vala})  (C.Aipars€asexpa) | (pazna)  na > len(valy)
(C, A; pas €a; expr[expa]) U (paz, havoc(t))

If exp, evaluates to a value within the array bounds the following rule will be used; otherwise Evalyeyor

EvAL 1 ERROR

(C. A s e expr) U (. stack t{valy }) (C.As pps epsexps) | (ppamp) 0 < my, < len(valy)
(C, s pp; eps expr[expz]) U (ppa, valp ny)

EvaL 2

(C, s s epsexpy) U (upr, stack t{oaly})  (Co A pprsepsexpa) U (upzmp) — mp > len(valy)

(C. A; pp; €v; exprexpa]) U vz, havoe(t))

then there exists some =/, and E;, such that the following hold:

a. ILA I—pc exp, [expz] (1, x1). Already given in the hypothesis of this theorem,

b. B, C By, By C E;, poM(p,) © DOM(p,), and DoM(pp) € poM(py) and Eg, Ef, A i (g, €a) (Hy, €p) : T Here, p1, = fign
and i = s,

c. B, Hb, A = N1(val],, vall;) : (7, 1), where val), € {val, ,,, havoc(r)} and Ualé € {valp p,, havoc(7)},

d. For any I, € pom(p,) such that Zg, A + p14(ly) : Teios, Where 7cio5 € {Tpn, Trpi}, then pig (Ia) = pa(ly). Similarly for any
Iy € DoM(pp) such that Ep, A b pip(Ip) : Teros, Where Teios € {7fn, Tupi}, then py (Iy) = pp ().

e. For any I, € pom(p,) and I, € pom(pp) such that 24, A F pa(ly) = (7, ) and Ep, A F pp(lp) : (7, x) and pc & y, we
have 117, (L) = pa(la) and i, (Ip) = pp (Iy),

By applying induction hypothesis on the typing derivation of exp; that is evaluated in configuration satisfying Equa-

tion (1), we conclude that there exist some =/, and =/ satisfying Z, C E}, E; C &, and all of the following:

EvVAL 2 ERROR

r—l

Ea Eppe A <ua1,ea> (uon ) : T, @)

Eoy. B, Ay N1(stack t{val,} , stack t{valy}) : {{z, xuy[nl, L) (3)
Using the Definition C.6, we can observe that for each val, and valj, the following holds:

;—/

E00 By A E N1(val, , valy) : (T, x1) (4)
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By applying induction hypothesis on the typing derivation of exp, that is evaluated in configuration satisfying Equa-

tion (2), we conclude that there exist some =/, and =/, satisfying =/, C 5/,, 5, C &/ and all of the following:

;—l

Eo Epp A Ei (Haz, €a) (b2 €n) : T, )

H;Za '—‘b2>A ':l NI(T’la 3 nb) <blt<32> X2> (6)

Equation (5) proves the requirement of Item 8b. To prove Item 8c we consider the following cases for the final values

val, and val;:

e Index within bound. In this case both the evaluations use the same evaluation rules.

If y1 C [, then y, C [, which implies that n, = nj = ns,. We can observe that in this case we will have val}, = val, p,, and
val, = val), - Using Equation (4), we conclude that £/, 5] ,A | N1(val, , val)) : (7, y1). By applying Lemma E.7,
we Wlll get 505, B, Ay N1(val,, , val)) : <T )(1) We have shown Item 8c.

If y1 % I, according to the Definition C. 6 Eo By A i Ni(valy , val)) « (7, y1) will hold even if valj, # val;. Therefore,
even if n, # ny, val; = val, », and val; = val p,, we will have £ l,HbI,A Fi N1(valy , val)) : (T, x1)-

e One index is out-of- bound In this case one of the evaluation will yield the hcwoc(f) and nq and np, should have differed.
This implies y, Z I, which implies y; Z I. As described in the previous case, = A [ N1(valg p,, , havoc(7)) :
(1, x1) is true according to the Definition C.6.

e Both indices are out-of-bound. In this case the values will be of the form val; = havoc(r) = val;. According to the

Definition C.6, E}, E, , A [ N1(havoc(t) , havoc(7)) : (7, 1) is satisfied.

al’ “bl’

. T-HdrMem If the typing derivation ends with the following last rule

T, A vpe exp : (header{f; : {t;, i)}, L) goes d

T-MeMHDR
L, A bpe exp.fi - (i, xi) goes d
then we need to show that for any Z,, Zp, ta, b, €a> €ps [0, '”lla satisfying
Ea’ Eb’ A |:1 (Ha’ €a> (/Jb, 6b> : r> (1)

if the expression exp.f; is evaluated under two different initial configurations (i, €,) and {up, €p) as follows:

(C, A; pia; €g5exp) | {1l header{valid, f : T = val,})
(C, A pas €as exp-fi) U (pg, valai)

EvarL 1

(C, A; pps eps exp) | (py, header{valid, f : T = valy})
(C,A; s eps exp.fi) |y, valp;)

then there exists some E/, and E;, such that the following hold:

a. IA i-pc exp.fi : <Tl, Xi). Already given in the hypothesis of this theorem.

b. C E, Ep € B}, DoM(p1g) C DOM(p,), and pom(pp) € DOM(py) and Eg, B/ A =y (g, €a) (g €p) 2 T,

C. H/:'—'bs A i N1(valy; , valy;) : (T, xi),

d. For any [, € poM(p,) such that Eq, A v pa(la) : Teros, Where 7eios € {Trn, T}, then pi(Ig) = pa(ly). Similarly for any
I, € pom(pp) such that Zp, A v p1p(Ip) : 7ej0s, Where 705 € {Tf,,, b1}, then ,u;(lh) = up(lp).

We consider only valid headers in this information-flow control system. Similar to case 7, we apply induction hypothesis

on typing derivation of exp followed by inverting the value typing for headers.

T-FuncCall If the typing derivation ends with the following last rule

EvaL 2

=
Za

—— P¢fn
DA Fpe expr : (d (@i xi) = (Trews Yret), 1) L A bpe expy : (T, xi) goesd  pc E pepy
LA Fpe expl(exPZ) : <Tret, )(ret) goes in

T-CaLL

then we need to show that for any Z,, Zp, ta, i, €4, €p, 115, '”l,; satisfying

Za A Fr (as €a) (p-€p) : T (1)
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if the function call expression exp; (exp,) is evaluated under two different initial configurations {ug,, €,) and {up, €,) as
follows:
(C, A, g, €a, exp1) | (pa1, clos(ec,, d x : (T, ), (Tret, Xret), stmt))
(A, pat, €a,dx = (T, x) = expz) Ueopy (Haz, X > lg, loal, == 1y)
(C, A, pag, €c, [x = 1], stmt) || (g3, €q2, return val,) (C, A, pa3, €g, lval := pig3 (1)) Vwrite fa
(C, A, pa €q, expi(expz)) I (pas, vala)

(C, A, iy, €p, expr) | (pp1, clos(€c,, d x : (T, x), {Trets Xret), Stmt))
(A, pip1, €p, dx = (7, x) = expa) Ueopy (Hp2 X = Ip, loaly = 1)
(C, A, ppa, €c, [x = 1], stmt) || {pips, €po, return valp) (C, A, ups, €p, loaly == pp3(lp)) Urrite s

(C. A, pw, €p, expi(expz)) | (ppa, valp)

then there exists some E/, and = _.b, such that the following hold:

a. I,A i—pc exp; (expg) (Trets Xret)- Already given in the hypothesis of this theorem.

b. E, € B}, Ep C B}, DoM(g) S DOM(pg), DOM(pp) € DOM(py), and Ef, E1L A [y (g, €a) (py. €p) 2 T. Here, p; = fiqa
and j1, = i,

c. For any I, € pom(p,) and I, € pom(pp) such that 24, A F pa(ly) : (7, ) and Ep, A F pp(lp) : (7, x) and pc & y, we
have ,u,’l(la) = pa(la) and py (Iy) = pp(Ip),

d = :p Zis A |y N1(val, , valy) = (Trer, Xret)

e. For any I, € pom(p,) such that Z4, A + 14 (la) * Teros, Where 7ejos € {Tfn, Trp1}, then i (Io) = p1a(ls). Similarly for any
lp € DoM(pp) such that Ep, A b pip(Ip) : Teros, Where 7ejo5 € {Tfns Typ1}, then )u;(lb) = pp(lp)-

By applying induction hypothesis of Theorem D.1 on expl, which is evaluated in an initial configuration satisfying

Equation (1), we get: T, A |y N1(exp; : {(d (7, xi) —> (Trets Xret)s L)). This implies that there exists some =1, Ep1,
Ha1, Hpy satistying =, C E41 and Ep C Ep1, DOM(pg) € DOM(fg1), and DoM(pp) € DOM(pp;) and the following:

Ea1, Ep1, A |=l <.uals €a> <Fb1; 6b> : T (2)
Eat1, Ep1, A 1 N1(valgy , valyy) : Tfn 3)
Here valyy = clos(ec,, dx : (T, ), (Tret, Xret), Stmt) and valy; = clos(ec,, dx : (T, x), {Tret, Xret), Stmt).

— PC n
Since (z, ) = Trp, by using Equation (3) we conclude that Z41, 231, A | NI_cros(vals; , valy) : (d{(z;, xi) RACLN (Trets Xret)s L)-
Expanding the non-interference definition for closure (Definition C.7), we conclude that there exists some I'r,, such that
the following properties are satisfied:
Ea,AFe,: 1—‘fn

Ebb A |: Ecb : 1—‘fn

I‘fn,A Fpe ClOS(GCa, dx : (r, X) (Tret» Xret) stmt) : <d<T X) <Tret, )(ret) 1)
ana A Fpe ClOS(GCb, dx : (1, ), {Tret» Xret) stmt) : <d<T X> <Tret> Xret) 1)
Trn[x 2 (7, x), return : (Trer, Yret)]s A Fpep, stmt 4 Tpn (4)

Application of the induction hypothesis on exp; also grantees that the closure values do not change in the transition
from p, to pg1 and pp to ppy. Therefore, we can apply the property of closure values in the state given by Equation (2) to
the closure values returned after the evaluation of exp;. Equation (2) concludes that for any x € pom(e,), satisfying
T'kx: 1y, ,ual(ea(x)) = clos(ec,. ), and 41 + € : I, we will have poM(e.) € pom(e,) and g1, A E (a1, ) = I

. Here 77 = (d(r )() <Tret, Xret), L), for any 7, x, Trer, Yrer- This implies that bom(e.,) € pom(e,) and E4q, A |=

(Ha1, €c,) * Tppn. Similarly pom(e.,) € poM(ep) and Zp1, A | (pp1, €c,) : Tpn

Using Lemma H.2 for the evaluation of dx : (z, y) := exp, in the initial configuration satisfying Equation (2), we conclude

the following:

a. Eg2, Zp2, A 1 (Haz, x — 1g) (pp2, x — Ip) : T, for some Egp, Epo, faz, flpz such that B4y C Egp and Ep; C© Ep,
DOM(Ha1) € DOM(fe2), DOM(fip1) € DOM(p2) and T” = {x 1 (7, y) ).

b. Eaz, Epz, A i (Haz, €a) {pb2. €p) : T

c. For any [, € DOM(pa1) and [} € DoM(pp1) such that g1, A b par(ly) : (7, x) and Epy, A b ppy (1) = (7, x) and pc Z ,
we have a1 (1) = iaz(I3) and oo (1) = i (1),
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d. LvaL_BasEi(lval,) € pom(e,), LvAL_BASE(lval,) € pDoM(€p), and LVAL_BASE(lval,) = LvAL_BASE(lvaly) for each lval,
and lvaly. _

e. I, € poM(l,2) and I, € DoM(pp2)

f. I, and [, are fresh locations, I, ¢ Z,4; and [, & Ep,

g. For any I, € DOM(p1q1) such that Z41, A + p1a1(la) : Teros, Where Tejos € {Tfn, Trp1}, then a1 (la) = paz(la). Similarly for
any I, € DoM(pp1) such that Zp, A b ppy (Ip) : Teros, Where 7¢jo5 € {Tfna 71}, then py (Ip) = pp2 (Ip)-

Given Item 10g, we can observe that some closure variable x that evaluated to the closures returned on evaluating exp;

will have the same value in pi,;. Therefore, by expanding Item 10b we conclude

Ha2, Zp2, A |=l </1a2, 6ca> <Fb2; ecb> : I‘fn (5)

Combining Item 10a and Equation (5) using Lemma E.12 we get:

Eaz, Bp2, A Fi (paz, €c, [x > la]) (pp2, €c, [x = B]) « Tpnlx - (7, X)) (6)
Note that Item 10f enforces that I, and I, are present in gz, and pp,.
By using the induction hypothesis of Theorem D.2 on stmt that is evaluated in the initial configuration satisfying
Equation (6), we conclude Iy, [x : (7, x), return : (Tyes, Xrer)], A Epe NI(stmt) = Ty or there exist some Zg3, Ep3, flas,
Hb3, €qz2, and €py such that 2,y C g3 and Epp C Eps, DOM(fg2) € DOM(f,3), DOM(pp2) € DOM(pp3), DOM(€g, [x > 1,]) C
DOM(€42), and DoM(€, [x +— Ip]) € DOM(€py) satisfying:

Ea3, Eps, A B (a3, €az) {Hp3s €b2) * Trm (7)

Ea3, Zp3, A i <ﬂa3, €c, [x = L]) </1b3, €cy, [x = 1Dp]): an [x: (T, X>’ return : (Tres, )(ret>] ®)
and none of the locations with security label pc C y will be updated between p,2 and pg3, pp2 and pps.
We know that Z,2, Epa, A 1 (Haz, €a) (U2, €p) : T. Any y € DOM(€,) = DOM(€p) can satisfy one of the following:

a. €(y) = €,[x— L](y) and &(y) = €,[x — L](y), then pe(ea(y)) = pas(ec,[x — L] (y)) and pps(ep(y)) =
Hp3 (€, [x — Ip] (y)). This variable has non-interfering value (Equation (8)).

b. UNUSED(Haa, €6, Ys €a(y)) (Definition E.8) and UNUSED (1, €cy. 9 €6(y), then pias (4) = pao(y) and uys(y) = pia(y).
a2 Zp2, A 1 (Hazs €a) {Hpa, €p) : T guarantees this value to be non-interfering.

C. TUNUSED(fla2, €c,» Ys €a(y)) and ~UNUSED (i, €c,» Ys €5 (Y)), then there exists some closure value with ¢, and pom(e;_ ) C
poM(ec,), and €;, and pom(e,,) C poM(e.,) where €,(y) = €, (y) and €,(y) = €, (y). From Equation (8), we know
that Zg3, 553, A |y <,Ua35 Ec"a> </1b3s Eéh> : Legos-

To conclude that

Ea3 Ep3s A Fr (Has, €a) (po3, €p) : T )
we also need to ensure that for all x in pom(e;) = poM(€p) and some Iyos C T and any pe, if T, A kpe x 2 70, With
closure environments €; and €/, in the two states, then Z43, Zp3, A |5 (Has, €;,) (o3, €7, )  Lelos- For closure variables
satisfying Item 10c, this will follow from closure properties in Equation (8). For variables satisfying Item 10b, this
will follow from the fact that the variables in their closure environments can again be UNUSED (implies unchanged
between p,; and pgs3, pipz and pip3) or USED (in this case we already know from Equation (8) that such variables satisfy
non-interference of values).

Using Lemma G.3 on pg3, (3 to assign non-interfering values (Equation (9) implies that the store has non-interfering
values) to I-values, we conclude

Ead Eps, A |:l <,uaSs 6a> <ﬂb5» 6b> :T (10)
Since 5, CE4 C Egp S Eg3 C Eggand Ep C Epy C Epy € Eps € Epg, showing the above equation is same as showing

Item 10b. Proof of Item 10c and Item 10e follows from the results of the application of the theorem for NI for expression,
statements above and the fact that domain of memory stores have increasing domains.

T-MatchKind Trivial
match_kind{]_”} € A(match_kind) fi € ]_‘

= T-MeEMHDR
T, A v match_kind.f; : {match_kind{f}, L) goes in

Evaluation rule

match_kind{]_”} € A(match_kind)
(C, A\; ug; €q; match_kind.f) | {pia, fi)

EvarL 1
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match_kind{]_‘} € A(match_kind)
(C, B; s eps exp.fi) U (pps fi)

Proof on Theorem D.2. The non-interference theorem for statements is given in Theorem D.2.

EvaLr 2

1. T-EmPTY The last typing rule in the derivation of an empty statement will be:

[LAvpe {3 AT

Given the above typing judgement holds for, {}, statement, we need to show that for any E,, Ep, pa, fp, €as €6, Hgs Hys €
€, satisfying

’
a’

Ea Ep A Fr (as €a) {pip- €p) : T (1)

if the statement, {} is evaluated under two different initial configurations (g, €,) and (up, €) as follows:

(C, A pta, €, {}) U (pa €a, cont) (C. A, iy, €p, {3) U (o, €, cont)

Then there exists some E/, and E;}, such that the following hold:

a. I, A rpe {} 4T’ This is already the theorem’s hypothesis.

b. We have Z, C 5, Ej, C B}, poM(1z) € DOM(p1z), DOM(pp) S DOM(p1;), DOM(€,) € DOM(€), and DoM(ep) € DOM(Ey ),
and Z/, E,;, A (ul, el <'”l,;’ e,;) : I, In this case p, = pg, ,u]’J = Up, €, = €q, e}; = €.

With 2/ = &, E; = Ep, the above equation reduces to showing Equation (1).

c. For any I, € pom(p,) such that 24, A + p14(lg) : Teios, Where Tejos € {Tfn, Trpr}, then p) (o) = pa(ls). Similarly for any
Iy € DoM(pp) such that Ep, A + pp(lp) ¢ Teros, Where tejos € {Trn, Tipi}, then py (1) = pp(lp). This is evident as the
memory store remains unchanged.

d. sig in any two evaluations are of the same form. In this case sig; = cont = sig,.

e. For any I, € pom(p,) and I, € pom(pp) such that 24, A F pa(ly) = (7, x) and Ep, A F pp(lp) : (7, x) and pc & y, we
have 1 (la) = pa(la) and p; (Ip) = pp(Ip). The stores remain unchanged.

2. T-Ex1T

(C, A, o,¢,exit) | {o, ¢, exit)

Similar to the empty statement case. This time the sig; = sig, = exit
3. T-ConD The last rule in the typing derivation of a conditional statement will be:

T, A Fpe exp : (bool, 1)
I,A l_)(z stmt; 413 A ")(2 stmty; 415 X1 E xo pcE

X2
- T-ConD
T, A vy if (exp) stmty else stmty AT

Given the above typing judgement holds for, if (exp) stmt; else stmt,, statement, we need to show that for any =,, Ep,
Has Hbs €as €bs Hos Jp» €4> €, satisfying

Ea Eb A F1 (as €a) {pip- €p) : T (1)

if the statement, if (exp) stmt; else stmt; is evaluated under two different initial configurations (g, €,) and {up, €,) as
follows (in a given evaluation, a conditional statement can have the exp evaluate to true or false):

Boolean guard evaluates to false.

(C. A pta; €as €xp) U (a1, false)  (C, A, pay, €a, stmity) | (ptaz: €a1, Sigar)
(C, A, lig, €4, i (exp) stmty else stmtz) || (a2, €, Sigar)

<C9 A! Hb; €b, exp) U <ﬂb1’ false> <C9 A’ Hb1; €bs 3tmt2> U <‘Ub2, €b1, Sigbl>
(C, A, up, €p, if (exp) stmty else stmty) || {Lipa, €p, Sigp1)
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Boolean guard evaluates to true.

(C, A, pas €a, exp) | {pa1, true) (C, A, pa1, €, stmty) U (a2, €a1, Sigaz)
(C, A, lig, €q, if (exp) stmty else stmtz) || {faz, €q, Sigaz)

(C, A, pp, €p, exp) | (pp1, true) (C, A, pp1, €p, stmty) || (2, €p1, Sigp2)
(C, A, up, €p, if (exp) stmty else stmiz) | (Lpa, €p, Sigp2)

Then there exists some =/, and = b, such that the following hold:

a. T, A kp if (exp) stmt1 else stmt, 4 I'". This is already the theorem’s hypothesis.

b. We have E, C B}, Ej C E;, DOM(Hq) S DOM(p,), DOM(pp) C DOM(yb) pom(€;) C poM(e,), and pom(ep) S DOM(E,),
and Z/, Hb,A Er (i, el) (pb, b> I'’. In this case y, = pigz, '”b Up2,s €, = €q, eb = €.

c. For any I, € pom(y,) such that Z4, A F p,(1y) : 7e10s, Where 705 € {Tfn, w1}, then p (1y) = pa(l,). Similarly for any
I, € pom(pp) such that Zp, A + p1p(Ip) : Tej0s, Where 705 € {Tfn, b1}, then ,u;(lh) = up(lp).

d. For any [, € pom(y,) and [, € pom(pp) such that Z,, A F pa(I,) : (7, x) and Zp, A + pp(lp) : (7, x) and pc Z y, we
have p;(la) = pa(le) and py () = pp(Ip),

e. Final sig in any two evaluations are of the same form. We will show this by proving that despite both the branches
yielding independent sig,1, Sigq2 (similarly for b), the typing rule will ensure that the final sig will be of the same form.

In the following part, we prove the last four requirements. By applying induction hypothesis of Theorem D.1 on the

well-typed exp that is evaluated in an initial state satisfying Equation (1), we conclude that there exists some =/, and

E,, such that 5, C B} and Ej, C ], DOM(Ha1) 2 DOM(Hqa), DOM(pip1) 2 DOM(pp) and the following hold:

bl’

r—l

al’“bl’A | 1 <ﬂa1>€a> <I'lbl; 6b> r (2)

for any I, € pom(p,) such that 24, A + e (ly) : Telos, Where Tejo5 € {Tn, T}, then pig1(la) = pa(ls). Similarly for any
Iy € pom(pp) such that Zp, A+ pap(Iy) © Teros, Where Tejos € {Trn, Trpi ), then pupy (Iy) = pp(Ip),

for any I, € pom(y,) and I, € poM(pp) such that 4, A + pg (1) : (7, ) and Zp, A F pp(Ip) : (7, ) and pc & y, we have
Ha1(la) = pa(la) and pp () = pp(lp),

’—!/

al,ubl,A 1 N1(valy , valyy) : (bool, 1) (3)

To interpret this judgement, we consider two cases for y;:

e y; E I This implies val,; = valp;. Therefore, both the evaluations will either take true branch or both take false
branch. We prove the required results for the true case; proof for the other case follows similarly. By applying the
current theorem’s induction hypothesis on the well-typed stmt; that is evaluated in an initial configuration satisfying
Equation (2), we conclude that given (C;A;yal;ea,stmtl) U (Uaz; €a15 5igq) and (C; A; ppy; €p; stmty) | {ip2; €13 Sigp)
there exists some &, and E,,, such that ) C &/, 5] C E/ , DOM({lz2) 2 DOM(fia1), DOM(fipz) 2 DOM(ip1),
DOM(€,) C DOM(€41), DOM(€p) C DOM(€p1), the signals satisfy the property of being of the same form (this proves the
requirement in Item 3e) and

a2’ ‘—‘b2> A |:l (,utlZ’ Eal) (llbz, €bl> r (4)

az’-—‘bZ’A E (llaz, €a) (llbz, 6b> T, (5)

We already know from above that £, C B} C E/ ), 5, CE, C E/ , DOM(fig2) 2 DOM(Ha1) 2 DOM(Hqg), DOM(fp2) 2
DOM(pp1) 2 DoM(pp). Therefore, the Equation (5) proves the results needed to show Item 3b. Applying the induction
hypothesis also concludes that for any I, € pom(y,) such that Zg, A + p1a(ly) : Tei05, Where 7cio5 € {Tfn, Trp1}, then
Haz(la) = pa1(la) = pa(ly). Similarly for any [, € pom(pp) such that 25, A + pp(Iy) @ Teios, Where 7ejo5 € {70, Tp1},
then ppa(Ip) = pp1(Ilp) = pp(lp). This proves the result needed to show Item 3c.
Applying the induction hypothesis also gives us that for any I, € poM(j,1) and I, € DOM(pp1) such that 2/ A +
Har(la) = (7, x) and B} A F ppi(lp) = (7, x) and pc & x, we have pa1(la) = paz(la) and ppi(lp) = pp2(lp). As
DOM(fg) € DOM(fig1) € DOM(Lg2), this proves the result needed to show Item 3d.

® y; Z . In this case the conditional guards might differ causing different branches to be taken. However, y; Z [ implies
x' Z . Since we know that stmt; and stmt, are well-typed at y’, which means store locations at y’ Z y remain
unchanged across pig1 and g2, and pip1 and pp,. This implies locations at y C I remain unchanged. Therefore, we can
conclude from Equation (2) that

.—.;2’ S0 A |=l <,UaZs 6a> <ﬂb2» 6b> r (6)

stmt; and stmt, are well-typed at pc = y’. Since ¥’ Z [ and L C [, we know that y” Z L. This implies that return and
exit statements cannot be in these statement block because these two statements are well typed at the pc = L only.
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Therefore, only sig that can be returned in these statement blocks are cont. With this we prove that the final sig are of
the same kind.
4. T-SEQ-1 The last rule in the typing derivation of a block of statements will be:

F,A }_PC stmity 4 Fl Fl, A l_PC {Stmtz} - FZ

— T-SEQ
T, A bpe {stmty;stmty} 4 T
Given the above typing judgement holds for the statement, {stmty; stmt, }, we need to show that for any Eg, Zp, fia, fip,
€as €bs Jlgs Hy)» €45 €, Satistying
Ea Eps A i (Has €a) {pip- €p) = T (1)

If the statement, {stmt;;stmt,} is evaluated under two different initial configurations (g, €,) and (i, €, then there

exists some E; and £/, such that the following hold:

a. T,A Fp {stmtl,m} 4 I”,. This is already the theorem’s hypothesis.

b. Wehave =, C 2,5}, C b,DOM(/la) C pom(py), poM(pp) C DOM(yb) pom(€;z) C poM(€,), and pom(ep) S DOM(E,),
and =/, E;},A Er (€l (yb, ) I'’. In this case p), = a2, ,ub Up2s €5 = €q2, € b = €p2. We also need to show that
=, 50 A oy () (Hpen) T

c. For any I, € pom(p,) such that 24, A + p14(la) : Teios, Where Tejos € {Tfn, Tepr}, then p) (o) = pa(ls). Similarly for any
Iy € poM(pp) such that Zp, A b pp(lp) : Teros, Where eios € {Tn, Trpr}, then py (Ip) = pp(lp).

d. For any [; € pom(p,) and [; € pom(pp) such that Z4, A + pa(ly) = (7, x) and Ep, A F pp (1)) = (7, x) and pc & x, we
have pa(13) = i (13) and s () = 1 (1),

e. sig in any two evaluations are of the same form.

There are three cases for this evaluation: involving return statement, exit statement, or ordinary statements. We explain

the ordinary statements case in detail, and the other two follow similarly.

(C, A g, €q, stmty) || (piar, €a1, cont) (C, A, pay, €a1, {stmty}) | (paz, €az, Siga)
(C, A, pla, €q, {stmty, stmty}) | (a2, €a2; Siga)

(C, A, pp, €, stmty) | pip1, €p1, cont) (C, A, pipy, €p1, {stmtz}) | {ip2, €p2, Sigp)
(C. A, pp, €p, {stmty, stmiz}) || {pipa, €2, Sigp)

In the following part, we prove the last three requirements. Since stmt; is evaluated in an initial configuration sat-
isfying Equation (1), by applying induction hypothesis on the typing derivation of stmt;, we conclude that given
(C; A; pigs €a5 stmitr) | (pla1; €q15 cont) and (C; A; pp; €p; stmty) | (pp1; €p1; cont) there exists some =7, and E; , such that
By € By, By € B, DOM(fa1) 2 DOM(fig), DOM(pp1) 2 DOM(pp), DOM(€;) S DOM(€q1), DOM(€p) © DOM(€py), the
signals satisfy the property of being of the same form (in both case it is cont) and

;—/

al’“bl’A F1 (Ha1s €a1) {pip1 €p1) : 11, ()

Hl],ubl,A |—l <,Ua1s 6a> <,ubl>6b> r (3)
and for any I, € poM(p,) such that Zg, A + p14(1a) : Teros, Where tejos € {7fn, Trp1}, then pa1 (o) = pa(ly). Similarly for
any I, € Dom(pp) such that Ep, A+ pip(ly) = Teos, Where 7105 € {7fn, T}, then pp (Ip) = pp(ly).
stmt, is a sequence of statements, so we apply induction hypothesis repeatedly on each statement and conclude that the fi-
nal states after evaluation of the sequence of statements (C; A; j1a1; €q1; Stmtz) | </1a2, €az;51gq) and (C; A; pipy; €p1; stmiz) |
(Hb2; €p2; sigp) there exists some =/, and &/, such that E)) C E/,, 5/, C E/,, DOM(lig2) 2 DOM(Hq1), DOM(fipz) 2
DOM(p1), DOM(€41) © DOM(€42), DOM(€p1) C DOM(€py), the signals satisfy the property of being of the same form (this
proves the requirement in Item 4e) and

r—/

Bl Epp A 1 (Hazs €a2) (vzs €p2) = I (4)

r—/

Bl Epp A 1 (Hazs €ar) (p2s €p1) : Ty 5)

and for any [, € pom(p,) such that Z4, A + pa(la) : Teios, Where 7e10s € {Tn, Tipi}, then pap(la) = par(la) = pa(la).

Similarly for any [, € pom(yp) such that Zp, A b (1) : Teros, Where Tejos € {Trn, Trpr}, then ppo (Ip) = pp1 (Ip) = pp (Ip).

This proves the result needed to show Item 3c. Since we know that pom(e,) € DOM(€,1), any x € DoM(€,) will also be

in DOM(é€,1). Similarly for €. There can be two cases due to shadowing a variable name:

a. €,(x) = €a1(x), €p(x) = €p1(x). In this case, pig2(€4(x)) = paz(€a1(x)) and pps(€p(x)) = pp2(€p1(x)). We know that
these variables satisfy non-interference in p,, and pp; from Equation (5).
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b. €,(x) # €41(x) and €(x) # €p1(x).

i. If UNUSED({{a1, €a1), X, €a(x)) and UNUSED({pp1, €p1), X, €5(x)), then paz(€a(x)) = pai(€a(x)) and ppz(ep(x)) =
1p1(€p(x)), which we know are non-interfering from Equation (3).

ii. If =UNUSED({liq1, €41), X, €4(x)) and —UNUSED({p1, €p1), X, €5(x)), then there exists some closure value with envi-
ronment €, and pom(e, ) C DOM(€q1), and €;, and DOM(e' ) C pom(ep1) where x € pom(e, )and €,(x) = € (x).
Also, & (y) = €, (). From Equation (5), we know that 5., 5], A 1 (Haz, €2,) (M2 €2,) © Telos- This implies that
this variable x W111 have non-interfering values in g, and pps.

We also need to ensure that for all x in pomM(e,) = DOM(Eb) and some Ijos C T and any pe, if T, A Fpe X ¢ 7¢j0s With
closure environments €; and €/, in the two states, then =/, “bz’ A Fr (pazs €,) (Hb2s €2, ) * Telos- For closure variables
satisfying Item 4(b)ii, this will follow from closure properties in Equation (5). For variables ratifying Item 4(b)i, this
will follow from the fact that the variables in their closure environments can again be UNUSED (implies unchanged
between p,1 and pgg, pip1 and pip2) or USED (in this case we already know from Equation (5) that such variables satisfy
non-interference of values). By combining the observation that all variables in €, and €, are non-interfering, we can
conclude

.—.;2’ Epos A |=I <,uaZs €a> <ﬂb2; €b> r

This proves Item 4b.
For reference, the evaluation rules for the other two cases are as follows:

(C, A, g, €q, stmty) | {pla1, €a1, return valg) (C, A, pp, €p, stmty) | {pip1, €p1, return valp)
(C, A, pta, €a, {stmty, stmtz}) | (a1, €a1, return valy) (C, A, pp, €, {stmty, stmtz}) U (pip1, €p1, return valy)
<Cs As ,ucb €as Stmt1> U‘ <)ua1a €al, return Uala> <C! A> ﬂb, €p, Stmt1> U‘ (,Um, €p1, ex”)
(C, A, g, €q, {stmty, stmtz}) | {fia1, €1, return valy) (C, A, tip, €p, {stmty, stmtz}) | (U1, €p1, €Xit)

5. T-RETURN The last rule in the typing derivation of a return will be:

IA Fpc exp : (r, Xret> ['(return) = (zyes, )(ret) AF Tpep mo 1

T-RETURN
[,Atbpe returnexp AT

Given the above typing judgement holds for, return exp, we need to show that for any Z,, =y, pa, tp, €a, €, 15, ,u;, €.,
€, satisfying

Ea Ep, A I:l </Ja: Ea> <.uh, 6b> :T (1)
if the statement, return exp is evaluated under two different initial configurations (4, €,) and (i, €5) as follows:

(C, A, o €as exp) | (par, vala) (C, A, pp, €p, exp) U (pp1, valp)
(C, A, g, €q, return exp) | (Ua1, €4, return valy) (C, A, pp, €p, return exp) | (up1, €p, return valy)

Then there exists some =/, and = b, such that the following hold:

a. T, A by return exp F’, where I’ = T'. This is already the theorem’s hypothesis.

b. 2, € B}, By C E, poM(ka) S DOM(p,), DOM(pp) S DOM(yy), DOM(€;) © DOM(€,), DoM(€ep) S DoM(E,), and
B Eps A Fr (o €2) 1y €,) « T'. In this case pg = par, iy, = pp1, €, = €a, €, = €p.

c. For any I, € pom(p,) such that Eg, A + 14 (la) : Teros, Where 7ejos € {Tfn, Trp1}, then p;(lo) = pa(ls). Similarly for any
I, € DOM(,uh) such that Z,, A + /lb(lb) : Telos, Where 705 € {Tf,,, b1}, then ,u;(lb) = ﬂb(lb)-

d. sig in any two evaluations are of the same form.

e. For any [, € pom(y,) and [] € pom(pp) such that Eq, A+ pg(ly) = (7, ) and Ep, A + pp(1)) : (7, x) and pc Z x, we
have jiq(17) = (1) and i, (1) = 7 (1),

Since exp is evaluated in an initial configuration satisfying Equation (1), by applying induction hypothesis of Theorem D. 1

on the typing derivation of exp, we conclude that there exists some =/, E;], Ha1, and ppy such that 2, C E/, 5, C 2 Hb,

DOM(ftg) € DOM(f41), DOM(pp) € DOM(pp1) and the following holds:

E0 B A it (Har, €a) (ppr, €p) < T, @)

For any I, € pom(p,) such that Zq, A + pa(la) : Teros, Where 7eio5 € {Tpn, Tt }, then pgi(la) = pa(la). Similarly for
any I, € pom(pyp) such that Zp, A + pp(ly) : Ter0s, Where tejos € {Tpn, Tp1}, then ppi (Iy) = pp(lp). This proves Item 5b
and Item 5c. Also, for any I, € pom(y,) and [, € pom(pp) such that Eq, A+ pa(1y) : (7, x) and Ep, A+ (1)) = (7, )
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and pc Z x, we have p,(l;) = pa1(1;) and (1)) = ppi(1)). This proves Item 5e. The above applying of the induction
hypothesis also shows

—~/ =/

L=pn :'b’A |:l NI(Uala s Ualb) : <Tr6ta Xret)- (3)

Since the signal in this case is of the form ret val, we need to show that

El’l’ E;’ A |:PC NI(Ualtb Ualb) : <Trets Xret>

This is already given by Equation (3).
6. T-AssIGN The last rule in the typing derivation of an assignment statement will be:

[, A kpe expr : (T, 1) goes inout [, A bpe exps 2 (T, x2) x2Cx pcC y
LA bpe expr i=exps AT

1
T-AssiGN

Given the above typing judgement holds for, exp; := exp;, we need to show that for any Eg, Zp, fia, fp, €as €bs Hos Hy)s €g5
€, satisfying

Ea Ep, A F1 (Has €a) (Hps €)= T (1)

if the statement, exp; := exp, is evaluated under two different initial configurations {u,, €,) and (u, €5) as follows:

(C, A, g, €a, exp1) Lival (Ha1, lvaly) (C, A, pa1, €, expa) | {paz, vala) (C, A, taz, €q, lvaly == valy) Yrite Mas

<C? A’ lla: €a, {expl = exp2}> U <l‘la3’ €a, cont)

(C, A, pip, €p, exp1) Livar (i1, loaly) (C, A, ptp1, €p, expa) U (pip2, valp) (C, A, ppa, €p, lvaly == valp) Yrite Pb3

<C’ A) ,Um Ea, {expl = epo}) ’U’ <,ua3’ 6a> COl’lt)

Then there exists some =/, and E;}, such that the following hold:

a.

b.

e.

I, A by expy = expy 4 1I7,. This is already the theorem’s hypothesis.
We have E, C 5/, &), C E], DOM(1z) € DOM(p,), DOM(pp) € DOM(p; ), DOM(€,) € DOM(€,), and DoM(ep) € DOM(E, ),
and =/, E;, A (ul, el (,ul’), eé) : I'". In this case i), = pig2, '“l/; = Up2, €, = €q, el’, = €.

. For any I, € pom(y,) such that Zg, A + 115 (1a) : Teios, Where Tejo5 € {70, 71}, then pg (1a) = pa(ly). Similarly for any

lp € poM(pp) such that Zp, A b pp(lp) © Teros, Where eios € {Tfn, Trpr}, then py (Ip) = pp(lp).

. For any I, € pom(y,) and [; € pom(pp) such that Eq, A + pa (L) = (7, x) and Ep, A + (1) : (7, x) and pc Z x, we

have jiq(13) = ,(1}) and iy (1) = 1} (1)),
sig in any two evaluations are of the same form. In this case sig; = cont = sigs.

By applying Lemma F.2 on exp;, which is evaluated in an initial configuration satisfying Equation (1), we conclude:
There exists some Z,1, Epq, flg1 and pp; satisfying =, € Eg1, Ep C Epy, DOM(,) € DOM(p,1) and DoM () € DOM(p1)
and the following:

Eat, Ep1, A Izl <;uals Ea) <ﬂb1, 6b> : T (2)

For any I, € poM(pg) such that Zq, A + p14(1a) : Telos, Where Tejos € {Trn, Typ1}, then pgi(la) = pa(ly). Similarly for any
Iy € poM(pp) such that Zp, A+ piy(l) : Teros, Where Teios € {Tn, Trp1}, then ppy (Iy) = pp(Ip).

Also, for any I; € poM(y,) and [; € pom(pp) such that Z4, A+ pa(ly) : (7, x) and Ep, A F pp(1)) = (7, x) and pc Z x, we
have pa (1) = piar (1) and iy (1)) = o (1),

Also, if y; C [, then lval, =,y lval,. Also, LvaL_BasE(lval,) € pom(e,) and LvaL_BASE(lval,) € poM(ep).

By applying induction Theorem D.1 on exp;, which is evaluated in an initial configuration satisfying Equation (2), we
can conclude:

There exists some Zg2, Zpo, flg2, and ppp such that Z,1 C Ego, Epp C Epp, DOM(g1) € DOM(g2), DOM(pp1) S DOM(p2)
and the following hold:

Ea2 Ep2, A B (a2, €a) (b2, €p) : T, 3)
EaZ’EbZ’A |:[ NI(Uala > Ualb) : <Ta XZ) (4)

Using Lemma G.3 on l-value write in expressions lval, := val, and lvaly, := val,, we get that

Ea2> EbZ) A |:l (Ha3, €a> (,ub?), €b> : r’ (5)

Since E, C E41 € Eg2 and By, C By C Ep,, showing the above equation is same as showing Item 6b. Observe that the
lval, and lvaly, have security level pc C y;, and Lemma G.3 states that only the location given by €,(LvAL_BASE(lval,))
is updated in the p,3 and similarly pp3. Therefore, we have proved Item 6d. Proof of Item 6¢ follows similarly from the
results of applying the above induction hypothesis.
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7. T-VARDECcL A well-formed declaration statement will satisfy the following typing rule:

T; A Fpe var_decl 4 T7; A4

T3 A bpe var_decl 4T/

(C, A, g, €4, var_decl) || (Aq, i, €., cont)
(C, A, g, €4, var_decl) || (., €., cont)

(C., A, pip, €p, var_decl) | (Ay, 1y, €,, cont)
(C, A, pp, €p, var_decl) || (1, €;, cont)

The proof of this case follows from applying the induction hypothesis for NI for declarations. In case of var_decl A; = A.
8. T-TBLCALL

[, A vpe exp : (table(pcsp), L) pc E perpr
[LA bpe exp() 4T

Given the above typing judgement holds for, exp() statement, we need to show that for any E, Ep, ta, Hb, €as €bs Hys 1y
€, €, satisfying

T-TBLCALL

Ea’ Ebs A I:l <lla’ €a> </lb, €b> : r (1)
If the statement, exp() is evaluated under two different initial configurations (yq, €,) and (up, €,) as follows,

<Cv As ,uaa eaa exp) U' <,Ua1, table la(e«’.‘av expk : Xk, aCtaj (expajis yC : <TL‘> XC}))>
<C, A: llala €Cs expk) ~U« <,Ua2’ Ualka) <Ca la, Z}alk(l : Xk, aCtaj(iji : <TCji’ XC]','>)> umutch <aCtaj (expcj,-)>
<C’ A, ,Uaz, EC,Z, actaj(expaj,—, expCji)> 'U' (ﬂa?n eéas COnt)

(C. A g, €a, €xp()) U (pas, €, cont)

<C3 A’ )ub’ Eb, exp> U <l’lb15 table lb(ecb’ expk : Xk, aCtaj(expaﬁ, ij : <Tst XCJ>))>
(C, A, s €cy expr) U (b2, valkp) (C. Ip, valp : xx, acty; (ycj,- : <ch,->)(cji>)> Umatcn <aCtaj(expcj,-)>
<C’ A, Hb2, €cy,» aCtaj'(expaﬁ/s expcj,«/)> 'U <,Ub3» Eébs COT’lt>

(C, A, pp, ep, exp()) U (b3, €p, cont)

Then there exists some =/, and =] By such that the following hold:

a. T,Arpeexp() AT, Where I'" =T. This is already the theorem’s hypothesis.

b. We have :a C B}, Ep C B}, DoM(g) C DOM(p), DOM(,ub) g poM(p; ), DoM(€,) € DOM(€,), and Dom(ep) € DOM(€;)
and =/, “b’ A (ul, el <'”h’ b> I'". In this case €, = €, € b = €p, i, = lg3 and ”1’7 = Up3-

c. For any I, € pom(y,) and [, € poM(pyp) such that Z5, A+ pg(ly) = (7, ¥) and Zp, A F pp(lp) : (7, ) and pc T y, we
have (L) = pa(la) and g () = iy (Ip),

d. For any I, € pom(p,) such that Zg, A + p14(ly) : Teios, Where 7cio5 € {Tpn, Trpi}, then pig(Ia) = pa(ly). Similarly for any
lp € DoM(pp) such that Ep, A b pip(Ip) : Teros, Where 7ejo5 € {Tfn» Trp1}, then .u[’;(lb) = pp(lp).

e. sig in any two evaluations are of the same form. In this case sig; = cont = sig,.

To show that the final state satisfies Item 8b we start by showing that final state after evaluating all the sub-step in the
table evaluation satisfies Item 8b.

Evaluating table expression. By applying induction hypothesis of Theorem D.1 on the well-typed exp, we get
[, A Epe N1(exp = (table(pcypr), 1)).

Since exp is evaluated in an initial configuration satisfying Equation (1), we can expand the NI for expression definition to
conclude that there exists some E,1, Zp1, satisfying 2, C Eq1, Ep C Ep1, DOM(pg) € DOM(flg1) and DoM () € DOM(pp1)
and the following:

Za1, Ep1, A Fi (Hat, €a1) (o1 €p1) 1 T, (2)

Ea1, Zp1, A |y N1(val, , valy) : (table(pespr), L) (3)
where

val, = table l, (€4, expy = Xk, acta, (€xPay;, Ye;; * (Tejir Xeji))
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and

valy = table I (ep, expy = Xk, actp, (€xPay;s Yeji * (Tejis Xeji)))-
Equation (3) expands to give Eq1, Ep1, A |Fpe NI_TBL(val, , valy) : (table(pcsp;), L), which implies that there exists a Iy,
and pc, such that
a. Eq1 F €, : iy and By F €, : i

b. Well-typed. [yp1; A by table l, (€q, expy = Xi, acta; (exPaj; Yey; = Tejis Xeji))) ¢ (table(pea, pespr), L). Similarly, we have

Lips A bpe table Iy (ep, expy « Xk, acty, (€XPaj;s Ye,s ¢ (Tejir Xeji))) + (table(pea, pespi), L)
- Topt, A e,y Xk 2 {match_kind, 1) for each xj € X
- Topt, A bpeyy, expi s {7k, xx) for each expy € expy

[=PiNe}

Chn;
- Doty A Fpeyy actaj = {d{Tasi Xaji) s (Tejir Xeji) N (unit, 1), 1) for each act,; € actg,
- Toot, A Fpeyy €XPaj; + (Tays Xa;,) goes d for each exp,,, € expa;,
. valy =4p; valy.
- Xk E pera;s for all j, k
. PCa C peyn, for all j
. Xk E pcyp for all k.
. pcv1 E peq
From Equation (1), we already know that for all x in pom(€) and some Iy € T,if T, A bpe x : 7p, p(€(x)) = tablel (e, ...),
and E [ €. : [}y, then poM(e.) € pom(e) and =, A = {(p, &) : L1y
This implies that pom(e.,) € pDoM(€,) and boM(e,) C DOM(€p). Also, Eq1, A = {flat, €c,) : Trpr and Zpg, A | (Up1, €, ) -
I;p;. Since closure values do not change across p,, fq1, and yp, pp1, the variable that would have evaluated to the table
closure value under p, will have the same value under p,;. By using the property of closures implied by Equation (2), we
conclude Eg, Ep, A 5y (Hats €c,) {Hp1s €c,) * Tinl

e e 5 0Q e O

Evaluating key expression. By repeatedly applying the induction hypothesis of Theorem D.1 on Typ, A Fpe,,, expy :
(T, xx) for each expy € expy, implies that there exists some =, Epo, tge and pp, satisfying =41 C Ego, Ep; C© Epo,
Ha1 € Haz and ppy C ppe and the following:

Ea2, Ep2, A 1 (a2, €c,) {Hb2: €c,) * Tevt 4)

Eaz. Ep2, A 1 N1(valyq , valip) = (Tic, i) )
This can be read as “if yi C [ then valy, = valyp”.
Also, none of the variables at security label pc Z y are updated between pi,1, fig2, and pip1, tps. Similar to the argument
used in function call case to prove Equation (9), we can also conclude

Ea2, Bp2, A |=l <.ua23 €a> <Fb2; 6b> : T (6)

Table match. The | 4:cn depends on some assumption about the control plane, C that it will ensure that only well-typed
arguments, Typ1, A bpe,, €XPe;; * (Te;is Xej;) fOr each expe;, € exp,,, are passed to partially-applied actions (this is same
as Petr4’s assumption around the control plane). In addition, considering that the table entries are fixed, matching on a
equal valy, = valy, will return the same action and arguments, i.e., the matched action will be the same act,; = act,;
and exp.;, = expe; . expy at security-level yx £ [ might not evaluate to equal values. Therefore, we have two cases for
the match evaluation, either same actions, act,; = act,j, with same parameter expressions, W are returned
or act,j # act,y and their parameter expression can also differ.

Invoking the matched action. In case act,; = actgj, exp,, = expe’, and expg;, = expa,» then the last premise of the
evaluation rule is equivalent to evaluating a function expression with same parameter expression. By using induction
hypothesis of Theorem D.2 for a well-typed function call statement, we arrive at a final state involving Eg3, Eps, flas, b3,
€c,» €, satisfying Egp C Egs, Epz C Eps, DOM(Ua2) © DOM(e3) and DOM(p2) S DOM(pp3), DOM(€c,) € DOM(e,, ), and
poM(e.,) € poMm(e,, ) and the following:

Ea3, Eps, A 1 (Has, €,,) {pvss €0,) = Toi » (7)

In case of a function call statement, €., = €, and €, = €, .
Similar to the argument used in function call case to prove Equation (9), since we have Equation (6) we can also conclude

Ea3, Ep3, A |:l <,Ua3, Ea> <Fb3; 6b> : T (8)
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This proves Item 8b.

In case acty; # actaj, expe;; # expe, and exp,,, # expa,» then there exists some valy, # valgp. This implies yx Z I
Since yx E pcspr, we can conclude peypy £ 1. Although, the function call statements are different in the two cases, we
know that both the function call statements are well-typed at pc;p;. This implies that when the function call statement
in g2 and €., is evaluated, then variables at pc Z y will have unchanged value in y,3. Similarly, the other function call
statement despite being different guarantees that the values of variables at pc Z y in pp; and will have unchanged value
in pp3. We already know that

Eaz Eb2, A Fi (Haz: €a) (2. €0) : T
By using the fact that none of the variables at y E [ are updated between ;2 and p,3, and similarly pp, and pp3, we can
conclude that

EaS, Eb3’ A I:l <;ua3; 6a> <)ub3’ Eb) : F
A consistent state requires that any variables at y C [ are indistinguishable; this holds in
Ea2, Ep2, A B (Hazs €a) (p2s €p) : T

and with no changes to the variables at y C [, it will continue to hold in the final memory store.

Proof of Theorem D.3. By induction on typing derivation of declaration statements.

1. T-VARDECL
AT~ 1

LA Fpe (7, x) x AT [x : (7, 1) ;A
Given the above typing judgement holds for, (7, ) x, we need to show that Z4, Ep, fa, fip, €as €b, Jigs J1y» €45 €, satisfying

Ea Ep, A Fi (Has €a) (pbs€) : T, (1)
if the declaration, (z, pc) x is evaluated under two different initial configurations (., €,;) and {(up, €p) as follows,
1, fresh (N, s €a,7) Yo T
(Co 2 o €0 (7, ) ) U D pralla = imita'], ealx — L], cont)

I, fresh (A, pp, €p, T U T
<C’ A: Hb> €b, <T’ X) x> U <As Hb [lb = initAT/]> €b [.X' = lb]a COTlt)

then there exists =/, E,’) such that

a. T, A vpe (1, x) x 4T’, A. This is already the hypothesis of the theorem.

b. E5, 5, A i (pgs €5) (o €,) = T where p = pg[ly := initat’], py = pp[lp == initat’], €, = €a[x - Lo], €, = ep[x
Ip]. Also, 23, B[, A [y gy €a) (s €p) 2 T,

c. For any I, € pom(p,) such that Zg, A + 14 (la) : Teros, Where Tejos € {7fn, Trp1}, then p (o) = p1a(ls). Similarly for any
lp € DoM(pp) such that Ep, A b pip(Ip) : Teros, Where 7ejo5 € {Tfns Typ1}, then )u;(lb) = pp (L),

d. B, C 5, Ep C Ep, DOM(a) € DOM(p5), DOM(pp) € DOM(p;), DOM(€,) € DOM(€,), and DoM(ep) € DOM(€y).

e. For any I, € pom(y,) and [, € pom(pp) such that Z5, A+ pg(ly) = (7, ¥) and Zp, A F pp(lp) : (7, ) and pc Z y, we
have 1) (la) = pta(Le) and g, (1) =y (Ip).

With B =5, U {l, = (", }, B, = Ep U {lp — (7', x)} the equation in Item 1d is evident. To show Item 1b, we need

to show the following:

S A E el i T/ ®)
S Bk (€)1 ©)
poM(e,) = poM(ey) (4)
For any x € pom(e;) = pom(e,) we have E;, Z;, A = N1(p; (€, (x)) , pp (€, (x))) : T'(x) (5)

For all x in pom(e,) = pom(€;) and some Iy, C T and any pe, if T, A bpe X 2 77, py(€,(x)) = clos(ec,, -.), p1y (€, (x)) =
clos(ec,,--)s Eq E €, : Tpn,and E) [ €, : Tpp , then 23, 50 A =y (g, ec,) (10 €c,,) + Trne

For all x in pom(e;) = poM(e,) and some Ty C T' and any pe, if T, A Fpe x & 71, py(€,(x)) = table l; (e, --.),
(€, (x)) = table l (e, -..), B E €c, : Tipi, and B [ €, : Ly, then 50, 57 Ay (pg, €c,) By €cy) © Teol

Equation (4) is evident from the definitions of €;, and €, and the given fact that pom(e;) = pom(ep). First, we begin by
showing Equation (2). This requires us to in turn prove the following:

a. 2/, A |= p). This is shown in Lemma E.3.
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b. Z/ F €, : I''. We are given Z, ¢, : I. Using Lemma E.4, we can say that Z/, + €, : I'. Since I" = I'[x — (7/, )],
€, =€qlx = 1), B, = E, U {l, = (7', x)}, by using the typing judgements for E + € : T, we can show that

Elbeg:T B () ={\ x)
Bl beg[x o L] Tlx (7, x)]

This gives us the proof for 2/, + € : I".

c. For all x in pom(e;) and some Iy, C T and any pe, if T, A +pe x & Tpp, py(€5(x)) = clos(e, ...), and ], [ €. : Tyy, then
poM(e.) C poMm(e,) and E, A | (g, €c) : Tpy. Here 77, is the function type. We elide the full view of the closures in
this definition. Observe that the function closure variables in bom(e) are variables that were also in poM(¢,) and
are not shadowed by the new declaration x. We already know for such closure variables that pom(e;) C pom(e,).
Therefore, we can conclude that pom(e;) S poM(e,). Also, we know that Z4, A (g, €) : Trp. Using the proof in
Lemma E.5 we can conclude that Z;, A | (u;, €c) : Try.

d. For all x in pom(e;) and some Iy, C T and any pe, if T, A Fpe x : 71, p5(€,(x)) = table l (e, ...), and E}, | e : Ty,
then pom(e.) C pom(e)) and E, A |= (pl, €c) : Iypr. Here 1437 is the table type. Proof for this is similar to the function
closures case.

Proof of Equation (3) follows similarly.

To show Equation (5), we again use the fact that any y € pom(e) will be either in pom(¢€,) or be the new variable.

The new variable already satisfies 5/, 5], A | N1(p,(€,(x)) , (€, (x))) = I'(x), since the value is inita7r” which

is not a function closure. For the other case where y € pom(e,), we already know that for any y € pom(e,) =

poM(ep) we have Eg, Ep, A [y N1(fa(€a(x)) , pp(€p(x))) : T'(x). This concludes ¢, =7, A |y N1(p,(€(x)) , py (€3 (x)))

I'"(x) because for variables in €, not equal to this new variable the memory store remains unchanged.

The last requirement is to prove that for all x in pom(e)) = DOM(e’) and some Iy, C T and any pc, if I/, A Fpe

Xt Tpns fo(€5(x)) = clos(ec,s --), py,(€,(x)) = clos(ec,, ), By F €, : Ipn,and E] | €, @ Ipy , then 53,5 A |

(Has €ca) {Hys €c,)  Trn- This holds true because we already know that these closures satisfied 24, Ep, A |1 (Ua, €c,) (b €c;)

I'f, and because the memory stores haven’t changed for any of the locations in pom(p,) or bom(pp), we can conclude

that 2/, :;, A= pl, €,y <:”1/;’ €c,) : I'rp is also true. Similarly, we can show this for table closures as well.

This proves that £}, 5/, A |5 (,ua,e ) (Hy €,) = T, where p, = pg[ly == initat’], py = pp[lp == initat’], €, = €a[x — L],

€, = ep[x > Ip]. We also have E), 5/, A |y (g, €a) (1, €p) : T', which follows from the definition (using induction in a

similar manner as shown in Lemma E.5). Item 1c and Item 1e is satisfied because only the value of the new variable x is

updated across y, and y, and similarly pj, and p;.

2. T-VARINIT
LA bpe exp (1, x) At ~o 1

LA bpe (T, x) x i=exp AT [x : (7, 1) |; A
Given the above typing judgement holds for (z, y) x := exp declaration, we need to show that for any Z,, Ep, 1, tp, €a,
€bs Hys My €qs €, satisfying

Ea’ Ebs A I:l <lla’ €a> <ﬂb, €b> : r (1)
if the declaration, (z, y) x := exp is evaluated under two different initial configurations {u,, €,;) and {up, €;) as follows,

(C, A\, g, €, exp) | (a1, valy) 1, fresh
(C, A, g, €4, 7 x = exp) | (A, pra1 [l == valy], €4[x — 1], cont)

(C, A, p, €p, exp) I (ppr,valy) Iy fresh
(C.A, pp, e, (T, x) x = exp) U (A, pp1[lp := valp], ep[x > Ip], cont)

then there exists some =/, &; such that

a. I, A +pe (7, ) x = exp 4T, A. This is already the hypothesis of the theorem.

b. B, 5., A Ll <f“’ €q) (ks €,) 2 T where p = pai [la = valg], py = pp1[ly = valy], €; = €a[x — L], and €, = & [x —
1] Also, =, A1 (hlvea) (o e0) < T,

c. For any I, € pom(p,) such that 24, A + p14(lg) : Teios, Where Tejo5 € {Tfn, Trpt}, then p) (o) = pa(ls). Similarly for any
I, € DOM(pb) such that Zp, A+ pp(Ip) : Teros, Where Tejos € {Trn, Tep1}, then py (Ip) = pp(Ip),

d. B, C 5}, Ep C Ej, DoM(g) S DOM(p15), DOM(p) € DOM(p;), DOM(€,) € DOM(€,), and Dom(ep) C DOM(Ey ).

e. For any I, € poMm(p,) and I, € pom(pp) such that 24, A F pa(ly) = (7, x) and Ep, A F pp(lp) : (7, x) and pc & y, we
have p1;(la) = pa(la) and py (Ip) = pp (1)
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We can show the last three requirements similar to the previous case. In this case, we additionally know using the
induction hypothesis of Theorem D.1 that exp evaluates to values that satisfy NI for values.
3. T-FuncDEcL

I} =T[x; : (7], i), return : (T ops Xret)] I, A Fpcsn stmt 41,

A+ 1; ~ 1] for each 7; AF Trer > T) gy I'=T|[x: (d <T Xi) ———> (T} ops Xret)s L)]

—_—— T-FuncDEecL
L, A rpe function (Tres, Yrer) X (d xi 2 {7y, yi)){stmt} 4T, A

Given the above typing judgement holds for function declaration, we need to show that for any Z,, Zp, pia, i, €a, €, Ho
,ul;, €, el;, A satisfying
ZaEp A E </1as €a) <Ilb5 €):T (1)
if the function declaration is evaluated under two different initial configurations (y,, €,) and {up, €,) as follows,
lo fresh valg = clos(€q, d x; : (], Xi), {T) o1 Xre,),stmt)
(A, Has €as ) s Ti’ (A, Has €as Tret) Ur 7, ;e[‘
<C, A, Has €a, function (Treb )(ret) X (d Xi - <Tis Xi>){deCl 5tmt}> U <A, Ha [la = Uala]» €a [x = la]> CO?’ll’)

Iy fresh val, = clos_(eb,dxi ATl xids (Trens X,e,),stmt)
<A, Has €as Fl) Ur Ti’ <A> Has €a> Tret> U-T ;et

(C. A\, ptp, €, function (Tyer, Yrer) x (d x; : (zi, xiy){decl stmt}) || (A, py [y > valy ], €[x — 1], cont)

then there exists some E/, :[’7 such that:

a. I, A vy function declaration A T’, A. This is already the hypothesis of the theorem.

b. :(’1, LA Er (g eq) (ppo€,) T and B0, 5] Ay (ug, €a) (s €p) < T, where pi = pg[l, & valg], py = pp[lp — valp],
€, = €a[x > Io] and €, = & [x — [p].

c. For any I, € pom(p,) such that 2o, A + p14(la) : Teros, Where 7cio5 € {Tpn, Tepi}, then pig (Ia) = pa(ly). Similarly for any
Iy € DOM(,ub) SuCh that Zp, A + 1 (Ip) : Telos, where 7¢jo5 € {Tfn» Trp1}, then )ui,(lb) = pp(lp).

d. B, C 5}, Ep C Ej, DoM(a) € DOM(p,), DOM(pp) € DOM(p;), DOM(€z) € DOM(€,), and DoM(ep) C DOM(€E,), A C Ay,

e. For any l; € pom(y,) and I, € pom(yp) such that Z5, A v p, (1) : (7, ) and Zp, A + pp(Lp) : {7, y) and pc Z y, we
have ,u,’l(la) = pa(la) and py (Iy) = pp (Ip),

With 8} = E,U{l, = 150}, E) = EpU{lp = 10}, gty = paY{la > vala}, gy = ppU{lp > valy}, poM(e,) = Dom(€q) U{x}

DoM(€, ) = DOM(€1,) U {x} the equation in Item 1d is evident.

To prove =/, E}’], A = (ul, €q) (,u,'), €p) : T, we need to show the following:

B A (. e): T (2)
B, A E (. ep): T 3)
poM(e,) = poM(ep) (4)
For any x € poM(€,) = DoM(€p) we have E;, 2/, A |y N1(p; (€a(x)) . py(€p(x))) = T(x) (5)

and for all x in pom(e,) = pom(ep) and some Iy, C T and any pc if T,A Fpe x ¢ Tpn, pig(€a(x)) = clos(ec,, ...),

,u]’j(eb(x)) = clos(€cys ), Eg F €, ¢ Tru, and '_'b F e, Ten s then =/, ub, A Er (pg ec,) <'ub’ €cp) Trp.

First we begin by showing Equation (2). This requires us to in turn prove the following:

a. _.a, A |= . This is shown in Lemma E.3.

b. E/, F €, : T. This follows from =, + ¢, : I and weakening of store typing context.

c. Next, we need to show that any closure value has boM(e.05) € DoM(¢€) (already known from Equation (1)) and =/, A |=
(Ml €clos)  Teios, Where €05 is the environment bound to the closure. We already know that =4, A |= (yg, 60103) Tetos-
Using Lemma E.5, we have Z/, A = (i), €cios) : Lelos-

Similarly, we can prove Equation (3). Since value of no location besides the fresh I, and [, changes between p, and .,

and pp, and pi;, we can show Equation (5) and the one following it using the results from Equation (1). All the variables

referenced by closures that were declared until €, or ¢; have unchanged values.

To prove =/, “b’ A (pg,€,) (yb, €,) : I', we need to show the following:

LA E (el T (6)
ELAE (e T (7)
poM(e;) = pom(e;) 8)
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For any x € pom(e;) = pom(e,) we have E;, 2, A = N1(p; (€, (x)) , pp (€, (x))) : T'(x) 9)
and for all x in pom(e,) = pom(e;) and some I, C I and any pe, if I, A Fpe x @ 7p, pg(€p(x)) = clos(ec,, -..),
Hy, (€, (x)) = clos(€cys ), Ey F €c, : Tpn, and E] [ €c, : Tpp , then B4, B A [y (pig, €c,) (s €c,) 2 e
First, we begin by showing Equation (6). This requires us to in turn prove the following:

a. 2/, A | p/. This is shown in Lemma E.3.
b. Z/ + €, : I'. Since we are given =, + €, : I, by using Lemma E.4, we can say that Z/, + ¢, : I". Since ' = T'[x —

’

S p n
(d{ti, x1) P, (Trets Yret)s L), €, = €a[x ¥ 14], B, = E4 U {l; — (1, pc)}, by using the rules for = + € : ', we can
show that Z/ F ¢, : I".

— 7 ———~ Pr
Hoteg: T -:a(la) = <d <Ti; Xi> E— <Tret, Xret>: J—)

" ealx o o] Tlx o (@ T 1) 2 (Trens gret)s L)]

—
—

c. Next, we need to show that any closure value has boM(e.1os) C DOM(€e”) and Z, A | (11, €clos) : Lelos, Where €05 is
the environment bound to the closure. Since €, = €,[x + I], where ", A +,¢ x : Tfn, We need to show the above
property for y € pom(e,) that is not equal to x and the new closure variable x. Since

for any y € pom(T) such that y # x, we have I''(y) = T'(y)

for any y € pom(e,) such that y # x, we have € (y) = €,(y)

and from Equation (1), we already know that for all T, A Fp¢ y : 7¢j0s € DOM(€g) such that y # x and p; (e;,(y)) = valcos,

we have pom(e.) C poM(e,), :a, A E (g, €c) : Tepos and Zp, A = (up, €c) : Tejos- Using Lemma E.5, we can conclude

that = :/ A |_ (,ua»EC> I-‘clos and = ‘_'b’ A |= <Hb’ ec) 1—‘clos~

Since p;(e;(x)) = clos(ea d x;i : {7}, xi), {Tret» Xrer), Stmt), DOM(€;,) © DoM(e,), and B, A E (ug,€,) : T we can

conclude that for all closure values, we have pom(e:) € DOM(€,), Eg, A [ (g, €c) : Tetos and B, A | (py, €c) = Teios-
This proves Equation (6). Proof of Equation (7) follows similarly.
To show Equation (9), we again use the fact that any y € pom(e),) will be either in bom(e,) or be the function name, x.
For the case where y # x € poM(¢,), we already know that Ea 2 A N1(pg(€4(x)) , pp(€p(x))) : T(x). This implies
that for any y # x € pom(e,) = DoM(€p), we have B, E), A |y N1(pg(€5(x)) 5 (€, (x))) : T”(x), since such y satisfies
Ha(€q(x)) = pa(€a(x)), py, (€, (x)) = pp(ep(x)), T'(x) = I'"(x) and E (x) = Ea(x), and E] (x) = Ep(x).

For the case when y = x, we need to show the following , where 77, = (d (7, y:) —P—cfn—> (Trets Xret)s L).
H;, :llv’A 'zl NI(CZOS(Easdxz <T Xz> (Treta )(ret) Stmt) clos(eb,dx, <T )(t) <Tret»)(ret> Stmt)) Tfn (10)

To show this, we need to first prove that £, A + clos(eq, d x; : (7}, i), {Tret, Xret),@stmt) d (T, xi) ———n—> (Trets Xret)s L).
For this we need to look at the value typing rule for function closures.
TV-Cros
ZEte:T T[x : {1, ), return = (Tres, Xrer) ], A I—pcf stmt 4T’

E, A+ clos(e,d x : (T, ), (Tret Xret)> decl stmt) : <<d 7 X> <Trets Xret)s L)

These premises are:

a. We need to show E/ ¢, : I'. We already know from Equation (1) that 2, + ¢, : I'. Using Lemma E.4, we can conclude
Erkeq:T.

b. We need to show I'[x; : (t;, i), return : {Tpes, Xret)], A Fpepa Stmt 417,

This is satisfied as a part of the premise in the typing rule for function declaration. This concludes

-_— —_— p n
1A F clos(eqd X (2 (10 (Trets Xret)s SEME)  (d (T 1) > (Tyers Xrer)s L)

— ———— P¢fn
“‘b’ A - ClOS(eb, d Xi : <Ti’ Xi): <Treta Xret>a Stmt) : <d <Ti; Xl> — <Tret: )(ret)a J—>
Next, we show that for I, the following properties hold:
a. By Fea: I, E) ke I Already shown above.
[ — PCfn
b. T, A vpe clos(eg, d x; = (T}, i), {Tret Xrer), Stmt) : {d (i, xi) LACLN (Trets Xret)» L). We already know this by the typing
_— —— PCfn
derivation. Similarly, T', A +,¢ clos(ep, d x; : (T}, Xi), (Trets Xret)> stmt) : {d (z;, xi) C—f> (Trets Xret), L)

c. Tx: (z, y), return : (Tres, Yret)]s A Fpepy StME A I’
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d. Also, we have val, =5 valp.

We also need to show that for all y € pom(e;) = pom(e;) and some Ijps C I and any pe, if T, A Fpe Y @ Teposs

Ho(en(x)) = valcloS with environment €., yé(el’y(y)) = valcjos with environment €., E; E €, : Leios, and &) Ec;, : Totos

, then B3, 5 A By (g, €c,) (Hy€c,) @ Tetos- For y # x, we know that a closure value would satisfy =4, Ep, A |5y

(Has €c,) {Ups €c,) : Teios- Since value of no variable referenced by any of the closure defined until €, is updated between

Mo and pp, we can say that Eq, Ep, Ay (pg, €c,) (4, €c,)  Telos- By weakening the store typing context, we can also say

B Eps A Fi (o €cq) (Hys €cy) © Telos- For the new closure variable x, we already have 57, 5], A [y (pg, €a) 1y, €p) : T.
This finally proves Item 3b. Item 3e is satisfied because only the value of the location pointed by the function name, x is
updated in the memory store. Item 3c is trivial since no location besides the fresh I, and [, are updated.

4. T-TBLDECL

LA bpeyy €xPi s Tk Xk [, A vpe,y, Xk : {match_kind, 1)

Pfny ) .
T, A Fpeyy acta; 2 d<Tayi Xaji) 5 (Teji Xeji) —5 (unit, 1), 1), for all j

T, A Fpe,y €XPay; o (Tag Xaji090€s d
Xk E pepn; for all j, k pca T pepn;, for all j Xk E peypy for all k pevi T peg

T-TBLDECL

[, A kpc table x {expy : xi acty,(expa,;)} +T[x : (table(pcyyr), L)], A

Given the above typing judgement holds for table declaration, we need to show that for any Z,, Zp, pia, b, €as €b, Hbs '”1,7’
€45 €, satisfying

Eas Ehs A 'zl </la, €a> <ﬂb: 6b> : r (1)

if the table declaration is evaluated under two different initial configurations {u,, €,) and {up, €p) as follows,

Iy fresh val, = table l, (€q, expx : Xk, acta; (eXPay; Yey; * {Tejir Xeji)))

(C, A, g, €q, table x {expy : xi actq, (expa;;)}) U (A, palla = vals], €q[x = 14], cont)

Iy fresh valy = table Iy, (ep, expy : Xx, acta, (€xPay;, Ye;; * Tejir Xeji)))

(C, A, pip, €p, table x {expy : xx actq,(expa;;)}) U (A, pp[lp > valp)], €p[x — L], cont)

then there exists some Z/, E; such that

a. T, A Fpc table declaration +T’, A. This is already the hypothesis of the theorem.

b Z 5, A G €0) o))+ 17 and 4,4, A bt () G €5) < T where i, = palla > valal, 1, = sl 1= valy ],
€, = €alx — o] and €, = &y [x > [,], " =T [x > (table(pc,pr), L)].

c. For any [, € pom(pg) such that Z4, A + pa(la) © Teros, Where 7ejos € {Tfn, Trp1}, then p (o) = pa(ly). Similarly for any
Iy € DOM(,Ub) SuCh that Zp, A + 1 (Ip) : Teros, where 7¢jo5 € {Tfm Trpi}, then .u[/,(lb) = pp(lp),

d. 2, CE, Ep CEj, DoM(lg) € DOM(py), DOM(pp) S DOM(p; ), DOM(€,) S DOM(€,), and DOM(€p) € DOM(E,).

e. For any I, € pom(y,) and [, € pom(pp) such that Zg, A F pg(ly) = (7, x) and Zp, A F pp(lp) : (7, ) and pc & y, we
have 11, (L) = ta(la) and gz, () = iy (Iy).

With p; = palla & vala], €, = e[x — ], pom(e,) = pom(es) U {x}, py = pplly > walp], €, = ep[x — D],

poMm(e;) = poMm(ep) U {x}, B, = Eq[l, > (texttable(pcipr), L)], and E] = Ep[l, +— (table(pcspr), L)] Item 4d is

evident.

Proof of Item 4b follows similar to the function declaration case. The interesting bit is to show that the freshly added

table name x satisfies the following property. For the case when y = x, we need to show that

—~/ =/

Eg Ep» A 1 N1(table L, (€q, expy + Xi, acta, (€xPay;s Yey; * (Tejis Xeji))) > table ly (€a, €xpr = Xk, acta, (€XPayys Yeji t (Tejis Xeji)))) & Tebl

where 7,5; = (table(pc,p;), L). For this, we need to first show that

B/, A+ table 1, (eq, expy : Xk, acty; (exPaj; Yeyi * (Tejir Xeji))) ¢ (table(perpr), L)

Z,, A+ table l (ep, expy : X, actq; (exPaj; Yeyi  (Tejir Xeji))) © (table(pespr), L)
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To show this, we need to prove that the premises of the following value typing rule are satisfied,

TV-TBL
Ere:T LA bpeyy expi : Tk Xk) [, A vpe,yy Xk = {match_kind, 1)

PCfn;
L, A }_Pctbl aCtaj : <d <Tajj’ Xaji> §<ch~,~, ch,»> "—_>J <unit, J_>, J_>, for all]

LA Fpe,y €XPay; (Taﬁ, )(aﬁ)goes d
Xk E pepn; forall k- pea C pepyj forall j xx € pegyr forallk  pegpr E peg

E, A+ table I {€, expy : xi acty;(expa;,)} : (table(pcrpr), L)
a. We need to show =/, A + ¢, : I. We already know from Equation (1) that =, + ¢, : I'. Using Lemma E.4, we can
conclude E/ + ¢, : T.
b. We need to show T, A by, expr : {7k, X&)
c. We need to show I, A k., Xi : {match_kind, 1)

PCfn;
d. We need to show I', A +pe,,, acta; : {d (Ta;;» Xa;;) 5 {Te;i> Xeji) —5 (unit, 1), 1)

e. We need to show I', A kpc,,, €xpa;; : (Tajis Xa;;) goes d
The last four properties are satisfied as a part of the premise for the typing rule for table declaration. This concludes:

—/
'

Eg A+ table l; (€4, expy : Xk, acta; (eXPayys Yeji * (Tejis Xeji)))  (table(perpr), L)

2y, A+ table I, (€q, expy : X, actq; (exPaj; Yey;  Tejir Xeji))) © (table(pespr), L)
Next we show that for I' the following properties hold (by expanding the definition of NI for table closures)

a. By ket T, 5] ke I Already shown.

b. T, A vy table I, (€q, expy : Xk, acta; (eXPaj;s Ye,; * (Tejis Xeji))) ¢ (table(pepr), L). We already know this by the typing

derivation. Similarly, T', A . table Iy (€4, expy : Xk, acta, (€xpay; Ye;; * {Te;ir Xeji))) + (table(pespr), L).
. T, A Fpe,y, Xic 2 {(match_kind, 1) for each x; € X.

a0

. T, A bpe,yy expr : (Tk, xx)- for each expy € expy.

Cfn;

LA bpeyyy actaj s {d (Tayis Xaji) 5 {Tej Xeji) RckiN (unit, 1), 1) for each act,; € actg,.
- T A Fpeyyy €XPaj; t (Tayy Xaj,) goes d for each expy;, € expq;.
. val, =4p; valp.
- Xk E pcgn,, forall jk
. PCa E peyn, for all j
. Xk E pcyp for all k
. pcy1 E peq

These properties are can be shown using the premise in the typing derivation.
5. T-TYPEDEF

e e 5 0g -

T-TYPEDEF
[, A bpe typedef 1 X 4T, A[X = 1]

(C, A pgs €as typedef T X) || (A[X = ], pa, €4, cont)

The proof of this case is trivial. The only interesting part is to show that =, 2/, A[X = 7] |5 (e, €a) (pps €p) : T. We
already know that 2,4, =y, A = (la, €2) {lip, €p) : I'. By definition of this judgement for a pair of consistent state, we can
observe that we can prove this for the extended A as it is a case of weakening the context.

6. T-MAaTcHKIND

= —— T-MeMHDR
T, A vpe match_kind{f} AT, A[match_kind = match_kind{f}]

Evaluation rule is

EvaL 1

(C, A; pg; €q; match_kind{]_‘}) U (Almatch_kind = match_kind{]_‘}],,ua, €q, CONL)

The proof is similar to the typedef case.
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7. T-SEQ-2

F, A ch decl 4 l"l, Al Fl, Al ch stmt A rz
I, A bpe decl stmt A Ty, Ay

T-SeQ

<Ca A, Has €a, d601> U <A1; Ha1s €al, COI’lt) <C> Als Ha1s €ats 5tmt> Uv </1aZs €a2, Siga>
(C, A, g, €4, decl stmt) | (A1, flaz, €a2, Siga)

<Cs Ay ﬂlb €p, dECl> U‘ <A1> ﬂbla €b1> Cont> <C> Als /‘lbls €b1, Stmt> U‘ <)ub25 €b2s SIgb>
<Cs A’ Hbs €b> decl Stmt> U <A19 Hb2, €b2, Sigb>

Given the above typing judgement holds for the statement,decl stmt, we need to show that for any E,, Zp, pia, tp, €a, €p,
Has Hy» €q5 €, satisfying

Ea’ Eb: A |:l <lla, €a> <,Ub, €b> : r (1)

If the statement, decl stmt is evaluated under two different initial configurations {y,, €,) and {yp, €;), then there exists

some E; and E;, such that the following hold:

a. I, A v decl stmt 4 I, Ay. This is already the theorem’s hypothesis.

b. We haveE, C 5}, 5, C E/, DoM(1g) € DOM(f1;), DOM(1p) C DOM(p1;), DOM(€,) € DOM(€,), and DoM(€p) C DOM(Ey),
A C Ay and E, E;, A1 = (ul, €)) <”lla’ 6;)) : IV, In this case pi, = Ha, '”l,a = Up2, €, = €q2, el; = €p2. We also need to show
that 50, 57, A [y (pg, €a) (py- €p) T

c. For any I, € pom(p,) such that 24, A + p14(la) : Teios, Where Tejos € {Tfn, Tept}, then p (ly) = pa(ly). Similarly for any
Iy € poM(pp) such that Zp, A b pp(lp) © Teros, Where eios € {Tfn, Trpr}, then py (Ip) = pp(lp).

d. For any [, € pom(y,) and [; € pom(pp) such that Eq, A + pa(l) = (7, x) and Ep, A + (1)) : (7, x) and pc & x, we
have pia(1}) = (1) and sy () = 1 (L),

e. sig in any two evaluations are of the same form.

The proof is direct by applying induction hypothesis on the decl and stmt. We will highlight the most interesting

part. By applying induction hypothesis of Theorem D.3 on decl, we conclude that NI decl. This implies Z,1, Ep1, A1 i

(a1 €a1) {Hp1-€p1) = T and Z41, Ep1, A1 1 (Ha1s €a) {ip1, €p) : T By applying induction hypothesis of Theorem D.2

on stmt, we conclude that gy, Zpp, A1 |y (Haz, €a2) (Hp2s €p2) = T and Eaz, Bpo, Ar 1 (Haz, €a1) {pip2, €p1) : T. To prove

a2 Zp2s A1 E1 (a2 €a) {pp2, €p) : T, we use the same approach from T-SEQ-1 case (Item 4).
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J Value Typing Rule

TV-Rec

TV-Hpr
E, A v oal:{t,y) E, A v oal:{t,y)
EAF{f=va}:{{f: (. )}, L) =, A+ header{valid, f : (z, ) = val} : (header{f : (r, x)}, L)
TV-STACK . TV-Cros _
len(val) = n 5 A+ oal : {z, y) Ete:T T[x : (7, x), return = (Trer, Yre)]s A bpey, stmt AT

=, A stack (z, ) {v_al} s ({7, ) [n], L)

JE— J— —  PCfn
B, A v clos(e,d x : (T, ¥), {Tret> Xret)> decl stmt) : {{d T, y) RN (Trets Xret)s L)
TV-TBL

Ere:T LA bpeyy exPi s Tk Xk [, A vbpe,y; Xk 2 {match_kind, 1)

PCfn; ) .
F,A '_PCtbl actaj : <d <Ta]-i, Xaj,-> ;<chia ch,-> _]) <unlt> L)»J->’ fOI' all]
IA Fpcr €XPaj; <Taji’ Xaji>goes d
Xk E pepn; for all j, k pca C pepn;, for all j Xk E pepy for all k pcvl E pea

E, A+ table I {€, expy : xi actq;(expa;,)} : (table(pcspr), L)

TV-PARTIALAPP

Pefn ) —
T, A bpe Xact + {d (Tay Xaji) 3 {Tejis Xeyi) — (unit, L), L) [, A vpe exp : (1, y)goes d

— - pefn X
E, A+ xaer(exp,xc : (7, X)) : {d (Ta;s Xayi) 5 Tejo Xeyy) — (unit, L), 1)

Matcu _ TV-SuBTyYPE
A(match_kind) = match_kind{f} E A v oal: (1, y) XCx

B, A+ match_kind.f : match_kind 5 Avroal:{t,x")
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