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Model-based development is an important paradigm for developing cyber-physical systems (CPS).
The underlying assumption is that the functional behavior of a model is related to the behavior
of a more concretized model or the real system. A formal definition of such a relation is called
conformance relation. There are a variety of conformance relations, and the question arises of how
to select a conformance relation for the development of CPS. The contribution of this paper is a
survey of the definitions and algorithms of conformance relations for CPS. Additionally, the paper
compares several conformance relations and provides guidance on which relation to select for specific
problems. Finally, we discuss how to select inputs to test conformance.
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1 INTRODUCTION

In the field of cyber-physical systems (CPS), the de facto standard for software development
is model-based design. While models for software and physical components have mostly been
developed separately in the past, the trend towards CPS design has led to models with mixed
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Fig. 1. The V-process characterization of model-based design.

discrete and continuous dynamics – so-called hybrid systems. Discrete and continuous models
have severe differences – not only in their syntax and semantics – but also in the principles
used to obtain those models. An example of a hybrid system with tight interconnections
between discrete and continuous parts is an electro-mechanical brake [122].
The V-process characterizes the different development steps of model-based design, as

visualized in Figure 1. Starting with abstract requirements at the top left side of the V, the
requirements are successively refined leading to a system architecture, a detailed specification,
and implementation models. Finally, this leads to the implemented code, shown at the bottom
of the V. In the end, the implementation has to fulfill the requirements. In a second phase,
the system is verified and validated, starting from the code level (e.g., by conducting unit
tests of code) all the way up to the requirements. From the unit tests of implementation
models to the abstract requirements from the beginning (advancing the top right side of the
V), the implementation has to meet the expectations.

Throughout the design process, a plethora of models of the system itself or its environment
are developed with a variety of purposes and abstraction levels. In every step, implementation
aspects, such as scheduling of computations, quantization of variables, and sensor/actuator
inaccuracies, are added as shown in Figure 2. In order to reduce the testing effort on the
actual cyber-physical system, it is desirable to conduct as much testing as possible on models
throughout the development process. However, in order to achieve this, test results on more
abstract models used earlier in the process must be transferable to some extent to the actual
system – the models need to be conformant to one another in some sense. However, this is
still difficult to achieve in practice due to the number of modeling tools and paradigms, the
non-existence of formal semantics for many of the models, and the variety of system aspects
covered in different abstractions.

From an industrial standpoint, there are various uses for conformant models on different
abstraction levels: early testing in the design process, capturing system variability by
providing different concretizations of the same abstract model, regression testing after
incremental changes to the system, et cetera. The challenges that need to be overcome
include the fact that formal verification methods in the cyber-physical systems domain only
scale to very abstract models, the prevalence of black-box models which just exist as a
compiled binary, and the necessity to eventually relate models to physical systems which
can only be observed through measurements.

We call the ability to transfer properties from one model to another transference, and one
way of achieving this is by establishing formal links between models on different abstraction
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Fig. 2. Different models are needed in the development process for verification and validation.

levels. We call these formal links conformance relations. In this paper, we survey different
conformance relations proposed in the literature for cyber-physical systems, their transference
properties, and approaches for systematic testing. As conformance relations for discrete and
timed systems have already been studied in detail in the literature [25, 73, 117, 119], we
focus on the conformance relations explicitly considering the continuous and hybrid part
(see Section 3).

A variety of different conformance relations for cyber-physical systems have been proposed
in the literature. Aerts et al. [6] provide a brief overview of model-based testing and
conformance relations for hybrid systems. However, that overview does not attempt to be
a comprehensive survey. The goal of our survey is to provide a detailed discussion about
existing notions of conformance, which does not yet exist in the literature, to our best
knowledge. Besides discussing the definitions and properties of conformance relations, we
provide references to algorithmic approaches to check conformance and outline the main
application areas.
This survey is intended for researchers, but written in a way that concepts can also be

understood by practitioners. In particular, we target researchers who are familiar with hybrid
systems, but not with notions of conformance. The scope of the survey does not include
stochastic models or stochastic conformance relations, both for reasons of length and the
fact that conformance of stochastic models typically involves different concepts.

The remainder is structured as follows: We first introduce the formal basis for conformance
and review conformance for discrete systems in Section 2. Then, we give an overview of
conformance relations and review work on conformance in the domain of cyber-physical
systems in Section 3. We identify and study differences between several relevant conformance
notions and give some guidance on how to select the right conformance relation for a given
use case in Section 4. Finally, we discuss important aspects of input selection approaches for
conformance testing in Section 5 and draw conclusions in Section 6. In each section, we also
summarize existing work for discrete and timed systems.

2 PRELIMINARIES

Discrete systems can be modeled as transition systems which produce a sequence of discrete
events. Timed systems extend discrete systems with time; passage of time can be considered
as an additional real-valued event. Hybrid systems extend timed systems by allowing arbitrary
continuous behavior. As hybrid systems are a superclass of both discrete and timed systems,
the traces of hybrid systems can be abstracted to timed or discrete sequences, and all
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techniques and methods applicable for discrete and timed systems can be applied to hybrid
systems as well. However, sufficiently accurate abstractions to discrete systems often result
in an unmanagably large number of discrete states.
As opposed to discrete and timed systems, states and outputs of the physical part of

hybrid systems are real-valued. A richer set of traces (real values over continuous time) is
possible, compared to discrete sequences of discrete outputs. In particular, these CPS models
are expected to react to inputs in dense time and to produce a dense-time output. A system
model that does not define the reaction to a legitimate input at all times will typically be
considered to be defective. Therefore, we focus in this survey on input-receptive systems; for
a study on non-input-receptiveness,¡w see [111].
For modeling evolutions of a hybrid system, we follow Dang [43] and consider inputs(S)

as the set of piecewise continuous input functions of system S. A state of a hybrid system is
a tuple (q, x), which combines the discrete location q and the continuous state x ∈ Rn. A
state trace x of the system is the sequence

x = (q0, x0(.))(q1, x1(.)) . . .

with discrete states qi and continuous functions xi(.) mapping time intervals [ti, ti+1] with
ti ≤ ti+1 to continuous states and x(t) = (qi, xi(t)) for t ∈ [ti, tt+1]. We can only observe
output states, which are projections of states via the output map out. Contrary to a (white
box) abstract model with formalized differential equations, a (black box) implementation
typically can only be measured via its input/output behavior. An output trace τ is the
mapping of the state trace x onto the observable output space via the map out:

∀i ∀t ∈ [ti, ti+1) : τ(t) = out(qi, xi(t)).

The set of all possible state traces of a system S under a given input function u(.) is
denoted by straces(S, u(.)). The set of all possible output traces of a system S under a
given input function u(.) is denoted by otraces(S, u(.)). In this survey, we consider non-
deterministic systems, which means that multiple output traces are possible for the same
input function. Without loss of generality, we assume that non-determinism is not modeled
by non-deterministic inputs, but by differential inclusions [120]. In the hybrid systems
community, Zeno1 behavior is often assumed to be absent from the model or Zeno runs are
not considered to be valid traces. Since Zeno behavior is a concept that cannot be observed
in physical systems, it is often of little use in models as well; thus, we assume in this paper
that all traces are non-Zeno.

Inspired by Tretmans [131], we formalize conformance in the following way: We are given
a specification spec and two systems, an abstract system SA and an implementation system
SI . A specification spec is a property the system should have and describes a set of correct
(input to) output behaviors. A system SA is correct with respect to spec, which we write
as SA |= spec, if the output behavior of SA is a subset of the correct output behavior of
spec (for the same inputs). A useful conformance relation conf between systems SI and SA

implies transference for related systems, which is that all specified properties transfer from
SA to SI

SI confSA ∧ SA |= spec =⇒ SI |= spec .

There exist different names for conformance relations, such as implementation relation [25]
and refinement relation [19]. If a conformance relation holds, SA is called an abstraction
of SI , and SI is called a refinement of SA [25]. For a conformance relation, it is important

1Infinitely many discrete transitions in finite time.
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Fig. 3. Conformance Overview.

what type of properties are transfered. For the class of properties which are transfered, the
conformance relation can also be called a property preserving relation [30]. Conformance
should be defined as permissive as possible to relate many systems, yet as strong as necessary
to transfer the properties of interest.
The presented formal definition of conformance enables sound reasoning: we can prove

that systems are conformant (conformance verification), or we can find a counter-example
(trace) which shows conformance cannot hold (conformance falsification). For conformance
verification shown in Figure 3, we have to prove that all behaviors of two systems are
conformant. This is typically only possible for well-defined white box models or for measure-
ments with further assumptions on the system behavior, because otherwise we cannot prove
that we have checked every possible behavior. On the other hand, conformance falsification
only needs sampled behavior of SI which does not have a corresponding equivalent in the
abstract model, to prove that conformance does not hold, see Figure 3. If we use additional
measurements to check conformance and do not find a counter-example, the confidence
that the considered systems are conformant is increased, but does not provide a formal
proof. Although conformance falsification is incomplete, conformance is tested in practice
with finitely many tests, which are selected to obtain a high confidence that most (relevant)
behaviors have been checked. Such a conformance testing approach should effectively check
conformance on already available development artefacts, e.g., abstract models built early in
the development process. This implies selecting inputs to the systems such that it fails fast,
exposes relevant behavior, and stops based on an interpretable test-end criterion.

In this paper, we consider different classes of properties. A safety property requires traces
to satisfy a propositional formula at every point in time (e.g., freedom of collisions of an
autonomous vehicle). Linear-time properties specify desired discrete traces of a discrete
system [25, Section 3.2.3]. With Linear Temporal Logic (LTL) [25, Section 5], a set of
desired traces can be specified by combining propositional formulas on states with temporal
operators, such as always and eventually. Computational Tree Logic (CTL) [25] specifies
desired computational trees of a discrete system using path quantifiers. LTL and CTL do
not include each other, a discussion of the differences can be found in [25, Section 6.1]. For
timed systems, there are timed versions of LTL and CTL, called timed LTL (TLTL) and
timed CTL (TCTL) [25, 113, Section 9.2], which add clock constraints to the propositions
on the discrete state. Metric Temporal Logic (MTL) is similar to TLTL, but defined on
Boolean traces over continuous time [16]. Furthermore, MTL has been extended to Signal
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Temporal Logic (STL) [90], which maps propositions on continuous states to Boolean traces
and thus can be used to define temporal properties for hybrid systems.

One additional topic – highlighting a big difference between discrete and hybrid systems –
is reachability analysis, which computes reachable states given a dynamical system, a set of
initial states, and inputs. Reachability analysis is decidable for discrete and finite systems [25]
but not for hybrid systems [15]. While reachable sets can be exactly computed for discrete
systems [33], they cannot be computed exactly for most system classes involving continuous
dynamics, and therefore over-approximations are computed [104]. For linear continuous
dynamics in particular, relatively high-dimensional state spaces can be efficiently computed
[12, 27, 32, 61]. However, reachability analysis remains a difficult (and undecidable) problem
for non-linear and hybrid dynamics [13, 14, 26, 39, 44, 56], which affects the application of
conformance testing approaches.

3 CONFORMANCE RELATIONS

The main idea of conformance relations is that the inner structure and the state of systems
are not relevant, as long as the behavior on the output is similar. In this section, we give
an overview of existing conformance relations and their test procedures. Hybrid systems
are a superclass of both discrete and timed systems. Thus, all conformance relations for
discrete and timed systems can also be applied to hybrid systems in principle. For instance,
conformance relations for discrete systems are usually defined on transition systems and
can also be applied to infinite transition systems, which can be used as the modeling
formalism for hybrid systems [135]. However, discrete conformance relations are meant to
be used for discrete systems and might not capture the continuous part of hybrid systems
well (cf. Section 3.1). Therefore, additional conformance relations for hybrid systems were
proposed, which are based on existing discrete conformance relations. As discussed in the
introduction, this survey focuses on such conformance relations. As systems can also be
abstracted to discrete systems and compared using discrete conformance relations, we also
include references and some explanation to the underlying discrete and timed relations. This
helps to understand the foundation and origin of the hybrid conformance relations.
We classify conformance relations as presented in Figure 4: Simulation [124] is a con-

formance relation that relates states; Trace conformance [43] only relates output traces
and not states; Reachset conformance [116] abstracts the set of traces and only checks
these abstractions; Approximate simulation [59] and approximate trace conformance [65] are
approximate versions of simulation and trace conformance, where the states and output trace,
respectively, only have to be approximately similar. Each class of conformance relations
is reviewed and explained in detail in a separate subsection. We structure each subsection
into four parts: (i) definition, (ii) properties and transference, (iii) conformance verification
and falsification, and (iv) underlying discrete and timed relations. After presenting the
different conformance relations, we compare them in Section 4. While simulation and trace
conformance are hybrid adaptions of discrete conformance relations, it is noteworthy that
the other relations differ much more from discrete conformance relations.

3.1 Trace conformance relations

The basic idea of trace conformance relations is that two systems are conformant if all traces
of the first system are also traces of the second system. The concept was initially developed
for discrete systems (see the paragraph about discrete conformance below). Based on these
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Fig. 4. Conformance relations overview.

existing discrete conformance relations, Dang [43, 45], and similarly van Osch [135, 136], has
defined a similar conformance notion for hybrid systems:

Definition. System SI is trace conformant to system SA, which we write as SI confT SA,
if the output traces of one system are included in the set of traces of the other system:

SI confT SA ⇔ ∀u ∈ input(SA) : otraces(SI , u) ⊆ otraces(SA, u)

⇔ ∀u ∀TI ∈ otraces(SI , u) ∃TA ∈ otraces(SA, u) ∀t : TI(t) = TA(t).
(1)

Following Dang [43], we call this relation trace conformance; an example is visualized in
Figure 5. Note that system SA defines the relevant input set. Therefore, system SI only has
to conform to SA for the inputs of SA, and there is no restriction for other inputs. This is
the reason why the trace conformance relation is only transitive if the input sets are equal.

While Dang defines trace conformance for hybrid automata and on traces, van Osch follows
Tretmans more closely and uses hybrid labeled transition systems as the system modeling
formalism by defining the relation based on transitions and not based on traces. Van Osch
calls the conformance relation hybrid input-output conformance (hioco). There exist several
other names for essentially the same notion of conformance for different formalism. Alur
et al. [17] use language inclusion for hierarchical hybrid systems and Henzinger et al. [18, 72]
refinements for hierarchical hybrid systems. Lynch et al. [86] introduce implementation
relations for hybrid input output automata, whereas Tabuada [124] uses the name behavioral
inclusion. Another name for trace conformance – inspired from discrete conformance relations
– is weak simulation. Grasse [68] presents trajectory propagation and trajectory lifting. Ikeda
et al. [41, 75] present the inclusion principle – which is essentially trace conformance – for
linear systems in the context of decentralized control. Mitsch et al. [93] discuss projective
relational refinement for refactoring and refining hybrid systems given in differential dynamic
logic. Following Quesel [112], we call two systems trace equivalent if trace conformance holds
in both directions. Alur et al. [20] call it language equivalence, whereas Pola et al. [107] use
the name input-output equivalence.

Properties and transference. Since the output traces of SI are also output traces of SA if
SI is trace conformant to SA, properties which hold on all output traces of SA also hold on
all output traces of SI . For instance, if an ouput is not reachable for system SA, then it is
also not reachable for system SI . Alur et al. [20] show that trace equivalence transfers linear
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time

state

traces

Fig. 5. The gray output traces contain only one of the black output traces. Contrary to the gray traces,
the other black output trace is non-constant and thus, the black output traces are not trace conformant
to the gray traces.

temporal logic (LTL) properties, but not computational tree logic (CTL) properties. The
same should also hold for trace conformant systems, but we found no proof in the literature.

Conformance verification and falsification. For deterministic systems and a given input,
trace conformance can simply be tested by checking if both output traces are equal. For
checking the inclusion of a trace of SI in a non-deterministic system SA, one has to find the
non-deterministic choice for SA that produces the same output trace. Van Osch [135, 136]
approaches this problem by computing a tree where the edges are labeled with inputs or
outputs and leaves are labeled with pass or fail. Paths starting at the root of the tree
represent traces of the system. Finite time evolutions of the continuous parts are included
as elements of the discrete test tree. A test execution traverses the tree and finally leads to
a pass or fail in the leaf. The main problem with this algorithm is that it is not clear how to
generate a memory-limited tree for a given hybrid system (there are infinitely many traces),
which checks conformance and covers all behaviors. Structural information from the hybrid
systems is not leveraged, but naively transformed into hybrid labeled transition systems and
test trees.

Dang [43, 45] proposes a practical approach for checking trace conformance of deterministic
systems with a coverage-guided test generation implemented in the test generation tool
HTG2 [43, 46]. Given a hybrid system model SA, which should be checked against a black
box implementation SI , the algorithm generates a trace tree approximately covering the
state space of the model SA. This is done using a discrepancy measure that recognizes regions
which are not covered very well. Iteratively, these regions are explored and approximately
covered using rapidly exploring random trees. The disparity of the sampled state space is
used as a test-end criterion. The result is a test tree which can be used to select the input
for the implementation under test and to compare the resulting outputs.
Another approach is used by Mitsch et al. [92] to synthesize a conformance monitor

from a model given in differential dynamic logic. It does a sampling-based check of trace
conformance for measured data against a model.

Underlying discrete and timed relations. The underlying discrete version of trace con-
formance is called trace inclusion and assumes what was described above: all sequences
of events that can be produced by the first system must be reproducible by the second
system [25]. Input events and output events are just considered as events; no distinction
between input and output events is made. Trace inclusion transfers LTL properties for
systems without terminal states [25, Theorem 3.15].

2https://sites.google.com/site/htgtestgenerationtool/home
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When distinguishing between input events and output events, there are additional concerns:
input-enabledness/input-receptiveness and quiescence. Input-enabledness holds for a system
if all possible inputs can be applied in every state. For non-input-receptive systems, the system
may declare inputs as non-admissible based on the state of the system [111]. Quiescence
describes a state of the system in which there is no observable output.

The input-output conformance relation (ioco) [132] can be seen as the counterpart of trace
conformance for systems with input-output distinction. Ioco assumes input-enabledness and
tackles quiescences with a synthetic/virtual output to make quiescent situations observable.
Two systems are ioco if the possible outputs of one system are also possible outputs of the
other system after the same sequence of events. Furthermore, there are other conformance
notions for input-output systems, which do not assume input-enabledness; see for instance
refinement calculus [24].

Ioco uses a virtual output for quiescent situations, because it cannot measure time. Ideally,
there are timeouts that decide whether an output has been quiescent, so that conformance
can be decided after the time bound has elapsed. Such timeouts can be defined for timed
systems, as time is also an output. This is done by tioco, a timed version of ioco [82].
The following conformance relation is defined on hybrid systems; however, it compares

the systems on a discrete abstraction. Therefore, we have added this relation to the discrete
relations paragraph. The name of the abstraction-based conformance relation is qualitative
reasoning input output conformance (qrioco) [8, 35]. Qualitative reasoning models abstract
from concrete system behavior and states by providing a qualitative description of (i) system
dynamics based on qualitative differential equations, where only the direction of change of
a state is described, and (ii) so-called qualitative states, i. e., discrete equivalence classes
over the continuous states. Two systems SI , SA are qualitative-reasoning-input-output-
conformant, if the equivalence classes of the states and the derivatives are the same for the
system traces. Brandl et al. [34] propose critera domain coverage, delta coverage, complete
delta coverage, state coverage, and transition coverage on the qualitative-reasoning model
for test generation. Although qrioco considers hybrid systems, it compares the systems on a
discrete abstraction. Thus, evolutions of the continuous states within the equivalence classes
are irrelevant for qrioco conformance.

3.2 Approximate trace conformance relations

A small difference of output traces of two deterministic systems SI , SA is sufficient to
invalidate trace conformance. However, SI and SA can be approximately conformant if their
traces remain close to each other. We can use a metric d to quantify the distance of the
traces so that ε-approximate trace conformance can be defined as

SI conf≈ SA ⇔ ∀u ∈ inputs(SA) ∀TSI
∈ otraces(SI , u) ∃TSA

∈ otraces(SA, u) : d(TSI
, TSA

) ≤ ε.

If one uses the metric d(TSI
, TSA

) = supt do(TSI
(t), TSA

(t)) with a metric do on the output
space, one obtains the approximate language inclusion as defined by Girard and Pappas [65].
However, they only used it for comparison to approximate simulation – contrary to Bian
and Abate [31], who focused on approximate trace conformance in a probabilistic context. A
very special approximate trace conformance relation focusing on heartbeats is presented by
Banach et al. [28].
We want to emphasize that transference in the sense of Section 2 does not hold for

approximate trace conformance relations. Instead, system SA has to satisfy a robust version
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[spec]≈-robust of the specification to verify that spec holds on SI :

SI conf≈ SA ∧ SA |= [spec]≈-robust ⇒ SI |= spec.

Most of the following relations focus on systems with continuous output only, which is
motivated by control systems that control a continuous physical quantity and where systems
are typically modeled deterministically. An output deviation for deterministic systems can
be inadequate for systems whose outputs are time-shifted (delayed), as for the jump-response
pattern in Figure 7. The following approximate relations focus on such systems and allow
output deviation and time deviation. In the case of non-continuous jumps of signals in
particular, retiming plays an important role. For an easier presentation, we use retiming
functions [112], which simply scale time (not necessarily continuously).

(τ, ε)-closeness relation. Abbas et al. [3] present a conformance relation called (τ, ε)-
closeness focusing on deterministic models with continuous outputs. They consider a bounded
output deviation ε, and additionally, a bounded time deviation τ as visualized in Figure 6.
The time deviation bound τ can be represented by a retiming function r as

max
t

|r(t)− t| ≤ τ.

Thus, two output traces T1 and T2 are (τ, ε)-close if there exists a τ -bounded retiming r≤τ

with

∀t : d(T1(t), T2(r(t))) ≤ ε (2)

and another retiming where (2) also holds, but with interchanged roles of T1 and T2. For two
points in time t1 and t2, the corresponding points in scaled time r(t1) and r(t2) potentially
have different order: t1 < t2, but r(t1) > r(t2), and thus there could be a local time disorder,
which complicates the transference of temporal properties.

Based on the notion of closeness of output traces, Abbas et al. [3] define (τ, ε)-closeness
for two deterministic systems SI and SA as

SI conf(τ,ε)−close SA ⇔ ∀u ∈ inputs(SA) ∃r≤τ : sup
t

d
(
TI(t), TA(r≤τ (t))

)
≤ ε,

where TI and TA are the (single) output traces for a given input and initial state. Note that
Abbas et al. [3] define (τ, ε)-closeness for sampled output traces with a finite horizon and thus,
their definition is directly applicable to numerically simulated output traces and measured
ones. Depending on the application, a slightly different version of (τ, ε)-closeness defined
on hybrid time [3] can be used, which requests that the number of discrete state jumps is
the same for both output traces. Mohaqeqi and Mousavi [94] extended (τ, ε)-closeness to
also incorporate discrete actions. Additionally, Mohaqeqi et al. [96] study the differences of
(τ, ε)-closeness and hioco.
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ετ

T1(.)

T2(.)

Fig. 7. The output trace T2(.) is similar to output trace T1(.), but with a time delay τ . The output
distance of T1(t) and T2(t) is greater than ε for some time t.

Due to the possible local time disorder, temporal properties can be transfered with some
restrictions only. For instance, the property “globally between time 1 and time 3, the velocity
is greater than 10” proves only “globally between 1+τ and 3-τ , the velocity is greater than
10-ε” for (τ, ε)-close systems. Abbas et al. [4] prove the transference of such transformed
properties in Metric Temporal Logic. The connection of (τ, ε)-closeness to (τ, ε)-approximate
simulation is studied by Abbas et al. [2].

To determine the (τ, ε)-closeness between systems, Abbas et al. [2] present an optimization-
based approach. They formulate a robustness value that measures the degree of (τ, ε)-
closeness. An optimization algorithm, such as simulated annealing, Monte-Carlo tech-
niques [101], or ant colony optimization [21], can be used to generate inputs minimizing the
robustness value. They also present an approach to compute a minimal under-approximation
of ε for a given τ and linear switched systems using rapidly exploring random trees (RRTs).
These optimization-based approaches are applicable in the sense that their only assumption
is that both systems are deterministic and input-enabled. Since such methods usually use
sampled traces, Mohaqeqi and Mousavi [95] give error bounds under which sampling of the
system does not corrupt the checking of (τ, ε)-closeness against measured data, which is also
discussed by Araujo et al. [23]. Aerts et al. [5] present a tool which tests a model versus
an implementation on (τ, ε)-closeness. Test-generation is covered with the focus on valid
input generation (sound and robust test cases). Also, (τ, ϵ)-closeness [29] was used to check
a DC-DC converter.

ε-δ-similarity. Quesel [112] introduces ε-δ-similarity, which is (τ, ε)-closeness with ε = δ
and a preserved time order. Therefore, the retiming r has to satisfy t1 < t2 ⇔ r(t1) < r(t2).
Transference theorems are proved for this relation: region stability can be transferred, as well
as an MTL fragment. Quesel performs conformance checking using quantifier elimination in
KeYmaera [105]. Due to the complexity of quantifier elimination, the approach seems to be
limited to rather simple models.

ε-Skorokhod conformance. Deshmukh et al. [48] define the ε-Skorokhod conformance
relation, which is identical to ε-δ-similarity with δ = ε. Since time deviations and output
deviations are both bounded by ε, ε-Skorokhod conformance depends heavily on the relative
scale of output and time. Contrary to ε-δ-similarity, different conformance bounds can be
compared more easily, because it is one-dimensional. Dhesmukh et al. prove transference
of timed LTL with predicates and freeze quantifiers (subsuming STL) with ε-Skorokhod
conformance. The authors have implemented a stochastic search-based approach maximizing
the Skorokhod distance of the output traces. Since time and output bounds are intertwined,
one cannot simply loop over the output traces and compute their distance. Therefore,
Deshmukh et al. present a sliding-window-based monitor to check ε-Skorokhod conformance
for a given error bound ε. Majumdar and Prabhu [88, 89] present a computational method for
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quantifying the Skorokhod distance between two hybrid sampled output traces. Skorokhod
conformance was used to check an air-fuel ratio controller [48].

3.3 (Bi-)simulation relations

The notion of simulation and bisimulation originated from studying discrete structures in
theoretical computer science [117]. Tabuada [124] and Frehse [51] give a detailed introduction
to simulation relations for hybrid systems. In contrast to trace conformance, simulation
relations relate system states rather than outputs. The underlying system formalisms of
simulation relations are transition systems.

Definition. Continuous and hybrid systems can be formalized as transition systems as
done for hybrid (i/o) automata [51, 86, 124] as well as for discrete-time linear systems [128].
A system SI is simulated by system SA if there exists a relation R between the state space of
SI and SA, such that for all related states (sI , sA) ∈ R and all state traces xI of SI starting
at sI , there exists a state strace xA of SA starting at sA such that

∀t : (xI(t), xA(t)) ∈ R and out(qI , xI(t)) = out(qA, xA(t)) (3)

holds, where (qI , xI(.)) and (qA, xA(.)) are parts of the sequences xI and xA, respectively.
Note that the classical definition of a simulation relation on hybrid automata does not
consider inputs. However, by forcing the state traces xA and xI to have the same input u(.),
inputs can be incorporated. Cuijpers [42] and Prabhakar et al. [108–110] define stronger
relations called continuous simulation and uniformly continuous (input-output) simulation,
which require the relation between states to be (uniformly) continuous.

If a simulation relation holds in both directions simultaneously, the systems are called
bisimilar. Bisimulation relations have been used for linear systems [103, 134], for non-linear
systems [125], for switching linear systems [107], and for hybrid systems [37, 124, 133]. The
theory of bisimulations for dynamical and hybrid systems was unified by Haghverdi et al. [70]
using categorical approaches.

Properties and transference. One of the benefits of relating states of systems is the
transference of CTL properties for bisimilar systems, as shown by Alur et al. [20]. Tabuada
et al. [126, 127] show that similarity and bisimilarity of subsystems can be used to construct
simulations and bisimulations of the complete system. A discussion of the transference
of controllability via simulation relations for linear and non-linear systems is presented
by Ho and Grasse [69, 74]. However, the classical notion of simulation does not transfer
stability properties [42]. Stability transference requires a continuous simulation [42], whereas
asymptotic stability and input-ouput stability requires uniformly continuous simulation
and uniformly continuous input-output simulation, respectively. Rüffer [118] presents a
conformance type using comparison systems which similarly transfers stability properties.

Conformance verification and falsification. Most computational approaches focus on check-
ing simulation relations between two models and not between a model and an implementation,
e.g., the tool PHAVer [52] can be used to check simulation relations [51, 55]. This is because
simulation relates system states, which are typically not possible to obtain from measure-
ments. For linear systems, there exist methods to compute bisimulation relations between
given models using a fixed-point characterization [103, 134]. Tanner and Pappas [129] present
necessary and sufficient conditions for a simulation relation between two constrained linear
systems. They are able to check simulation relations using a number of linear programming
problems. Munteanu and Grasse [97] present a method to compute simulation relations
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between non-linear control systems affine in inputs and disturbances. Murthy et al. [99, 100]
present the framework BFComp, which computes bisimulation functions using sum-of-squares
optimization, δ-decidability over the reals, and counter-example guided search. Yang [139]
generalizes the scalar-valued simulation functions to vector-valued simulation functions,
which can be used to prove that a simulation relation holds.

Underlying discrete and timed relations. One application of the notions of simulation and
bisimulation is to abstract a discrete system to a bisimilar quotient system for verification
purposes [25, Section 7.1.1]. “Roughly speaking, a transition system TS′ can simulate
transition system TS if every step of TS can be matched by one (or more) steps in
TS′. Bisimulation equivalence denotes the possibility of mutual, stepwise simulation.” [25,
Section 7.1]. A detailed study of bisimulation was conducted by Roggenbach and Majster-
Cederbaum [117], and for probabilistic bisimulation by Abate [1]. While CTL [25, Section
7.2] properties can be transferred with bisimulation, only a subclass of CTL [25, Section 7.5]
properties can be transferred with simulation. Compared to trace conformance relations,
simulation demands more similarity between the system to be conformant. This follows from
the following implications: (i) Simulation implies trace inclusion, if there are no terminal
states [25, Theorem 7.70], and (ii) bisimulation implies trace equivalence [25, Theorem
7.6]. A detailed comparison of bisimulation, simulation, and trace equivalence can be found
in [25, Section 7.4.2]. The extension of simulation from discrete systems to timed systems
led to timed simulation [130]. Timed simulation has been studied for hybrid systems [53]
and resulted in subclasses of hybrid automata which are composable with respect to timed
simulation.

3.4 Approximate simulation relations

For systems where the continuous dynamics are the main concern, the exact notions of
simulation relations can be too restrictive. However, real-valued metrics can be used to
quantify distances. This led to the generalization of simulation relations to approximate
simulation relations, used for instance in system biology [98]. The approximate notion does
not restrict the outputs of both systems to be the same, but only to remain close enough. By
using an ε bound of 0, approximate simulation becomes actual simulation. The approximate
nature is used to relate a model or implementation to a simpler model which does not
model every detail, and thus has some deviation in the outputs. As a result, one has to
change properties on transference as discussed for approximate trace conformance relations
in Sec. 3.2.

Definition. Approximate simulation is defined on metric transition systems which are
transition systems combined with a metric d on the output space [59]. System SI is ε-
approximately simulated by system SA if there exists a relation R between the state space
of SI and SA, such that for all related states (sI , sA) ∈ R and all state traces xI(.) of SI

starting at sI , there exists a state trace xA(.) of SA starting at sA so that

∀t : (xI(t), xA(t)) ∈ R and d(out(xI(t)), out(xA(t))) ≤ ε (4)

holds. One of the main contributors towards approximate simulation has been Girard [58] and
co-authors. They defined approximate simulation for continuous systems [65], as well as for
hybrid systems [59, 60]. Other researchers built on top of this work and presented approximate
simulations for linear systems in descriptive form [121], for hybrid communicating sequential
processes [138], as well as approximate simulation and approximate refinement for metric
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hybrid input output automata [102]. Tabuada [123] defines (ε, δ)-approximate simulation
motivated by stability properties. The (ε, δ)-approximate simulation relation is basically the
same as ε-approximate simulation relation, but with the additional requirement that all
states sI , sA with d(out(sI), out(sA)) < δ are related by the state relation (sI , sA) ∈ R (see
Eq. (3)).
The symmetric relation – both systems approximately simulate each other – is called

approximate bisimulation. If it holds, output traces are at most ε away of being equivalent.
Approximate bisimulations have been defined for constrained linear systems [62, 64], for
non-linear dynamical systems [63], and for hybrid systems [59, 60].
Approximate simulation accepts a deviation on the output measured separately at each

point in time. However, approximate simulation is potentially not enough for systems whose
outputs are time-shifted (delayed), e.g., a jump-response pattern. For systems where time
deviation has to be taken into account, Julius et al. [77] introduce the notion of (ε, δ)-
approximate (stochastic) simulation, which accepts an output deviation of ε and a time
deviation of δ.
Stochastic models and relation are not the scope of this survey. However, we want to

shortly mention that there are also definitions of approximate simulation for linear stochastic
systems [78] and hybrid stochastic systems [76, 79]. Abate [1] has conducted a survey on
approximate metrics for stochastic processes.

Properties and transference. If system SI is approximately simulated by SA, for every
reachable state of SI there is a reachable state of SA with an output difference of the states
of at most ε. Unfortunately, we found no theory of transference for approximate simulation
besides this reachability transference. However, approximate trace conformance follows from
approximate simulation [59, 60], and therefore all transference theorems can be reused. Since
approximate simulation is a stronger relation than approximate trace conformance, one could
possibly prove even more by combining proofs from simulation transference and approximate
trace conformance transference.

To characterize approximate (bi-)simulation of SI by SA, Girard et al. introduce simulation
functions [59, 65] and bisimulation functions [63, 65], respectively. These functions are inspired
by Lyapunov functions which can be used to prove system stability. Bisimulation functions
give bounds on the deviation of outputs for a given state pair of both systems and have to be
non-increasing. If one can compute a simulation function, this leads to a proof of approximate
simulation. The ε-simulation functions generalize simulation functions for (ε, δ)-approximate
simulation [77].

Conformance verification and falsification. Several techniques to compute simulation
functions have been developed. These simulation functions can be used to derive simulation
relations. The first one reformulates the simulation function search as a linear matrix
inequality (LMI) problem [62, 64, 79, 87]. The solution of the LMI generates a simulation
function. Unfortunately, these methods are restricted to linear systems only. For non-
linear systems, bisimulation functions can be computed by solving a sum-of-squares (SOS)
problem [63]. The main advantage of both formulations is that standard solvers for LMI and
SOS can be used. However, the scalability of the methods also depends on the numerical
robustness and scalability of these tools. The main disadvantage is that these methods do
not give a counterexample if they are not able to generate a simulation function. Therefore,
an interactive approach is not possible, and one gains no insight into the system if no
simulation function is generated. Yan et al. [138] have proposed a method to compute
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Fig. 8. The reach sequence of a set of traces as published by Roehm et al. [116].

simulation functions for hybrid communicating sequential processes. If simulation functions
of subsystems are available, these can be used to construct a simulation function of the
overall system [57]. There are also methods to construct approximate simulating models for
a given model [67, 106] and for control purposes [66].

Underlying discrete and timed relations. Discrete systems typically do not provide a useful
metric as is the case for hybrid systems. We are not aware of any approximate notion of
simulation for discrete systems. This is different for timed systems, as we can compute
the time difference between events. Approximate timed simulation [71] allows a bounded
deviation between the times at which events happen in both systems.

3.5 Reachset conformance relation

So far, we have presented conformance relations that relate traces in an exact or approximate
fashion. The following relation does something else: it compares abstractions on the set of
output traces referred to as otraces(S, u).

Roehm et al. [116] introduce a conformance relation called reachset conformance. It intends
to transfer verification results obtained via reachability analysis. Reachability analysis tools
compute (an overapproximation of) the set of reachable states – also called reachsets – of a
model S for points in time t and inputs u (see Figure 8):

Reacht(S, u) = {T (t) | T ∈ otraces(S, u)}.
Reachable sets make it possible to verify if a set of forbidden states can be reached. This
is especially useful for non-deterministic systems, where small deviations of the system
behavior from the ideal behavior should also be safe.

Definition. Formally, the reachset conformance between SI and SA is

SI confR SA ⇔ ∀t : ∀u ∈ inputs : Reacht(SI , u) ⊆ Reacht(SA, u).

Formulated on output traces, the reachset conformance relation can also be defined as

∀u : ∀TI ∈ otraces(SI , u) : ∀t : ∃TA ∈ otraces(SA, u) : TI(t) = TA(t). (5)

We call the weaker abstracting time version weak reachset conformance:

SI confWR SA ⇔ ∀u ∈ inputs :
⋃
t

Reacht(SI , u) ⊆
⋃
t

Reacht(SA, u).

Loos et al. [85] introduce differential refinement logic dRL, which syntactically extends
differential dynamic logic with a refinement operator on hybrid systems. If the conformance
relation is not mixed with the system models, dRL is identical to weak reachset conformance.
However, since mixing the refinement operator with differential dynamical logic is possible,
other conformance relations can also be constructed. Wang et al. [137] define approximate
reachability equivalence, where the reachable sets only have to be approximately equal.
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Properties and transference. Reachset conformance and weak reachset conformance both
transfer non-reachability: a state not reachable for SA is also not reachable for SI [116].
Although the reachset conformance relation is focused on transferring safety properties from
an abstract model (verified with reachability analysis) to an implementation, it also transfers
temporal properties that can be formulated in Reachset Temporal Logic [115].

Conformance verification and falsification. For two systems SI and SA amenable to
reachability analysis, reachsets can be computed and checked for reachset conformance. If
reachability analysis is not applicable, rapidly exploring random trees (RRT) can be used for
black-box models [11], as well as measured data from real systems [116], to underapproximate
the reachable sets. Thus, output traces can be seen as sampled elements of the reachsets
and used for conformance falsification as visualized in Figure 3. In this case, we have to test
the inclusion of the output trace in the reachsets for all points in time, which can be done in
parallel.
To guide the reachset conformance testing, Roehm et al. [116] introduce a coverage

measure based on reachability. It uses the reachsets of the model SA to select a small input
set which approximately covers the reachable space of SA. The approach can be seen as the
reachability-based version of the coverage measure of Dang [43]. Reachset conformance has
already been used to check conformance of a model of walking humans [84].

4 COMPARISON

In the previous section, we have reviewed available conformance relations. In this section,
we relate the different conformance notions as summarized in Figure 3. We show how to
select the right conformance relation with respect to the application context and give some
examples to better explain the relations.

4.1 Choice of conformance relation

It is not always clear which relation should be used for a given model or for a given scenario.
Therefore, we provide some guidance on how to select the right conformance relation. The
important properties are summarized in Table 1.
If one wants to formally verify that conformance holds between two systems SI and SA,

one should use (bi-)simulation or approximate simulation. The reason is that there are no
methods to formally prove other conformance relations directly (from simulation follows
trace conformance and reachset conformance). Keep in mind that for a formal proof, the
systems SI and SA are required to be white box models (e.g., differential equations have to
be known). In general, simulation relation should be preferred over approximate simulation
relation, when possible, unless both systems deviate from each other to some extent. In that
case, approximate simulation can be used to relate these systems. If computational tree logic
(TCTL) properties are of interest instead of linear-time properties, bisimulation has to be
used instead of simulation. Note that formal conformance verification takes a considerable
effort and thus is restricted to small system models on relatively high abstraction levels.

When formal conformance verification cannot be used, one has to resort to conformance
testing. For (non-temporal) safety properties, reachset conformance should be used. In this
case, while trace conformance or simulation could also be used, they are stricter than required
to transfer properties of interest, possibly making it more difficult to achieve conformant
models. Keep in mind that the published reachset conformance testing method requires the
system SA to be a white box model and amenable to reachability analysis tools, such as
Cora [10], SpaceEx [54], or Flow* [38].
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Table 1. Properties which guide the conformance relation selection process between systems SI and SA.
Abbreviations are used for white box (□), black box (■), formal verification (FV), and testing (T).

Conf. Relation SI SA Focus Transference of
Bisimulation □ □ FV safety, TCTL, TLTL, MTL, STL
Simulation □ □ FV safety, TCTL (partially), TLTL, MTL, STL
Approx. Simulation □ □ FV similar to simulation2

Trace Conformance ■ ■ T safety, TLTL, MTL, STL
Approx. Trace Conf. ■ ■ T similar to trace conformance2

Reachset Conf. ■ □ T safety, RTL

If the property to be shown is a more general MTL or TLTL property, trace conformance
can be used to relate both systems. In the case when output deviations between both systems
are possible, approximate trace conformance is the first choice, because it transfers temporal
properties. However, one has to consider that approximate conformance relations do not
transfer the exact temporal property but a slightly changed one [4]. The approach can also be
used for black-box models and systems with only their inputs and outputs being accessible.

4.2 Simulation vs. trace conformance vs. reachset conformance

Simulation and trace conformance are equivalent for deterministic systems (with a single
initial state), as discussed by many authors [65, 86, 107, 124, 134]. In addition, reachset
conformance and trace conformance are also equivalent for deterministic systems [116]. In
the case of non-deterministic systems, distinguishing these relations is relevant: simulation
implies trace conformance [124], and trace conformance implies reachset conformance [116].
Note that by comparing the definitions of reachset conformance in (5) and trace conformance
in (1), the only difference is the different ordering of the quantifiers ∀t and ∃TA.

We illustrate the difference between the relations on three non-deterministic models given
in Figure 9. All three models have two continuous state dimensions x, and y. The output is
the projection to x and no input is considered.

• The model M1 has two output traces: a sine and a cosine function for initial states
x = 0 and y = 1.

• The model M2 selects, at time π/2, which function, sine or cosine, it switches to
after time π has passed.

• The model M3 can switch between a sine and a cosine function after time π has
passed.

We interpret any discrete state transition as urgent, so that a transition must be taken after
each half period represented by the transition label x = 0 [91]. The relations between these
three models are illustrated in Figure 10. For reachset conformance or trace conformance, one
simply has to check the inclusion of the reachsets or the set of output traces in one another.
Since M3 is not trace conformant to M1, M3 is not simulated by M1. M1 is simulated by
M2 with the state relation R, which simply relates identical states: (s1, s2) ∈ R, if s1 = s2.
Although M2 and M3 have the same set of output traces, M3 is not simulated by M2. If the
required state relation R between M3 and M2 exists, then a state of M2 corresponds to the
discrete state down with continuous state x = 0, y = 1 of model M3. This state of M2 does
not exist because the states of M2 can either evolve only up or only down for the following
half period and a given state, which is not the case for M3.

2Property has to be transformed upon transference due to the approximate conformance relation.
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Fig. 9. Three example models and their reachsets and output traces.

Is the model in the column
reachset conf. to the model

in the row?
M1 M2 M3

M1 yes yes yes
M2 yes yes yes
M3 yes yes yes

Is the model in the column
trace conf. to the model in

the row?
M1 M2 M3

M1 yes no no
M2 yes yes yes
M3 yes yes yes

Is the model in the column
simulated by the model in

the row?
M1 M2 M3

M1 yes no no
M2 yes yes no
M3 yes yes yes

Fig. 10. Comparison of conformance for different models.

Note that the main source of non-determinism in the example above comes from the
discrete transitions. Therefore, the example would also work if the models would be abstracted
to discrete models by removing the differential equations. Van der Schaft [134] provides an
example on the difference between simulation and trace conformance. Roehm et al. [116] do
the same for reachset conformance and trace conformance. In these examples, the source of
non-determinism is the continuous side; this shows that the differences between the relations
do persist if the source of non-determinism does not come from the discrete side.

4.3 Approximate language inclusion vs. (τ, ε)-closeness vs. Skorokhod conformance

The relations approximate language inclusion, (τ, ε)-closeness, and Skorokhod conformance
are approximate trace conformance relations, and each uses a metric to compute the distance
between two output traces. The metric defines which output traces are considered as close.
This immediately raises the question of the differences between these relations. To solve this,
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Fig. 11. Visualization of reachsets, which represent reference-trace-close traces for approximate language
inclusion and (τ, ε)-closeness, as well as two sample traces.

we discuss the differences through an example: we consider a deterministic system S, choose
one output trace T (.), and characterize the different sets of output traces which are close to
T (.). For ease of presentation, we will assume that T is one-dimensional.
Approximate language inclusion requires ε-close output traces to vary at most ε for all

times. Therefore, all output traces which are ε-close to a trace T (.) can be represented by
tubes. These tubes can be represented as reachset sequences, e.g.,

R1(t) := [T (t)− ε, T (t) + ε]

for an one-dimensional output trace T ′, and the conformance check simplifies to checking
T ′(t) ∈ R1(t) for all times t. Similarly, (τ, ε)-close traces can be represented by

R2(t) :=
⋃

t′∈[t−τ,t+τ ]

[T (t′)− ε, T (t′) + ε],

which includes R1(t) and is therefore less restrictive. Conformance relations, where the
output traces are ε-close to T (.) and can be represented by a reachset, have one important
advantage: for every point in time, we only have to check inclusion, which can be done in
parallel, because T ′(t1) ∈ R1(t1) and T ′(t2) ∈ R1(t2) are uncorrelated for different times t1,
t2.
Skorokhod conformance and ε − δ-similarity are relations without the possibility to

represent output traces which are ε-close to T (.) as reach sequences. The main reason
preventing representation is a requirement on the time domain: different points in time t, t′

are required to have the same temporal ordering after retiming. As an example, consider the
two output traces T1(.), T2(.) visualized in Figure 11: Although both output traces share
the same value at t, this point in time is the very reason why T2(.) – as opposed to T1(.)
– is not ε-Skorokhod close to the reference trace. The time t has to be retimed to a time
r(t) < t for T2(.), because the distance between T2(t) and T (t) is more than ε. However, the
same applies to t′, and one would need to change the temporal occurrence (r(t′) > r(t), but
t′ < t), which is not allowed for these relations. Therefore, we have to consider the whole
time domain at once for checking conformance. For τ > ε we have that

ε-close traces to T (.) ⊆ ε-Skorokhod close traces to T (.) ⊆ (τ, ε)-close traces to T (.).

4.4 Approximate trace relations vs. approximate simulation

For the approximate versions of trace conformance and simulation, the differences are
similar to those of the exact versions. Girard et al. [59, 60, 63] prove that approximate trace
conformance follows from approximate simulation. By setting the parameters of approximate
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relations to zero (ε = 0), one obtains the exact relations. For instance, with τ = 0 and ε = 0,
the (τ, ϵ)-conformance is equivalent to hioco [3].
Our short comparison of conformance relations neglects the fact that the relations are

defined on different modeling formalisms in the respective papers. For a mathematically rig-
orous comparison of two conformance relations conf1, conf2, one has to use a transformation
T to transform conf1 and its modeling formalism to conf2:

SI conf1 SA ⇔ T (SI) conf2 T (SA)

for two systems SI , SA. Khakpour and Mousavi [81] do this for hybrid input-output confor-
mance, (τ, ε)-conformance, and approximate bisimulation and their underlying formalisms:
hybrid labeled transition systems (HLTS), hybrid-timed state sequence systems (HSS),
and metric transition systems (MTS). They define a transformation from HLTS to MTS
and prove that hioco is equivalent to the exact simulation relation for input-enabled and
deterministic models. Furthermore, they prove that (τ, ε)-conformance is equivalent to
approximate simulation relation for their defined transformation from HSS to MTS.

5 INPUT SELECTION FOR CONFORMANCE TESTING

Lee [83] has defined conformance testing as the process of testing a white-box model against
a black-box refinement. In this section, we focus on how to select relevant inputs from the
large number of possible inputs (also called test case generation). We follow Lee and assume
that we want to check SI confSA with a black-box refinement SI and a white-box abstract
system SA. The goal of input selection for conformance testing is to generate inputs leading
to non-conformant behavior or to give a high confidence that we have tested conformance
sufficiently, e.g., using a test-end criterion.
Ideally, the selected inputs come with a formal proof that they sufficiently show con-

formance between the system. For discrete systems, there exists a variety of methods to
generate inputs [36]. There are methods to construct a finite set of test inputs, which are
sufficient to show that the system under test is conformant, as long as the number of finite
states can be bounded [40]. For hybrid systems, this is much more difficult as reachability is
already undecidable compared to discrete systems.
Inputs should be selected such that we find non-conformant behavior fast (falsification)

and that we expose relevant behavior (coverage) with a minimal number of tests. It must be
said that the topic of input selection for the conformance of CPS is still very much under
research at this point, and not really as mature as for discrete systems. Therefore, in the
remainder we give only a brief overview of existing work (cf. [6]).

Coverage. A notion of coverage can support the input selection towards diversification of
input selection for testing. Hybrid systems have an uncountably infinite number of states
with respect to which coverage must be defined. Therefore, any meaningful coverage metric
requires (finite or countable) abstractions of the state space so that discrete coverage measures
can be used. This comes with the additional cost that one has to define an appropriate
abstraction. Since the state space is continuous, the computation of a coverage measure may
include geometric operations and can be computationally demanding [43]. Metrics of the
continuous state space can be used to define a coverage measure; however, the choice of
metric and its implications are non-trivial.
Covering the input space is not a good coverage criterion, because a good coverage of

the input space may not lead to a good coverage of the state space (cf. [45]). A possible
approach is to approximatively cover the reachable state space of SA with a finite number of
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input selection system

heuristic

input

outputindicator

Fig. 12. Generic incremental input selection approach.

tests [22, 49, 50, 80]. This ensures that the inputs are selected such that sufficiently different
behaviors of the system are shown. Brandl et al. [34] measure coverage based on the coverage
of a discrete abstraction of the continuous state space, called qualitative reasoning models.
For discussion of coverage for timed systems, see [82].

If the reachable state space cannot be estimated accurately, we can still try to find inputs
that identify novel behavior and increase the diversity of the reached states. Dang [43, 47]
uses a measure to quantify diversity and to automatically select a state space area which is
not sufficiently explored. This approach converges to a full reachable state space coverage
of SA [43]. Rapidly-exploring random trees are used to find input exploring the selected
area and are also used for exploring the reachable set of non-deterministic systems. Roehm
et al. [116] introduce a coverage measure which uses reachable sets instead of RRTs to
approximate the reachable state space. Another possibility for generating inputs covering
relevant behavior is the use of mutant-based methods [7, 9, 114].
Covering the reachable state space of SA can be seen as the continuous counterpart of

statement coverage. It makes the implicit assumption that all paths to a given state are
equivalent with respect to testing. Since we always compare two systems, the preferred
coverage would be a coverage of the Cartesian product of the state spaces of both systems.
However, the refinement is typically black-box or its complexity is too high and thus, a
coverage of the Cartesian product of the state spaces of the systems is not possible.

Optimization-based falsification. Besides using coverage for input generation, incremental
optimization of inputs can be used, as visualized in Figure 12. The difference of the outputs
for identical inputs is captured by a heuristic and fed back for selecting the next input. In
the literature, this approach has been used for falsifying temporal properties [21, 101] and
has been transfered to work for falsifying the conformance relations (τ − ε)-closeness [3]
and ε-Skorokhod conformance [48]. Since both are approximate conformance relations, they
already carry an implicit notion of distance between traces. Optimization guides the input
selection to maximize the distance between the trace of both systems to find non-conformant
behavior. If a metric is available, this approach can be used for all other present notions
of conformance as well. For reachset conformance in particular, the distance of the reach
sequence of SI to the boundary of the enclosing reach sequence of SA could be used. This
helps to guide falsification towards inputs where the inclusion does not hold.

Besides finding the least conformant behavior, relevant behavior should be exposed. This
can be achieved by combining coverage-based input selection with optimization-based input
selection. The abstract system SA can be used to approximatively cover its state space, and
a coverage heuristic can be used to express the confidence that a different type of behavior
was exposed.

Since we can only run a finite number of test cases, we need a test-end criterion at which
point we can confidently stop conformance testing. In general, this requires assumptions
on the systems under test and thus, this is application-specific. Dang uses disparity of
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consecutive tests as a termination criterion [43]. Any coverage measure can be used to define
a test-end criterion; however, this can lead to test-end criteria, where the test end cannot be
interpreted very well or lead to undesired properties of the test-end criterion (cf. [43, Section
1.10]).

6 CONCLUSION

This survey presents conformance relations for cyber-physical systems. We identify five basic
classes of conformance relations: (1) trace conformance relations, (2) approximate trace
conformance relations, (3) simulation relations, (4) approximate simulation relations, and
(5) reachset conformance relations. We present their definitions, what properties transfer
with conformance, and which conformance verification and conformance testing methods
exist. We also provide some guidance for the selection of a suitable conformance relation
for a given application context, contrasting the characteristics of the different conformance
relations from the literature.

While a number of conformance relations have been proposed in the literature, there has
not been much research focus on test generation methods for showing them. Open questions
include test-coverage criteria, guarantees with respect to assumptions on system behavior,
and test-input-generation algorithms. From an industrial standpoint, we believe that the
applicability of the theoretical conformance relations hinges on providing tailored means to
transport academic results into practice by systematic testing.
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