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In security-typed programming languages, types statically enforce noninterference between potentially
conspiring values, such as the arguments and results of functions. But to adopt static security types, like
other advanced type disciplines, programmers face a steep wholesale transition, often forcing them to refactor
working code just to satisfy their type checker. To provide a gentler path to security typing that supports
safe and stylish but hard-to-verify programming idioms, researchers have designed languages that blend
static and dynamic checking of security types. Unfortunately most of the resulting languages only support
static, type-based reasoning about noninterference if a program is entirely statically secured. This limitation
substantially weakens the benefits that dynamic enforcement brings to static security typing. Additionally,
current proposals are focused on languages with explicit casts, and therefore do not fulfill the vision of
gradual typing, according to which the boundaries between static and dynamic checking only arise from the
(im)precision of type annotations, and are transparently mediated by implicit checks.

In this paper we present GSLgef, a gradual security-typed higher-order language with references. As a
gradual language, GSLgef supports the range of static-to-dynamic security checking exclusively driven by type
annotations, without resorting to explicit casts. Additionally, GSLg.f lets programmers use types to reason
statically about termination-insensitive noninterference in all programs, even those that enforce security
dynamically. We prove that GSLp.s satisfies all but one of Siek et al.’s criteria for gradually-typed languages,
which ensure that programs can seamlessly transition between simple typing and security typing. A notable
exception regards the dynamic gradual guarantee, which some specific programs must violate if they are to
satisfy noninterference; it remains an open question whether such a language could fully satisfy the dynamic
gradual guarantee. To realize this design, we were led to draw a sharp distinction between syntactic type
safety and semantic type soundness, each of which constrains the design of the gradual language.

CCS Concepts: » Security and privacy — Information flow control; « Theory of computation — Type
structures; Program semantics;
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1 INTRODUCTION

Gradual typing is typically viewed as a means to combine the agility of dynamic languages, like
Python and Ruby, with the reliability of static languages, like OCaml and Scala [Siek and Taha
2006]. But static and dynamic are merely relative notions, and several researchers have explored
a more relativistic view. For example, Disney and Flanagan [2011] and Fennell and Thiemann
[2013] develop languages where only information-flow security properties are enforced using both
dynamic and static checking; Bafiados Schwerter et al. [2014, 2016] develop a language where
only computational effect capabilities are gradualized; Lehmann and Tanter [2017] gradualize
only the logical assertions of refinement types; and Jafery and Dunfield [2017] gradualize only
refinements of sum types. In each of these cases, the “fully-dynamic” corner of the gradual language
is not dynamic by typical standards, but rather simply typed. Nonetheless, each language supports
migration toward a richer typing discipline that subsumes simple typing.

This paper revisits gradual information-flow security typing, with a particular focus on the
strong information-flow guarantees that security types have historically implied. We describe a
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new language, GSLgef, that introduces a type-driven conception of gradual security. Unlike most
prior work, GSLg.s supports the same static, type-based reasoning about information-flow for
gradually-typed programs as SSLgef, its purely static counterpart. To explain this innovation, we
review the power of static security types and then show what it means to preserve type-based
reasoning power in a gradual language.

Static security typing. Consider a program that processes employee data:’

let age = 31

let salary = 58000

let intToString : Int— String = ...
let print : String — Unit = ...
print(intToString(salary))

S I N S

The program is well-typed, but it has a significant error that simple types do not catch: if salaries
are confidential and printing is publicly observable, then this program leaks confidential data.

Information-flow security typing lets a programmer statically classify program entities according
to a lattice of security labels [Denning 1976] and rely on type-checking to prevent information leaks.
One exemplar security lattice, which we use as a running example, is the U.S. Dept of Defense
classification scheme: Unclassified < Confidential < Secret < Top Secret, which we simplify to
1 < L <H < T, denoting minimum, low, high, and maximum security respectively [Zdancewic
2002]. To inform static type checking, each type constructor is statically annotated with a security
label (e.g. Int,); source program values are also annotated to unambiguously determine their static
security (e.g. 58000 has type Inty;). Security label ordering induces a natural subtyping relation
(e.g. Inty <:Inty and Inty — String, <: Int, —y String,,), which denotes security-respecting
substitutability. An attacker or observer at level ¢, can discriminate values that have security level
at most €,. Armed with security types and subtyping, an information-flow security type system
statically ensures that high-confidence data may not flow directly or indirectly to low-confidence
channels [Volpano et al. 1996].

In the example above, if we annotate the salary as high-security data (of type Inty), and specify
that print takes a low-security argument (of type String, ), then our operational intuition tells us
that the program cannot satisfy these directives: it should be rejected. Before the type system can
confirm our intuitions, though, we must determine the security levels of every type in the program.
In SSLgef, our static language, this means that every type and value must be annotated. While
security label inference and polymorphism [Myers and Liskov 2000] can reduce this burden, one
cannot experiment with some security levels without first determining all security levels. Once
all security types are assigned, the static type system forbids passing a high-security value to a
function that expects a low-security argument, so the type checker rejects the program. GSLgef
conservatively extends this model to support incremental and localized adoption of security types.

Security types induce free noninterference theorems. The employee data example demon-
strates a simple security leak, where high-security data flows directly to a low-security channel.
But security types must also contend with sophisticated leaks, where low-security variables may
change control-flow through high-security code and mutable state can enable implicit security
leaks [Denning 1976]. To combat this, information-flow security languages enforce a general prop-
erty called noninterference, which guarantees that high-security inputs do not affect low-security
results [Goguen and Meseguer 1982]. Noninterference clearly subsumes our simple security leak,
but it also prevents implicit and control-based leaks, where an attacker attempts to use low-security
inputs and outputs to learn about high-security data.

1 Adapted from [Disney and Flanagan 2011].
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In security-typed languages, higher-order security types denote modular guarantees about
noninterference [Heintze and Riecke 1998]. In particular, they use Reynold’s theory of parametric-
ity [Reynolds 1983] to ensure that a typing judgment dictates how replacing inputs can affect the
resulting output [Abadi et al. 1999]. For example, consider a hypothetical function:

let mix : Inty —_ Inty - Inty = fun pub priv => ...

At first sight, it appears to “mix” its arguments pub and priv to produce some result. However,
the security annotations on its type guarantee that the integer result cannot leak information
about priv, no matter what value is given to pub. The key to this result is how the relevant typ-
ing judgment is interpreted. The body of the mix function, ¢, must satisfy the typing judgment
pub : Inty, priv : Inty + ¢ : Int.. To endow this judgment with meaning, a logical relation-based se-
mantic model is defined directly in terms of the language’s dynamic semantics. According to this
semantic typing judgment, changing the value of priv has no effect on the final value of t. This
guarantee holds even if mix uses mutable state [Zdancewic 2002]. The end result is that an attacker
with no direct access to a high-security channel cannot manipulate the value of pub to uncover the
value of priv, even by modifying mix’s implementation.

In a static security language, these noninterference guarantees follow from the type structure
of the language. No runtime checks are required, and the security labels applied to values and
types are simply static annotations.” In essence, static security types induce free theorems about
the noninterference behaviors of computations, just as parametric polymorphic types induce free
theorems about data abstraction [Wadler 1989]. Free noninterference theorems provide enormous
benefits to programmers. First, they support modular reasoning about noninterference: a program-
mer who implements a higher-order function with type (Int, — Inty — Int.) — Booly knows
that the function’s body can safely call its argument with high-security data as the second argu-
ment: the provided function cannot leak that data. Second, type-based reasoning is compositional:
the syntactic typing rules precisely specify how the security properties of subprograms (e.g. a
function-typed expression and a potential argument) compose to determine security properties of
a larger program (e.g. via function application). Finally, this reasoning is static: one need not reason
directly about operational behavior or data flow to understand security. That reasoning was done
once-and-for-all in the type-driven noninterference proof. Instead, type structure guides reasoning.
These properties are especially useful for partial programs like software libraries. Below we show
that GSLgef preserves these advantages while introducing new flexibility by dynamically enforcing
some type guarantees.

Relaxing security typing. Like any static type discipline, security typing has its downsides.
As discussed above, security typing cannot be checked until all types are given a security level,
through ascription, polymorphism, or inference. One cannot incrementally add security levels
and observe the consequences. In addition, verifying noninterference is in general undecidable, so
static security checking is necessarily conservative, and as a result programmers must sometimes
refactor perfectly safe and clear code simply to appease the type checker.

To address these shortcomings, researchers have explored ways to combine static and dynamic
security checking. These approaches can be classified roughly as hybrid or gradual. Hybrid ap-
proaches, e.g. [Buiras et al. 2015; Chandra and Franz 2007; Shroff et al. 2007; Zheng and Myers
2007], blend various static analysis and runtime monitoring techniques to make analyses more
precise, to incorporate dynamically-defined policies, and to target safe executions rather than just
safe programs. Gradual approaches [Disney and Flanagan 2011; Fennell and Thiemann 2013, 2016],

?Like type annotations, security labels appear in dynamic semantics solely to prove type safety: they are erased in a practical
runtime.
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inspired by gradual typing, focus on type systems for static analysis and add the extra goal of
enabling seamless incremental evolution from programs with no information-flow control whatso-
ever to programs with security-type based static enforcement, while fulfilling the goals of hybrid
approaches.

To clearly understand the contribution of the present work, it is important to clarify that the prior
work in this space, hybrid and gradual alike, take a check-driven approach to analysis: the core of
the security model is based on associating a security level to each value in a program and managing
security levels using two distinct operations: security upgrades and checks. A security upgrade
elevates a value’s security label, e.g. (Inty!)5. — 5p. A security check signals an error if the
checked label is not at least as high as the value’s tag, e.g. (Inty?)5. — 51, but (Int.?)54 — error.
Upgrades and checks have different dynamic behavior, but with help from static typing, gradual
security languages combine them into type-based upcasts and downcasts, e.g. (Int.)t, which checks
t if L is lower than #’s static security and upgrades t otherwise. This approach easily detects direct
flows of high-security values to low-security channels, but preventing implicit flows through
control transfer requires extra care, including prophylactic upgrades to program values [Chandra
and Franz 2007] and policies to restrict upgrades [Fennell and Thiemann 2013]. As we will see, our
development similarly requires careful treatment of assignments.

Check-driven approaches break free theorems. Dynamic security casts give flexibility to
programmers, but fundamentally cripple the ability to reason statically using security types. In
particular, if security downcasts are added to the language, although noninterference is still pre-
served, static type judgments no longer imply free theorems about security of programs, as was
discussed above. As a result, programmers must reason about the dynamic semantics—dynamic
labels, dynamic upgrades, and dynamic checks—to uncover which values do not interfere with one
another. In particular, a function’s type no longer denotes noninterference properties about its
arguments and results. For example, consider the function:

let mix : Int|_ —L |I"ItH —L lnt|_ =
fun pub priv => if pub < (Int )priv then 1. else 2

This program is statically accepted by languages that only check for compatibility of base
types [Disney and Flanagan 2011; Fennell and Thiemann 2013]. The type of mix, while fully static,
does not guarantee that mix never reveals information about its second argument. Rather, the
type merely guarantees that the second argument’s security level is at most H and the result is at
most L. But upper-bounds on security labels do not suffice to make definitive assertions about the
noninterference behavior of this function.’ Indeed, the program mix 1, 5, successfully reduces to
1L. In order to avoid such behavior, the programmer must explicitly upgrade the dynamic security
level of the value passed as second argument at each call site. Alternatively, one can upgrade mix to
its own type, thereby forcing the second argument to be upgraded before executing the function
body (and hence preventing any information leak about that argument). This highlights the fact
that types alone do not denote noninterference properties: the two versions of the mix function
behave differently although they have the same type.

This phenomenon, that adding dynamic checking to a static system may weaken type-based
reasoning principles, is not unique to security typing. Prior work on cast calculi with parametric
polymorphism observes that adding runtime type tests to System F preserves type safety—i.e. that
programs do not crash—but sacrifices type soundness—i.e. that polymorphic types denote strong
data abstraction guarantees via parametricity [Ahmed et al. 2011, § 5.1].

3Recent work by Fennell and Thiemann [2016] on LGJS addresses this particular problem, as described in Sec. 7.
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Contribution: type-driven gradual security typing. Modular, compositional, and type-based
reasoning are hallmark benefits of type systems. Thus, to facilitate the seamless transition toward
static security typing, the typing judgment of a gradual type system should imply the same semantic
invariants that its fully-static counterpart does. To that end, this paper presents GSLges, a type-driven
gradual security language that extends a static security type discipline with gradual security labels
and corresponding notions of gradual type precision and consistent subtyping. To secure GSLgef
programs, one just adds static security labels: dynamic checks arise automatically and implicitly, as
needed to enforce the noninterference guarantees denoted by static types.

Unlike most prior work, GSLgef’s static security types denote the same noninterference guarantees
as its fully static counterpart language SSLgef. As such, GSLgef’s security types enable modular and
compositional type-based reasoning about noninterference, just like the fully static SSLgcf, whereas
security types in most prior gradual languages do not. GSLgef’s type system supports reasoning
about termination-insensitive noninterference because it is sound with respect to a security logical
relation defined directly in terms of type structure. This result is standard for a purely-static security
language [Heintze and Riecke 1998], but novel for a gradual security language with imprecise types
supported by dynamic checks. In fact the dynamics are guided by the needs of the noninterference
proof.

To summarize, this work makes the following contributions:

e We present GSLgf, a gradual security language that supports seamless transition between
simply-typed and security-typed programming. Security typing annotations alone drive the
balance between static and dynamic information flow checking. (Sec. 4)

e We prove that GSLgef’s type discipline enforces termination-insensitive noninterference:
GSLgef’s types reflect strong information-flow invariants that hold even in code that contains
gradually-typed subexpressions. (Sec. 5)

e We prove the static gradual criteria of Siek et al. [2015]. Interestingly, in order to ensure
noninterference in presence of references (and hence implicit flows through the heap), GSLgef
sacrifices the dynamic gradual guarantee.

e We contribute more generally to the foundations of gradual typing for advanced type disci-
plines. We find that GSLg.f’s security invariants require separate consideration of syntactic
type safety and semantic type soundness, each of which constrains the design of the gradual
language.

o This work also represents a particularly challenging application of the Abstracting Gradual
Typing (AGT) methodology [Garcia et al. 2016]. AGT is a framework that uses abstract
interpretation [Cousot and Cousot 1977] at the type level to systematically construct gradually-
typed languages from pre-existing statically typed ones. We report on our experience with
a number of important considerations that complement the original presentation of AGT.
In addition, we highlight the limitation of AGT when applied to semantically-rich type
disciplines. (Sec. 6)

Before diving into the development of GSLgef, Sec. 2 informally introduces the type-driven
approach to gradual security typing through examples. Then, Sec. 3 presents SSLgef, the fully-static
security type language from which GSLgef is derived. Supplementary definitions can be found in
the Appendix. Complete definitions, as well as the proofs of all the results stated in the paper, can
be found in the companion technical report [Toro et al. 2018]. An interactive executable model of
GSLgef is available online at https://pleiad.cl/gradual-security/.
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2 TYPE-DRIVEN GRADUAL SECURITY TYPING IN ACTION

Static security type systems impose a burdensome all-or-nothing adoption model: all security types
must be determined before the type system can check security. Even then, some secure programs
have no statically-checkable type assignment, or may require substantial refactoring to satisfy the
type checker. Gradual security typing addresses these shortcomings by enabling a programmer to
incrementally add security information to the program, progressively introducing dynamic and
static checks and guarantees.

Let us consider how gradual security typing can progressively introduce security guarantees
and help detect and fix bugs in our first example from Sec. 1. Recall the problem with the program:
salary is a high-security value, but print is a low-security channel. We can statically reflect these
intentions:

let age = 31,

let salary = 58000y

let intToString : Int; —; String, = ...
let print : String; —? Unit, = ...

Gl W N =

print(intToString(salary))

In practice the programmer just marks the value of salary and the input type of print: all omitted
security annotations desugar to the unknown security label ?. Under our gradual security semantics,
this program type checks, but triggers a runtime check failure at line 5. If the highlighted annotations
were omitted or ?, then the program would check and run exactly as a simply-typed one, because it
would not impose, and thus not enforce, any security invariants.

How do we repair this program? Simply adding more annotations cannot fix it. Case in point,
adding a reasonable security annotation to line 3 escalates the runtime failure to a static type error.

3 let intToString: Int, — String = ...

If the security annotations are as intended, however, then the runtime error must be due to some
behavioral bug in the program (e.g. the programmer might have intended to print the employee’s
age instead).

Reasoning with imprecision. The gradual type checker statically enforces the invariants it
can, deferring checks to runtime when the static type information is insufficient. Rather than
introducing dynamic casts, as in the check-driven approach, our type-driven approach to gradual
security typing builds on foundations laid by prior research on gradual typing. Siek and Taha [2006]
observe similar difficulties as in the check-driven approach when trying to use subtyping to combine
dynamic and simple type checking. This inspired gradual typing, which extends static types with
an unknown type to form gradual types, relating them to one another using consistency and precision
relations [Siek et al. 2015]. Since these notions are conceptually orthogonal to subtyping, they
blend well with pre-existing subtyping disciplines [Siek and Taha 2007]. Our type-driven approach
adapts these concepts to gradual security and its natural notion of subtyping.

In this model, the unknown label ? represents imprecise security information. Precision C is
a partial order from more-precise labels to less-precise labels: static security labels are perfectly
precise, e.g. H C H, while ? denotes utter imprecision, e.g. H C ?. Precision extends covariantly to
security types, e.g. Inty — Int C Int, — Int», in contrast to subtyping.

The ordering on security labels < consequently extends to consistent ordering < on gradual
labels. Consistent ordering preserves every order relation among precise labels (e.g. 1 < T and
T ;Z 1), but mathematically, it is not an ordering relation (e.g. both ? < Tand T < ?). Rather, it
reflects consistent reasoning in the face of imprecise information: since we do not know what label
? represents, either static order is plausible. Consistent ordering induces an analogous notion of
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consistent subtyping, e.g. Intt < Int; and Int; < Int,, which is not transitive, e.g. Int+ % Int,, so
it is not a subtyping relation, but embodies imprecise reasoning about static subtyping [Siek and
Taha 2007]. An attacker or observer at level £, can now also observe values that have unknown
security levels, as long as the dynamic security information about the value is observable at ¢,.
This is formally explained in Section 5.

Flexibility. As we have seen, GSLgf lets programmers write statically secure programs by first
writing the simply-typed version and progressively adding labels. But gradual typing also provides
flexibility, so that safe programs that veer from the static type discipline can strategically revert to
dynamic checking. GSLgef’s type-driven approach provides this flexibility. Consider an example
adapted from Fennell and Thiemann [2013].*

1 let infoH : Ref_Reporty =
2 let sendToFacebook : RefLReportL—L>LUnitL =

H
3 let sendToManager : Refi Reporty— Unit, =

H ? H ?
4 let addPrivileged : Bool,—> (Ref_Report, —s Unit )—7Ref Report, —,Unit, =

5 fun isPrivileged worker report =>
6 if isPrivileged then report := lreport + linfoH else ();
7 worker report
L
& let sendHi : Ref_Reporty— Unity = addPrivileged true sendToManager

9 1let sendLow : RefLReportL—L>LUnit|_ = addPrivileged false sendToFacebook

The program starts with the creation of a public reference to a private report, infoH. It then
defines two routines for submitting reports: sendToFacebook publishes data publicly, and sendToManager
publishes data privately. The addPrivileged function decides dynamically whether to add high-
security information to the sent report, and is used to implement the sendHi and sendLow functions.
This code is secure, but SSLgef, our static security system, cannot type check addPrivileged because
of its dynamic choice.

Interestingly, GSLges can type check this program, thanks to a few well-placed ? labels (line 4),
and it dynamically ensures that the program does not leak data. Case in point, the following
gradually-typeable function is poised to leak private data:

L
let sendFail : Ref_Reporti— Unity = addPrivileged true sendToFacebook

but if called, GSLgef’s dynamic security monitor signals an error when sendToFacebook dereferences
the report, thereby preventing the leak.

Type-based reasoning in GSLger. Like prior work, GSLges supports smooth migration to static
security and flexible programming idioms. Its most significant innovation is that GSLgef retains the
type-based reasoning power of static security typing.

Consider again the example mix function of Sec. 1. In GSLgef, the function body cannot violate the
noninterference property implied by its type, just as in its fully static counterpart language SSLg.y.
In particular, the following definition is rejected statically as expected:

let mix : Intp = Inty =L Inty = fun pub priv => if pub < priv then 1 else 2

In fact, no function body can satisfy this type signature and use its second argument to determine
the result. To do so, we must change the type signature, and with it the implied security invariants:

let mix : Inty = Int, = Inty = fun pub priv => if pub < priv then 1 else 2

4Security labels above function arrows track mutation effects (Sec. 3).
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The second argument now has statically unknown security. This definition is accepted statically
because the function might respect the static security invariants of its clients. Consider two such
clients, which only differ in the security level of the second argument:

mix 1. 5y mix 1 5_

Client 1 Client 2

Both type check because the security level of the second argument is consistent with the expected,
unknown level. Client 2 returns 1, without incident, because its second argument is public, so
applying mix does not leak private information. Client 1, however, signals a runtime security error:
the function’s intended result would implicitly leak information from a private input, but the
impending leak is trapped and reported. Treating static security levels as precise requirements
rather than upper-bounds, and supporting imprecision, provides the same flexibility as the check-
driven approach, as demonstrated in the reporting example above. The key difference is that
dynamicity manifests as imprecision in a function’s static type, so precise types can preserve their
static security interpretation. The interaction between types of different precision is transparently
guarded by implicit runtime checks.

If we changed the type signature of mix to Int,. —| Inty —| Int,, making the return type
imprecise, then the definition would type check as well. Nonetheless, GSLgef’s dynamic enforcement
ensures that the returned value could never leak to a public channel, be it a variable or a heap
location, because the result is dynamically secured.

The type-driven model lets programmers use type ascriptions to impose static security guarantees
on code that is built from imprecisely typed components. Gradual typing automatically introduces
dynamic checks to soundly enforce these invariants. Consider a function called smix that has a fully
static signature but is implemented using the imprecisely-typed mix function:

let mix : Inty =L Int, —_Inty = fun pub priv => if pub < priv then 1 else 2
let smix : Inty —| Inty — Inty = fun pub priv => mix pub priv

Type-based reasoning about noninterference dictates that smix cannot reveal any information about
its second argument (regardless of the actual security label of the second argument). For instance,
consider the clients:

smix 1L 54 smix 1L 5.

Client 1 Client 2

In GSLgef, both clients type check, but both fail at runtime! Client 2 fails because smix’s type
dictates a strong noninterference property, independent of the client’s dynamic security levels. To
see why, observe that smix accepts as second argument any integer value that has a security level
no higher than H. When 5, is substituted in the body of smix, its runtime security information is
upgraded to H. This new security level in turn strengthens the confidentiality of the value returned
by mix, which contradicts the static return type of mix (L), hence resulting in a runtime error. This
behavior preserves local type-based reasoning about the behavior of components, regardless of
how they are composed.

To summarize, in GSLgef different gradual security types denote different security guarantees.
Most importantly, the flexibility introduced by imprecise security types cannot be abused to violate
the type-based noninterference guarantees imposed by static security types.

References and implicit flows. In the presence of mutable references, information-flow security
faces the classic problem of implicit flows through the heap [Denning 1976]. Consider the following
program, adapted from Austin and Flanagan [2009]:
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fun x: Booly =>

1

2 let y: Refg Bool = ref true_

3 let z: Ref. Bool, = ref true_

A if x then y := false, else unit
5 if 'y then z := false. else unit
6 1z

This program attempts to downgrade the security of it’s input. A static security type system easily
rejects it because the first branch of the first conditional (line 4) assigns a low-security reference
under a high-security boolean condition. Indeed, in GSLgef this program is statically rejected as
well.

This program is tricky for dynamic information flow monitors, however, and has inspired many
approaches, e.g. [Austin and Flanagan 2009, 2010, 2012; Hedin and Sabelfeld 2012a]. Since gradual
security typing includes both static and dynamic security checking, GSLgef must also address the
challenge of dynamically detecting implicit flows. Consider the same program as above but with
some imprecise annotations:

1 fun x: Booly =>

2 let y: Ref; Bool, = ref true,

3 let z: Refg Bool, = ref true_

4 if x then y := false, else unit
5 if !y then z := false. else unit
6 1z

This gradually-typed variant type checks because the reference bound to y now has an unknown
security level. But if x is bound to truey at runtime, then the program fails with an error at the
assignment on line 4, because it cannot replace the contents of a reference in a manner that violates
the security context H imposed by the conditional expression x. This restriction, and its motivation,
is analogous to the “no-sensitive-upgrade” approach of Austin and Flanagan [2009].

Now suppose we make y’s type have unknown static security but force its initial contents to
have high security, i.e.:

2 let y: Ref; Bool, = ref truey

Then at runtime the assignment on line 4 succeeds because the assignment on line 2 already refined
y’s dynamic security to H, which satisfies the security context. Now if x is falsey then this program
fails at the assignment on line 5, because z’s security level violates the dynamic security context
introduced by branching on the contents of y.

To sum up, GSLgef ensures termination-insensitive noninterference, gradually, even in the
presence of references.

3 STATIC SECURITY TYPING WITH REFERENCES

This section introduces SSLgef, a higher-order static security-typed language with references, which
serves as the static extreme of our gradual language. The language is a straightforward adaptation
of prior information-flow security typing disciplines [Fennell and Thiemann 2013; Heintze and
Riecke 1998; Zdancewic 2002]. The most significant novelties include a syntax-directed type system
and a dynamic semantics that tracks security levels but performs no security checks: the type
system alone guarantees noninterference.

Syntax. Fig. 1 presents the syntax of SSLgef, at heart a simply-typed higher-order language with
references: it includes booleans, functions, unit, mutable references, and type ascription. Each value
and type constructor is annotated with a security label £ € LABEL with partial order <, where T and
L denote the greatest and least labels respectively. Function abstractions, and their corresponding
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T:3f.vert:S T;%;¢. + ty : Bool
(Sprot) 2l vllE (So) ¢z b
I35 6+ proty(t) : Sv € 3358 - 11 @ t2 : Bool(g,ve,)
[/
[ 6 Ft1:S11—pS12 Iisle bt 0 Sy
So <: 511 beve< ) I;3¢cF+t:Boolp T;3€cvlrti:S;
(Sapp) (Sif) -
I3 0cFt1ty:S12v L ;30 if t then ty else t2 : (S1V S2) v €
;3611 :Refp S T30 +H13: 52 I;%0+t:S S <:S
Sy <: S L v € < label(S le < label(S
(Sasgn)——2 1 e v £ < label(51) (Sref) c < label(S)
;200 + t :=ty : Unit T;3; 0 Freft:Ref, S
T;3:6:.+t:Refp S r;>; : :
(Sderef) ¢ el () lertiSi S1<5

;20 kt:Sv L [0 15y : 5

Fig. 1. SSLgef: Syntax and Static Semantics

types, are annotated with an additional security label called the latent security effect: we explain its
static semantics below. Two forms arise only at runtime (highlighted in gray): mutable locations o
and a protection term prot,(t), which restricts the security effects of its subterm ¢.

Statics. Fig. 1 also presents the type system of SSLgref, which is technically a type-and-effect
system [Gifford and Lucassen 1986]. The judgment I';3; €, + ¢ : S says that the term t has type S
under type environment T, store type X, and security effect £, € LABEL. A type environment I' is
a finite map from variables to types. A store type X is a finite map from locations to types. The
security effect, sometimes called the program counter label [Denning 1976], is a security label that
denotes the least security level of those references that a given term may allocate or mutate [Heintze
and Riecke 1998]. The security effect prevents high-security computations—e.g. the branch of an if
expression that is chosen based on a high-security Boolean—from leaking information by assigning
to low-security references. An SSLgef source program t is well-typed if -;-; L + £ : S.

e Rule (Sx) and rule (So) type variable and location references as usual. Simple values are also
typed as usual, but their types inherit their labels from the values themselves (Sb/Su).

e Rule (SA) annotates the type of a function with the latent security effect of its body, as is
standard for type-and-effect systems. The greatest (i.e. best) security effect can be inferred
from the function body, but for simplicity this type system consults an explicit annotation ¢’.
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e Rule (Sprot) imposes a lower bound ¢ on the security effect of the subterm ¢. This restriction
is captured by stamping the label £ onto the type [Heintze and Riecke 1998]-e.g. Bool, v £’ =
Bool(sy ¢y, where £ v £’ represents the least upper-bound, or join, of security levels £ and ¢’.

e Rule (59) types Boolean operations, yielding a result with the join of the operand security
levels.

e Rule (Sapp) is mostly standard, but also enforces security restrictions. First, to prevent
mutation-based security leaks, the operator’s latent effect £’ must upper-bound its security
level as well as the latent security effect of the entire expression. Both restrictions are captured
with a single label comparison in the premise. Second, to prevent value-based security leaks,
the security level of the entire expression must upper-bound the level ¢ of the operator—this
is done by stamping label € onto the type. Rule (Sapp) also appeals to the subtyping relation
induced by ordering the security labels. Subtyping is driven by security labels: it is invariant
on reference types, covariant on security labels, and contravariant on latent effects [Pottier
and Simonet 2003]:

<t <t <t
Bool, <: Boolyr Unity <: Unity Refy S <: Refpr S

Si<151 Sz<:5é f1<f{ fé<[g

& ’ & ’
51—>5152 <: 51—)[;52

e Rule (Sif) incorporates the standard structure for a subtype discipline: the type of the ex-
pression involves the subtyping join v of its branches. To protect against explicit information
flows, the expression type is stamped to incorporate the security level £ of the predicate.
Additionally, to prevent effect-based leaks, each branch is type checked with a security effect
that incorporates the security level of the predicate.’

e Rules (Sref) and (Sasgn), which perform write effects, are constrained by the security effect
of the typing judgment to prevent leaks through the store.

Rule (Sref) honors the effect discipline by requiring the current security effect to lower-bound
the security level of the stored value. The resulting reference has least security L because it
is newly minted and cannot leak information: the type of the stored content is known and its
security level prevents further prying.

Rule (Sasgn) ensures that the security level of the location and current security effect lower-
bound the assigned value. The result of assignment has L security because unit cannot leak
information. Rule (Sderef) stamps the security level of the reference onto the resulting type.

e Finally, Rule (S::) is typical for ascription, requiring the ascribed type to be a supertype of the
subterm’s type.

Dynamics. With fully static security typing, programs execute on a standard runtime with
no additional security-enforcing machinery. Type safety—well-typed terms do not get stuck—
is guaranteed by the underlying run-of-the-mill simple type discipline. However, to establish
the soundness of security typing—high-security computations have no effect on low-security
observations—one must characterize computations and their resulting values with respect to
their security levels. To this end, the SSLgef dynamic semantics explicitly tracks security labels as
programs evaluate, but never checks them. The noninterference proof demonstrates that no such

SNote that SSLgef does not have an explicit effect ascription form ¢ :: £, [Bafiados Schwerter et al. 2014], but this can be
encoded using the expression (Afex : Unit,.t), unit,.
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le . .
t|uy — t|p|Notion of Reduction

fc ’ [C
bie, ®bag, | 4 — (b1 [®] b2)eyvey) | 1 A'x S v|p = proty([v/xlt) | p
. le . le
if truep then ty else tz | g — proty(t1) | p if falsey then ty else tp | 4 — prot,(t2) | p
f,_- S [c
proty(v) [ p — vy |p ref> v | p — o) | plo vy {:] where o ¢ dom(u)
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[C .
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ty =t | o flal | p— fle2] | p2
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(Rprot)
le
proty(t1) | p1 — prot(t2) | p2

Fig. 2. SSLRef: Label Tracking Dynamic Semantics

checks are required: static typing suffices. Tracking labels provides weak security guarantees that
are exploited in the proof of the stronger noninterference result.

e

Fig. 2 presents the rules of the label-tracking dynamic semantics. The judgment t; | p,—t; | p1,
says that a term t; and store y; step to t; and p; respectively, in security effect £.. Reduction of
terms is specified using term frames f:

f == Det|lven|ot|vo|o:S|ifOthentelset|!n|m=t|v:=0]refSD

The core semantics is typical, so we focus on tracking security. The runtime security effect ¢,
which reflects its static counterpart, affects the security level of reads from and writes to the store,
as well as the security level of values returned from high-security contexts to low-security ones.

Protection terms prot,(t) control the current program counter label. Apart from prot, all expres-
sions propagate the current program counter to subterms. Rule (Rprot) upgrades ¢, for the dynamic
extent of t. The resulting value is stamped with the protected label £, in case the contents leak
information to a context that lacks the confidentiality of ¢. Values are stamped much like types:
re v €' = rieyer). Protection terms do not exist in source programs: they are introduced by control
operations, i.e. function calls and conditionals. The intuition is that calling a function or destructing
a Boolean of security level £ may leak information about the identity of the function or Boolean
respectively. As such, the context of the resulting computation should communicate (via mutation)
only with reference cells that have high-enough security, and the result of the computation is clas-
sified as well.® Function calls ignore the operator’s latent effect ¢/, which promises the type system

Zdancewic [2002] observes that e.g. if x then e else e leaks no information about Boolean x : Booly so could be deemed
low-security, but security type systems must be conservative for the sake of tractability.
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that the ensuing computation will not violate the stated confidentiality. However the operator’s
security label determines the confidentiality of the ensuing computation.

When stored, a value inherits confidentiality from both the current security effect and the location
itself. This behavior tracks both the confidentiality of the location and the induced security effect.

Properties. SSLges is type safe: we establish this result via a standard progress and preservation
argument [Toro et al. 2018]. Since the runtime semantics includes no security checks, progress
mirrors the corresponding argument for the underlying simple type discipline. To prove preserva-
tion, we must show that after each reduction step the resulting term still has the same security
according to the typing rules of Fig. 1, modulo subtyping.

PROPOSITION 3.1 (TYPE SAFETY). If;3;{. + t : S then either
e tisavaluev

e
o for any store yi such that X + p and any €, < €., we havet | y+—t" |y’ and ;2"; €. +t': S’
for some S’ <: S, and some ¥’ 2 ¥ such that X' + p'.

The store typing judgment X + p holds if and only if dom(u) = dom(Z) and -; %; €. + p(0) : Z(0)
for all 0 € dom(p), £, € LABEL.

The most important property of a security-typed language like SSLges is the soundness of security
typing, i.e. that well-typed programs have no forbidden information flows. We formally state and
prove noninterference using step-indexed logical relations (see the companion technical report [Toro
et al. 2018]).We do not include the definitions of the logical relations and noninterference statement
here because proving that SSLgef is secure is not the main focus of this work, and the full treatment
of noninterference for the gradual language (Sec. 5) subsumes them.

4 GSLger: TYPE-DRIVEN GRADUAL SECURITY TYPING

This section presents the static and dynamic semantics of GSLgef, and addresses its type safety and
gradual guarantees. We show that GSLges enforces noninterference in Sec. 5.

The reader might (understandably!) wonder how some of the definitions presented in this
section were conceived. This section largely appeals to intuition to justify these definitions, but in
practice they were obtained by following the Abstracting Gradual Typing methodology [Garcia
et al. 2016], which exploits principles of abstract interpretation [Cousot and Cousot 1977] to
systematically derive a gradual language from a static one. In fact, this work can be seen as a
particularly challenging case study for AGT—which has led us to identify the limits of the AGT
approach when applied to disciplines where type safety (i.e. “well-typed terms do not get stuck”)
does not imply type soundness (i.e. “well-typed terms do not leak”). The gradual language obtained
by a straightforward application of AGT is type safe, but does not ensure noninterference because
of subtle interactions between security typing imprecision and heap-based flows. We discuss the
key elements, pitfalls, and discoveries of this systematic derivation process in Sec. 6.

To aid the reader, Fig. 3 indicates where important terms, operations and relations are presented,
along with their notation.

4.1 Static semantics

Fig. 4 presents the syntax and static semantics of GSLges.” A gradual security label g € GLABEL is
either a static label ¢ or the unknown label ?, which represents any label whatsoever. Each value
and gradual type constructor is now annotated with a gradual security label.

"In GSLgef, the 0 and prot, () forms and typing rules merely serve to induce corresponding GSL;ef forms (Sec 4.2).
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Term Notation Ref | Operation/Relation Notation Ref
Gradual Type U F 4 | Consistent subtyping (U) < P14
Gradual label g F4 | Consistent join (U) y P16
Term t F4 | Consistent meet (U) N F 18
Interval 1 P 17 | Gradual meet (U) m P16
Evidence for labels € P 17 | Evidence join (¢ on types) v F 25
Evidence for types € P 17 | Evidence meet (¢ on types) A F 25
Evidence term t P 18 | Gradual meet (¢ on types) n F 25
Frames f.h P 23 | Initial evidence (U) g F 29
Operation/Relation Notation Ref | Reflexive initial evidence (U) J% F5
Consistent label ordering (9) < P 14 | Transitivity (¢ on types) o< F 25
Consistent label join (g) % P 15 | Evidence inversion label (¢)  ilbl F 26
Consistent label meet (g) A P 15 | Evidence inversion ref (¢) iref F 26
Gradual meet (g) r P 16 | Evidence inversion dom (¢)  idom F 26
Evidence join (¢ on labels) v F 24 | Evidence inversion cod (¢) icod F 26
Evidence meet (¢ on labels) X F 24 | Evidence inversion latent (¢) ilat F 26
Gradual meet (1) n P 21 | Label Stamping (S v £) % P 49
Gradual meet (¢ on labels) m F 24 | Subtyping join (S) Vi F 13
Lower-bound-comparison (¢) [<] P 23 | Subtyping meet (S) 8 F13
Initial evidence (g) g F 28

Reflexive initial evidence (9) I F5

Transitivity (¢ on labels) o< P21

Fig. 3. Index of terms, operations and relations used in this article, along with their notation, and reference
to corresponding Figure (F) or Page (P).

The typing judgment I';3;g. + t : U says that the term ¢t has gradual type U under type
environment I', store environment ¥, and gradual security effect g.. The typing rules are analogous
to the static typing rules presented in Fig. 1 except that security labels, types, type functions and
predicates are all replaced by their gradual counterparts. For instance, static label ordering < is
replaced with consistent label ordering < :

4
?gg g%? 4

o
s

Intuitively, if consistent label ordering between two gradual labels holds, then it means that the
static relation holds for some static labels represented by the gradual labels. It is always plausible
in the presence of ?, since the unknown label represents any label. Similarly, subtyping is lifted to
consistent subtyping <, whose definition is analogous to static subtyping, but using consistent label
ordering:

<
<

’ ’

g9<yg g<yg 9<9 Usl UsU
Boolg < Boolgz Unity; < Unity Refg Ui < Refg/ U,

UsUh UsU; g1<g] 9<g

g2 , 9 ,
Ul_)glUZ < Ul—)giUZ
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U == Booly| Ui>gU | Refy U | Unity, (gradual types)
g == L |7 (gradual labels)
b == true| false (Booleans)
r u= b|WIx:U.t) | unit|o (base values)
v ou= orglx (values)
t u= v|tt|t@t]|iftthentelset|refl ¢!t t=t | protq(t) |t=U (terms)
® == A|V (operations)
x:Uel
(Ux) [%9cFx:U (D) T2 9cF bg : Boolg () ;%5 ge + unity @ Unity
. Ix:U;;3:9" vt : U
(Uo) o:UeX W) 1,259 2
[;29c Fog: Refy U , g
¢ 390 F (A x : Upt)g : U—4Us
390 -1 Boolg1
I%9:vgrt:U T;3;9c F ty : Booly,
(Uprot) ge V9 — Ue) ge 92
I3 gc Fproty(t) : Uvyg [i%gc k1 @tz - Bool( & )
g
390 Ft: Ull_)gUIZ
I;%;9c FEL [;%;9c Ft: Booly
Uy < U <g T;%gcvgkt: U T;%,9. Vg Fta: U
(Uapp) 2 11 9V Jc ~9 (i) Je vg 1: U1 ge Y 9~ 2 i 2
I3 gcrt1t2:Uzvyg I3 9.+iftthentyelsety : (U1 vU2) Vg
I‘;E;gci-tl:Rengl Miz:Ug F;Z;gcrt:U’
Uy < U < label(U; U sU < label(U
(Uasgn) 2 ! gYge - ) (Uref) gfj ©)
I3 %5 ge - tr:=tz : Unit I;%;9c Fref” t:Ref, U
Ii3ge+t: Uy
I3 gc Ft:Refy U U s Uy

(Uderef) =
IiZ9c-1t:Uvg

Flg 4. GS LRef:

U::
(U=) 35ge bt Up i Us

Static Semantics

The label join and meet operators are replaced with consistent join and consistent meet respec-

tively:

TY?=?2yT=T

LA?=?2AL=1

gv?=2vg=2ifg#T

gR?=2Rg="1ifg# L

vl =1L1 vl

€1X52 =l Al

These operators recover precise label information when the unknown label interacts with the
relevant boundary element (T for v, and L for X), otherwise the result is always unknown. Intuitively,
this is because any label ¢ joined (resp. met) with T (resp. L), yields T (resp. L), so imprecise
arguments do not perturb the results. But when the relevant boundary is not involved, then varying
¢ can vary the results, a possibility that is captured by using the unknown label as result.
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The join operators for subtyping and label ordering are replaced with consistent join v and
consistent label join v respectively:

Bool, v Boolys = Bool Unitg ¢ Unityr = Unit(g\~/g,) Refy U Refy U’ = Ref(g;/g,) unu’

(9vg)

g1 ~ 9 x 71 ~
(U11—4,U12) V (Uz1—>4,Uz2) = (U11 N Uz1) — ) Utz ¥ Uzz)

(91V92

U ; U undefined otherwise

The consistent subtyping meet operator is defined dually (definition in Appendix A.4).

Consistent subtyping join appeals to a gradual meet operator 11 on the referent types. This
gradual meet arises because static subtyping is invariant for the contents of references, so static
subtype join is only defined for references with equal referent types. The gradual meet operator
can be understood as the gradual counterpart of a static type equality partial function equate
(i.e. equate(S, S) = S, undefined otherwise) [Garcia et al. 2016]. Intuitively, if the 1 of two gradual
entities is defined, then it means that they are possibly equal. For instance, H 1 L is undefined, but
H M ? = H. Formally:

gng=g
gn?=?Mg=g
Booly M Booly =Boolyry
Unit, M Unity =Unitgngy
Refy U M Refy U’ =Refyrny UNU’

92 9 92195
Ul—)g1 U M Ul’_)gi UZ/ =(U N Ul,) — gmg{(UZ il UZI)

Finally, The SSLgef rules (Sapp) and (Sasgn) from Fig. 1 have compound premises that combine
both label join and label ordering, e.g. £ v { < {’. One subtlety we discovered while applying
the AGT methodology is that these premises lose precision when lifted compositionally: simply
replacing join with consistent join and label ordering with consistent label ordering yields different
results than when lifted in aggregate; we discuss this further in Sec. 6. Therefore rules (Uapp) and

(Uasgn) use the consistent bounding predicate,which is defined algorithmically as: m =
91 < 93 A g2 < g3. Technically, we could have used this definition to split each premise, but treating
the predicate atomically matters when we consider the dynamic semantics.

4.2 Dynamic semantics

To present the dynamic semantics of GSLgf, we first define a reduction relation for an internal
language GSLyg, that directly mirrors GSLgef, except that all terms are augmented with some
evidence information that justifies why the term is well-typed according to the gradual type system.
During reduction steps, units of evidence are combined to form new evidence that supports type
preservation between a term and its contractum. If the combination succeeds, reduction goes on;
if the combination fails, a runtime error is raised. We first explain what evidence is, then how
GSLgef programs are elaborated with evidence information into GSLg,, and finally how evidence
is combined, yielding the GSLy,, reduction rules.
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Evidence for consistent judgments. Evidence captures why a consistent judgment holds. To
explain this concept, we begin with consistent judgments about security labels, then consider the
more complex consistent judgments about types.

We use the metavariable ¢ to range over evidence, and write ¢ F g; < g to say that evidence ¢
supports the plausibility that g; < g, holds.

For instance, consider the consistent ordering judgment ? < L. Even though the unknown
label generally denotes any security label, consistent ordering insists that this ? can only denote
labels that are bounded from above by L. Furthermore, this consistent ordering judgment yields
no additional information about the right-hand side, which is already precise. We capture this
learned information by representing evidence as a pair of static label intervals, noted (11, 1,), where
1= [6,0] I (ig,12) + g1 < g» then 1; and 1, represent inferred range restrictions for ¢g; and g,
respectively. Therefore,

(L LLILL) P2 <L
By analogous reasoning, the consistent judgment H < ? is initially justified by the evidence
([H, H], [H, T]), gaining precision about the right-hand side. Interval precision is defined as con-
tainment over intervals, i.e. [(1, (2] C [¢], 5] if and only if ¢] < ¢; and £, < £;. Precision between
interval pairs (11, 12) E (17,15) is defined pointwise.

We represent evidence as pairs of intervals, rather than pairs of labels, essentially because pairs
of labels are not precise enough to support gradual security. The formal rationale is involved, so we
defer it to Sec. 6. For some intuition, though, consider the program true; :: Booly :: Bool; :: Booly.
Evaluating it ultimately involves combining evidence for three consecutive judgments:® ¢ F ? < H,
¢, H < ?,and & F ? < L. The program should fail at runtime because an H security value should
not be coerceable to L, so these three evidences should not compose. Unfortunately, pairs of labels
are not precise enough to ensure this: they forget the intermediate step through H. In contrast,
pairs of label intervals retain enough precision to warrant the expected runtime failure.

To justify consistent judgments about types like consistent subtyping, we lift label evidence to
type evidence ¢ by naturally lifting intervals to types: type constructors are now marked with label
intervals instead of labels. For instance:

<BOO|[L’L], BOO|[L’L]> + Bool, < Bool|
The syntax of evidence is as follows:

E € GETyYPE, 1 € INTERVAL, ¢ € EVIDENCE

1 ou= {(,0) (intervals)

E Bool, |E—l>,E | Ref, E | Unit, (type evidences)
£ (E,E) | {1,1) (evidences)

Note that we use the same metavariable ¢ to represent both label evidence and type evidence, since
which kind of evidence is meant is always clear from the context.

Terms with evidence. Each well-typed term of GSLger is recursively elaborated into a GSLg¢
term by decorating it with evidence for the consistent judgments used to establish its well-typedness.

8in a way that we make precise below.



18 Matias Toro, Ronald Garcia, and Eric Tanter

The syntax of GSLg,¢ terms follows:

t u= v|et@, et et @et|if et then et else ¢t |

ref? et | let | et =, et | protgqgg(et) | et (terms)
r == b|Wx:U.t) | unit|o ‘ (base values)
u = ryl|x (raw values)
v u= uleu (values)

During reduction, the actual type of a subterm may evolve to a consistent subtype of the statically-
determined type. For this reason, each term is augmented with evidence for their immediate sub-
redexes (i.e. all subterms that have to be reduced to a value for computation to proceed), justifying
why the subterms are consistent subtypes of the types demanded statically by the outer term
constructor. For instance, in the term ¢,#; @ &:15, €, justifies #; being a consistent subtype of Bool,,,
the type deduced during type checking. In particular, #; could be such a consistent subtype because
it is a value that was ascribed type Bool,, using an explicit ascription. In fact, GSLg.f ascriptions
are represented simply as evidence-augmented terms ¢t in GSLp,: the evidence ¢ holds all the
computationally-relevant information about consistent subtyping. For instance, the GSLges term
(10, == Inty) =2 Inty is translated to e5(e110, ), where €; + Int. < Int; and & + Int; < Inty.

Note that in addition, some terms carry extra evidences that are needed during reduction to
justify type preservation. A conditional if ;1 then &1, else &5t3 carries evidences ¢, and ¢; that
justify that the type of each branch t; and t3 is a consistent subtype of the type of the conditional

expression. For instance, if U, and Us are the types of t; and 5 respectively, then ¢, + U, <: U ¥ Us,

where mg is the consistent lifting of the ternary static judgment T; <: T, ¥/ T5. Similarly, a
protection term prot, ; & g2(est) carries a security effect g, (and its evidence ¢;), which represents
the security effect of the subterm ¢; specifically, g, is the join of g; and the current security effect.

Values are either raw values u or evidence-augmented raw values cu. The latter correspond to
ascribed values v :: U in GSLgef: the evidence ¢ confirms that the ’s type is a consistent subtype of
the ascribed type U.

Several terms—applications, references, assignment, and protection—have evidence in addition
to that of their subterms. This extra evidence supports the consistent label ordering judgments
of their corresponding typing rule, which relate to the current latent effect label. For instance, in
the term refU ¢t, the evidence ¢’ supports the consistent label ordering judgment g, < label(U).
For uniformity, we overload the metavariable ¢ to denote both label and type evidence, since the
difference is always clear from the context. Evidence attached to subterms is type evidence, and
evidence attached to the security effect or to an expression symbol (@, ref, :=, or prot) is label
evidence.

Introducing evidence. Fig. 5 presents rules for elaborating GSLgef source terms to evidence-
augmented GSLg terms. This elaboration is akin to a cast insertion translation [Siek and Taha 2006],
but simpler because it inserts evidence uniformly [Garcia et al. 2016]. Basically, each consistent
label and type judgment in Fig. 4 is replaced by an evidence-computing partial function called an
initial evidence operator (J). An initial evidence operator computes the most precise evidence that
can be deduced from a given judgment. For instance, given a consistent label ordering judgment
g1 < g3, the initial evidence for it is computed as follows:

I[g1 < g2] = intr(bounds(g,), bounds(g,))
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where 9°[g] = 9[g < g] and Y°[U] = I[U < U]
Fig. 5. GSLges: elaboration to GSLEef terms

The bounds function produces the label interval that corresponds to a given gradual label, i.e.
bounds(?) = [L, T| and bounds(€) = [(, (]. The interior operator intr computes the smallest sub-
intervals of its arguments that include all plausible orderings.” Given two intervals 1; and 1,,
intr(1y, 12) yields the greatest pair of sub-intervals (1,15) £ (11,12) such that each label ¢; in the
interval 1] is less than some label ¢; in 1}, and each label in 1} is greater than some label in 1].
Formally:

intr([(11, C12], [€21, C22]) = ([€11, (12 A Loz, [C11 v La1, Ca2])

°In Garcia et al. [2016], the interior and initial evidence operators coincide under the name “interior” because both operate
on pairs of gradual types. By distinguishing between intervals and labels, the present development induces a corresponding
distinction between these notions.
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This operation only changes the upper-bound of the lower interval and the lower-bound of the
upper interval. The resulting intervals are well-defined because we only use this operator in
after consistent label ordering is already known to hold.

Similarly, the initial evidence of a consistent judgment m is computed as

QHM]] = intr(bounds(g;) v bounds(g;), bounds(gs))
This definition uses join of intervals, defined as [(1, 2] v [¢1, €3] = [£1 v €], {2 v {3]. For instance,

the initial evidence for consistent judgment ? v H < ? is:

g[[m]] =intr(bounds(?) v bounds(H), bounds(?))
=intr((H, T],[L, T])
=([H, TL[H.TD

A generalized definition of J, considering any consistent bounding judgment can be found
in Fig. 28. The definition of J extends naturally to compute the initial evidence for consistent
subtyping judgments (the complete definition can be found in Fig. 29). For instance, in the (Tif)

rule, 4[U, <: U, ¥ Us] computes the initial evidence for the consistent lifting of the fact that the
type of the first branch is a subtype of the type of the entire conditional expression.

Rule (T ::) recursively translates the subterm ¢, and the consistent subtyping judgment U; <: U,
from (S =:) is replaced with 9[[U; < U,], which computes evidence ¢ for consistent subtyping. This
evidence is eventually placed next to the translated term t’. The ascription itself is erased because
it does not affect the results of the computation.

Rule (T'app) works similarly. Since #; is not constrained by a consistent subtyping judgment, the
rule generates evidence for reflexive consistent subtyping: that the type is a consistent subtype

of itself, I [U;;—>,Us2]. This seemingly vacuous evidence evolves nontrivially as a program

reduces. Evidence for the judgment m is computed as [[m ], and placed next to
the @ symbol, since it does not logically belong to any subterm.

The rest of the translation rules are analogous: each term is translated recursively, judgments
are replaced by functions that determine the corresponding initial evidence, and the evidence for
reflexive consistent subtyping 9 is associated to otherwise unconstrained types.

As an example, consider the GSLgef program x:=true,, with current security effect L and envi-
ronment I' £ x : Ref; Booly. It elaborates to GSLEef as follows:

I;.;L+x~ x:Ref, Booly T;.;L F true; ~ true; : Bool,
& = go[[Ref7 BOOIHH = (Ref[L,TJ BOOI[H’H], Refu,ﬂ BOO[[H,HJ>
& = J[Bool; < BooIH]] = (Bool [.,H]> Bool my)
sa—g[Lv" H] = ([L, H], [H, H])

I'; ;L F x:=true; ~ ¢1x :=;

Tassgn
(Tassgn) estruer : Unit |

3

Evolving evidence. During reduction, evidence for consistent judgments must be combined to
justify each reduction step. This combination is realized by two operators: consistent transitivity for
label ordering and consistent join monotonicity

The consistent transitivity operator o= attempts to combine evidence for g; < g; and g < g3
to produce evidence for g; < g. Since < is not in general transitive, o< is partial, giving rise to
runtime errors. For instance, both H < ? and ? < L hold, but can they be combined to deduce that
H < L? Of course not, otherwise high- conﬁdence data could flow to low-confidence positions. To
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understand this failure of consistent transitivity, consider the initial evidence for these judgments,
([H,H],[H, T]) and ([L, L], [L, L]). They cannot be combined because “they do not meet in the
middle”, i.e. the middle intervals [H, T] and [ L, L] share no labels in common, which would justify
transitivity. This intuition is formalized as follows:

(11, 121) 0= (122, 13) = A (11, 121 M1z, 13)
where [[1,[2] [ [ {,[g] = [fl \/f{,[g /\[é] if 51 Yf{ < fz /\fé
and  A%([61, 6], [65, 6], [€7, 65]) =

(b1, o AN v E N 67,6 ]) i € <6, 67 <), & <&

The meet operator M denotes the intersection of two intervals. Given three intervals 1, 12, 13, the
A= operator calculates, if possible, a pair of intervals (1], 1;) C (11, 13) such that transitivity of label
ordering through elements of 1, is always plausible. Both operators are undefined if their side
conditions do not hold.

The consistent join monotonicity operator v reflects another facet of reasoning about consistent
ordering relationships. Recall from Fig. 2 that during reduction, labels are sometimes joined, either
for stamping values or for augmenting the security effect. Similarly, in GSLg,; evidence must be
combined to support new consistent judgments that involve these joined labels. Consistent join

monotonicity combines evidence for g; < g and gs < g4 to produce evidence for g, m G4
the consistent lifting of the static judgment ¢; v €5 < €5 v £4.

(to2) v (11 13) = (v g, 12 v 1)

In contrast to consistent transitivity, this operator is total.

Lifting these label operators to types is direct, albeit verbose, and can be found in Appendix A.6.
These type operators inherit properties from the label operators, e.g. consistent transitivity of
subtyping o< is partial just like consistent transitivity of label ordering.

Reduction rules. Fig. 6 presents reduction semantics for GSLy,;. Reduction operates on config-

urations C, which consist of a term and a store, and a security effect. Specifically, ¢; | y; 5 ty | 1o
denotes the reduction of term #; in store y; to term t, in store y, under security effect g.; the label
evidence ¢ confirms that the runtime security effect is a sublabel of the label that was used statically
to type check the original term (and is preserved by reduction).

The semantics is defined using two notions of reduction, — and — ... The rules directly mirror
the rules of SSLgef (Fig. 2), except that they also manage evidence at subexpression borders and
combine evidence as needed to justify the preserved typing of the contractum. If evidence fails to
combine, the program ends with an error.

A word about notation: to select evidences for sub-components of types, we use evidence
inversion functions [Garcia et al. 2016]. For instance, given a function type evidence ¢, idom(e)
(resp. icod(¢)) retrieves the type evidence of the domain (resp. co-domain). Similarly, ilat retrieves
latent effect evidence from the evidence for a function type, and iref performs likewise for reference
types. Finally, given type evidence ¢, ilbl(¢) yields the corresponding label evidence.

We now describe each reduction rule in turn.

e Rule (r1) reduces a binary operation by joining the evidence of both operands to confirm
that type preservation holds.

o Rule (r2) reduces a protected value by stamping the security effect of the prot on the value
and joining both evidences accordingly. We stamp g; on the value to prevent it from leaking
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(r1) e1(b1)g, ® e2(b2)g, |

(r2) prot,, 5, £292(e3u) | p

(r3) fl(lg/x Uty @, c2u| p —

ggC

€g

)

™
<Q
)

(r4) if e1by, thentzelsets |y —

U £9c

(r5) ref,, equ | p —
é'g

(r6) letog | p BEAN
ggC

(r7) £10g =gy 2u | g —

51(5214) < {

(e 0=

error
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(e1 v e2)(b1 [@] b2) 5 | 1 “ge
(orve) 5. @x(C U {error})

(e3ve)uvgr)lp

{Wmmmw4%GWﬂ&M%Wﬂﬂﬂu

error if ¢] or ¢} are not defined

where:
&1 = (e Y ilbl(e1)) o= 3 0= ilat(e)
ey = ey 0" idom(ey)
91=(9c v 9)

{Pmtilbz(;l)glf’g’(é‘ztz) | u ifb=true
Protipie g, € 9 (e3t3) | 1 if b = false
where:

e = eV ilbl(er)

9 =9cvan

error if (¢ 0= £7) is not defined

{u|ﬂmeawvmn

where:
o ¢ dom(p)
’ ~ <
e =e1v(eoT &)

Protipye, g€ 9’ (iref (1))

where:
pl)=v
e = eV ilbl(er)
9 =9cv9

unity | plo = &' (v (ge v 9))]
error if ¢ is not defined, or ¢ | <] ilbl(¢’")does not hold

where:
/J(O) ="y
¢’ = (g2 0" iref(e1)) v ((¢ ¥ ilbl(e1)) o= 3 o~ ilb(iref (1))

fe)u

—>.: EVTERM X (EVTERM U { error })
if not defined

Fig. 6. GSLgRef: Dynamic semantics
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information to the current context when g; is more confidential than the current security
effect g.. Note that g,—which represents the join between ¢; and the current security effect
gc—is not used in this rule; it is used during reduction of the protected subterm.

o Rule (r3) reduces a function application either to a protected body or to an error. The
term reduces to an error if consistent transitivity fails to justify that the type of the actual
argument is a consistent subtype of the formal argument type. This prevents an evident
invalid information flow from the actual argument to the formal argument. Also, to prevent
implicit flows via the store, an error is signaled if consistent transitivity fails to confirm that
the latent effect of the function is greater than both the current security effect and that of the
function. If the function application is valid, then the body is protected at the security level
of the function. Label g7 represents the security effect that is used to reduce the body, where
&7 confirms that g7 is no more confidential than the latent effect g’.

e Similarly, rule (r4) reduces a conditional expression by protecting the chosen branch. The
resulting prot term is constructed using the dynamic information of the conditional.

e Rule (r5) reduces a reference term to a fresh location. To prevent invalid implicit flows,
the current security effect is stamped on the stored value. The term reduces to an error
if consistent transitivity fails to confirm that the current security effect is lower than the
statically-determined security level of the reference content U.

e Rule (r6) reduces a dereference term. In the dynamic semantics of SSLgef, dereferencing a
store location causes the actual security of the location to be stamped on the resulting value.
Here, the term reduces instead to a protected expression, which is equivalent but simplifies
the proofs.

e Rule (77) is critical to ensuring noninterference. It can reduce to an error, and thereby
preventing either implicit or explicit invalid flows, for three reasons:

(1) the security level of the stored value should be no more confidential than the statically-
determined security level of the reference content (explicit flow).
(2) both the current security effect and the actual security level of the reference should be no
more confidential than the static security level of the reference content (implicit flow).
(3) the evidence of the current security effect must denote possible labels that are necessarily
lower than those denoted by the evidence of the stored value (implicit flow).
The third condition above, highlighted in gray in Fig. 6, is expressed with the lower-bound
comparison operator | <| between evidences:

([6r, ] [, Ga]) LI (161 ). 165, 64]) = <y

This check is necessary to ensure noninterference, and as explained in Sec. 6.3, it arises not

from the type preservation argument, but from the noninterference argument. In Sec. 4.3 we
illustrate each of these three scenarios.

The — <. reduction rule uses consistent transitivity to combine, if possible, strings of evidence

that accumulate on a raw value. It fails with a runtime error if the evidence cannot be combined.

Sec. 4.3 presents an example of such a reduction.
Finally, contextual term reduction is specified using term frames f and evidence frames h:

f hle(]]
h

t= O@¢t|eudn|0@, ¢t |eu@,O0|enO]|ifOthenetelsect|!o|O:=; £t|£u::€|:||ref£]|:|

The reduction rules for frames are presented in Fig. 7. Rule (R f) reduces under term frames. Rule
(R—>) reduces a term to either a term or error, using — from Fig. 6. Similarly Rules (Rh) and
(Rproth) reduce the subterm using the evidence-combining reduction — .. Rule (Rprot) allows
the protected subterm to step under a higher security level, which may be a sublabel of the one
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prot, o &' ge(et) | i

v — <. c'u
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hlev] | p +— hle'u] | p

!

prot, o &' ge(et’) | p’

ggc
t|p +— error

(Rproth)

(Rferr)

£9c £9c
protl.lglg’gé(w) |p — protl.lglg’gé(s’u) | p flt]| p + error

£ gC
£V —> <. error t|p +— error

€9c
hlev] | p + error

(Rherr) (Rproterr)

£g
prot, 4, "ge(et) | p 5 error

£V —> <. error
(Rprotherr) <

£g
prot,, qls’gé(fv) | 4 > error

Fig. 7. GSLEef: Evaluation frames and reduction

determined statically. Finally, rules (R ferr) and (Rproterr) propagate errors when the subterm
reduces to an error, and rules (Rherr) and (Rprotherr) propagate errors when evidence fails to
combine.

4.3 Examples of Reduction

To illustrate the runtime semantics of GSLges we first illustrate the three scenarios for which an
assignment can fail, as per Rule (r7).

(1) Consider the following program, which attempts to assign a high-confidentiality value into a
low-confidentiality reference, and its translation (under security effect .L):

L+ ref™ 20:=(10y :: Int;) ~> ¢ : Unit,

Abbreviating [ L, T]as ?, [(, (] as ¢, (1,1) as (1), and _ for irrelevant evidence, we have:

L
I Fo7¢e0) = &104

where ¢; = (Ref Int;) + Ref, Int, < Ref, Int, & = (Inty, Intpy 1) F Inty < Into. Then as
(& 0= iref(e1)) = (Intn, Intgy 77) o= (Inty) is not defined, the term reduces to an error, as
expected.

(2) The following program attempts to update a low-confidentiality reference under a high-
confidentiality security effect. Considering a security effect L, a location o, : Ref Inty,
the program and its translation are:

L + if truey :: Bool, then 0, :=10 else unit ~ t : Unit,
The conditional reduces to the first branch under a security effect H.

L,
I — prot_HslH(_(gzoL =g, _101))

where ¢, = (H,[H, T]) + J_M? and ¢, = (Ref, Int.) + Ref, Int. < Ref, Int.. Also,
because the static security effect of the assignment is ?, we have ¢3 = ([L,L],L) F?v L < L.
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Then as ((e; v ilbl(e2)) o= &3 o= ilbl(iref (e2))) = (H,[H, T]) o= {[L, L], L) o= (L) is not defined,
the term reduces to an error, successfully preventing an invalid implicit flow.

(3) Consider a program fragment similar to the previous one, with security effect L, a variable
x : Booly, and a location 0, : Ref | Int;:

L +if x :: Bool, then 0,:=10; else unit, ~» t : Unit,

Suppose as well that ;1(0) = £,0,, where ilbl(e;) = ([ L, T],[L, T]) F ? < ? (i.e. the stored num-
ber and heap cell have not acquired any security commitments yet). If x is truey, then the
first branch is taken:

t vif“prot_HslH(_(_ol = _10n))

where ¢, = (H,[H, T]) Lm?. Since ¢; | <] ilbl(¢,) is not defined, because H<7 1,
the program reduces to an error. The problem is that if x were changed to falsey, then the
unchanged imprecisely labeled contents of o could be treated as low-security and thereby
used to leak information about x, using for instance a test of lo that conditionally assigns to
some other low-security reference (for more see the example of Sec. 2, and Sec. 6.3).

Type-based reasoning. Finally, we revisit the mix and smix functions from Sec. 2, which illus-
trate how GSLgef preserves type-based reasoning principles in the gradual setting. The desugared
GSLgef program follows:'”

mix = (Apub : L.(Apriv : ?.(if pub < priv then 1| else 2) :: L)),
smix =mix :L—->H—>1L

smix 1 5

This program elaborates to the following GSL,; program:
mix = (Apub : L.(Apriv : 2.{[L, L], L)(if (?)((L)pub < (?)priv) then (L)1 else (L)2|)))L
smix =(L— [H, T] > LLL - H — L)ymix
(H — LY((L - H — L)smix @([L,T]) (L)1) @([L,T]) (L, H)5_

A trace of the program is given in Fig. 8. As before, we abbreviate [ L, T] as ?, [£, (] as £, and (1,1)
as (1). We omit the security effect of the reduction, which is always (L)L, as well as the heap, since
the program is pure. The program fails as expected because low-security evidence is attached to
the conditional term by a static ascription, which fails to combine with the high-security evidence
of the value produced by the conditional. In other words, reduction fails to prove that H < L.

4.4 GSLges: Safety and Graduality

GSLpges satisfies a standard type safety property, whose proofs are in the companion technical
report [Toro et al. 2018]. More precisely, type safety is formulated for the evidence-augmented
language GSLy,, and hence appeals to a corresponding typing judgment. As expected, this typing
judgment, denoted T; 3;eg. + ¢ : U, is based on the GSLgef typing judgment.'! The only difference is
that the security effect g. is enriched with evidence ¢. This evidence accounts for how the runtime
security effect can evolve to (consistently) lower levels than the security effect originally determined
by the type system.

10For brevity, we only show the labels of base types, and omit latent effect annotations on pure functions.
1 The full definition of the GSLp,¢ type system can be found in Appendix A.4; the (straightforward) theorem that elaboration
preserves typing is in the companion technical report [Toro et al. 2018] .
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(H->L({L>H—>LKL—[HT] > LL—>H-> L)mix @<[L,T]> (L)1) @<[|—,T]> (L H)5L
—(H —> L)}((L—> [H, T] > LLL > H — L)mix @<“_!_|_]> (Ly1, )@<[L,T]> (L, H)5

F(H — L)( proty ¢'(([H, T] = LLH = L)u) ) @)y (L. H)5L
where u = (Apriv : 2.([L, L], L)(if (?)({L)(L)1. < (?)priv) then (L)1 else (L)2)).
and ¢’ = (L, T)L

+— (H - L)(([H, T] = LLH — L)u) @1 (L, H)5.

— ([H, T] = LH—> Lu @<lL’TJ> (L,H)5.

F—prot  y ¢"((L)([L, LI L(f )((L){L) 1L < (?)(L [H, T])51) then (L)1 else (L)2())
F—prot y ¢"((L)([L, L1 L(Gf (L)1 < (2)(L, [H, T])5L ) then (L)1 else (L)2())
F—prot gy ¢" (L)L, LI LYGF ()((L)1L < (L [H, TI)5L ) then (L)1, else (L)2))
Foprot ¢ ((L)([L, LI L)(f ()L [H, T])truer) then (L)1 else (L)2())
F—prot  y ¢"((L)([L, L] L)(if (L, [H, T]truer) then (L)1 else (L)2L ))
F—prot gy ¢"((L([L, LL L) prote g ryd’((D1L) )

l—>pr0t<|_>[_¢,(<]—> ([L, L], L)L [H, T )

——error (L,[H, T]) o= ([ L, L], L) is undefined

Fig. 8. GSLp,s: Example reduction

ProPOSITION 4.1 (TYPE SAFETY). If;X;egc + t : U, and consider i, such that X + i, then either:

e tisavaluev
é9c
e t |y — error

ot|p RS | p" and ;3" ;eg. v t' : U for some’ 2 3 such that 3" + p’

Additionally, by design, the type system of GSLges is crisply and smoothly connected to that
of SSLges. First, the two typing judgments are crisply connected in that the GSLges judgment
conservatively extends the SSLgef one.

PROPOSITION 4.2 (STATIC CONSERVATIVE EXTENSION). Let b5 denote SSLge’s type system. Then
for any static language term t € TErRM, ;2;{; Fs t : S if and only if ;2; €.+t : S.

Second, the two typing judgments are smoothly connected in that each well-typed GSLgef
program (thus each SSLges one) preserves well-typing as its security information is made less
precise, a property known as the static gradual guarantee [Siek et al. 2015]. Precision orders the
static information content of gradual type or labels from most to least. Type and label precision are
defined as follows:
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Definition 4.3 (Type and label precision).

g1 E 92 g1 E 92
gC? gEyg Boolg, £ Boolg, Unity, € Unit,
UnnEUx Up2CUxz 9115921 912CE 922 g1 E 9 Ui C U,

912 922 Ref, Uj C Ref,, Uy
Un1—g,,U12 € Uz1—4,, Uz2 o 92

Type and label precision are naturally lifted to term precision.

PROPOSITION 4.4 (STATIC GRADUAL GUARANTEE). Suppose gc1 E gez and ty C t.
If;559c1 F t1 : Uy then 55 gea & ta : Uy where Uy E Us.

This guarantee is best understood in reverse: if a simply-typed program (where all security labels
are ?) has a security-typed counterpart (where all security labels are precise), then GSLger statically
accepts every intermediate security typing of that program: type checking is continuous with respect
to security precision, so security information can be added in any order and at any rate [Siek et al.
2015].

Siek et al. [2015] also present a dynamic gradual guarantee, which relates the execution behavior
of programs that only differ in their precision. Specifically, if a program takes a step, then the same
program with less precise (or fewer) type annotations also takes a step, i.e. reducing precision
does not introduce new runtime errors. The formal statement of the guarantee can be found in the
companion technical report [Toro et al. 2018]. Unfortunately, we have uncovered a tension between
the dynamic gradual guarantee and noninterference. To ensure noninterference, the dynamic
semantics of GSLger includes a specific runtime check (highlighted in gray in Fig. 6) which breaks
the dynamic gradual guarantee. Dually, without this check, GSLgef satisfies the dynamic gradual
guarantee, but does not enforce noninterference for all programs. We discuss this subtlety in more
detail in Sec. 6.3.

Nevertheless, an interesting conservative extension result holds for the dynamic semantics.
Specifically, static GSLgef terms never produce errors at runtime.

PROPOSITION 4.5 (STATIC TERMS DO NOT FAIL). Let STATICTERM be the static subset of GSL;ef
terms, i.e. with fully-static annotations, and STATICSTORE the set of stores whose codomains are subsets

of StaTICTERM. Then consider t € STATICTERM, ji € STATICSTORE, and el such that e = J[¢, < (.].

€L‘ .
If ;3¢ v t : U, then either t is a value, ort | u, =S t; | pl, with t' € STATICTERM and

1’ € STATICSTORE.

4.5 Prototype Implementation

We have implemented GSLgef in an interactive prototype available online at:
https://pleiad.cl/gradual-security/.
The implementation, realized in Scala, supports all of GSLgef plus let-bindings. Given a source
program, it either shows the result of the elaboration to GSLg,, or reports a static type error. If the
source program is well-typed, the evidence-augmented term can be explored interactively, either
collapsing or expanding premises of its well-typedness, including evidences. The user can then
reduce the term step by step, similarly to PLT Redex’s trace facility. At each step, the full typing
derivation of the term can again be explored. The reduction shows how evidences are combined by
consistent subtyping transitivity, eventually ending up in a value or a runtime security error.

All examples presented in this paper are available as pre-loaded source examples.
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5 GSLger: NONINTERFERENCE

This section establishes the type soundness of GSLges, i.e. that gradual security types ensure nonin-
terference. Noninterference formalizes the intuition that low-security observers of a computation
cannot detect changes in high-security inputs. Therefore noninterference inherently reflects a
relationship between different runs of the same program with different inputs. We establish noninter-
ference for GSLgef using logical relations [Heintze and Riecke 1998; Zdancewic 2002]. More precisely,
because general references introduce nontermination, we apply step-indexed relations [Ahmed
2004]. As standard, we focus on termination-insensitive noninterference: interference between two
executions is only acknowledged when both terminate in values that are observably different. In
line with prior work on gradual security [Disney and Flanagan 2011; Fennell and Thiemann 2013],
we consider runtime check errors to be akin to non-termination, because in principle the semantics
could deal with errors by diverging and directly reporting the error through a secure channel.

Observing values. The security type of a value dictates both an observation protocol and the
clearance required to observe it. Consider a value + v : U; —, U,, and an observer with security
level £,: Can ¢, observe the value? If so, what observations can it make? First, ¢, cannot make
any observations if its security level does not subsume that of the function (g« ¢,). If clearance is
granted (g < &), then £, may make observations in accordance with the structure of v’s type: it
may construct another value v’ : U; and apply it to the function; the observations that £, can make
of the result are then dictated by the type U, v g.

The predicate obsVal,_, defined formally below, intuitively captures what it means for a value v of
type U to be observable at {,: {, must be consistently greater than the security label of U. To account
for the gradual security setting, we need to extend this intuitive notion in two ways. First, observa-
tion must deal with the potential for values to carry type ascriptions, such as v = truey :: Bool,. An
observer at security level L must not observe the underlying high-security value. The key intuition
is that the observation should ultimately be equivalent to applying the source language context
if O :: Bool| then true| else false to the value, thereby asserting credentials and then using them.
Doing so would trigger a runtime check error, which amounts to a non-observation. In GSLg,,
v would be represented as an evidence value ctruey, where ¢ confirms that Booly < Bool,. We
capture the observability of the underlying value by defining the notion of observable evidence at a
given observation level. Then, an evidence value v = ¢u is observable if its label evidence (ilbl(¢))
is observable.

Definition 5.1 (Observable evidence). Suppose observation level £, and an evidence judgment
¢ F g < g’ for some g and g’. For the evidence ¢ to be observable at ¢,, it must be possible to
confirm g < ¢, using consistent transitivity of label ordering through g’. Formally:

obsEv‘Z;(g) & 0~ J[g’ < {,] is defined

Second, observation must account for dynamic security effect clearance: observation leaks a
value from its context, so the observer must have the proper credentials. Recall that execution
happens under a dynamic security effect g that, at runtime, can be consistently lower than the
security effect originally determined by the type system. Therefore the dynamic security effect
is accompanied by evidence ¢ that confirms that g < g’, where g’ is the static security effect.
Observation is allowed if such evidence is observable, ie. g < l,.

Adding these two refinements of observability to the original notion of observable value yields
the following definition.
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Definition 5.2 (Observable value). Given an observation level £,, we define that a value v, typed
as U, is observable as:

obsValg)(v) = g=<lA ((v =qu) = obsEv‘ZD(ilbl(gl))> where g = label(U)

Security logical relations. We define logical relations between both computations and values
in Figs. 9 and 10. The notions of related values and related computations are mutually recursive,
as explained below. Note that the logical relations are only defined for pairs of GSLg,¢ terms that
have the same type U, so simple type safety ensures that the behaviors dictated by U will produce
defined behavior (including runtime error). To make the relations well-defined in the presence
of nontermination, we index them on the number of steps k that the observer £, may take. If no
inequivalent observations are made after k steps, the terms are deemed equivalent. Ultimately
we require that ¢, observes equivalence for any arbitrary number of steps, which implies that
nonterminating computations also respect the noninterference guarantees. This is the essence of
step-indexing [Ahmed 2004].

The definition of related values is presented in Fig. 9. We use notation g; to denote the evidence-
augmented security context ¢;¢; . The notation ¥; g, + (g1, v1, 1) z’;g (G2, V2, p2) : U indicates that
the triple of security context §;, value v; and store py, is related to the triple of dynamic security
context gp, value v, and store p; at type U for k steps under store typing ¥ and static security
context g. when observed at the security level £,. For two such triples to be related, four conditions
must be satisfied:

(1) The security effects must be related under security effect g., meaning they denote execution
contexts that are either both above ¢, (high-security), or both below (low-security). Formally,
two security effects are related if their underlying evidences are either both observable or
both not observable:

Jc FE101 X, E202 & (obsEv‘gZ(sl) A 0bsEvy® (&) V (mobsEvy’ (e1) A ﬁobsEv‘ZJ,Z(sz))

where ¢; F g; < ge.

(2) The stores must be related for k steps under store typing %, notation X +p; zlgo Uo. This
means that, for locations that are common to both stores,'? the stored values are related at
Jj < k steps. Formally:

) '_)ul zlz’o Ilz — vgwgh Ej - gi < 9ges 9e l_gl zl’o gZaj < kyz F Hi,

Vo € dom(py) N dom(pz), s ge + (G111 (0), p1) 5. (s p12(0). pi2) = Z(U)

In particular, stored values must be related at all related security effects gi, §». This generality
is necessary because all reference operations involve stamping the current security effect (and
its evidence) onto the stored value, and doing so must preserve relatedness. For instance, two
runs of a program can update a store location with different values under a high-security effect
because both will be stamped high-security, and thus indistinguishable by a low-security
observer £,.

(3) The values must both have the same type U under an empty type environment and valid
store type.

(4) The values must be either both observable or both not observable. If the values are not
observable, they are deemed equivalent. If they are observable, then they must be related at
their specific type, as specified by the auxiliary relation obsRelii‘ZU, defined by case analysis
on U.If U is either Bool,, Unit, or Ref, U’, two values are related simply if their raw values

12 For simplicity and without loss of generality, like Austin and Flanagan [2009], we assume that a new reference in two
related executions is allocated at the same address.
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%5 9c F {d1, 01, 1) %IED (g2, v2,p12) : U & gc g1 =¢, G2 AT+ g ’~J§0 g2 A 525 gi Fop s UA

(obsValg)(vi) \% ﬂobsVaIZ)(vi)) A ((obsValZ](vi) A obsEv‘ZZ(e,—)) = obsReIi:‘gZ’U(g}l, U1, P15 25 vz,yg))

obsReli:‘ZZ’U(gl, V1, P11, 92, U2, fi2) == rval(v) = rval(vg) if U € {Booly, Unitg, Ref, U’}
500,25 U 9%
»9c> Y1 ¢ 20 A A . £
obsRelk’g0 L7581, 01, i1, G2, V2, fl2) = Vj < k,YU' = Ull_’gm U,, YU/,

’ Al 7’ ’ r = 7 A Al

Ygc,¥4; = €9i, where ¢; F g; < g, st. §i <¢, i,
e b Uy <U' erp v U <UL, and es; + g% v 921 < gl we have:
11 1 g2 3 5 €12 1 S VY, 3i F9¢c V931 N 9325 :

Vol if, 313 C 313 ge + (1,01, 1) %) (da, 05, p13) : U, dom(u;) € dom(uf),

=7

25 9c F g (1101 @, e1207), p1) % (G2, (61102 @,y €1203), 13) = C(U5 ¥ 931)

Fig. 9. Related values

%5 9c F (g1t i) Xf, (das ta p2) s CU) & ge Vg1 ~¢, G2 A5 Fin %5, 2 AV, st gi <¢, §f and

. . gi
-;Z;gill-ti:U,V]<k,(ti|/1i l—>Jtl(|[1;- - 32,,222/

k—j . . . k=j /4
DT zgoj p5 A ((irred(t]) A irred(t3)) = =5 gc + (g1, 11, p7) zgoj (g2: 13, 13) : U))

Fig. 10. Related computations

are equal (rval strips away checking-related information such as labels and evidences). Two
functions are related if their application to two related argument values, in related stores, for
J < k steps, are related computations, as explained below.

The definition of related computations is presented in Fig. 10. First, two triples of security effect,
term, and store are related computations for k steps at type U if the security effects and the stores
are related, as defined previously. Second, the terms must have type U under any observationally

higher security effect §’.!> We say §’ = ¢’g’ is observationally higher than § = &g, notation

g <¢, g if —|obsEv§Z(£) = ﬂobsEviz(e’), where ¢ - g < g. and ¢’ + g’ < g/. For instance, in the

static language it is the case that for any ¢, H <, H v ¢, because by monotonicity of the join
Hy¢, = Hv &/{,. Additionally, for any j < k, if both terms can be reduced for at least j steps under
security effect g;/, then the resulting stores should be related for the remaining k — j steps. Finally,
if the resulting terms are irreducible, they must be related values for the remaining k — j steps at
type U, as defined previously. The logical relation relates computations that do not terminate as
long as the stores are also related after k steps.

Noninterference. Armed with these logical relations, we can state a semantics-driven notion of
noninterference, and prove that well-typed terms of the internal language are sound with respect to
it. The judgment I'; 3; § |= ¢t : U says that term ¢ is semantically well-typed, meaning that it respects
the security protocol U for all observers, substitutions, stores, and steps [Ahmed 2004].

13This requirement is motivated by the proof, in order to obtain a stronger induction hypothesis [Toro et al. 2018].
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Definition 5.3 (Semantic Security Typing).

I3%dFt:U & V{, € LABEL, k > 0, p1, p> € SUBST and yy, i € STORE, Yg., J = €9,
£+ g < ge suchthat ¥+ y; and T35 9¢ + (4, p1, 1) z’go (3, p2, 12,
we haveX; gc b (g, p1(1), p1) ~f, (g, pa(t), p2) = C(U)

The definition above appeals to a notion of related substitutions. Indeed, the term ¢ may have free
variables, indicating “input parameters”. The term is semantically well-typed if applying related
substitutions (and stores) yields related computations at type U, for any number of steps k, and
for any observer ¢,. Two substitutions are related if they map each variable in the term to related
closed values:

Definition 5.4 (Related substitutions). Tuples (g1, p1, p11) and {ga, p2, i2) are related on k steps
under I', ¥ and g., notation T'; %; g, + (J1, p1, H1) z’go (Gas pas pi2), if pi ET, 2 by z’{io 12 and

Vx € dom(T).%; ge + (g1, pr(x). p1) *§, (G2 pa(x). rz) : T(x)

Note that because a low-security observer equates all high-security values, the actual substitu-
tions and stores can be wildly different, up to the strictures that the logical relation imposes on
their types.

Finally, Security Type Soundness says that the syntactic type system enforces noninterference.

PROPOSITION 5.5 (SECURITY TYPE SOUNDNESS). [;3;Grt:U = I;3Gl=t:U

6 DERIVING GSLges WITH AGT (ALMOST)

So far the presentation of GSLges has focused on describing the language as it is and its properties,
without explaining how it came to be designed that way. Several definitions in both the static
and dynamic semantics may seem to come out of nowhere, and hard to accept without further
justification.

This work originated in part from our desire to apply the Abstracting Gradual Typing (AGT)
methodology [Garcia et al. 2016] in a challenging setting. Indeed, AGT has been shown to be
effective in different contexts: records and subtyping [Garcia et al. 2016], static semantics of gradual
effects [Bafiados Schwerter et al. 2014, 2016], gradual unions [Toro and Tanter 2017], as well as
refinement types [Lehmann and Tanter 2017] and set-theoretic types [Castagna and Lanvin 2017].
But AGT has never been applied to a type discipline that denotes a relational property over multiple
executions.

Therefore, we have systematically derived GSLgef from SSLger using AGT. This methodology,
which starts from considering gradual types as abstractions of static types, drove the entire design
of GSLgef. The abstract interpretation framework of AGT provides definitions—semantically-defined
notions—which may be hard to implement directly. From these definitions, we devise equivalent
algorithmic characterizations—easily implementable, but hard to convincingly justify informally.
AGT also explains how to derive the dynamic semantics of a gradual language based on the type
safety argument of the static language. In Sec. 4 we try to convey guiding intuitions, but in this
section we show how the definitions are not driven by intuition, but rather formally justified by
AGT. Each algorithmic characterization from Sec. 4 is equivalent to its semantic definition, obtained
using AGT and presented hereafter. These equivalences are proven in the companion technical
report [Toro et al. 2018].

Before diving into the subtleties of applying AGT to security typing, we quickly describe the
main elements of the AGT approach as spelled out by Garcia et al. [2016]: its inputs, steps, and
outputs.
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AGT in a nutshell. The AGT methodology proposes to derive the static and dynamic semantics
of a gradual language in the following manner:

(1) Deriving the statics.

(a) Start from a language with a fully-static typing discipline, including the particulars of its
type safety proof.

(b) Define the syntax of gradual types, and give them meaning via a concretization function,
which maps gradual types to sets of static types; then define the corresponding most precise
abstraction function, forming a Galois connection.

(c) Lift type predicates and functions used in the type system of the static language through
the Galois connection to obtain the gradual type system.

(2) Deriving the dynamics.

(a) Define the structure of evidence for consistent judgments, which represents justification for
why such a judgment holds; this representation depends on a Galois connection—usually
the same as the one used for deriving the static semantics.

(b) Reduce gradual programs by reducing gradual typing derivations decorated with evidence,
mirroring reasoning steps of the static language’s type safety proof, hence exploiting the
correspondence between proof normalization and term reduction [Howard 1980].

Therefore, the “inputs” to AGT are only the static language, and the Galois connection(s) that
give meaning to gradual types and evidences. As “output”, one obtains the static and dynamic
semantics of the gradual language, together with the guarantee that it is type safe, is a conservative
extension of the static discipline, and satisfies the gradual guarantees.

Note that, as alluded to above, in order to achieve an implementation one must also provide
algorithmic characterizations of the operators obtained through the abstract interpretation frame-
work. Often these algorithms can be calculated by induction on types, but sometimes it requires
trial-and-error. In any case, the Al-based definition provides the baseline against which to formally
validate such characterizations.

Applying AGT to security typing. As mentioned above, applying AGT ensures by construction
that the derived gradual language is type safe and satisfies the gradual guarantees. In prior work,
we applied AGT to a pure language with security typing, and found the resulting language to
satisfy noninterference [Garcia and Tanter 2015]. However, in this work, where the languages
support mutable references, applying AGT to SSLg.s yielded a gradual language that violates
noninterference! By applying AGT, we surely obtained a gradual language that was type safe
and satisfied the gradual guarantees, but unfortunately, the crucial semantic property of security
types was broken. In brief, we had to apply two refinements. The first was proposed in the AGT
methodology, though not needed in prior work. The second is novel, but conflicts with the dynamic
gradual guarantee.

This section reports on these wrinkles and refinements so that future efforts to apply AGT to
rich type disciplines can build on our experience. In particular:

e Sec. 6.1 sets up the basics to derive the static semantics of GSLges with AGT, which was a
successful endeavor. In the process, we identified one subtlety (about compositional lifting)
that is worth highlighting.

e Sec. 6.2 explains the AGT approach to deriving the dynamic semantics of the gradual language.
Here, we discover that evidence must use a more precise abstraction than the one used in the
static semantics. While this possibility is briefly mentioned in [Garcia et al. 2016], it was not
necessary in other applications of AGT.
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e Sec. 6.3 discusses a crucial point related to enforcing noninterference in the presence of
references, and hence potential implicit flows. This observation led us to add an extra check
to GSLges’s dynamic semantics. The check ensures noninterference, but breaks the dynamic
gradual guarantee.

6.1 Deriving the Statics

Following the AGT approach, we give meaning to gradual security labels directly in terms of the
original static security labels. The driving intuition is that the unknown label ? represents any label
whatsoever, while a gradual label £ represents a single static security label. We formalize this with
a concretization function.

Definition 6.1 (Label Concretization). y : GLABEL — P(LABEL)
y(0)={¢}
y(?) = LaBEL

Concretization immediately induces the notion of precision, which orders the static information
content of gradual labels from most to least:

Definition 6.2 (Label Precision). g1 E g if and only if y(91) C y(g2).

In order to exploit AGT to gradualize SSLgef, we also require an abstraction function to precisely
summarize a set of static labels as a single gradual label (round hats x denote sets of x):

Definition 6.3 (Label Abstraction). a : P(LABEL)—GLABEL:

a({t})=¢
a(0) is undefined

a(?) = ? otherwise

The y and a functions are tightly connected by two properties that together form a Galois
connection [Cousot and Cousot 1977].

PROPOSITION 6.4 (a 1s SOUND AND OPTIMAL). If € # 0 then,
(i) £ S y(a(0)).

(i) If€ C y(g) then a(C) C g.

Soundness (i) means that @ always produces a gradual label whose concretization over-approximates
the original set. Optimality (ii) means that « always yields the best (i.e. least) sound approximation
that gradual labels can represent.

The meaning of gradual security types is derived from the meaning of gradual security labels.
Therefore, we naturally define a Galois connection for gradual security types (see Appendix A.4.1).

Lifting predicates and functions. Following AGT, we exploit the Galois connections to lift
all predicates and functions over labels and types from SSLgef to obtain the definition of their
counterparts in GSLg.f. In essence, each gradual entity (label, type) represents some set of static
entities, so a consistent predicate holds among gradual entities so long as the underlying static
predicate could plausibly hold. For instance, consistent ordering on gradual labels is defined as
follows:

Definition 6.5 (Consistent label ordering). g1 < g & {1 < £, for some (1, 3) € y(91) X y(g2).
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Consistent ordering conservatively extends static label ordering because each static label, when
treated as a gradual label, concretizes to a singleton set that contains only itself; conservative
extension is central to the concept of graduality [Siek et al. 2015]. On the other hand, consistent
ordering holds universally for the unknown label ?, since it concretizes to all possible static labels.

Similarly, the join of two gradual labels is defined by lifting static label join:

Definition 6.6 (Gradual label join). g1~ g2 = a({ {1 v €2 | (€1,€2) € y(g1) X y(g2) })

The gradual join of two gradual labels is the best abstraction of the set of all plausible static joins.
For more insight, recall its equational characterization in Sec. 4: the unknown label disappears
when joined with T, while it otherwise survives all joins. This is an emergent property of lifting:
we did not anticipate it.

Compositional vs. aggregate lifting. One unanticipated subtlety observed in Sec. 4 involves
the compound premises of the (Sapp) and (Sref) rules, such as £, v £ < ¢’. One might be tempted
to lift this premise compositionally as g. v g < g’. But Garcia et al. [2016] explicitly warn against
blindly lifting static predicates compositionally: compositional lifting must be proven (for instance,
they show that lifting their subtyping premises compositionally yields the same result as lifting
them aggregately). Here it matters! Consider the definition induced by AGT:

Definition 6.7 (Consistent bounding).

91V g2 < g3 & 1 vy < 3 for some (1, {2, {3) € y(91) X y(g2) X y(g3)

This definition is not equivalent to compositional lifting. For instance, the relation HY ? < L
holds, but we know that no static label ¢ satisfies Hv ¢ < L (because H v ¢ must be at least as high as
H).'* In fact, precise lifting becomes critical when we reason about combining such lattice relations
in the dynamic semantics. To the best of our knowledge, this is the first instance of aggregate lifting
affecting the application of AGT.

6.2 Deriving the Dynamics

Garcia et al. [2016] derive the dynamic semantics of a gradual language by reduction of gradual
typing derivations (augmented with evidence), thereby exploiting the correspondence between
proof normalization and term reduction [Howard 1980]. This approach, which directly exploits the
proof of syntactic type safety for the static language (SSLgef in our case), provides the direct runtime
semantics of gradual programs, instead of the usual approach by translation to some internal cast
calculus [Siek and Taha 2006].

Since writing down reduction rules over (two-dimensional) derivation trees is unwieldy, Garcia
et al. [2016] use intrinsically-typed terms [Church 1940] as a convenient flat notation for derivation
trees. Intrinsic terms are heavy notationally because they carry all type annotations, yielding to
reduction rules that are hard to read. To alleviate this burden, we have chosen to present the dynamic
semantics by reducing evidence-augmented terms, which are more lightweight notationally, and
establish a more direct connection with the traditional translational approach. The counterpart of
this choice is that we had to present a translation from source GSLgef terms to evidence-augmented
GSLg,¢ terms. Apart from this cosmetic difference, the central approach to reduction is the same:
evidence is combined during reduction, producing either new evidence to support the plausibility
of the contractum, or a runtime error if no evidence remains, thereby refuting type safety.

14To be honest, despite the warning of Garcia et al., we first overlooked the issue and applied compositional lifting, assuming
it would hold. We then observed that the resulting design loses enough precision to miss some evident inconsistencies, with
dramatic consequences for security.



Type-Driven Gradual Security with References 35

In essence, GSLg,; terms are intrinsic terms from which computationally irrelevant static an-
notations have been erased. Proofs of theorems about GSLgef’s dynamic semantics need these
annotations, so they use intrinsic terms. The companion technical report formalizes the relationship
between intrinsic terms and evidence-augmented terms by giving a translation from intrinsic terms
to evidence-augmented terms [Toro et al. 2018]. We show that, intrinsic terms can always be erased
to GSLg, terms, and that the process can be reversed for well-typed GSLy, ¢ terms. Furthermore,
related intrinsic and GSLy, terms either reduce to related terms or yield errors. Therefore the
theorems about intrinsic terms transfer to GSLg,¢ terms.

Reduction and consistent deductions. All instances of combining evidence in the reduction
rules are dictated by SSLgef’s type safety proof. To illustrate this deep connection, we now analyze
a case of the SSLgef type safety proof and describe how to lift the argument to GSLg.s. Consider the
assignment case of SSLgef’s preservation proof, which in essence reduces a type derivation @ to a
new one and updates the program counter ¢, and store p.

0:5€X D1
D= 32 lcrop:RefpS 350 rv:Sy Sp<:S {£e vl < label(S)
%€ Fop:=v : Unity

The relevant reduction rule (Fig. 2) follows:

[C
op=v | g — unity | plo v v € v L]

The fact that @ reduces to -; %; £, + unit, : Unit, is immediate, but we must also prove that the
stored value v v €], v € respects the store type, i.e. S; v €, v € <: S. Since -; 2; €, - v : S; and S; <: S,
it suffices to show that £/ v £ < label(S). We do so as follows. Since v is monotone with respect
to < in both arguments, we can combine ¢, < ¢, (assumed in the statement of preservation) and
¢ < € (deduced by < reflexivity) to deduce ¢ v £ < €. v {. Finally, since < is transitive, we combine
the above with the £, v ¢ < label(S) to deduce ¢/ v ¢ < label(S). To recap, this “reduction” applies
reasoning steps with a computational flavor: it composes < relations to deduce new ones, using
both join monotonicity and order transitivity.

In the gradual setting, transitivity of ordering of gradual labels does not always hold: e.g. H < ?
and ? < Lbut H £ L. As such, transitivity of consistent ordering is plausible but not definite, so
we have to check. How? Here is the key intuition: recall that a consistent judgment like H < ?
means that £; < ¢, holds for some pair of labels (¢4, €;) drawn from the concretizations y(H) = {H }
and y(?) = LABEL respectively. We do not know which pair, so we must consider all plausible ones,
i.e. { (H,H), (H, T) }: the rest are surely wrong so we discard them. Similarly, the plausible pairs
for ? < T are { (£, T) | £ < T }. Now, given these two sets of plausible orderings, is transitivity
plausible? Yes, because two plausible deductions arise: 1) H < Hand H < T implies H < T;
and 2) H < T and T < T implies H < T. When collected, the deduced pairings collapse to the
singular expected result: { (H, T) }. If we replay the same reasoning for H < ?and ? < L, however,
we deduce 0, which means that transitivity is not plausible: it has been refuted. An analogous
process applies for join monotonicity, as well as transitivity of consistent subtyping, yielding sets
of pairs of candidate subtypings.

In both of the above deductions, we reason imprecisely yet still deduce definite results: a single
possibility in one, and none in the other. But in general, imprecision begets imprecision. The
main source of complication is that static safety arguments deduce ordering relationships by
interleaving transitivity and monotonicity arguments, so corresponding consistent deductions
must mirror them. Furthermore, it would be especially burdensome to explicitly track sets of pairs
of labels at runtime, let alone the sets of pairs of types that arise when reasoning about consistent
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subtyping. This is where AGT suggests to use an abstraction of the possible static candidates,
evidence. Evidence of a consistent judgment is a pair of abstractions of sets of static entities that
justify a consistent judgment. Which abstraction to use turns out to be a crucial decision in order
to preserve noninterference, as discussed next.

Problems with evidence as gradual labels. The “natural” abstraction of sets of labels are
gradual labels, as used in the static semantics. In fact, Garcia et al. [2016] use the same abstraction
to represent both runtime evidence and static gradual types; we initially followed suit. However,
the first major subtlety we uncovered while deriving GSLgef’s dynamic semantics is that using
gradual labels (and consequently, gradual types) for evidence yields a design that achieves both
type safety and the gradual criteria, but violates noninterference!

This problem manifested in two parts of the noninterference proof. First, the noninterference
proof relies on the associativity of consistent transitivity.'> However, consistent transitivity of label
ordering is not associative if gradual labels are used to represent evidence. Recall the program
true; :: Booly :: Bool; :: Bool, introduced in Sec. 4.2, which we expect to fail at runtime, and which
ultimately involves combining three consistent label ordering judgments: ¢ + ? <HerH<?,
and &3 + ? < L. If we use a pair of gradual labels to represent evidence, eventually we have to
calculate (¢; 0= &) 0= g5. But ¢, = (?,H), &, = (H,?), and e3 = (2, L), then &; 0= &, = (2,?) and
(2,?) o= £3 = (2, L), so no runtime error is produced. Note that £; 0= (& o< ¢3) fails as expected,
because ¢; 0~ ¢35 is not defined, but this is not the composition order that arises at runtime.

Second, the proof of noninterference relies on the observational completeness of the consistent
join operator:

LEMMA 6.8. Supposee; + g < g1 and e, v g < go such that &Y &3 F 9] v 95 < 91V .

Then (ﬁobsEvgl(El) \Y —-obsEv‘Zi(Sz)) — —@bsEv‘Z\/g2 (&1 Y &2).

The analogous static lemma, i.e. (ﬂobsEvﬁz(fl) \Y —@bsEvZ(fz)) = —|obsEv2 V€2(€1 v £3),
holds trivially by the very definition of the join, but this property fails to hold in the presence
of the unknown label. Suppose ¢ + H < ? and &, + ? < 2. If we use a pair of gradual labels to
represent evidence, then ¢] = (H,?), &} = (2,?), and ¢] v ¢} = (2,?) losing information about H .
But —|obsEv7|_(<H, ?)) and 0bsEv7|_(<?, ?)), therefore invalidating the lemma.

Representing evidence as intervals. These observations forced us to seek a more precise
abstraction whose composition (through consistent transitivity) is associative and preserves the
observational completeness of consistent join. Since it suffices to know whether the upper- and
lower-bounds of the plausible static labels overlap to deduce the plausibility of consistent ordering,
intervals seem to be a fitting abstraction.' Indeed, this abstraction is sufficiently precise to guarantee
the desired properties.

I5Note that associativity of cast composition is also critical for space-efficient semantics of gradual typing, e.g. Siek and
Wadler [2010]. We conjecture that associativity may be a fundamentally desirable property, and intend to pursue this
question.

16One could design a gradual security language that uses label intervals instead of gradual labels right from the start, including
in the static semantics. While this would unify the abstractions used in the statics and dynamics, it would yield a gradual type
system that rejects more secure programs than GSLgef does. For instance, the program (if falsep :: ? then 1y else 2) == L, is
accepted and runs without errors in GSLges. But if we use intervals in the static semantics, then the security level of the
conditional expression which boils down to the join between ?, H and L, would be [L, H], therefore the program would be
rejected statically. Applying a ? ascription to 1y would fix this program.
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Definition 6.9 (Interval Concretization). y, : INTERVAL — (P(LABEL), where
INTERVAL = {[{1, (5] € LaBEL? | £ < £}

Y.([€1,€2]) ={€ | € € LaBEL, {; < € < {3}.
Definition 6.10 (Interval Abstraction). a, : P(LABEL) — INTERVAL
a,(0) is undefined a,({€; }) = [AL;, ;] otherwise

With evidence based on intervals, (¢, o= &) o= £3 and £, o= (&; o= ¢3) are equivalent. Back
to the example, now ¢; = ([L,H],[H,H]),e, = ([H,H],[H, T]) and ¢35 = ([L,L],[L,L]), then
£1 0= &5 = {[L,H],[H, T]). Because ([ L, H],[H, T]) o= &3 is undefined, a runtime error is raised,
avoiding the breach of noninterference. Also, the observational-monotonicity of the join is preserved.
Now ¢ = ([H,H],[H,T]) and & = ([L, T|,[L, T]), then ¢] ¥ & = ([H, T],[H, T]) and now
—|obsEv?|_(([H, T],[H, T])) as expected.

Lifting consistent lattice relations. We now explain how the definitions of consistent tran-
sitivity and join monotonicity are semantically justified. As discussed in Sec. 6.1, premises such
as {c v £ < ¢’ must be lifted as aggregates. In fact, such a judgment is likely the consequence of
similar deductions from earlier reduction steps. For instance ¢ must be some lattice expression
F(¢;) comprising joins (and meets) of source program labels ¢;. Therefore, to mirror static type
safety reasoning steps at runtime, and catch inconsistencies if they arise, we must generalize each
ordering premise in a derivation and consider it as some lattice relation F;(€;) < F»((;). The notion
of evidence must consequently account for the plausibility of consistent lattice relations:

(n.12) + Fi(gi) < F2(g5)
The definitions of consistent join monotonicity and consistent transitivity then follow directly from
AGT by consistent lifting.
Definition 6.11 (Consistent transitivity for label ordering).

o< : INTERVAL? X INTERVAL? — INTERVAL?
(11 121) 0% (122.13) = a2 ({(€1, €3) € ¥ ((11.13)) | 3 € 1, (121) N yi(122) 61 < E AL < E3})

Consistent transitivity produces evidence for all plausible instances of consistent ordering that
can be deduced using transitivity from the plausible instances of ordering represented by the two
inputs. By design, a?(0) is undefined, so consistent transitivity is also undefined if no plausible
pairings remain to support a deduction.

Definition 6.12 (Consistent join monotonicity). v : INTERVAL? X INTERVAL? — INTERVAL?

e1vEr = 0512({“1,52» | 3(C11, t12) € )/12(51), (a1, la2) € Yzz(fz)-fl = l11vlar, o = Ciavla, €1 < {2})

Consistent join monotonicity is analogous, but note that due to lattice and interval properties,
consistent join monotonicity is really a total function. Also, the {; < ¢, condition is superfluous;
we present the definition in this form to preserve the general structure of consistent deduction
definitions.

The algorithmic characterizations from Sec. 4.2 are equivalent to the above definitions. More
importantly, we can prove that these operators indeed yield valid evidence for the combined
consistent judgments.

PROPOSITION 6.13.  Suppose &1 + FIME) and ey + FzME)
Then &1 v & + F11(gi) v F21(97) < F12(95) v F22(35)
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PROPOSITION 6.14. Suppose ¢; F FM) and &, + FZM).
Ife; o= &y is defined, then ¢, o= & + Fi(g;) < F3(gx)

From labels to types. Finally, in addition to reasoning about consistent label ordering, the
dynamic semantics must track and check the plausibility of consistent subtyping. Since (consistent)
subtyping is induced by (consistent) ordering, the reasoning in question arises by lifting the same
constructions to gradual security types, consistent subtyping, and consistent subtyping join and
meet.

Just as we extend gradual labels g to gradual security types U (e.g. Int,) in the source language, so
do we extend label intervals 1 point-wise to type intervals E (e.g. Int,) and corresponding notions of
evidence for consistent subtyping ¢ (e.g. (Int,,, Int,,)), which represent sets of pairs of candidates for
plausible subtyping. We introduce evidence judgments ¢ + U; < U, to associate runtime evidence
with particular consistent subtyping judgments. The entire development mirrors the one for labels,
and does not convey any new insights (see Appendix D.1).

6.3 Policing Dynamic Heap Updates

Although adopting label intervals for evidence of consistent label judgments addressed some aspects
of the noninterference proof, this refinement alone is not sufficient.

To illustrate the remaining problem, recall the example of implicit flows from Sec. 2, in particular
the second version of the example, which has some missing static annotations.

fun x: Booly =>

1

2 let y: Ref Bool, = ref true,

3 let z: Ref Bool. = ref true_

4 if x then y := false, else unit
5 if 'y then z := false, else unit
6 1z

This program is accepted statically and also runs without errors: if x is truey then the program
reduces to true|, and if x is falsey it reduces to false: a clear breach of noninterference!

To understand the problem, consider what happens for the different values of x. When x is truey
the assignment in line 4 under security effect H is valid, because H < ?. In that moment we know
that the security level of the content of y, must be higher than H. But when «x is falsey, in line
5 we assume that the security level of the content of y is lower than L. In other words, under
supposedly-related executions we get contradictory evidence for y. Notice that in the assignment
at line 4, the judgment H < ? holds, but so does its negation H<7 ?. To preserve noninterference, we
must ensure that its negation never holds.

To recover noninterference, we add an extra check to the assignment reduction rule (r7) from

Fig. 6:

€100 1=, E2U | e unit, | plo = e'(uv (g v 9))]
109 e 2L TH error if ¢/ is not defined, or ¢ | <] ilbl(¢"") does not hold

where p1(0) = ¢”’u’. The highlighted check ensures that if the security effect is not observable, then
the content of the heap to be replaced must also be not observable.!” This concept is formalized in
the following lemma, which is used in the noninterference proof:

17This check is analogous to the no-sensitive-upgrade check introduced by Austin and Flanagan [2009], taken to the gradual
context, and hence involving unknown labels, evidences and consistent judgments.
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LEmMMA 6.15. Consider ¢; + g < g1 and & F g5 < g2. Then (—uobsEv‘Zi(gl) Ae L] ) =
ﬂobsEv‘Zi(Ez),

With the additional check, if x is truey, the program fails at runtime, preserving noninterference.

The necessity of the check shows up in the noninterference proof for the if case. When two
computations have related non-observable conditionals, the booleans can be different. This may
lead to two related computations that reduce different branches under a high-security context.
At that point, we must enforce that those different executions only write high-security values to
the heap. In other words, as long as both executions reduce under high-security contexts, their
executions can desynchronize only on private information. Formally, the following lemma should

hold:

LEMMA 6.16. Consider -;3;e9. + t : U, g2 and p such that, ¢ v g. < 9., —uobsEv‘Zi(e) and X vy,

andVk > 0, such thatt | u NN kys | ',

(1) Yo € dom(u")\ dom(p), ﬂobsVaI(go(u’(o)).
(2) Yo € dom(u") N dom(u) where p’(0) # p(o),
(a) ﬁobsVal[gL(/J(o)), and
(b) —obsValy. (1'(0)).

Without the additional check in rule (r7), we cannot prove (2.a): before updating a reference, the
current content should be non observable. And as we can see in the example above, without the
check, the reference before the assignment would be observable, hence breaking the Lemma.

In its current formulation [Garcia et al. 2016], AGT derives the dynamic semantics of the gradual
language from the type safety argument of the static language. Here, we are facing a typing
discipline in which type safety does not imply type soundness (i.e. noninterference), and hence, the
methodology falls short of naturally preserving that property. This suggests that extending AGT
to ensure type soundness of the derived gradual language might require adapting the conceptual
framework to take the purely static type soundness proof as a source of design insight.

Noninterference vs. Dynamic gradual guarantee. Although the extra check above allows
GSLgef to ensure noninterference, it sacrifices the dynamic gradual guarantee. Recall that this
guarantee says that removing a static security annotation cannot introduce new runtime errors.

Consider the following example:

1 fun x: Booly =>

2 let y: Ref Booly = ref truey
3 if x then y := falsey else unit

The program is accepted statically and runs without error as it does not break noninterference. If
we remove the type annotations on line 2:

1 fun x: Booly =>

2 let y: Ref Bool, = ref true,

3 if x then y := falsey else unit

then the program is conservatively rejected at runtime, because of the additional check for assign-
ments. This behavior violates the dynamic gradual guarantee.'®

To sum up, if decreasing the precision of a type annotation results in performing an assignment
to a reference whose content now has an unknown security label, and that assignment occurs under
a non-public security effect, a runtime error can be raised, whereas the more precise program did

18Removing the additional check on assignments recovers the dynamic gradual guarantee, but it breaks noninterference:
there is no free lunch in presence of mutable references.
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not fail. More precisely, even in such situations, a runtime error will only be raised if the dynamic
security information about the stored value up to the point of the actual assignment is lower than
the current security effect. For instance, in our example above, if we modify the security level of the
boolean in line 2 to H (leaving the type of y as it is), then the program performs a valid assignment
on a reference whose content has a statically-unknown security level, but dynamically H; therefore
no runtime error is raised. Unfortunately, beyond pure and read-only programs, it seems impossible
to provide any useful syntactic characterization of the programs for which the dynamic gradual
guarantee holds, because both the current security effect and the accumulated evidence about a
given value are essentially dynamic information.

7 RELATED WORK

Static and dynamic information-flow control techniques have been extensively studied in the
literature. The area is too vast to exhaustively review here: we refer to [Hedin and Sabelfeld 2012b;
Russo and Sabelfeld 2010; Sabelfeld and Myers 2003] for broad overviews of the area. This section
first focuses on security type systems, as well as some specific approaches to dynamic information
flow control, given the static-to-dynamic spectrum that gradual security typing covers. We also
discuss existing proposals that combine static and dynamic checking. Finally we relate our work to
other efforts to gradualize advanced type disciplines.

Static information flow control. Volpano et al. [1996] present one of the first type systems
for information flow analysis, developed for a first-order imperative language with conditionals
and loops. They present and formalize the first soundness result for a security-typed language,
namely that altering the initial values of locations cannot affect resulting values of locations with a
lesser security level.

Subsequently, Heintze and Riecke [1998] present a security-typed higher-order language called
the Secure Lambda Calculus (SLam). SLam is a functional language extended with sums, products,
and recursion, that supports both confidentiality and its dual notion, integrity [Biba 1977]. They
introduce the prot expression, which we also use, to increase the ambient security level for the
dynamic extent of evaluating a term. The noninterference proof for SLam is also based on logical
relations. The authors extend SLam with concurrency and references. They prove that the resulting
language is type safe, but they do not prove noninterference, deemed too problematic in a concurrent
setting. SSLpes is also a higher-order language with references, but it does not support sums, products,
recursion and concurrency. We prove noninterference for both GSLgef and SSLgef. Extending GSLgef
to richer types and concurrency is a challenge worth addressing in future work.

To consolidate different related efforts, Abadi et al. [1999] develop the Dependency Core Calculus
(DCC), an extension of the lambda calculus that tracks dependencies such as security, partial
evaluation, program slicing and call-tracking. In particular, they show that different languages such
as SLam can be translated to DCC. They present a semantic model of DCC that helps to provide a
simple proof of noninterference. It would be interesting to study the application of AGT to DCC, to
provide a general account of gradual dependency tracking.

JFlow [Myers 1999; Myers and Liskov 1997], which later evolved into Jif [Myers and Liskov
2000], is a practical extension of the Java language that protects both confidentiality and integrity
of sensitive data. Jif supports statically-checked information flow annotations, a decentralized label
model with principals, automatic label inference, and security label polymorphism, all integrated
with object-oriented features like class inheritance, as well as exceptions, among other features. Jif
supports runtime label tests that can be used to encode explicit security casts, although such casts
break type-based reasoning about noninterference. Scaling up GSLgef to cover the feature set of Jif
would open the door to a practical implementation of gradual security typing.
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Zdancewic [2002] proposes A5EC, a simple security language similar to SLam, and proves nonin-
terference using logical relations. He then extends the language with references, yielding A3£S,
which was the starting point for our design of SSLges. Unlike SSLgef, the operational semantics of
ASEC includes additional checks to control whether it is safe to assign to references; the type system
then makes these checks redundant. In SSLgef, we omit these checks, and the runtime only tracks
security levels. The runtime checks needed in the gradual setting arise as evidence combination.
Also, Zdancewic does not prove noninterference for A3%% directly, but instead by a CPS translation
to a lower-level imperative language with explicit continuations, for which noninterference is
established [Zdancewic and Myers 2001]. This setting permits studying information flow with
concurrency and as such could be a judicious starting point to study the interaction of gradual
security typing and concurrency.

Much work on static information flow analysis focuses on declassification, which is the limited,
intentional, and controlled release of confidential information. Declassification is outside the scope
of this work, though a very interesting perspective for future work; we refer to [Sabelfeld and
Sands 2009] for an introductory survey.

An important distinction in information flow analysis is whether an analysis is flow-sensitive,
i.e. whether memory cells are allowed to store values of different security levels at different times.
Hunt and Sands [2006] explore families of sound flow-sensitive type systems, indexed by the choice
of the security lattice. In particular, they show that every program typeable in a flow-sensitive
static type system can be translated to an equivalent program typeable in a flow-insensitive type
system. SSLgef is a flow-insensitive purely static analysis; GSLges inherits flow-insensitivity for its
static semantics. However, at runtime the security level of references is allowed to vary (through
evidence composition) within the bounds imposed by the static type of the reference. This means
that a reference that is created with an unknown security label can store values of any security
level at different times. This leads us to sharing challenges faced by dynamic information-flow
control techniques, discussed hereafter.

Dynamic information flow control. Russo and Sabelfeld [2010] show that static mechanisms
can be more precise than dynamic ones about certain kinds of information flows. Indeed, non-
interference can be characterized as a 2-safety property, meaning that it can only be refuted by
observing two different executions of the same program with different inputs. This makes it par-
ticularly challenging for dynamic information flow control, which traditionally makes decisions
based on a single execution. Most work on dynamic information flow analysis therefore monitors
a 1-safety property that conservatively approximates noninterference, but has the advantage of
being observable in a single execution. Such approximations necessarily introduce false alarms,
especially when mutable references are involved.

To avoid implicit leaks through the heap in a purely dynamic information-flow analysis, Austin
and Flanagan [2009] introduce a no-sensitive-upgrade check to prevent implicit security leaks
through partially-leaked data, i.e. data produced from updates to public heap data that depend on
private information. We adapt this approach to GSLgef, imposing an extra check when assigning to
references. Subsequently, Austin and Flanagan [2010] propose a more permissive analysis, where
partially-leaked data is allowed, but carefully tracked to ensure that it is upgraded before being used
in conditional tests. This allows programmers to iteratively add security upgrades to partially-leak
data only when needed, through multiple executions of a program.

Later, Austin and Flanagan [2012] introduce a completely different approach: faceted execution,
which simulates multiple executions of a program for different security levels in a single run. A
faceted execution yields a faceted value, which in a traditional two-point lattice is a pair of a public
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and a private value. This novel approach enables a characterization of noninterference as a 1-
safety property, without introducing false alarms. It does however raise questions regarding how to
efficiently implement such faceted executions, especially in the presence of complex security lattices.
Faceted execution was recently extended to support dynamic information flow with exceptions,
declassification and clearance [Austin et al. 2017]. It would be interesting to explore whether basing
GSLgef on faceted execution might yield a gradual security language that fully respects the dynamic
gradual guarantee, by avoiding the extra runtime check in assignments.

Stefan et al. [2017] present a dynamic information-flow control system called LIO. Contrary
to most approaches to dynamic information flow, LIO does not modify the underlying language
runtime semantics, being implemented as a Haskell library. LIO supports both mutable references
and exceptions. Exceptions are used to recover from security monitor failures, preserving both
confidentiality and integrity. The possibility of securely recovering from runtime security exceptions
is an interesting perspective to study in the context of gradual security typing. More generally,
recovering from runtime type errors raises a number of questions about the metatheory of gradual
typing, because doing so can directly affect the dynamic gradual guarantee as well as type-based
reasoning (e.g. it becomes possible to encode explicit type tests).

Hybrid information flow control. To resolve the tension between flexibility and soundness of
flow-sensitive analyses, Russo and Sabelfeld [2010] propose a general hybrid approach, in which
a static effect analysis is used to dynamically upgrade the security level of variables of untaken
branches of conditionals, thereby preventing implicit leaks through the heap. This hybrid approach
is developed on top of a (first-order) imperative language. Moore and Chong [2011] later show how
to implement this hybrid approach more efficiently using additional static analyses.

A variety of hybrid information-flow control systems have been investigated, whose designs
combine static and dynamic techniques that buttress one another to balance permissiveness and
efficiency. Note that although gradual typing also combines static and dynamic techniques, hybrid
approaches differ essentially from gradual ones. The key specificity of gradual typing is to smoothly
support the continuum between static and dynamic checking based on the (programmer-controlled)
precision of type annotations [Siek and Taha 2006; Siek et al. 2015]. This central notion of type pre-
cision is absent from hybrid approaches, in which the balance between static and dynamic checking
is often driven by other concerns—such as the (un)decidability of a static predicate [Knowles and
Flanagan 2010], or the need to pre-compute information for enhancing runtime checking.

Chandra and Franz [2007] implement hybrid security information flow control for the Java
Virtual Machine. The operational semantics permits policies to change during execution. To prevent
invalid implicit flows through the heap, they perform a static analysis of effects similar to Russo and
Sabelfeld [2010]. Information about conditionals is gathered ahead of execution, then used to update
labels at runtime, as if all branching alternatives had been taken. They also statically determine
when the current security effect can be lowered again after a conditional. Performing an effect
analysis statically to drive runtime monitoring is appealing as it could obviate the extra assignment
check in GSLges that compromised the dynamic gradual guarantee. However, in the setting of a
higher-order imperative language, the effect analysis could easily become too conservative or too
demanding for programmers. Combining gradual security and gradual effects [Bafiados Schwerter
et al. 2016] may temper this issue, but represents a considerable challenge in itself.

Shroff et al. [2007] present a dynamic information flow system based on runtime tracking of
indirect dependencies between program points, allowing a lazier, hence more flexible, detection
of implicit flows. In particular, they track indirect dependency between dereference points and
branching points. They present two languages, one that captures dependencies statically, and one
that uses multiple executions of a program to record dependencies. This is yet another approach
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to runtime tracking that is worth considering in order to achieve a more flexible gradual security
language that fully respects the dynamic gradual guarantee.

Hybrid approaches can also support programmer-controlled flexibility. Buiras et al. [2015]
propose Hybrid LIO (HLIO), a flexible monadic information-flow control library for Haskell. HLIO
is not gradual in the sense that it does not include an unknown security label; instead, HLIO
provides a primitive to explicitly and selectively defer label-ordering checks to runtime. Their
approach to defer static typing constraints to runtime can even be exploited to postpone type
checks beyond security label constraints, opening the door to hybrid type checking in Haskell. In
contrast, as a gradual security language, GSLef supports a notion of unknown security information
and implicitly mediates the interactions between static and dynamic security checking.

Gradual security typing. Most directly related to our proposal is prior work on gradual security
typing, which combines static and dynamic checking with the express intent of supporting a smooth
migration between both checking disciplines by introducing a dynamic (i.e. statically unknown)
security label. Disney and Flanagan [2011] and Fennell and Thiemann [2013] pioneered what we
describe in Sec. 1 as a check-driven approach to gradual security typing, starting from dynamic
checking. Both develop notions of blame tracking and prove blame theorems for their semantics. It
is important to recall that these approaches, while dubbed “gradual”, are based on explicit security
casts, and are therefore more akin to cast calculi than to gradual languages. In particular, this
means that these languages do not respect the gradual guarantees by design, including the static
one, because changing the precision of type annotations requires adding/removing explicit casts.
Additionally, as discussed in the introduction, both proposals break type-based reasoning about
noninterference.

Recently, Fennell and Thiemann [2016] extend their prior work on gradual security typing with
references to the object-oriented setting, in a language called LJGS. Like Jif, LJGS performs local
inference of security labels, and supports polymorphic security signatures. Local variables in LJGS
are typed in a flow-sensitive manner, whereas both SSLg.r and GSLger are flow insensitive regarding
security levels. Although LJGS is based on explicit casts like prior work, its semantics differ in
important ways. For instance, recall the example given in Sec. 1:

let mix : Intp - Inty — Intp =
fun pub priv => if pub < (Int. & Inty)priv then 1. else 2_
mix 1 5p

This example does not type check in LJGS because the target type of a security cast cannot be
less secure than the source type. The only way to write this example is to go through the dynamic
security level explicitly:

let mix : Intgp - Inty — Intp =
fun pub priv => if pub < (Inty & Int;) (Int; & Inty) priv then 1. else 2

mix 1. 5_

This well-typed program fails at runtime because (Int, < Inty) upgrades 5, to 54, but (Int, &
Int;)5 is not defined. This approach to upgrade the security level of values that are cast to the
dynamic label using the statically-determined source label seems to restore type-based reasoning
about noninterference in LJGS. Interestingly, the change in semantics in LGJS is solely motivated
by the design goal to avoid having to dynamically track security labels of statically-typed program
fragments, so the relation with type-based reasoning appears to be accidental.

Similar to the approach of Russo and Sabelfeld [2010] and Shroff et al. [2007] discussed above,
LJGS relies on a side-effect analysis to tracks the updated variables in method bodies. More precisely,
when typing a method, LJGS generates a set of constraints that represent the information flow
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dependencies between parameters and return values, as well as two sets of effects: a local effect that
lists the variables modified in branches of a conditional, used to update local variables of untaken
branches; and a global effect that records the security types whose fields may be updated with
sensitive information. This type analysis and constraint/effect inference is facilitated by the fact
that classes in LJGS are not first-class entities, i.e. all class definitions are top-level and known
ahead-of-time. This means in particular that at every call site, one statically knows the precise
inferred constraints and effects of methods (modulo a standard subsumption criteria to account
for subtyping). In a setting with higher-order types, this information would be more complex to
track. Additionally, the inferred global effect of a method is insufficient information per se for the
dynamic information flow control part of LJGS. Therefore, LJGS also appeals to an external effect
analysis (left opaque) to obtain precise information about heap write effects.

Gradualizing expressive typing disciplines. Since the initial formulation of gradual typ-
ing [Siek and Taha 2006], there has been many efforts to gradualize advanced typing disciplines,
like typestates [Garcia et al. 2014; Wolff et al. 2011], ownership types [Sergey and Clarke 2012],
annotated type systems [Thiemann and Fennell 2014], effects [Bafiados Schwerter et al. 2014, 2016;
Toro and Tanter 2015], refinement types [Jafery and Dunfield 2017; Lehmann and Tanter 2017],
parametric polymorphism [Ahmed et al. 2017; Igarashi et al. 2017], and the security type systems
discussed above, among others.

Since the formulation of the refined criteria for gradually-typed languages [Siek et al. 2015],
however, only refinement types [Jafery and Dunfield 2017; Lehmann and Tanter 2017] have been
shown to fully respect such guarantees. This work contributes to the general research agenda of
gradual typing disciplines by explicitly attempting to achieve both the gradual guarantees and a
rich semantic property, like noninterference. Indeed, noninterference is not implied by type safety;
in contrast, soundness of refinement types directly follows from type safety. We have shown that
GSLger does respect the static gradual guarantee (as opposed to other gradual security type systems);
but GSLg.f must sacrifice the dynamic gradual guarantee due to a modification of the runtime
semantics that is necessary to enforce noninterference in the presence of mutable references.

Initial work on gradual parametricity [Igarashi et al. 2017] also suggests that parametricity
may be incompatible with the dynamic gradual guarantee, unless one is willing to tweak the type
precision relation; even then, the dynamic gradual guarantee is left as a conjecture. Ahmed et al.
[2017] prove parametricity for a polymorphic cast calculus—not a source language—and also leave
the gradual guarantees as an open question. Therefore, further work is needed to fully understand
if and how the gradual guarantees can be reconciled with rich semantic typing disciplines, and if
additional design criteria for such gradual languages should be devised.

8 CONCLUSION

We develop a novel, type-driven approach to gradual security typing, in which gradual security
types provide strong security invariants, while admitting flexible programming idioms. This is the
first work to address the gradualization of a rich typing discipline in which type safety does not
imply type soundness, while pursuing the most elaborate formulation of criteria for gradually-typed
languages [Siek et al. 2015], and preserving type-based reasoning principles. This means that the
amount of static checking is entirely driven by the precision of static security annotations, and that
programmers can reason modularly about the noninterference guarantees of program fragments
by just looking at types.

Using the AGT methodology [Garcia et al. 2016] to derive the gradual security language GSLgef,
this work sheds light on key semantic issues in the design of gradual languages. AGT was central
in our endeavor to separate the elements of the design that follow by systematically following the



Type-Driven Gradual Security with References 45

methodology from those that require careful consideration. In particular, we identify a tension
between the smooth continuum on the static-to-dynamic spectrum that the gradual guarantees
mandate, and the semantic property of noninterference, which manifests in GSLgef because of
mutable references. This tension also raises interesting questions for the principled design of
gradually-typed languages, whenever the semantics of types has a relational flavor. In particular,
while we have addressed noninterference, relational parametricity remains to be addressed. Overall,
this work suggests that it might be necessary to extend AGT to integrate the purely static type
soundness proof—as opposed to only the type safety proof—as a source for the design of the
dynamic semantics of a gradual language.

Within the context of gradual security typing, our work leaves open the question of whether it is
possible to reconcile both noninterference and the dynamic gradual guarantee. Specifically, it would
be informative to study whether other approaches to sound dynamic information flow control
could help us recover the dynamic gradual guarantee. We believe that there might be an inherent
incompatibility between the strictness required to enforce a hyper-property like noninterference,
and the optimistic flexibility dictated by the dynamic gradual guarantee.

Another interesting track for future work is to explore a “pay-as-you-go” [Siek and Taha 2006]
semantics, which only introduces runtime checks for imprecisely-typed expressions, as well as
scaling the security discipline to other language-based security features such as integrity, flow sen-
sitivity and declassification. Additionally, we want to explore the applicability of Garcia and Cimini
[2015]’s approach to type inference in gradual languages to address security label inference [Pottier
and Simonet 2003] in GSLgef.
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S == Booly | S—€>[S | Refy S| Unity  (types)

b == true| false (Booleans)
rou= b|Afx:S.t|unit]o (raw values)
v o= 1y (values)

t == o|tt|t@t]iftthentelset

refS |1t | b=t |t=S] prot,(t) (terms)
® == A|V (operations)
Fig. 11. SSLgef: Syntax

x:SeTl
SX)—————— Sb S
A S Ny OO 52+ by Bool, SO S 2 unit, : Uity
) 0:S€X 1) I,x:S; %80 Ft:Ss
[;3;¢6c Fop:Refp S v a4
;20 (A X Sl.t)g :S1—¢S2
(Sprot) ;36 vlrt:S 58) I; %6 v t1 2 Boolg, I3 6 + ta : Boolg,
pro I35 € + proty(t): Sv ¢ ;26 -t @ty BOOI(glvfz)
o
(Sapp) T35 0 Ft1: S11—¢S12 T3k t2:S2 S < S1p Cevl<t
aj
PP ;36 -ty ty:S1av L
;%6 rt:S S’ <:S
I;2;¢c +t: Bool ;30 vErti:S; {c < label(S
(sif) ¢ o0t cYZ T (Sref) c < label(S)

[;3;8c k- if t then ty else £ : (S1V S2) v € ;58 + refS t: Refy S

[;3;6c -t :Refp S

(Sderef) ;b Flt:Sve

;60 -1 : Ref[ S1 ;360 Fty 0 So Sy <: 851 le vl < Iabel(Sl)

(Sasgn) ;360 F t1 :=ty : Unit
59 ;256 -t:51 S1<:85
h [0 Ft85:85
(<t <t
S<:S - I B ——
Bool, <: Bool Unity <: Unity
S{<:51 Sz<:5§ f]<€{ fé<fg <Lt

L. 4 Ref, S <: Refp S
51—2>ng2 <: S{—2>giSé ¢ ¢

Fig. 12. SSLgef: Static Semantics

A FULL DEFINITIONS FOR THE STATIC AND GRADUAL LANGUAGE

In this section we present the full definition of SSLgef (sections A.1 and A.2) and the full definition of
GSLgef (sections A.4 and A.6). Section A.8 presents the full definitions of noninterference presented
in the paper.
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A.1 SSLges: Static semantics

In this section we present the full definition of the static semantics of SSLges. Figure 11 presents
the syntax of SSLges. Figure 12 presents the complete static semantics of SSLgef, where the join
between types and labels is defined as follows

Bool, v £' = Bool(sye

Ce , ‘.
(S1—¢82) v €' = S1—> ¢y ¢)S2
Ref, Sv ¢’ = Ref(gvg/) S

Figure 13 presents the join and meet type functions.

Boolg V Booly = BOOI([vgl

v : TYPE X TYPE — TYPE

AL,
(511—>(’512) ¥ (Sa1—>¢S22) = (S11 /\521) = (ever)(S12 ¥ S22)
Refg S \Vi Refg/ S = Ref(gvgr) S

S ¥/ S undefined otherwise

A Type X TypE — TYPE

Bool, /A Booly = BOO|(ng/

Ce A
(S11—¢812) N (Sa1— ¢ S22) = (S11 v521) S (eaer)(S12 1 S22)
Refg S/ /\ Refg/ S = Ref(g/\gr) S
S /A S undefined otherwise

Fig. 13. SSLgef: Join and meet type functions

Definition A.1 (Valid Type Sets).

valid({S;1})  valid({Siz }) valid({S; })
valid({ Refy, S; })

valid({ Boolz, }) valid({ $11<5¢,5 1)

valid({ Unitg, })

A.2  SSLges: Dynamic semantics

In this section we present in Figure 14 the full definition of the dynamic semantics of SSLgef.

A.3 SSLger: Noninterference definitions

In this section we present definitions and properties of noninterference for SSLge¢. Figure 15 presents
the full definition of step-indexed logical relations. The proofs can be found in Appendix B.4.

Definition A.2. Let p be a substitution, I' and ¥ a type substitutions. We say that substitu-
tion p satisfy environment I' and X, written p |= I;3, if and only if dom(p) = T and Vx €
dom(T), V€., T3 €. + p(x) : S’, where S <: T(x).

Definition A.3 (Related substitutions). Tuples ({1, p1, 1) and
(€3, p2, iz are related on k steps, notation I'; X + (€1, p1, p11) z’;ﬂ (2, P2, o), if pi FT2, 2 F 1y z’;g
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le . .
t|uy — t|p|Notion of Reduction

fc 4 Fc
bie, ®bag, | p = (by [®] ba)eyyey | 1 AWx:st)pvlp =5 proty(lo/x]0) | p
. Le . le
if truep then ty else tz | g — proty(t1) | p if falsey then ty else tp | 4 — prot,(t2) | p
le s £
proty(v) [ p — vy |p ref> v | p — o) | plo vy {:] where o ¢ dom(u)
le le .
log | g — vy €| pwhere p(o)=v op:=v | p — unity | plo—> vy e vl

le
vuS|py — vylabel(S) | pu

[C .
t| g+ t|p|Reduction

te le
tilp — 2|y tilpr—ta | 2
®) - ®f) -
ty =t | o flal | p— fle2] | p2

lovl
tilp — t2 | g2

(Rprot)
le
proty(t1) | p1 — prot(t2) | p2

Fig. 14. SSLgef: Label Tracking Dynamic Semantics

12 and

Vx el.Z+ <€19 pl(x)» ul) zlgo <€2’ PZ(x)» ﬂZ) : r(x)
Definition A.4 (Semantic Security Typing).

;3¢ =t:S & V{, € LaBEL, k > 0, p1, p, € SUBST and pi1, ji € STORE
such that X + p; and T; 3 + (€, p1, 1) zlgo (Ce, p2s J12) , We have

S+ Loy pr(0), pn) =5, (Lo pa(), pi2) = C(5)

PRrOPOSITION A.5 (SECURITY TYPE SOUNDNESS). IfI; %4, Ft:S] = VS,S/ <: S, I%0. =t:S
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2k <f1,7)1,y1> zlgu (fz,’vz,,uz} S = O e, O ANY F H1 zlgo H2 A6 Foj :S{,Sl{ <: S,

A (ongo(fi, S) = obsRelfz‘zo(fl, v1, i1, €2, vz,yg))
obsReli"z (61,01, 1, b2, 02, i2) & (rval(vy) = rval(vy)) if S € {Booly, Unity, Ref, S}

o .
ObSRe%:z—VSz(fl,vhﬂhfz, Uy, plp) & Vj < k.VE C 33k (61,01, p1) %jgo (2,03, p13) : S1,

2k (b1 vf, )~y (L, 2 V3 ) C(S2 Y 9)

R <€1,t1,,u1> %]EO (fz,tz,,uz) : G(S) — 0 e, O AN F Hi %]EO Ho A 3l bt :S{, S; <:§,Vj< k
(ti 1 =5t i = T3 v pf 7 g

. ’ ’ 77 k—j )
(irred(t;) = =" F (b1, t1, p1) zl,oj (€2, 5, 13) :S))

DN zl{fo o &=  XFp AV, =g, L2,] < k,Yo € dom(py) N dom(pz)
2+ (l1 p1(0), ) =y, (L2, p2(0), piz) = 2(0)
1 e, 12 — Obsgo(f,‘) \Y% ﬂobsgo(fi)
o1 —>pz &= dom(u1) C dom(yz)
obsg (£,S) &=  obsg (£) Aobsg, (label(S))
obs () = (<

Fig. 15. Security logical relations
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J>9c,9r € GLABEL, U € GTYPE, x € VAR, b € BooL, @ € BoorLOr
leLloc, teGTERM, r € RAWVALUE v € VALUE

fi fi
I' € Var 'y GTyre, X €Loc a GTyprE

U == Booly | Ug—c>gU | Refy U | Unit; (gradual types)
g == € |7 (gradual labels)
b == true| false (Booleans)
ro o= b|Aex:U.t|unit]|o (base values)
vou= T (values)
t u= o|tt|tdt]iftthentelset (terms)
refU t | 1t | 1=t | protq(t)
& == A|V (operations)
Fig. 16. GSLRef: Syntax
IZgrt:U
x:UeTl
Ux) [%9cFx:U (Ub) [;%;gc + by : Booly () [; 35 ge F unity @ Unity
. I,x:Up;;2;9-Ft: U,
(Uo) 0:U € W 1;259c 2
I;3;9c - og: Refy U , ge
‘ ‘ I3 gc b (Aex s Upt)g : Up—4Us
I;39:vgFrt:U T;3;9c F t1 : Booly, T;3; g + £2 : Booly,
(Uprot) ge Y9 = (Uo) - o ge &
I35gc F PrOtg(t) Uvyg [i2gc 1 ©tp BOO](gl\N/yz)
ge
3901 U11—>9U12
I‘;E;gcl—tz/i/ I;3;9¢ F t: Booly
U, U <g! I[;%9:vgrt:U I[;%:9:vg+tr:U
(Uapp) 2 11 A S 9e (Uif) Je VS? 1 1 Je VgN 2 - 2
[i3gertita:Unzvyg I;%; 9. Fif tthentyelsety: (U vUa) v g
I;3gcFt:Up I3 9¢ "EZU’ ]
< U'<U < label(U I;3;9c.+t:Ref, U
U:) U 5 U (Uref) ge < label(U) (Uderef) Je g
D% ge vtz U T;%;gc krefU t:Ref, U [i%igekt:Uvyg

T;5gckt1:Refg Uy TiSigertp:Up  Up<Up g ge < label(Uy)

U -
(Uasgn) I 25 9¢ + t1i=ty : Unit

Fig. 17. GSLRgef: Static Semantics

A.4 GSLges: Static semantics

In this section we present the syntax and static semantics of GSLgef. The syntax of GSLgef is given
in Figure 16 and is otherwise identical to that of SSLg.s. Figure 17 presents the type system of
GSLgef. Each typing rule is derived from a corresponding SSLgef rule (Figure 12) by lifting labels,
types, predicates, and functions to their gradual counterparts. We also present some additional
definitions needed in gradualizing SSLgs which are not included in the paper. Finally we present
some example typing derivations in Figure 19.
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A.4.1 Additional Definitions.
Definition A.6 (Type Concretization). ys : GTYPE — @(TY& E) Y(o")
¥s(Booly) = { Bool, | £ € y(g) } Ys(U1—4U2) = ys(U1) — y()¥s(Uz)
ys(Unitg) = { Unity [ £ € y(g) } ys(Refy U) = {Refy S| L€ y(g).S € ys(U) }
Type concretization induces notions of precision and abstraction.
Definition A.7 (Type Precision). U; T Uy, if and only if ys(Ur) C ys(Us).
Definition A.8 (Type Abstraction). as : P(TypE) — GTYPE
as({Boolg, }) = Bool, (7 ) as({ Unit, }) = Unit, 7y
as((Si1-5og,5 ) = as(5i D™ Y as(Sa ] as((Ref, 51 = Refy ) as({57 D)

as (§) is undefined otherwise

PROPOSITION A.9 (a5 1s SOUND AND OPTIMAL). Assuming S valid:
(i) S € ys(as(S)) (i) If S C ys(U) then as(S) C U.

Definition A.10 (Gradual label meet).
91X g2 = al{liAly | (€1, 62) € y(g1) X ¥(g2) D).
Algorithmically:

LA?=?X1L=1 gAR?=?Rg=2ifg# 1L O Rl =1 Al

UyU,UKU

G : TypE X TYyPE — TYPE

Bool, ¢ Booly = Bool(qvq>

(U11—> Ur2) v(U21—> Usz) = (Upy K Uy)” .
Ref( Uv Ref‘ U’ = REf(qvg) unu’
U ; U undefined otherwise

(qvg/)(Ulz  Unz)

N: Type X TypE — TYPE
Booly A Booly = Bool(qxq )

(U11—> U1z)7‘(Uz1—> 'Upz) = (U1 v U21) ks (qxq y(Ui2 T Uz2)
Refg U 2 Refy U’ = Ref( x,) UNU’
U N U undefined otherwise

Fig. 18. GSLRgef: consistent join and consistent meet

Definition A.11 (Gradual label join). 91V g2 = a({ €1 v €a | (£1,€2) € y(91) X ¥(g2) })
Algorithmically:

T;?Z?;TZT g§?=7§g=71fg¢T €1§fzzflvfz
Definition A.12 (Label Meet). g1 M g2 = a(y(g1) N y(g2)).
Algorithmically:

gng=gyg gn?=7?Ng=g

53
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Definition A.13 (Type Meet). U; MU, = as(ys(Up) N ys(Us)).
Algorithmically:
gnyg’ gnyg’ gng’ UiNG,
Bool, M Booly Unity M Unity Ref, U MRefy Up

U1I_IU1’ U2|_|U2/ gll_lgl/ ggl_lgzl

U 0 U Uy Uy
Also, we introduce a function label, which yields the security label of a given type:

label : GTYPE — LABEL

label(Booly) = g label(Unit,) = g label(Uy —, Uy) = g label(Ref, U) = g

Definition A.14 (Type Precision (inductive definition)).

91 E g 91 E 92 UnnEUn Un2EUx g1E92  ge1 E ge2
Bool,, C Bool Unit,, C Unit Je1 Je2
o & o o Ui1—4, U1z C V21—, Uz

91E g2 U C U,
Ref,, Ur C Refy, Uz

Definition A.15 (Consistent label ordering (inductive definition)).

{1 < 0y
?<yg g<? 6 <6
Definition A.16 (Consistent subtyping (inductive definition)).
9<g’ 9<g’ 99 Uisl, UsU
Boolg < Boolgr Unity; < Unity Refg U < Refgr U,

A

UysUh UasUl g1<g] 9<g

9 , 9 ,
Ul—)HlUZ < Ul—)giUz

A5 GSLg: Static semantics

In this section we present the full definition of the static semantics of GSLg,.

Definition A.17 (Interval). An interval is a bounded unknown label [(y, {,] where ¢; is the upper
bound and ¢, is the lower bound.

1 € LaBEL?
1 u== [(,€] (interval)
Definition A.18 (Evidence for labels).
£ u=(1,1)
Definition A.19 (Type Evidence). An evidence type is a gradual type labeled with an interval:
E € GETypE, 1 € LABEL?
E == Bool, |E—1>,E | Ref, E | Unit, (type evidences)

Definition A.20 (Evidence for types).
e u=(E,E)

We present the syntax of GSLg, in Figure 20 and the static semantics in Figure 21.
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.o Fpub : Intp ... b priv:Int;
s Lk pub < priv : Int; 7R 1 s Int L2 R Intg
L pub :Inty, priv : Inty; 5 L+ if pub < priv then 1 else 2 : Int;

Int? < Intp

L pub :Inty, priv :Inty; 5 Lk (if pub < priv then 1| else 21) :: Int : Int.

T
S pub :Inty; L+ (ATpriv : Into.(if pub < priv then 1| else 2) = Inty)L : Into— Int.

5Lk (ATpub : Int (AT priv : Ints.(if pub < priv then 1| else 2) = Int.) )L :

T T
Intp—Int,— Intp

D D
. T . T
oL Fmix 1 ¢ Intp—Int 5 LFmix 1L @ Intr—Int
. LES5L Int Int. < Int? 3L F 5y Inty Inty < Int,
55 L (mix 1) 5. : Int ;5 Lk (mix 1) 54 : Int
D D
4 T N T
oL Emix” 1 Inty—Inty oL Emix” 1 ¢ Inty—Intp
5oL ESL s Inty Intp < Inty 5L F5SH :Inty Inty < Inty
5Lk (mix” 10) 50 ¢ Int Lk (mix” 10) 54 : Int

Fig. 19. GSLgef: Example typing derivations

t u= v|et@, et et det|if et then et else et | refg et | let | et =, et | protgqeg(st) | et
rou= b | (Wx.t) | unit|o ‘

u == 14| x

v = uleu

Fig. 20. GSLp,: Syntax

A.6 GSLp.: Dynamic semantics

In this section we present the full definition of the dynamic semantics of GSL.
We extend the syntax of GSLy, with frames defined as follows:

f u= hle]
h

D@et|ev€BD|D@Fet|ev@gD|£l:||if|:|thenetelseet|!|:|||:|:=get|ev:=€|:||ref£]|:|

We present the complete dynamic semantics in Figure 22, and the evaluation frames and reduction
in Figure 23. Auxiliary functions for evidence for labels is presented in Figure 24. Auxiliary functions
for evidence for types is shown in Figure 25, and the inversion functions for evidence in Figure 26.

A.7  GSLges: Translation to GSLg

In this section we present the translation from terms of GSLgef into terms of GSLQef in Figure 27.
The initial evidence function for consistent label ordering is presented in Figure 28. The initial
evidence function for consistent subtyping is presented in Figure 29 using the following definition
of operation pattern:
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x:Uel

X)) Ib I
(Ix) I3 e9.Fx:U (Ib) I3 % e9¢ + by : Booly (W I35 egc + unity @ Unity
W 0:UeEY w Ox:UpZe’g vt :Us g’:gé)(g')
I;35e9c F oy : Refy U , g
‘ ’ [3ege F (A9 x 1 Up.t)g : U—4Us
- ;369 Ft: Uy
[5e’gl vt U egr U U erg <9 e kU < Uy
(Iprot) — — (Ie)
I;%5egc Fprot,, pe'ge(ent) :Uv g T;3e9c Fert : Uy
q -
(Lapp) F;Z;Egcl—ti:Ui e +Up $U11—>gU12 e kU U 53"9;‘/9<g,
app =~
Ii3egc F ety @53 ety :Uiavyg
T;35egc +t1: Up 1+ Up < Booly e gl = (e v ilbl(e1))(ge v 9)

F;Z;é"gél-tzzUz 82|-U2$U2€/1U3 r;z;é"gél-tg,:Ug €3|-U3$U2"\\/TU3

(Lif) — —
T;3;¢e9c b if e1t1 then ety else e3t3 : (Up v U3) v g
[;Xe9c Ft1:Ur e1+Up S Booly, ;3690 Ft: U’
I;3e9c Ft2: Uy &2+ Uz < Booly, e +rU <U & F gl < label(U)
(I®) - (Iref) U
[;35egc F ert @ enty BOO|g1\792 [;35e9c Frefy, et : RefL U

I Ye9cFt:U" ¢/ v U S Refy U
;%690 H1e't : UV g

(Ideref)

[;3egc - b1 : Refy UY e1 F Refy U] < Refy Uy
[;8iegc bty : Uy ek Up U &3k gl v g < label(Uy)
I;35e9c b e1ty i=¢, €2t : Unit

(Tassgn)

Every type rule has the extra judgment ¢ + g. < g_.

Fig. 21. GSLp,: Static Semantics

Definition A.21 (Operation pattern).

PT € GPaTTERN, P! € LPATTERN

PT == _ | PT op” PT (pattern on types)

opl == v | A | N (operations on types)
Pt = _ | PCop’ PY (pattern on labels)
opl == v | A | N (operations on labels)

A.8 Noninterference definitions

» Fix this section with the last version of NI after we send the paper< The formal definitions of related
values and related computations are presented in Figures 30 and 31 respectively.

Definition A.22 (Related substitutions). Tuples (g1, p1, p11) and (g, p2, y2) are related on k steps
under I' and ¥, notation I'; ¥ + (g1, p1, f11) z’go (G2, P2, 2), it pi ET, 2+ 1y z’go U and

Vx € dom(T').Z v (g1, p1(x), p1) ~F, (G2, p2(x), piz) : T(x)
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9, -
(r1) e1(b1)g, ® e2(ba)g, | 1 — (e1 v e2)(b1 [@] b2), oy | 1 e
o 7 (@:1vg2) e, C x (CU {error})

£€9c ~ ~
(r2) prot, 4 e2g2(e3u) | 1 — (e3ver)uv gy) | p

)

€g

(r3) f1(lglx Uty @, c2ulpp — {pmtilbl(fl)ggig{(iwd(glMeéu/x]t)) L
C Mg e

error if ¢] or ¢} are not defined
where:
&1 = (e Y ilbl(e1)) o= 3 0= ilat(e)
ey = ey 0" idom(ey)
91=(9c v 9)

™
<Q
)

rot; &g’ (ext if b = true
(re) if glbgl then ty else t3 | g — {P ilbl(e1)gn /91(62 2) | 1 : u
Protipyce)g, € 9 (e3ts) |y if b = false

where:
e = eV ilbl(er)
g, =Jc 7g1
c 0 o ¢ (uy
(7’5) l’efg au | i gi) 1 | H[ ( \:gc)]
error if (¢ o= &) is not defined

where:
o ¢ dom(p)
’ ~ <
e =e1v(eoT &)

(r6) lerog | - — protypy, )¢ g’ (iref(e1)v)
where:
po) =v
e = eV ilbl(er)
9 =9cvyg

- eron e e | 1 5 unity | plo— &’(uv (ge v 9))]
109 Zes 2U 1K error  if ¢ is not defined, or ¢ | <] ilbl(e”)does not hold
where:
/J(O) ="y
¢’ = (g2 0" iref(e1)) v ((¢ ¥ ilbl(e1)) o= 3 o~ ilb(iref (1))
(e2 0% e)u
e1(eou) — <. —>.: EVTERM X (EVTERM U { error })
error if not defined

Fig. 22. GSL;ef: Dynamic semantics

Definition A.23 (Semantic Security Typing).
I35

=t:U & V{, € LABEL,k > 0, p1, p» € SUBST and p1, i» € STORE
such that X + p; and I'; 2 + (g, p1, fi1) z’go (g, p2, 2) , we have

Z (G, p1(0), ) =5, (G, pa(t), p2) = CU)
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£9c
tlp —r
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£4
r € CU {error } tlp Y=t |y

(R—) 7 Rf) £9c
tluvr—r flel i — fle1
tp flé)t’“z’ v —. e
(Rprot) R (Rh) :

prot, o &' ge(et) | i

v — <. c'u

ge
hlev] | p +— hle'u] | p

!

prot, o &' ge(et’) | p’

fgc
t|p +— error

(Rproth)

(Rferr)

£gc £9¢
protﬁglg’gé(w) |p — protﬁgle’gé(s’u) | p flt]| p + error
£'g;
£V —> <. error t|p +— error
€9c
hlev] | p + error

(Rherr) (Rproterr)

£g
prot, 4, "ge(et) | p 5 error

£V —> <. error
(Rprotherr) <

£g
prot,, qls’gé(gv) | 4 > error

Fig. 23. GSLEef: Evaluation frames and reduction

01 vf{ < {y /\fé
[f],fz] Il [f{,fé] = [fl \/f{, to A l’é]

(11,12) (11, 19) = (19 M1f, 12 M115)

(1,12) ¥ (11, 15) = (1 v 1], 12 v 15) (1, 12) X (11, 15) = (11 A1, 12 A15)
o< <ty <ty

A6, G116 GL I 6] = ([, A AL [0 v 6 v £, 657])

3 < f:;
(1, L2]. [63, L]y L] (L1, €51, 163, €4D)

(11,121) o< (122,13) = A$(113 121 Mi22,13)

Fig. 24. GSLaef: Auxiliary functions for the dynamic semantics (Labels)

PROPOSITION 5.5 (SECURITY TYPE SOUNDNEsS). [;X;grit:U = I3t U

Proor. Proof in Appendix E. O
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Bool, M Bool,y = Bool,,/ Ref, E; M Ref, E; = Ref,qy E1 M E;
1} 1,111
(Eni)llfhz) M (E21$11E22) = (E]] M E21)2—§l1ﬂli (E]z M Ezz) E M E’ undefined otherwise
~ 1 ~ 1 ~
Bool,, v = Bool, 5, , Er—5uEa Vi3 = E1—>(, 5,0 E2 Ref,, EV12 = Ref o E
~ 1 ~ 1 ~
Bool,, K13 = BOO|<”KIZ) El—znl Ey K13 = E1_2>(1]X13)E2 Ref,, EX1p = Ref(llxlz) E
(E1,E2) v (1,12) = (E1 v, E2 v 12) (E1, E2) K {u1,12) = (E1 K11, E K12)
- I -, b , JUNN PV -~
Bool,, v Bool,, = Bool(h\?lz) Ey—, B2 vE;—yEy = By AE1—>(11\~”;)E2 v E)
Ref,, E1 v Ref; Ef = Ref(, Gy E1 E] Bool,, X Bool,, = Bool(, x,,)
b _ 7 LY . ~
E1—2>,1E2 /\E{—ZQEEQ =E; in —)Z(ll;(li)Ez AEé Ref,1 E1 A Ref,i Ei = Ref(llxli) Ein Ei
(E1, E2) v (E{, E3) = (E1 Y E1, E2 Y E3) (E1, E2) X (Ey, E3) = (E1 X E{, E2 X E3)

A% (,12,13) = (1], 15)
A~ (Bool,,, Bool,,, Bool,,) = (Bool,;, Bool,; )

AS(Esq, a1, E11) = (B4, Efy) A'(Eqg, B, Esp) = (Efy, E5y)
AS(i1,12,13) = (1],14) A% (113,112, 111) = (13,171)

. 11 12 113 1 I3
<: _ ’ ’ / ’
A (Eni—1, Bz, Eo1—, B2z, E31—1, E3p) = (Ef;—y By, B3 — 1 E3p)

As(l],lz,lg,): <li,l§> E{ =E1NEy Eé =E;ME;3
A<(Ref,, Eq, Ref,, Eo, Ref,, E3) = (Ref E!, Ref,; EL)

(E1, E1) o~ (E2, E3) = A~ (Eq, Eo1 M Egg, E3)

Fig. 25. GSLgRef: Auxiliary functions for the dynamic semantics (Types)
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ilbl((Bool,,, Bool,,)) = (11,12)
ilbl({Unit,,, Unity,)) = (11,12)
ilbI((Ref,, Uy, Ref,, Uz)) = (11,12)

bI(Ey 251, Ea, B~y E5)) = (11,15)

iref((Ref,l Eq, Reﬂz E)) = (E1, Ez)
iref((E1, E2)) = undefined otherwise

19 1)
idom((E1—>, Ez, E{—>, E3)) = (E{, E1)
idom({E1, E2)) = undefined otherwise

1 1
icod((Ey—>,, Ea, E{—>, E3)) = (E3, E3)
icod({E1, E2)) = undefined otherwise

Fig. 26. GSLéef: Inversion functions for evidence
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I;%gckt~>t U

T(x)=U
[Zgekx~>x:U

(Tx) (Tb)

I35 9¢c + by ~ by : Booly

;39 ki~ t Uy

61

(Tu) (TA)

290 unitg ~ unitg : Unit, ’ , , 9
: [3gc F (A x:Upt)g ~ (A9 x : Upt’)g : Up—4Us

Ii%59c F 11~ t] : Booly,  T:X;gc Fta ~> ty : Boolg,

e1 = 99 [Booly, | £ =9° [Booly,]

. 7 7 ~
[53,9c F 11 @ g ~ 1] © ety Boolglvg2

(To)

e
2 gc -t~ t{ 1 U11—4 U2 2590 Fta ~ té : Uy

g’
e1 = 9P [Un—gU]  e2=9[Uz sUnn] e =9[gevg <9’
T390 Fty tg ~ €1t{ @‘€3 Eztz’ : Upo vg

(Tapp)

[i3igekti~t{:Boolg  gl=gevyg TiZigirta~ty:U TiSgirts~oty:Us
& = ‘QU[[Boolg]] £y = G[[U?;U\z\//%]] &3 = Gﬂmﬂ]

(Tif) —
T;3; gc v if t1 then ty else t3 ~ if ¢1t1 then exty else ests : (U v Us) v g
T;35gc kb1~ ] : Refg Uy [3359c Ftg~oty: U
& = .QO [[Refg Ulﬂ &y = g[[Uz < Ulﬂ &3 = g[[gc ml]l)]]
I35 gc F tyi=ty ~ é’1t{ =y é‘z[é : Unit

(Tassgn)

I;Sigc bt~ t/ U’ [ gc k-t~ t':Refy U

e1=0[U" U] e =9[ge < label(U)] ¢ = O[Ref, U]
(Tref) -

> U Uert' e S ge F i~ 1ot U
[33559c Fref” ¢t~ ref; eit’ : Ref, U ;259c H! let":Uvyg

[;S5gckt~>t U =3[0 s U
I;3,9c Ft Uy~ et’ : Uy

(T:)

where 9°[g] = 9[g < g] and Y°[U] = I[U < U]

Fig. 27. GSLges: translation to GSLEef terms
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bounds(?) =1[1,T]
bounds() = [¢, (]
bounds(x1 v x) = bounds(x1) v bounds(xy)
bounds(x1 A x2) = bounds(x1) A bounds(xz)
bounds(x1 Mx2) = bounds(xy) M bounds(xz)
bounds(Fy(xi) v F2(xi)) = bounds(F1(x7)) v bounds(F2(x7))
bounds(F1(x7) A F2(X7)) = bounds(F1(X;)) A bounds(F(X7))
bounds(Fy(x;) M F2(xX7)) = bounds(Fy(xX7)) M bounds(Fo(€;))

bounds(F1(g7)) = [(1. (2]  bounds(Fz(gj)) = [{1, (5]

J(F1(91, .--gn) < F2(9n+15 --gn+m)) = {[L1, L2 AL [0 v L1, 65])
where F; : GLABEL" — GLABEL and F» : GLABEL™ — GLABEL.

IO(FE 91y ees gn)) = I(F(91s v gn) < F(91, - gn))

Fig. 28. GSLp, Initial evidence for gradual labels
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() =
liftP(P[ v P}) = LiftP(P]) v LiftP(P})
liftP(PE AP = lift(P]) A liftP(PT)
lift(Pf n Pl liftP(PT) m liftP(PT)

invert(_)
invert(PlT Y PZT )
invert(PlT A PZT )
invert(PlT r PZT )
tomeet(_)
tomeet(PlT v P2T )
tomeet(PlT A P2T )
tomeet(PlT r PZT )

;nvert(PlT )A invert(PzT )
invert(PlT )V invert(PzT )
invert(PlT )n invert(PzT )

;omeet(PlT ) tomeet(PzT )
tomeet(PlT ) tomeet(PzT )
tomeet(PlT ) tomeet(PzT )

I[IFPGO@) < HFPGE)] = (1.12)

9[G1(Booly,) < Ga2(Booly,)] = (Bool,;, Bool,,)

g[[mvert(cz)(mn(cl)(%%> 9[61(Tn) <: Go(T32)] = (Erz. Eaz)
gﬂliftP(Gl)M’(Gz)(f}T)ﬂ = (111, 112)
I[liftP(invert(G2))(j2) <: liftP(invert(G1))(£i2)] = (122, 121)

gi2 9j2 1; 122
I[G1(Uin—>,,Uia) <: GZ(Ujl_])glejZ)]] = (E11—1,, E12, E21—1,, E22)

I[HPGH@) <t HPGE] = G1.12)
9[[tomeer(G1)(U;) <: tomeet(G2)(U;)] = (E1. E2)
9[[tomeet(G2)(Uj) <: tomeet(G1)(U;)] = (E}. E1)

kq[[Gl(Refgi Ui) <: Gg(Refgj UJ)]] = <Ref,1 Eq I_IE/, Ref,2 E, rlEé)
where G; : GLABEL" — GLABEL and G, : GLABEL™ — GLABEL, and G1(x1, ..., xp) = PlT(xl, e Xn),

Ga (X1, <os Xn) = PL(x1, o0y Xim).

IO (F(Ur, - Un)) = I[F(Uy, .., Un) <: F(Us, ..., Up)]

Fig. 29. GSLEef: Initial evidence for gradual types
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> F<g1,vl,p1> zlgo <§2,Ug,y2> U = §1 e, gz ANZ 1 zlgo Ha N ~;Z;gi Foi:UA
(obsValg,(vi) \Y% —-obsVaIZ(vi)) A ((obsValg)(vi) A obsEvf;i(si)) = obsReI%;Z(gAl,vl,pl,(t}z, vz,pz))

where §; = ¢;g;, and ¢; F g; < g].

obsReli’g (g1, v1, 1, g2, v2, pi2) &= rval(vy) = rval(vy) if U € {Booly, Unity, Ref, U’}

!
, 932

(91, v1, 1, G2, V2, pi2) &= Vj < kYU’ =Uj —>g;1U2', YU{',V§i, st. §i <¢, §i,

932
2, Uj— 4, U
obsRel,. 51 93172

932 P ——
e11 F U=, Us U’ and e12 F U] S U{, &35 F gl; v 94 < 94, we have:
Yol ui, 235 C 23 (g1, v1, 1) :Jfo (G2, 09, 1)  U{’, dom(u;) C dom(u}),
S (G N N S S S ,'G(U’N’
(g1, (1101 @y, £1201), 1) ~p, (G2, (€102 @y, £1202), p2) + C(Uz v g31)
where §/ = ¢/g], and £} F 9! < gl;.

Fig. 30. Related values

k(G t1, p1) z’éo (92, b2, p2) : C(U) &= g1 ~¢, G2 At z’}g H2 AV, st gi <¢, §i and
~;2;§{ Fti U Vj <k, (ti | pi lijt{ | pl'- = I, 5c3

S bprf =g g A (Girred(8]) A irred(t3)) = 3 F (gt ) & (o th 5) 1 U))

Fig. 31. Related computations for intrinsic terms
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B STATIC SECURITY TYPING WITH REFERENCES

In this section we present the proof of type preservation for SSLgef in Sec. B.1, and the definitions
and proof of noninterference for SSLgef in Sec. B.2.

B.1 SSLges: Static type safety
In this section we present the proof of type safety for SSLgef.

Definition B.1 (Well typeness of the store). A store y is said to be well typed with respect to a
typing context I' and a store typing X, written I'; 2 + p, if dom(y) = dom(Z) and Yo € dom(p),
;3L F uo): Sand S <: 3(0).

LEmMMA B.2. IfT; %€, -t : S thenVE, < Lo, T; 20, -t : S.

Proor. By induction on the derivation of I'; X; £, + t : S. Noticing that none of the inferred types
of the type rules depend on ¢..

Case (Sx, Sb, Su, Sl). Trivial because neither the premises and the infered type depend on the
security effect.

Case (S®). Then t = byy, © byy, and

(Sb)

I;%;6c + by, : Boolg,
I;2;4c F by, : Booly,
;260 + blt’l ® bg(;z : BOOI({IV[Z)
Suppose ¢/, such that £, < {., then by induction hypotheses on the premises:
(Sb)

(Sb)

Se)

[; %560+ big, : Booly,
52,00 F bay, BOOl[é
I3 3560 F big, @ bag, = Boolry ey
where ¢ = {; and {; = {; and the result holds.

(Sb)

Se)

Case (Sprot). Then t = prot,(t) and

;2 6.vErt:S
[2;€, - prot,(t) : Sy €
Suppose ¢, such that £, < £.. Considering that £, v £ < €, v ¢, then by induction hypotheses on the
premise:

(Sprot)

EevErt:S
[ 20, - prot,(t) : Sy €

(Sprot)
and therefore the result holds.

Case (Sapp). Then t = t; t; and

D

(SA) 4
I35 8c kb1 : Sii— ¢Stz
Dy
[0, F 1y 0 Sy Cev <! Sp<:Sp

F;Z;KC |—t1 t2 2512\/5

(Sapp)
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Suppose £, such that £, < {.. Then by using induction hypotheses on the premisess, considering

S{l—cmS{Z <: S11—>¢S12 and S; <: S2. As S; <: S1p and Spp <: Si; then S; <: Si;. Also, by
definition of the join operator £, v £’ < {; v £ < € < {!”, and then:

(SA) Dy

;200 ty 2 Sl —> S,
Dy
L;3 00t : S vt <" S <S5,
L6kt by Sipv
Where S7, v £’ = 512 v € and the result holds.

(Sapp)

Case (Sif-true). Then t = if true, then ¢ else t; and
@0 CDl
I; ;€. + trueg : Booly ;380 vErt: S
Dy
;256 vErty: S,
T;3; €. v if truep then ¢ else t5 : (S1 9 S2) v €

(Sif)

Suppose £, such that €, < €..As €. v £ < {. v {, by induction hypotheses in the premises:
Dy D
I3, L) + truee : Boolg 30 vErt 5]
I;% ¢, v;I— t: S
I3, €0 + if truep then ty else tp : (S7VS5) v ¢
where S = S1, S} = Sz. Then (57 5 S3) v € = (51 V S2) v € and therefore the result holds.

(sif)

Case (Sif-false). Analogous to case (if-true).

Case (Sref). Then t = ref® v and
I3 r0:S S <:S £ <label(S)
;26 + refS v : Ref, S

Suppose £;, such that £ < £.. By using induction hypotheses in the premise, considering ¢, < £, <
label(S):

(Sref)

Erv: S §<:S £ <label(S)

(Sref) 3
[;3;0, Frefv:Ref, S

and the result holds.

Case (Sderef). Then ¢ = lo; and
0:5¢€X
T;2;¢. +oy:Refy S
I;2;6: Flog:Sv €
Suppose £, such that ¢ < ¢, then by using induction hypotheses in the premise:
0:5€3
I;3;€. Fop:Refp S
;38 Flog: Sy’

(Sh
(Sderef)

D

(Sderef)

where ¢’ = €. and the result holds.
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Case (Sassgn). Then t = op:=v and

0:5€X D
I;3;6. Fop:Refy S ;20 rv: S,
S, <: S {c v € < label(S)

S
(Sasgn) I;3: 6. + op:=v : Unit,

Suppose £, such that £/ < {. Considering that £, v € < {, v{ < label(S), and S; <: S <: S, then:

0:SeX D
I%, €, Fog:Refp S 30 rv:S)
S5 <: S ¢l v € < label(S)

S
(Sasgn) T30 F op:=v : Unity

but

UnitJ_ <: UnitJ_
and therefore the result holds.

Case (S::). Thent =v :: Sand
D
;26 rou: S S <: S
;26 rv:S:S
Suppose £, such that £, < ¢, then by Lemma B.4
D
[Zlrv: S S <:S
%0 rv=S:S

(S=:)

and the result holds.
O
LEmMMA B.3 (SUBSTITUTION). IfT,x : S;5;€c Ft: S and T 26, - v : S such that S| <: Sy, then
;3 €0 + [v/x]t : S” such that S” <: S.

Proor. By induction on the derivation of T', x : Sy;3; €. F ¢ : S. m]

LEmMMA B4. IfT5 356 v : S thenVE, ;50 Fv: S.
Proor. By induction on the derivation of I'; %; £, + v : S observing that for values, there is no

premise that depends on £.. O

PROPOSITION B.5 (— IS WELL DEFINED). If ;3;€. Ft: S, ;2 + pandV €, such that £, < €.,
tlp i t' | ' then, for some¥’ 2 X, ;3L vt : S’, whereS’ <: S and ;X' v 1.

ProOOF.
Case (S®). Then t = byy, @ byp, and

(Sb)

2l b1gl : BOOI[1
(Sb)

525 8c + byg, - Boolg,
(So®)

525 b bip, @ bag, : Boolig,vey)
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Suppose £, such that ¢, < €., then
b, ® bag, | 1
¢

— (b1 [®] b2)eyver) | 1
Then

(S®)
e+ (by [®] b2)eyvey) : Boolig,yey)

Case (Sprot). Then t = prot,(v) and

Xl vlrv:S
525l Fprot,(v) : Syl

(Sprot)
Suppose ¢, such that ¢, < ¢., then

tr
prot,(v) | p — vv{|p
But by Lemma B.2, ;2; €, F v : S.

Xl rovl:Sy L
and the result holds.

Case (Sapp). Then t = (Afex : Si1.t)¢ v and

D,
X SII;Z;fé Ft: 512

(S4) 7
53 le b (Alex 1 S11.t)g : Sii— ¢Sz
Dy
55l Fv: Sy bevl <l Sy <:Sn
33l F (Alex i Sypt)e v Sy €
Suppose ¢, such that £, < {., and

(Sapp)

(Aex s Sit)e v | p 5 prot,([v/x]0) | p
But as ¢, v ¢ < {/ then by Lemma B.2, ;3; €, v € F t : S,, where 5], <: Sia.
By Lemma B.3 and Lemma B.4, ;3; €. v € + [v/x]t : S, where S5 <: S{, <: S12. Then
D
5Z5le v Ok [/x]t = ST
5356 Foprot,([v/x]t) : Si5 v €
Where S{) v € <: 515 v € and the result holds.

(Sprot)

Case (Sif-true). Then t = if true, then ¢ else t; and
CDO CDl

-2 €. + trueg : Booly 2l vl Et 2 S
Dy

2l vl Fty Sy
3 2; € + if truep then ty else t5 : (S; ¥V S9) v €
Suppose ¢, such that £, < {., then if

(sif)

{)r
if true, then ty else t, | g — prot,(t1) | 1
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Then
D,

2l vl bt 0 S
5250 Fproty(t) : Sy v L

(Sprot)

and by definition of the join operator, S; v € <: (S1 ¥ S2) v € and the result holds.

Case (Sif-false). Analogous to case (if-true).

Case (Sref). Then t = ref® v and
b bv:S S <SS L. < label(S)

(Sref)
2l k- ref’ v : Ref, S

Suppose £, such that £, < £, then

6
refsv|y — o, | plo—> vv{,]

where o ¢ dom(p).

69

Let us take ¥’ = 3,0 : S and let us call g’ = pfo — v v ¢,]. Then as dom(p) = dom(X) then
dom(y') = dom(X’). Also, as £, < €. < label(S) then by Lemma B.4, ;3; L + v : S’ v {, and

S’ v €, <:2(0) = S. Therefore ; 2’ + u’.
Then
0:5€e>
26 Fo, :Ref, S

(S1)
and the result holds.

Case (Sderef). Then ¢t = lo; and

0:5€X
%€ Fop:Refp S
2l Flop: Syl

(SD)

(Sderef)

Suppose ¢, such that £, < {., then

log | p £, vv | pp where u(o) = v

Also ;2 + pthen ;3; L + p(o) : S and S” <: S. By Lemma B4, ;3; €. F v : S’

sXiberovE:S vl
But S’ v £ <: S v £ and the result holds.

Case (Sassgn). Then t = op:=v and

0:SeX D
5 250: Fop:Refy S Xl kU Sy
Sy <: S L. v € < label(S)

s -
(Sasgn) 28 Fopi=v : Unit,

Suppose ¢, such that £, < {., then

tr .
o¢:=v | g — unity | glo—> vv v

Letus call g’ = pfo > v v €, v £]. Also ;3 + u then dom(p’) = dom(3), and -;3; €, + v : S; where
Sy <: S. Therefore ;26 Fov e, vE€:Syv ey vl Butf, vl < €. vl < label(S), then S, v €, v{ <: S

and therefore -; > + p’. Also

S
O S+ unit, : Unit,
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but

Unitl <: Unitl
and therefore the result holds.

Case (S::). Thent =v:: Sand
D
sl FU S Sy <: 8
Xl rvS:S

(S=:)
Suppose £, such that ¢, < £, then

tr
vuS|p — vylabel(S) | u
But S; <: S then S; v S = S and therefore S; v label(S) = S. Therefore:

;3 €, + vy label(S) : S
and the result holds.

O
ProPOSITION B.6 (CANONICAL FORMS). Consider a value v such that -;3; €. + v : S. Then:
(1) If S = Bool, then v = by for some b.
(2) If S = Unity then v = unite.
[2‘ 4
(3) If S = S;—>¢S; thenv = (Alex - S1.ty) for some t; and .
(4) If S = Ref¢ S then v = o, for some location o.
Proor. By inspection of the type derivation rules. O

ProprosITION 3.1 (TYPE SAFETY). If;X; €. + t : S then either
e tisavaluev
4
o for any store i such that X + p and any €, < €., we havet | y+— t' |y’ and ;3";€. +t': S’
for some S’ <: S, and some X’ 2 X such thatX' + .
ProoF. By induction on the structure of ¢.

Case (Sb, Su, SA, Sl). t is a value.

Case (Sprot). Then t = prot,(t) and

58 levlrt 2 S
5250 Fproty(ty) : Sy v €
By induction hypotheses, one of the following holds:

(Sprot)

gr
(1) t; is a value. Then by (R—) and Canonical Forms (Lemma B.6). t | g — t’ | u and by
Prop B.5, ;%; €, + t' : §" where S’ <: S and the result holds.
(2) Suppose ¢, such that £, < ¢,, then

A
1 2
(Rprot) a a

e, ,
prot,(t1) | g+ prot,(t2) | p
As €, < . then {, v{ < £, v{. Using induction hypotheses ;="; £ v € + t; : S| where S| <: §
and ;3" + p’. Therefore
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5 le vl Sy
5250 F proty(ty) : ST v €
but 5] v € <: S; v ¢ and the result holds.

(Sprot)

Case (S®). Thent =t; & t, and
2 e F 1 : Boolg, 2L F ty : Boolg,
Sl FH Dty BOOl(glvgz)

(Se)

By induction hypotheses, one of the following holds:

(1) t; is a value. Then by induction on #; one of the following holds:
(a) t, is a value. Then by Canonical Forms (Lemma B.6)

€r
tlp — t'|p

(R—) -
tlprt' | p

and by Prop B.5, ;2; €. - t’ : S’, where S’ <: S, therefore the result holds.
(b) &2 | p rt)—r,> t; | ' for all £,” such that ¢,” < €, in particular we pick ¢,” = ¢,. Then by
induction hypothesis, -;3"; {c + t, : Bools;, where Bools; <: Boolg, and ;%" + p'.
Then by (Sf). ¢ | g =5 t, @ t} | 4’ and:
5230kt 2 Boolg, 5350k t; : Boolygy
5258+t @ty : Boolig,vey)

(Se)

but
(Crv ) < (b v by)
BOOI(lHW’é) <: BOO|(51V52)

and the result holds.
[r
(2) t1 | g V> t] | y for all £, such that ¢," < ¢, in particular we pick ¢,” = ¢,. Then by
induction hypotheses, - X"; €. F ¢ : Boolgi where Boolgi <: Boolg,, and ;2 + p’. Then by
2
Sf)t|pr—t{®ty |y and:
520 Ft] 2 Booly, 3L+ ty : Boolg,

S®
o) 3l FH @ty BOOI((’j\/fz)

but
(1 v t2) < (L1 v o)
BOO|((;V[2) <: BOO|({1\/52)

and the result holds.

Case (Sapp). Thent =t t5, S = Sjp v € and
1A
52 le it i S1i—¢S12 Xl b1t Sy
Sy <: 511 50Y5<fé
Xl kit Siovl

By induction hypotheses, one of the following holds:

(Sapp)

(1) t; is a value. Then by Canonical Forms (Lemma B.6), and induction on #; one of the following
holds:
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(a) ty is a value. Then by Canonical Forms (Lemma B.6)

&,
tlp — t'|p

R—)
fr
tlpr—t' | p
and by Prop B.5 - %; €. + t' : S/, where S” <: S, therefore the result holds.
¢

(b) to | p V> t; | ' for all £,” such that ¢, < £, in particular we pick £,” = {,. Then by

induction hypothesis, ; 2’; ¢,  t; : S;, where S; <: Sp and ;2" + p’.

[r
Then by (Sf), ¢t | g+ t; t5 | p’. But S; <: S; <: S11 and then:
&

52l bt i S11—¢S12 Xl H 1S

S5 <: 81y tevl U,

';Z;KC kit S]gvf

(Sapp)

and t[he result holds.
(2) t1 | p V> t] | p’ forall ¢,” such that ¢,” < €, in particular we pick €,” = ¢,. Then by induction

¢ ¢ A
hypotheses, ;2'; ¢ F t] : S;;—¢'S1, where S{;— ¢S], <: S11—¢512, and ;2" + p’. Then
. . .
by (Sf), t | u > t{ tz | p’. By definition of subtyping, S; <: S11 <: 87y, £ < ¢/ and ¢’ < (.
Therefore £ v ¢’ < tc v < €, < /. Then
STl bt 2 S =S, s Zilekty: S,
Sy <: Sy4 Levl <!
55l Rt b S, vl

but S7, v £’ <: 512 v € and the result holds.

(Sapp)

Case (Sif). Then t = if ty then t; else t, and

;€. 1y : Booly
sulevlHt 0 S 2l vlE1ty Sy
';2; fc Fif to then 1 else ty : (S] VSz) \/5

(Sif)

By induction hypotheses, one of the following holds:

(1) to is a value. Then by Canonical Forms (Lemma B.6)

fr
tlp — t'|p

(R—) ;
tlpr—t' | p
and by Prop B.5, s Z; €. + 1’ : ', where S’ <: S, therefore the result holds.

¢’ . . .
(2) to | p V> t§ |  for all ¢’ such that £,” < ¢, in particular we pick ¢,” = ¢,. Then by
induciton hypothesis, -; 2; . F t; : Booly, where Booly <: Booly and ;2 + p’. Then by (Sf),
'fr .
t|pur—iftjthentyelse ty | ' . Aste v’ < €. v{ by LemmaB.2, ;3; 6. v{ Ft; :S] and
52l v F ity 0 S5, where S] <: S and S5 <: S;. Therefore:
2 € F t) - Booly
sXlevl PS5y ikt S
XL Fif t] then ty else tp : (S7 9V S5) v ¢’

(sif)

but by definition of join and subtyping (S7 v S3) v ¢’ <: (S1 ¥/ Sz) v £ and the result holds.



Type-Driven Gradual Security with References 73

Case (S::). Thent =t; = S; and

';2;€C|—t1 ZS] Sl <: Sz
SRR SEEEIN VRN
By induction hypotheses, one of the following holds:

(S=:)

(1) t; is a value. Then

b,
tlp — t'|p

R—) ;
tlpr—t' | p
and by Prop B.5, s %; €. + 1’ : S’, where S’ <: S, therefore the result holds.
e . . . . .
(2) t; | p V> t] | p’ forall€¢,” such that {,” < £, in particular we pick £,” = {,. Then by induction
[r
hypothesis, -; 2; €, + t] : S7, where S7 <: Sy and ;2" + p’. Then by (Sf), t | p+— t{ = Sa | p'.
Also, S <: §; <: S, and therefore:
sl FH 1 S) S < S,

S::
(5:) 52l bt 5218,

and the result holds.

Case (Sref). Then t = ref® t and
sXle bS] ST < S L < label(Sy)
2l refSt-e t; : Ref | S
By induction hypotheses, one of the following holds:
(1) t; is a value. Then

(Sref)

tr
tlp — [

(R—) Z
tlpr— it [y
and by Prop B.5, ;%; €. + 1’ : ', where S’ <: S and ;3 + i/, therefore the result holds.
lr
(2) t1 | g t] | p forall¢,” suchthat¢,” < €., in particular we pick £,” = ¢,. Then by induction
[r
hypothesis, -;3; £,  t] : S where S’ <: S} and ;3 + . Then by (Sf), t | p — refS' t] | p’

and:
5 le bt Sy S < St e < label(Sy)

(Sref) S
2 6e Freft i) i Ref S

and the result holds.

Case (Sderef). Then t = !t; and

25 0. k1 Refy S
2l b S vl
By induction hypotheses, one of the following holds:

(Sderef)

(1) t; is a value. Then by Canonical Forms (Lemma B.6)

b,
tlp — t'|p

R—) L,
tlpr—t' | p

and by Prop B.5, s %; €. + 1’ : S’, where S’ <: S, therefore the result holds.
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tr
(2) t1 | p V> tf |  for all £’ such that £,” < ¢, in particular we pick ¢,” = ¢,. Then by
induction hypothesis, -; 2; £, + t] : Refy S; where Refy S; <: Refy Sy and -; 2’ + p’. Then by

(Sf).t | =5 ¢/ | 4 and:

2 6e Ft] s Refp Sy
5l I S vl

(Sderef)

but S; v ¢’ <: S; v € and the result holds.
Case (Sasgn). Then t = t; := t; and

Xl bt Refp Sy 3l Fiy: Sy
52 <: Sl fc v{< labeI(Sl)
2 =1y Unit

(Sasgn)

By induction hypotheses, one of the following holds:

(1) t; is a value. Then by Canonical Forms (Lemma B.6), and induction on #; one of the following
holds:
(a) t; is a value. Then by Canonical Forms (Lemma B.6)

Kr
tlp — |y

tr ’ ’
tlpr—t'|p
and by Prop B.5, ;2; €. + 1’ : S’, where S’ <: S and ;3 + ', therefore the result holds.
o
(b) tp | p V> t; | ' for all £,” such that ¢,” < €., in particular we pick £,” = ¢,. Then by
induction hypothesis, ; 2’; ¢,  t; : S; where S) <: S; and ;X' + pt’.
[r
Then by (Sf), ¢t | g+ t1:= 1t} | p’. As S} <: S5 <: Sy, then:
2 €e + 1y s Refp S; 525l 10 S
Sé <: 51 fc v{< labeI(Sl)
52l F 1y =ty Unity

(Sasgn)

and th[e result holds.
(2) t1 | p +> t] | y’ for all £,” such that £,” < €, in particular we pick ¢,” = ¢,. Then by
induction hypotheses, -;2’; €. +- t{ : Refy S1, where Refy Sy <: Refy Sy and ;2" + p’. Then

fr
by Sf),t|p+—t] =t | p'. Ast’ < Lthen{, v’ < € v { < label(S;), and therefore:
52 leFt] i Refpr S1 5l H1 1S,
Sz <: Sl fc Vf/ < Iabel(Sl)
25 0c F ty =ty : Unit

(Sasgn)

and the result holds.

B.2 SSLgef: Noninterference

In this section we present the proof of noninterference for SSLgef. Section B.3 present some auxiliary
definitions and section B.4 present the proof of noninterference.
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2k <f1,’01,y1> zlgo <€2,Z)2,,uz> S = O e, O ANY F H1 zlgo H2 A6 Foj :S{,Sl{ <: S,

A (ongO(fi,S) = obsRelfz‘zo(fl,vl,yl,fg,,vz,,ug))

obsReli"z (61,01, 1, b2, 02, i2) & (rval(vy) = rval(vy)) if S € {Booly, Unity, Ref, S}

o .
ObSRe%:?;—VSZ(fl,Uhﬂlyfz, Uy, plp) & Vj < k.VE C 33k (61,01, p1) %jgo (2,03, p13) : S1,

2k (b1 vf, )~y (L, 2 V3 ) C(S2 Y 9)

R <€1,t1,,u1> %]EO (fg,tz,,uz) : G(S) — 0 e, O AN F Hi %]EO Ho A 3l bt :S{, S; <:§,Vj< k
f,’ i —j
(ti 1 =5t i = T3 v pf 7 g

. ’ ’ 77 k—j )
(irred(t;) = =" F (b1, t1, p1) zl,oj (€2, 5, 13) :S))

DN zlgo o &=  XFp AV, =g, L2,] < k,Yo € dom(py) N dom(pz)
2+ (l1 p1(0), ) =y, (L2, p2(0), piz) = 2(0)
1 e, 12 — Obsgo(f,‘) \Y% ﬂobsgo(fi)
o1 —>pz &= dom(u1) C dom(yz)
obsg (£,S) &=  obsg (£) Aobsg, (label(S))
obs () = (<

Fig. 32. Security logical relations

B.3 Definitions
To define the fundamental property of the step-indexed logical relations we first define how to
relate substitutions:

Definition B.7. Let p be a substitution, I and ¥ a type substitutions. We say that substitu-
tion p satisfy environment I' and 3, written p |= I;%, if and only if dom(p) = T and Vx €
dom(T'), V&, T; 354, + p(x) : S, where " <: T(x).

Definition B.8 (Related substitutions). Tuples ({1, p1, 1) and
(€2, p2, 112 are related on k steps, notation I'; = + (€1, p1, p11) z’;o (o, p2, pi2), if pi FTZ, 2 F 1 z’go
1y and

Vx € T.X F (€y, p1(x), p1) zlgo (2, pa(x), pa) : T(x)

B.4 Proof of noninterference
LEMMA B.9 (SUBSTITUTION PRESERVES TYPING). IfT;3; €+t :Sandp |=T;2 thenT;Z;€ + p(t) :
S" and S’ <: 8.

Proor. By induction on the derivation of I';Z; £ + t € S. m]
LEmMA B.10. Consider stores iy, 2, i, [ty such that p; — pii, and substitutions p, and p,, such that

;3 F {1, p1y ) zﬁo (Ca, pa, i), then ifVj < k,if S C 3/, 3 + pj zjgo uy thenT; 3 v (€1, p1, p1}) z}o
(2, p2, p13)
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Proor. By definition of related computations and related stores. The key argument is that given
that p; — p then p} have at least the same locations of y; and the values still are related as well
given that they still have the same type. O

LEMMA B.11 (SUBSTITUTION PRESERVES TYPING). IfT;3;€ Ft:S thenV{' <, T;3;¢" <{:S.

Proor. By induction on the derivation of I';Z; £ - t € S. O

LeEMMA B.12 (DowNWARD CLOSED / MONOTONICITY). If
(1) 2+ by, 01, 1) zlgo (€a, v, p12) : S then

Vi <k X2+ (6,01, 1) zjt.,o (Ca, 09, p12) = S
(2) 2+ (b, t, 1) z’go (Ca, ty, pr2) = C(S) then

Vi < kS F (Ct) &) (G ta piz) : C(S)
3) 2+ z’;ﬂ po thenVj < k,2 F iy zéo Ha

Proor. By induction on type S and the definition of related stores. O

LemMA B.13. Consider simple values v; : S; and

Sk (b, o1, ) =, (Co, 02, fi2) S
Then

S k(0 (01 v 0, ) ~5, (G (V2 v ) piz) = Sy L

Proor. By induction on type S. We proceed by definition of related values and observational-
monotonicity of the join, considering that the label stamping can only make values non observable.
O

LEMMA B.14 (REDUCTION PRESERVES RELATIONS). Consider 3;¢; v t; € T[S], p; € STORE, 3 + p;,
and X + [ z’ga Ua. Consider j < k, posing t; | i AN Tt | pl, = € 3,3 F pl we have
S k(i) X5 (G, ta, r2) : C(S) if and only if 37k (0, i)~y (b, 5, )+ C(S)

Proor. Direct by definition of
Tkl b, ) zlgu (€a, s, u3) : C(S) and transitivity of ) |

LeEMmMA B.15. Consider term 3;{ v t : S, store i and j > 0,
¢ .
such thatt | p +—Jt' | p’. Then p — p’.
Proor. Trivial by induction on the derivation of t. The only rules that change the store are the

ones for reference and assignment, neither of which remove locations. O

LeEmMA B.16. Suppose that 3 + (€1 v €], t1, pi1) z’{fo (2 v €5, ta, pi2) = C(S), and that €; + protgg(t) :
SINC, Syt <: Sy L fori e {1,2}. If 6, = b, and £] ~§ €3,
then 3 + ({1, prOtgi(tl)»,LH) z’éo (€, prota(tg), H2) 1 C(Sv E)

Proor. Consider j < k, we know by definition of related computations that
til g —

then ] z]t;o 1y, and by Lemma B.15 p; — pf. If t/ are reducible after k — 1 steps, then the result
holds immediately by (Rprot()). The interest case if ¢] are irreducible after j < k steps:
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Suppose that after j steps t/ = v;, then X' + (£ v €], v1, 1) zl;;j (€2 v £, 02, p3) = S, for some X’
such that ¥ C 3.
Therefore:
proty (t:) |
RN prots, (vi) | 4
FH 1 @i e |
Let us suppose X'; €; + v; : S;’, where S’ <: S} <: S. ThenX';¢; F vy v} : S/'v{], and S]’ v{] <: Sv .
If —obs¢, (¢; v ¢}) by monotonicity of the join either —obs,, (£;) or —obs,,_(£;). If —obs¢, (£}) then
—obsg, (S v ¢}) and the result holds. If —obs,_({;) the result holds immediately. If obs;, ({; v £}, S)
then obs,_({;, S v £}), then the result follows by Lemma B.13, and by backward preservation of the
relations (Lemma B.14).
O

LemMmaA B.17. Consider £, such that ~obsg, (), then then Vk > 0, such that, ;¢ +t:S,Z+ p
tp rL kys | @', then V¢,

(1) Yo & dom(y')\ dom(y), ~obsy, (€', ' (o).

(2) Yo € dom(p") N dom(p) A p’(0) # p(0), obsg, (label(2(0))) .

Proor. We use induction on the derivation of ¢. The interest cases are the last step of reduction
rules for references and assignments.

Case (t = og7:=v). We are only updating the heap so we only have to prove (1) and (2). Then

opri=v o unity | o @y (€ €7)]

Next we have to prove that obs,, (label(2(0))) is not defined. As X;{ + ¢ : S, then we know that
£ v {" < label(2(0)), and as —~(obs¢, (£)) by monotonicity of the join the result holds.

Case (t = ref> v). We are extending the heap, so we need to only prove (1). Then

refS v | p |i>oJ_ | plo— (v v )]

where o ¢ dom(p1). We need to prove that obsg, (label(v v £)) does not hold, which follows directly
by monotonicity of the join.

LEmMA B.18. Consider £, such that obs¢,({) does not hold, then then Vk > 0, such that

¢
0 Ft;: S;, and thatt; | p; +—> *t] | pl, then if 3 + z’go Ua, then 3/ + pf z’go g, for some ¥’
such thatX C X' and that ¥'; € v t] : S], where S} <: S;.

Proor. By Lemma B.17 we know three things:

(1) Yo € dom(u})\ dom(u;), obse, (€, 11;(0)) does not hold, i.e. new locations are not observable
and therefore as 2’; € + pj(0) : S and S <: ¥’(0), then —obs, (label(3(0))) .

(2) Yo € dom(u}) N dom(u;) A pi(o) # p(o), ~obsg, (label(2(0)))
i.e. for all updated references they have to be previously not observable, and by definition
therefore related, and second they are still non observable after the update, and by definition
those locations are still related under ¢ because X(0) = %’(0).

Therefore 3’ + pf z’go 5 and the result holds. O
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LEMMA B.19. Supposethat;{; v prot, (t;) : S" v ], S"vE; <: S fori € {1, 2}, where ~obs,, (€;v¢}).
Also consider two stores y1; such that 3 v+ zzgo L.
Then 3 + ({1, prot{;i(tl), 1) z’go (€, protfé(tz), ta) : C(S)

Proor. Suppose that after at least j more steps, where j < k, both subterms reduce to a value :

A4
tlw — 7 vy
Therefore:
prot(;;(t) |y
{)i .
—/ Pmtg;.(vi) | pi
>

@i v &) | i

As the values can be radically different we have to make sure that both values are not observ-
ables. If —obs, (¢;) then the values are not observables because the security context is not ob-
servable. Let us assume that obsg, ({;) holds, but obs,_(£;) not. Then by monotonicity of the join,
—obsg, (label(v;) v ¢;) and the result follows.

Now we have to prove that the resulting stores are related, for some ¥’ such that ¥ C ¥’. But by
Lemma B.18 the result follows immediately.
O

Next, we present the Noninterference proposition.
PROPOSITION A.5 (SECURITY TYPE SOUNDNESS). IfI; %0, Ft:S] = VS,S; <: S, I;%4. =t :S
Proor. We proceed by proving a more general proposition instead:
K36 Ft:S],S] <: S, then Vy; € STORE, X + p;, and Vk > 0,Vp; € SUBST, I 2 + (€4, p1, pi1) z’go
(Cas p2s p2) , we have 3+ (61, pi(0), 1) =5, (€a, p2(t), pi2) = C(S).
By induction on the derivation of term ¢. Let us take an arbitrary index k > 0.
Case (x). t =xand I'(x) = S. ;3 + (€1, p1, 1) zlgo (€, pa, pi2) implies by definition that
S+ (€1, p1(x), 1) zlgo (€2, p2(x), o) : S, and the result holds immediately.

Case(b). t = b,. By definition of substitution, p;(by) = p2(by) = by. By definition, X + (£1, by, 1) z’go
(€2, by, p2) : Bool, as required.

Case (0). t = o4 and X(0) = S, where S = Refy, S;. By definition of substitution, p;(oy,)
p2(0g,) = 04,. We know that X; €; + oy, : Ref, S;. By definition of related stores, X + ({1, 04, fi1) =
(€2, 04,, j12) : Refy S as required, and the result holds.

o

" 44 [
Case (A). t = (Alex : Si.t1)e. Then S} = S|— ¢ S},, and S = S;—¢S,, where 5’ <: S.
By definition of substitution, assuming x ¢ dom(p;), and Lemma B.9:
Y o
[;5:6; F pi(t) =T3¢5 + (/lgcx :S1.pi(t1))er : S;— 'S}y
where S}; <: S;. Consider j < k, p1, pj such that y; — pjand X2 C " 2" + g zéo Uy, and assume

two values v; and v, such that 3’ + (€1, vy, p7) zéo (2,02, 15) = Sy
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We need to show that:
B (G, (x s Spu(t))e v, )
~ (6 (A%x S pa(t))e v ) C(Sy)
Then:
(Ax s SLpi(t)er i | 1]
K prot (o /xpi () | 4
6 ,
> proty([vi/x]pi(t)) | pi
We then extend the substitutions to map x to the arguments:
pi = pi{x — vi}
We know that 2’ + ({1, vy, p7) zjt-,o (2,02, 5y + S1. So as p; — pf then by Lemma B.10, T, x :
S propy) 2y, (Cos Pos 1)
By Lemma B.9, T'; 375 €/ + pi(t1) : Si5 where S5 <: S}, <: Sz. We know that €; v ¢’ < £/, therefore
by Lemma B.2, T'; 3/;¢; v € + pi(t1) : Sj5. Then by induction hypothesis and Lemma B.12:
Sk Pt ) &) (G Pt ) < C(Sy),
Finally, by Lemma B.16:

- X E (b, prot, (pi(t), pi)
~y, (G prote(py(t)), p3) = C(S2)

and finally the result holds by backward preservation of the relations (Lemma B.14).

Case(!). t =!t’, where %;{; + t" : Refsr S;, where S v €]’ <:S=S5;v (.
By definition of substitution:

pi(t) = 1pi(t’)
We have to show that
Z k(G pi(t), 1)
~p (G it p2) = C(S)
By Lemma B.9:
Sk 1pi) : Siv

where ¢} < ¢}’ < {. By induction hypotheses on the subterm:

S F A, pr(t'), ) X5, (Cau pa(t)), o) : C(Ref¢ Sp)

Consider j < k, then by definition of related computations

’ i gy ’ ARNYS ’ AN ’ ’ ’ro -Jj o
pit) | i V=t g = T C X3 kg z’;of wyA(irred(t])) = X' F (04, t], 1) z’;of (€a, 1), 113) : Refy Sy)
If terms t; are reducible after j = k — 1 steps, then
b
pi(t) | i 71t} | pj and the result holds.

[i =
If after at most j steps ¢/ is irreducible it means that for some j* < j, Ip;(t) | i +— 7lo; | pi. If
Jj' = j then we use the same same argument for reducible terms and the result holds.
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Let us consider now j* < j. Then X’ + ({1, vy, pf) zlg;j, (€2, V2, ) : Refy S1. By Lemma B.6, each v;
is a location o;;, such that 3'(0;¢;) = Ref; Sy and €] < ¢’. Then:

i o
pi®) | g =7 o | g

i
— 1 protfg(vi') | pf

with €] < €}, v] = ,u,f(o,:g;), As 3+ (b, v1, 41) z’;o_j' (€3, Vg, i3) : Refy Sy, then by By monotonicity
of the join either both obsg, (£]) or —obs¢, (¢}). Finally as X’ + (€1, v], p1) zlg;j/ (€2, 05, 15y + S1, by
Lemma E.60,
- Xk (b, proty (v1), pp)
~y, (G2 proty (v3), ) : C(S1v 0)
and finally the result holds by backward preservation of the relations (Lemma B.14).

Case (:=). t = t;:=t;. Then S = Unit, .
By definition of substitution:

pi(t) = pi(t)=pi(tz)
and Lemma B.9:

30 v pi(t):=pi(t2) : Unity
We have to show that
Sk (b, pr(t):=pate)s pa)
2 (Cos pa(tr):=pa(te), pz) = C(S)

By induction hypotheses
2k (b, pa(tr), 1) z'éo (€2, pa(t1), p2) = C(S1)

Suppose j; < k, and that p;(t;) are irreducible after j; steps (otherwise, similar to case !, the
result holds immediately). Then by definition of related computations:

k—j1

¢;
pilt) | i = T0p |y = S C LS by g AT (o) <5 <€z,vz 1) : Ref Sy

By Lemma B.15 p; — pf, and p} = k i

By induction hypotheses:

' (b, pa(t), puy) zlgco (3, pa(tz), pi3) = C(S2)

Again, consider j, = k — ji, if after j, steps pi(t2) is reducible or is a value, the result holds
immediately. The interest case if after j; < j, steps p;(t) reduces to values v/

Ci i i
put™) L W5 ol | = 37 €S el TR A e (vl <R o)

Then

b oL
Pi(ts) | Ui ,_)11+jzvi:=z)l{ | ﬂ TAS "/J k —ji=J3 ﬂé/

As both values v; are related at some reference type, then by canonlcal forms (Lemma B.6) they
both must be locations oig, for some S7 <: S;. We consider when the values are observable and the
locations are identical (otherwise the result is trivial):

J 17
vi=v; | ]
— Jp—— 14
= Og;_.—U | Hi
1

¢ )
1 unity | g

1t} then by Lemma E.41, 37 + (€4, p1, p1]) =5 7 (€5, pa, pih).

Sy
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Where pi” = pl’lo — (0] v (& v )] As 7 v (&1, 01, uy) z];;jrjé (€a, 05, 1y = Sy, and as
C; v €] < label(Sy), where ¢ < ¢, and label(v]) < label(S;), then 2”;¢; + v} v (€; v €}) : " and
S’ <: 1. Then by monotonicity of the join Lemma B.13,
7 F (G, (vp v (Gv D), pt')
k_' ~Js ’ ’ "
2 (b vy v (Lo v 8)) )
But if —obs,,_(£;) then by monotonicity of the join —obsg, (v} v (¢; v £})). Therefore, Y¢;" such that
ok, o
e Gy D)
~e G v (L ), 1)

As every values are related at type Unit, we only have to prove that " + pf” zIZO_J 13 uy”, but
using monotonicity (Lemma E.47), it is trivial to prove that because either both both stores update
the same location o to values that are related, therefore the result holds.

Case (ref ). t = ref>! t51. Then S = Ref, S;.
By definition of substitution:
pi(t) = ref* pi(t')

and Lemma B.9:

£ v refSt pi(t') : Ref, S
We have to show that

3k (b, refS py(t'), 1)
~F (o ref p(t'), ) 1 C(Sy)

As %0 + pi(t') : S] where S} <: 1, by induction hypotheses:

Skl pr (), 1) =, (Lo pat). ) = C(S1)
Consider j < k, by definition of related computations

N ’ —J A —-Jj
pi )| i — It | g = ZTCELE Ry zl{foj psA(irred(t)) = 3" v (01, 8], p11) zlzoj (€a, 5, 3y + S7)
If terms ¢/ are reducible after j = k — 1 steps, then
f,‘ -
refSt pi(t') | i +— Jref: t] | p} and the result holds.

fi -
If after at most j steps ¢/ is irreducible, it means that for some j* < j refSt pi(t) | pi — 7 ref1 v, | Ui
If j* = j then we use the same same argument for reducible terms and the result holds.
Let us consider now j’ < j. Then:

&
p®) i F I eS| g
l;
N Ny

with, p/ = pilo = (v; v €;)]. Also,as 3 + (€1, vy, 1) %Z_j/ (€2, vz, p3) + S1,then 2" + ({1, vy, py) ”Z_j,
(Ca,v2, 3y = S1, with 2 = ¥’,0 : S;. And as label(v;) v €; < label(S;),then by Lemma B.13,
27 (01 v by, py) z];;] (€2, v2 v o, p15) = Sy.

If —obs,, (¢;) then by monotonicity of the join —obs,, (label(v] v ¢;)) and —obs, (label(X"(0))).
Therefore, V¢;” such that £’ zlgo €3 (0 vr v €y, py) zl;o_j (3, v2 v €3, ) + S1. By definition of

related stores " —pf’ zlgo_j / . Then by Monotonicity of the relation (Lemma E.47) 2" —py’

k—j'-2
%,
p/ and the result holds.
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Case (®). t =1 ®; 1ty

By definition of substitution:
pi(t) = pi(t1) &; pi(tz)
and Lemma B.9:
8+ pi(t) @; pi(tz) + S”
with S} <: §] <: S. We use a similar argument to case := for reducible terms. The interest case is
when we suppose some j; and j, such that j; + j, < k — 3 where:

Ci k—j k—j
pit) | i Vo | pf = ZCELE Rl m Ty AS (G o, 1) 2 (G v 1) < S

. K—ii—i i1 —i,
’ i ” ’ "o 1w k=j1=j2 1 ’” m\  k—ji—j 20
pilt2) | pi ¥ o | i = 2T C BB b pf T p NS (G vna, i) R (G v, 1) 1 S

o

By Lemma B.6, each v;; is a boolean (b;;)¢,; then:
O
22 (bi)e, @ (biz)es, | 1Y
—! (b | pff
with b; = bj1[@®]biz, €} = €i1 v Liz, and €] < label(S}’) < label(S). It remains to show that:

S, (0)e 1y = T (b ey iy < S

If —obs,, (£;), then the result is trivial because the resulting booleans are also related as they are
not observable.

If obsg, (¢;), and —obsg, (£7;) or —obsg, (£},), then by monotonicity of the join, —obs,, (¢7) and the
result holds. If obs, (¢;;) then obs,, (£]) and therefore b1y = by and by, = by, s0 by = by, and the
result holds.

[ci [ci KC
Case (app) t =1t ty, with il bty Si1—>g;_512, and il bty Sl,{ Also Si1—>g;_S,'2 <: §51—¢S,,
and S = S,.

By definition of substitution:
pi(t) = pi(t1) pi(t2)
and Lemma B.9:
il v pi(ty) piltz) = Sy
with S}, <: S;3 <: S;. We use a similar argument to case := for reducible terms. The interest case

is when we suppose some j; and j, such that j; + j, < k where by induction hypotheses and the
definition of related computations:

i k—j k—j
pilt) | i ¥ o [ pf = ZCELE Rl mp Ty AS (G o, 1) T (G v, 1) < S
i i L
pi(t2)| /ll{ —s JZ'UiZ | ﬂ;/ — 2/ C 2//’2/ - ,uil z[011 J2 ,ué’/\Z” E <51,012,,U{/> zfojl J2 <€2’ Va2, ,Uél> 352

Then

o ..
pi®) | pi ¥ v v |
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If obs¢, (¢;, vi1) then, by definition of =, at values of function type, we have:

3k (L, (011 v12), 1)
k=ji=j ”
’Nvt’oh 2 (b, (Va1 va2), ) - C(S2 v 0)
Finally, by backward preservation of the relations (Lemma B.14) the result holds.

If —obsg, (£;, vi1), and we assume by canonical forms that v;; = (Ag/cix.t,-)g/i/ then, either —obs, (¢;)
or —obsg, (¢]") and

(i1 viz) | Y
= ((A[éix-ti)t”; vi2) | pf’
boprote () | py
If either —obs,, ({;) or —obs,,_(£;’) then by Lemma B.19,
Xk (lprotyy (). )
e TRl prot g (1), 1) s C(S2 v €)

Finally, by backward preservation of the relations (Lemma B.14) the result holds.

l;
>

Case (if). t = if t; then t; else t5, with 2;€; F 1 : S1, 2507 F 2 : S, 2507 F t3 1 S3, €] = £; v label(Sy),
and S’ =5; VS <: S
By definition of substitution:
pi(t) = if pi(t1) then p;(t;) else p;(t3)
We use a similar argument to case := for reducible terms. The interest case is when we suppose
some j; and j; such that j; + j, < k where by induction hypotheses and related computations we
have that:
i ’ AR, y k—j1 ’ ’ k—j ’
pilt) | pi = Ton | pf = B CELE b pp A g AR (G o, ) R (G van ) S

By Lemma B.6, each v;; is a boolean (b;;),
implies S; = Bool;. Then:

such that X’;¢; + (bj1)e,, : Boolg,, and Boolg,, <: S,

i1?

fi 3 . ’
pi(t) | i > 7 (bin)e,, then pi(ty) else pi(ts) |

Let us consider —obsg, (;, (bi1)¢,,)- Let us assume the worst case scenario and that both execution
reduce via different branches of the conditional.
Then

t; ’
pi(t) | p +— I *2prot, (pi(t2)) | 4
6 ’
pa(t) | po F— ]1+2Pr0t521(P2(t3)) | 12

But because —obs,_ (£}, (bi1)e,, ), then either —obs,, (£;) or —obs,_({;1) and therefore, —obs,, (£; v {;1).
Then by Lemma B.19,

3+ (b, prot,, (p1(t2)), 1) zlgu (€2, proty, (pa(t3)), py)

and the result holds by backward preservation of the relations (Lemma B.14).

Now let us consider if obsg, (£;, (bi1)¢,,) holds. Then by definition of ~;, on boolean values,
b11 = byy. Because by; = byy, both py(t) and p,(t) step into the same branch of the conditional. Let
us assume the condition is true (the other case is similar):
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Then by induction hypothesis =’ + ({1 v €11, p1(t2), 1) z’lfo (Ca v 21, p2(t2), 13) : Sz, and by
Lemma B.16,
3"k (€1, prot,, (p1(t2)), y) =5, (Cas proty, (pa(t2)), p5) = S
and the result holds by backward preservation of the relations (Lemma B.14).

Case (prot()). Direct by using Lemma B.16.

C GRADUALIZING THE STATIC SEMANTICS

In section C.1, we show the proof of optimality and soundness of the abstraction. In section C.2,
we present the proof for the Static Gradual Guarantee.

C.1 From Gradual Labels to Gradual Types
ProprosiTION C.1 (o 1S SOUND). If?i 0 thenl C y(a(?)).

Proor. By case analysis on the structure of £.If £ = {£} then ya{€}) =y) ={t} = ¢,
otherwise R
y(a(€)) = y(?) = LABEL 2 ¢. O
ProrosITION C.2 (o 1s OPTIMAL). If?g v(g) then a(?) Cg.

ProOF. By case analysis on the structure of g. If g = €, y(9) = {£}; rc{e},t+0 implies
alf)=a{t})=€C g (if€ =0, a(f)is undefined). If g = ?, g’ C g for all g’. O

PROPOSITION 6.4 (o 1S SOUND AND OPTIMAL). If € # 0 then,
(i) £ < y(a(0)).

(i) If€ C y(g) then a(f) C g.

Proor. Trivial using Prop C.1 and C.2. O

ProposITION C.3 (ats 1S SOUND). If§ valid, then S C ys(as(g)).

Proor. By well-founded induction on S according to the ordering relation S C S defined as
follows:

dom(S)c S

cod(S) = S
Where ;i;r\n, cod : P(GType) — P(GTyPE) are the collecting liftings of the domain and codomain
functions dom, cod respectively, e.g.,

dom(S) = { dom(S) | S€ S} .
We then consider cases on S according to the definition of ag.
Case ({ Booly, }).
ys(as({ Boolz, 1)) = ys(Bool. 7))
= {Bool¢ | € € y(a({{i }))}

2 {Boolg, } by soundness of a.
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Case ({ Sii—¢,Siz2 })-

ys(as({ Si50,55 1))

= ys(as((3a D™ o as3a )

— @) -
=ys(as({Sin}) — y(a({fi}))YS(aS({ Si2 }))

2 {Silﬁ)&-siz }
by induction hypothesis on { S;; } and { S;; }, and soundness of «.
Case ({ Refy, 51,
ys(as({Refz, Si })
= ys(Ref (7, as({Si 1)
= {Refe S| Cey(a({€:}),S € ys(as({Si})}
2 {Refy, Si}

by induction hypothesis on { S; } and soundness of a.

ProrosITION C.4 (a5 1S OPTIMAL). If§valid and S Ys(U) then a5(§) CU.
Proor. By induction on the structure of U.

Case (Bool,,). y5(Bocﬂg) = {BoolgAI tey(g)} R R

So S = {Boolg | £ € £} for some ¢ C y(g). By optimality of «, a(€) E g, so as({ Bool, | £ € £}) =
Boola(?) C Booly.

Case (Uy = V). ys(Ui~554U) = ys(U)™2S, oy s(U).

~ Ce: _
SoS = {Sli_)giSZi }, Wlth {Sli } - }/S(Ul):
{S1:} S ys(W), {€c; } € y(ge)and {€¢; } € y(g). By induction hypothesis, as({ S1; }) T U; and

b~ - - fci
as({S2i }) E Up, and by optimality of &, a({ £, }) E ge and a({ {i }) E g. Hence as({ S1;i—>¢,S2i }) =

— (T ) — ge
as({51:}) — ez pas({Sai }) E U—,4Us.

Case (Ref, U). ys(Ref, U) = {Ref, S| £ € y(g),Se€y(U)}

SoS = {Refy S| €€ 0,8 e {S;}} for some {S;} € ys(U) and some rc v(9). By induction
hypothesis as({S; }) T U and by optimality of a, a() C g,50 as({Ref S| Let,Se{S;}}) =
Refa(g) as({S;}) C Refg U.

PROPOSITION A.9 (s 1S SOUND AND OPTIMAL). Assuming§ valid:
(i) S C ys(as(S)) (i) If S € ys(U) then as(S) E U.

Proor. Trivial using Prop C.3 and C.4. O
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C.2 Static Criteria for Gradual Typing
In this section we present the proof of Static Gradual Guarantee for GSLgey.

PROPOSITION 4.2 (STATIC CONSERVATIVE EXTENSION). Let ks denote SSLre’s type system. Then
for any static language term t € TERM, -;3;{; bs t : S if and only if ;3; €. F £ : S.

Proor. By induction over the typing derivations. The proof is trivial because static types are
given singleton meanings via concretization. O
Definition C.5 (Term precision).

tc  glT gl
gEyg’ gCyg’ ucul gcyg’
[

Px)——=>— (Pb) (Pu) : : ®2) ; 7
xCx by C by unity C unity (Mex - Up.t)g C (Mex - Ul.t) g
tCct Cg’ HCt LTt HECt LTt
(Pprot) = =9 _ Po ! — 2 (Papp) ! =7 :
prot, (1) £ prot,(&') HOLLCH Ot Tt
o tEt HEH hCh by tCH  UCU’
1 o — —
(Bif) if t then t1 else tp C if t’ then t; else t» (=) tzyuCct U’
_— c C 4 nhEt HLCt
(Pref) tE? v _,U (Pderef)t_it, (Pasgn) 1 n ,2
refU ¢ C refU’ ¢/ ItClt ty:=tp C t{:=t

Definition C.6 (Type environment precision).

rcr’ uvcvu’
.CE. Ix:UCI,x:U’

LEmMMA C.7. IfT559c -t :U andT E 17, thenT’; ;9. -t : U’ for someU C U’.

Proor. Simple induction on typing derivations. O
Lemma C8. IfU; < Uz and Uy E U and U, C Uj then Uy < Uj.

Proor. By definition of <, there exists (S, S;) € yz(Ul, U,) such that S; <: S;. U; E U/ and
U, C Uy mean that y(U;) C y(U/) and y(U,) C y(Uy), therefore (S;, S,) € y*(U{, Uy). O

LEMMA C.9. If g1 v g2 < 93, 91 C 91, g2 T g5 and g5 C g3, then g{ v g; < 5.

ProOF. By definition of the consistent judgment, there exists (1, €2, {3) € y>(g1, g2, g3) such that

Gyl <ls.91 £ g1, 9: € g; and g5 T g5 mean that y(g1) < y(91), y(92) < y(g3) and y(g5) < y(g5)
respectively. Therefore (€1, {2, €3) € y*(91, 92, 93)- o

LEmMMA C.10. If g1 < g2, g1 C 9] and g, C g3, then g| < g;.
Proor. Using almost identical argument of Lemma C.9 O

PROPOSITION 4.4 (STATIC GRADUAL GUARANTEE). Suppose gc1 E gez and ty C t.
If;559c1 v t1: Uy then ;-5 gca F ta : Uy where Uy E Us.

Proor. We prove the property on opens terms instead of closed terms: If T'; ;9.1 + 1 : Uy,
Jge1 Egepand ty C ty then T+ 9.2 F tp : Uy and Uy E Us.
The proof proceed by induction on the typing derivation.

Case (Ux, Ub, Uu). Trivial by definition of C using (Px), (Pb), (Pu) respectively.
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Case (UA). Then t; = (A%ex : Uj.t)y and Uy = Ul’g—c>g U;. By (UA) we know that:

Ix:U/;59 v t:U)
U Lo 2 (1)

T35 ger b (A%ex : Uf.t), Ulli’gUz,

Consider g.; such that g.; T g.2 and t; such that #; T t,. By definition of term precision f, must
have the form ¢, = (1%x : U/".t"); and therefore

tCt’
9.Cg) ULCU’" gCy¢

(Mex 1 U{.t), © (Mex : U )y

U (2)

Using induction hypotheses on the premise of 1, T',x : U{;;9c2 + t' : Uy’ with U, E U;’. By

Lemma C.7,T,x : U/’;-;9c2 + t' : Uy” where Uy’ £ U,”. Then we can use rule (UA) to derive:
Lox: U590 vt/ Uy

”

1" g(]
L5590 b (Aex 2 Ul ity - Ul'— o Uy’

Uy

Where U, C U,’. Using the premise of 2 and the definition of type precision we can infer that

e 9
’ ’ 124 1244
U —,U, C U — U,

and the result holds.
Case (Uo). This case can not happen because initial programs do not contain locations.
Case (Uprot). Then t; = protg(t) and U; = U v g. By (Uprot) we know that:

l“;igmvgl—t:U

(Uprot) —
5+ 9e1 Fproty () : Uv g

(3)

Consider g, such that g.; E g.2 and ¢, such that #; T t,. By definition of term precision t, must
have the form , = prot (') and therefore

tCt' gCyg

P
(Pprot) prot,(t) C prot,, (')

4)

By definition of join on consistent labels, g.; ¥ g T ge2 v ¢’- Using induction hypotheses on the
premises of 3, we can use rule (Uprot) to derive:
Ti59cvg FE U

(Uprot) 5 =
I35 9c2 Fprot, (') : U v g

For some U’, where U C U’. Using the premise of 4 and the definition of join we can infer that
UvgCcU' vy
and the result holds.

Case (U®). Thent; =t{®t;and U; = Bool(ql~q2). By (U®) we know that:

N2

T;+9c1 F 8] : Bool I'55 ge1 F 13 : Bool
Ue) - : 571, ’ - : - ©)
Iisge bty @ty Boo[(gl\N/Hz)
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Consider g.; such that g.; T g.2 and t; such that #; T t,. By definition of term precision f, must
have the form t, = t;” @ t}’ and therefore

HEt  HCt)
HoL Tt @ty

) (6)

Using induction hypotheses on the premises of 5, we can use rule (U®) to derive:
[+ 9c2 F 1] 2 Boolyy  T;+59c2 k85 : Booly
I 902kt @ty : Bool

Ue)
(97V93)
Where g; C g;" and g; C g;'. Using the premise of 6 and the definition of type precision we can
infer that _ _

(91 v 92 E (91" v g95)

i E ",
BOOI(mvgz) BOO[(91 Yg7)

and the result holds.

Case (Uapp). Then t; = t] t} and U; = Uz v g. By (Uapp) we know that:

e
T;-;gcl F t{ : U11—>9U12 F;~;gcl F té : UZI

Uy s Un IV g1 < 9.
Lis9a bttty :Unvyg

(7)

(Uapp)

Consider g.; such that g.; T g¢.2 and t; such that #; T t,. By definition of term precision #, must
have the form t, = ¢’ t;’ and therefore

HCt Loty
Hy oty

(8)

(Papp)

. . . 9¢
Using induction hypotheses on the premises of 7, I'; s gca + £ : Uj;——¢ U, and T'; 5 gea + 5 2 Uy’

’ "

gc gc I . .
where U, C Uy’, Ujy— 4Uiz E Uj;— 5 Uf,. By Lemma C.8, U,” < Uy;. By definition of precision of

types, 9, C g/ and g C g¢’, therefore by Lemma C.9, gm'. Then we can use rule (Uapp)
to derive:

”

gC
L5590t U —gUl,  Tisgebty Uy

Uy" < Ujy 9’ V92 < g/
Lssgee bt t UL v g’

(Uapp)

Using the definition of type precision we can infer that
UzvgCU,vy
and the result holds.

Case (Uif). Then t; = if t then t] else t, and U; = (U v Uy) v g. By (Uif) we know that:
T559c1 k¢t Booly

Li59avgrt U Tisgavghbib:Uf

T;5 901 Fif £ then ] else £ : (U] v UDvg

Consider g.; such that g.; T g.2 and t; such that t; T t,. By definition of term precision f, must

have the form ¢, = if t’ then t{’ else t;" and therefore

tCt’ HEt Lot
if t then t] else t; C if t’ then ] else t;

(Uif)

©)

(Pif) (10)
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Consider any ¢’ such that £ © ¢’. As g¢1 v g € ge2 v ¢’ then we can use induction hypotheses on
the premises of 9 and derive:

I';59c2 + t': Booly
Tis9cavg F8 U Tisgevg' vty Uy
T;-gc0 Fif t then t] else ) : (U Y UJ) v g’

(Uif)

Where U] C U/” and U; C U,’. Using the definition of type precision we can infer that
U VU)V9 T UV )V g
and the result holds.
Case (U::). Then t; = t :: Uy. By (U::) we know that:
I59aFt:U) U sU
;90 bt U 2 Uy

Consider g, such that g.; C g.2 and t; such that t; C t,. By definition of term precision #; must
have the form t, = t’ :: U, and therefore

(U=)

(11)

Ct C
Tt (12)
t:UCt =U,
Using induction hypotheses on the premises of 11, T'; ;g + t’ : U] where U/ E U,. We can use rule
(U::) and Lemma C.8 to derive:

(P::)

[559ckt U Uy <U;
T;590kt Ut Up

(U=)
Where U; C U, and the result holds.
Case (Uref). Then t; = refV t and U; = Ref, U.By (Uref) we know that:
T;ugakt:U U/ U < label(U
(Uref) Ie1 1 1 = Je1 ) (13)
T;59c1 Fref” t:Ref, U

Consider g., such that g.; T g.2 and t; such that #; T t,. By definition of term precision f, must
have the form t, = ref’ ¢’ and therefore

’ ’
ereny LEY UEU (14)

refU t CrefV ¢/

Using induction hypotheses on the premises of 13, we can use rule (Uref) and Lemma C.8 and C.10
to derive:

T;5ge bt U U’ <U ges < label(U)
T;590F refU" ¢ Ref, U’
Where U C U’ and U C U/”. Using the the definition of type precision we can infer that

UCU
RefJ_ UcLC RefJ_ U’

(Uref)

and the result holds.

Case (Uderef). Then t; = !t and U; = U v g. By (Uderef) we know that:

;590 Ft:Ref, U
(Uderef) get i (15)
[isgabk!t:Uvyg
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Consider g.; such that g.; T g.2 and t; such that #; T t,. By definition of term precision f, must
have the form t, = !’ and therefore
tCt’
(Pderef)W (16)
Using induction hypotheses on the premises of 15, we can use rule (Uderef) to derive:
I559cFt":Refy U’

;590U vy

(Uderef)

Where g C ¢’ and U C U’. Using the premise of 16 and the definition of type precision we can
infer that
UvgCU'vyg’
and the result holds.
Case (Uasgn). Then t; = t{:=t; and U; = Unit,. By (Uasgn) we know that:
I559c 8 Refg Ul 55901 kg Ug
U < U; 9V ge1 < label(U7)

U
(Uasgn) r;';gcl + t{::tz/ : Ul’]itj_

(17)

Consider g.; such that g.; T g¢.2 and t; such that #; T t;. By definition of term precision #; must
have the form ¢, = t":=t;’ and therefore

7 ’ ’ 7’
HCt  tCt
t:=t; C t/":=t)

(18)

Using induction hypotheses on the premises of 17, T';+;gc2 F t{ : Refy U/ and I'; 5 g¢p + 85 = Uy,
where Ref, U/ C Ref, U/” and U; C U,’. By definition of precision on types and Lemma C.8,

(Pasgn)

Uy’ < Uy’. Also, as, g C g’ and U] C U/’, by Lemma C.9, ¢’ \/W(U{). Then we can use
rule (Uasgn) to derive:

[55gc bt i Refy U Ti59c0+ty: Uy
Uy < U/’ 9"V gez < label(U]")
T;+59c2 F 7=ty : Unit,

(Uasgn)

Using the definition of type precision we can infer that
Unitl C Unitl
and the result holds.
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D GRADUALIZING THE DYNAMIC SEMANTICS

In this section we present the formalization of the evidences for GSLg.s. Section D.1 presents the
structure of evidence and the abstraction and concretization functions. In section D.2, we show
how to calculate the initial evidence. In particular we give definition for the initial evidence of
consistent judgments for labels and types. In section D.2, we present how to evolve evidence. We
define the consistent transitivity operator, the meet operator and join of evidences. In section D.4,
we present the algorithmic definitions of initial evidence and consistent transitivity. Finally, in
section D.5, we present some of the proofs of the propositions for evidence presented.

D.1 Precise Evidence for Consistent Security Judgments

Definition D.1 (Interval). An interval is a bounded unknown label [(y, £,] where ¢; is the upper
bound and ¢ is the lower bound.

1 € LaBEL?

1 u= [(,{] (interval)
Definition D.2 (Interval Concretization). Let y, : LaBEL? — P(LABEL) be defined as follows:

vi([€1,6]) = {¢€ | € € LaBEL, {1 < € < {2}
We can only concretize valid intervals:
Definition D.3 (Valid Gradual Label).
61 <0y
valid([{’l, [)2])

Definition D.4 (Label Evidence Concretization). Let
Ve, : LABEL* — P(LABEL?) be defined as follows:

Ve ((1,12)) = {{l1. &) | &1 € yi(11), €2 € 11 (12)}
Definition D.5 (Interval Abstraction). Let a : P(LABEL) — LABEL? be defined as follows:
a,(0) is undefined
a,({€; }) = [Ali,v(;] otherwise
Definition D.6 (Label Evidence Abstraction). Let o, : P(LABEL?) — LABEL* be defined as follows:
a,,(0) is undefined
ae,({ (i o) ) = (({ €1 ), au({ L2 })) otherwise
Definition D.7 (Type Evidence). An evidence type is a gradual type labeled with an interval:
E € GETYPE, 1 € LABEL?
E == Bool, | E—5,E | Ref, E | Unit, (evidence types)
Definition D.8 (Type Evidence Concretization). Let yr : GETYPE — P(TYPE) be defined as follows:

YE(BOO[I) = {BOO]f | te Yl(l)}

12 Yz(lz)
YE(E1—,,E2) = YE(E1)—y,(1))VE(E2)

ve(Ref, E) = {Ref, S | £ € y,(1),S € ye(E) }

where — is the set of all possible combinations of function types, using each member of the sets
obtained by the yz and y, functions.
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Definition D.9 (Evidence Concretization). Let
Ye, : GETYPE®> — P(TyPE?) be defined as follows:

Ye,((E1, E2)) = {(51,S2) | S1 € ye(E1), Sz € ye(E2)}

Definition D.10 (Type Evidence Abstraction). Let the abstraction function ar : P(TYpE) —
GETYPE be defined as:

ap({Boolg, }) = Bool, (77 1)

Cei —_— 051({[761}) —_
ar({Sin—¢52 ) =ae({Sun}) — 4 qampee{Siz})

ap({Refz, Si}) = Ref, (171 ar({Si })
aE(§) is undefined otherwise
Definition D.11 (Evidence Abstraction). Let e, : P(TypE?) — GETYPE? be defined as follows:
a.(0) is undefined
ae({ (51 S2i) }) = (ae({S1i }), ax({ S2i })) otherwise

We can only abstract valid sets of security types, i.e. in which elements only defer by security

labels.

Definition D.12 (Valid Type Sets).
valid({Sin})  valid({Si2 }) valid({S; })
o Lo o valid({ Refe, S; })

valid({ Bools, } valid({ S5, )

valid({ Unit, })
ProrosITION D.13 (; 1S SOUND). If?is not empty, then tc y,(a,(?)).
ProrosITION D.14 (7, 1S OPTIMAL). If?is not empty, and € C v:(1) then al(z) Cu
ProrosITION D.15 (2 1S SOUND). vaalid(§) then S C yE(aE(g)).

ProPOSITION D.16 (2 1S OPTIMAL). vaalid(g) andS Ye(E) then aE(g) CE.
With concretization of security type, we can now define security type precision.

Definition D.17 (Interval and Type Evidence Precision).
(1) 14 is less imprecise than 15, notation 1; C 1,, if and only if y,, (1) C y,,(12); inductively:
€3 <y ly < {y
[€1, €2] T [£5, 4]
(2) E; is less imprecise than E,, notation E; C E,, if and only if yz(E;) C yg(E>); inductively:
EnCEyn  EpCExp
L Eo nEin HE1L nCo E,CE,

Bool,, C Bool,, 1 7 Ref,, E; C Ref,, E;
Ei1—,E12 C Eyy—,En
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D.2 Initial evidence

With the definition of concretization and abstraction we can now define the initial evidence of
label ordering and subtyping:

Definition D.18 (Initial Evidence of label ordering). Let F; : LABEL" — LABELand F, : LABEL" —
LABEL be functions over labels. The initial evidence of the judgment Fi(g;) < F:(g;), notation
9J[F(g7) < F2(g7)], is defined as follows:

I[Fi(91. --9n) < Fa(Gnrts - gnem)] =
e, (CF (G, Bo(E)) | (T3 € " (@ipa )
(€)) € Y™ @ifnsrymp) | i) < F2(£))})
Suppose F; = Fy;
Definition D.19 (Initial Evidence of subtyping). Let F; : TypE” — TypE and F, : TYPE™ —
TyPE be functions over types. The initial evidence of the judgment Flm) notation

I[F1(U;) <: F2(U;)], is defined as follows:

.g[[Fl(U], Un) <: F2(Un+1, ...Un+m)]] =
o, ({(F1(Si). Fa(S)) | (Si) € v§ Wipa/m)):
(S;) € y§' WUins1/m)) | F1(Si) <: F2(S))})
ProrosiTION D.20. [Elaboration preserves typing] ConsiderT';3; g, + t : U then ifT;3;gc + t ~>
t':U,and e = gg(fc), thenT;3;eg. +t' : U

Proor. Straightforward induction on type U. O

D.3 Evolving evidence: Consistent Transitivity

Now that we know how to extract initial evidence from consistent judgments, we need a way
to combine evidences to use during program evaluation, i.e. we need to find a way to evolve
evidence. We define consistent transitivity for label ordering and subtyping, o= and o' respectively,
to combine evidences as follows:

Definition D.21 (Consistent transitivity for label ordering). Let function o= : INTERVAL?XINTERVAL? —
LABEL? be defined as:

(111, 12) 0~ (121,122) = e, ({(11, C22) € Y, (11, 122)) | 3 € 12(112) N 12 (121)-L11 < € AL < Ea2})

PROPOSITION 6.14. Suppose ¢; + Fm) and &, v Fgmy
If e o= &, is defined, then ¢ o= &, + Fi(g;) < F3(9%)

ProrosiTION D.22. ¥,(11 M 12) = 1,(11) Ny, (12)-
where 1 M1" = a(y() Ny()).
ProrosiTioN D.23. <l1, 121> o< (lgz, l3> = A<(ll, 191 M99, 13)

where

A, 12,13) = a ({01, 63) € ye((11,13)) | 3z € y,1(12).61 < 2 A lp < U3})
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Definition D.24 (Consistent transitivity for subtyping). Suppose

(E11, Ev2) + Fi(Uy) <: F2(U;) (Ez1, Ex) v Fo(Uj) <: F3(Uy)
We deduce evidence for consistent transitivity for subtyping:

(E11, Er2) 0% (Epy, Egp) + Fi(U;) <: F3(Ug)
where o< : ETYPE? X ETYPE? — ETYPE? is defined as:

(E11, E12) 0= (E21, E22) = ac({(S11, S22) € ye((E11, E22)) | 3S € yp(E12) NyE(E21).S11 <t SA S <: Sp2})

ProrosiTION D.25. yp(E; M Ey) = ye(E1) N ye(E2).
Then following AGT,
ProrosiTION D.26.
(E1, Eg1) 0= (Egg, E3) = A™(Ey, Egy M Eyy, E3)
where
AS(Ey, By, E3) = e ({(S1,S3) € ye((E1, E3)) | 3Ss € yi(E).S1 <: Sz A Sy <: S3})
Definition D.27 (Intervals join).
(€1, 6]V [ €3, Ca] = [€1 v €3, L2 v L]
Definition D.28 (Evidence label join).

(ll, 12> V <l37 l4> = <l1 V 13,12 V l4>

Definition D.29.
Bool,, v 1, = Bool(h;ﬂz)
17 ~ 13
Ei—5,E; V13 = E1—Z>(,1\713)E2
Ref, Evi; = Ref(h;ﬂz) E
Definition D.30.

<E13E2> F\? <11712> = <E1 vllaEz F\?12>

PROPOSITION D.31. Ifes + Uy S Uy and e F g1 < gz thenes Ve F Uy v gr <: U ¥ g2

D.4 Algorithmic definitions

This section gives algorithmic definitions of consistent transitivity and initial evidence for label
ordering and subtyping.

D.4.1 Label Evidences.
Definition D.32 (Intervals join).

(61, 6]V [65,€a] = [€1 v €3, L2 v U]
Definition D.33 (Intervals meet).

[61, L] K [€3, La] = [€1 A l5, Ca A L4]
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Definition D.34. Let F; : GLABEL" — GLABEL and F, : GLABEL” — GLABEL. The initial evidence

for consistent judgment FWFZ(E) is defined as follows:

bounds(?) =[1,T]
bounds(€) = [¢{,(]
bounds(x; v x3) = bounds(x;) v bounds(x,)
bounds(x; A x3) = bounds(x;) A bounds(x,)
bounds(x; M x3) = bounds(x1) M bounds(x)
bounds(Fi(x;) v F2(xi)) = bounds(Fi(x7)) v bounds(F,(x;))
bounds(F,(x;) A F2(x;)) = bounds(F1(3;)) A bounds(F,(x7))
bounds(Fy(x7) N Fa(%7)) = bounds(F1(%7)) M bounds(Fy(£;))

bounds(F1(97)) = [t1. (2] bounds(F,(g;)) = [£1, (3]

I(F1(g1s ---9n) < F2(gns1s - gnem)) = ({1, Lo A G [0 v £, 6])

where F; : GLABEL" — GLABEL and F, : GLABEL™ — GLABEL.

IO(F (g1, oy gn)) = I(F(g1s s Gn) < F(G1s s Gn))

The algorithmic definition of meet:

[51, 52] I [53, 84] = [fl Y 53, {?2 A 54] if valzd([fl Y 53, {?2 A 54])

1 M 1" undefined otherwise

We calculate the algorithmic definition of AX:

0 < {, 03 < g 0 < €
AN, 6], (63, Ca], [€5. €6 1) = ([€1, €2 A Ca A6, [€1 v C5 v €5, €5 ])

D.4.2 Type Evidences. We define a function liftP() to transform functions over types into func-
tions over labels. Also we define function invert() to invert the operator on types, used in the
domain and latent effect of function types. Finally we define function tomeet() to transform type
operators into meets, given the invariant property of references.

We start defining a pattern of operations:

Definition D.35 (Operation pattern).

PT € GParTERN, P! € LPATTERN

PT == _ | PTop” PT (pattern on types)
op’ == Vv | A | N (operations on types)
Pt == _ | PCop’ P’ (pattern on labels)

opt = | A | M (operations on labels)

<
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liftP(() = _
LiftP(P} v Py) = LiftP(P]) v LiftP(P} )
liftp(PI APTY = LiftiP(P]) A liftP(P])
liftp(pl m Pl = lip(P]) N liftp(PT)
invert(_) = _
invert(PlT i PZT ) invert(PlT )A invert(PzT )
invert(PlT A P2T ) = invert(PlT )W invert(PzT )
invert(PlT r P2T ) invert(PlT )n invert(PzT )
tomeet(_) =_
tomeet(PlT Vi PZT ) = tomeet(PlT ) tomeet(PzT )
tomeet(PlT A PZT ) = tomeet(PlT ) tomeet(PzT )
tomeet(PlT r PZT ) = tomeet(PlT ) tomeet(PZT )

We use case-based analysis to calculate the algorithmic rules for the initial evidence of consistent
subtyping on gradual security types:

IAPGH(E) < BPGE)] = (1.12)
g[[Gl(Bomoolgj)ﬂ = (Bool,,, Bool,,)

I[invert(Go)(Ty) <: imvertG(U] = (B4 L) 91G1Tia) <: GaU] = (i Fze)
ILAPGEr) <: BRG] = (11, 12)
I[liftP(invert(Gz))(€;2) <: liftP(invert(Gy))(£i2)] = (122, 121)

g[[Gl(Ungi)gnUiz) <: GZ(L]jlﬂgjl Up)] = (EnihnEm,Emihszz)
I[LfP(G(E:) <: BP(Go)(E))] = (1, 12)
9 [[tomeet(G1)(U;) <: tomeet(G,)(U;)] = (E1, Ez)
J[[tomeet(G,)(U;) <: tomeet(G,)(U;)] = (Ej, E7)

I[Gi(Ref,, Up) <: Go(Ref,, Uj)] = (Ref,, E; M Ej, Ref,, Ey M Ej)

where G; : GLABEL" — GLABEL and G, : GLABEL™ — GLABEL, and G, (x1, ..., X,) = PI (x1, ..., ),
Go(x1, v Xn) = P (X1, oo Xm).

IO(FUL, ..., Uy)) = I[F(U, ...,Uy) <: F(Uy, ..., Uy)]
We calculate a recursive meet operator for gradual types:
Bool, M Bool,r = Bool,,
I 1 1M1
(E11—4, E12) M (Ez1—y E22) = (E11 M Ea1)—y,my (E12 M Ezz)

Refl El [l Ref,r Ez = Ref,m/ El Il E2
U n U’ undefined otherwise

We calculate a recursive definition for A<* by case analysis on the structure of the second
argument,
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A< (Esy, Egy, Evq) = (E3y, Efp)
A~ (Evg, Egg, E3z) = (Efy, E3p)
Ay, 12,13) = (1],15)
AX(i1,12,13) = (1, 13) AN (143, 112, 111) = (1]35171)

<: — P
A~(Bool,,, Bool,,, Bool,,) = (Bool,;, Bool,; ) AS(Ey h1 wE12, Ezy 42 o Ez, Esy 3 W Es2)

14 13
_ ’ ’ ’ 3 ’
= <E11H1§E12’E31—%E32>

AN (11,19, 13) = {17, 23)
E{:ElnEz E§=E2|_|E3

A=(Ref,, Ei, Ref,, E;, Ref,, E3) = (Ref, Ef, Ref, E})

D.4.3  Evidence inversion functions. The evidence inversion functions are defined as follows
ilbl({(Bool,,, Bool,,)) = (11,12)
ilbl({Unit,,, Unit,,)) = (11, 12)
ilbl((Ref,, Uy, Ref,, Up)) = (11, 12)

> 4
iIbI((Ey 5, Eg, Ej— E5)) = (i1,1])

iref ((Ref,, Eq, Ref,, E3)) = (E1, Ez)
iref ((E1, E;)) = undefined otherwise

idom((Es—",, 5, E{—, E})) = (E{, Ey)
idom({E1, E;)) = undefined otherwise

icod((Ey—,, By, E{—;E})) = (Ez, E})
icod({E, E;)) = undefined otherwise

D.5 Proofs

ProrosITION D.13 (¢, 1s SOUND). If ¢ is not empty, then {c V(e (?)).

Proor. Suppose (= { €; }. By definition of a,,, a,({ £; }) = [Al;, v{;]. Therefore

v ({6 }) ={C | € €LaBEL AL < £ <V}

And it is easy to see that if £ € {¢; }, then € € y,(a,({{; })), and therefore the result holds. o

ProrosITION D.14 (; 1S OPTIMAL). If?is not empty, and € C v.(1) then o, (2) Cu

Proor. By case analysis on the structure of 1. If 1 = [{, {2], y,,(1) = {€ | £ € LABEL, {; < € < {2);
¢ C{€ | €€ LaBeL, {3 < € < {3}, € # 0 implies a,,(£) = [{3,{4], where {; < {3 and {4 < {3,
therefore {3, 4] E 1 (if £ = 0, a,,(¢) is undefined). O

ProrosITION D.15 (2 1S SOUND). vaalid(g) then S C yE(aE(g)).

Proor. By well-founded induction on S. Similar to Prop C.3. O
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PrOPOSITION D.16 (g 1S OPTIMAL). vaalid(§) and S Ye(E) then aE(g) CE.
Proor. By induction on the structure of U. Similar to Prop C.4. O
ProrosiTION D.22. ¥,(11 M 12) = 1,(11) Ny, (12)-

Proor.
Y Ne)  =ylan()Ny)
C y,(1) Ny, (11) (soundness of &)

Let ¢ € y,(11) N y,(11). We now that y,(1; M 12) is defined. Suppose 1; = [{1,{;] and 1, = [{5,{4].
Therefore 1, M1y = [{1 v {3, {3 A ly].

But y,(11) Ny, (11) = {€ | € € LaBEL, {3 <K £ < &} N{l | € € LaBEL, {3 < € < {4}. Which is
equivalent to {¢ | € € LABEL, {; < £ < { A3 < { < {4}, equivalent to {¢ | € € LABEL, {; v {3 <
€ < €y A €4}. Which is by definition y,([{; v {3, {2 A {4]), and the result holds.

m}
PROPOSITION D.23. (11,121) 0= (132,13) = A=(1y, 121 M 12, 13)
Proor. Follows directly from the definition of consistent transitivity and Prop D.22. O
PrROPOSITION D.25. y£(E; M Ey) = ye(E1) N yp(Ey).
Proor. By induction on evidence types ¢ and ¢, and Prop D.22. O
ProrosiTION D.26.
(Ey, Eg1) 0 (Ezp, Es) = A~'(Ey, Egy 1 Egg, E3)
where
AT(Ey, Ez, Es) = a:({(S1, S3) € ye((E1, E3)) | 352 € yi(E2).S1 <: S3 A Sy <: S3})
Proor. Follows directly from the definition of consistent transitivity and Prop D.25. O

PROPOSITION D31. Ifes + Uy S Uy andej F g1 < ga thenes Ve F ULy g1 <: U ¥ g2

Proor. By induction on types U; and U, using the definition of J.. and Proposition 6.13. O

ProrosiTioN D.36. [fl, fz] Y [53, €4J = [fl Y 53, fz Y €4J

Proor. Follows directly by definition of y and v. O

ProrosiTionN D.37.
(,12) v (11, 15) = (1 V1L, 12 v 13)

Proor. Follows directly from the definition of consistent join monotonicity and Prop D.36. O

ProrosiTION D.38.
(61, L] M [Es, a] = [E1 v 5,62 A Cy] if €y v s < Ea Al
111" undefined otherwise
ProOOF. By definition of meet:
(01, I [ 65, 0] = ({7 ] € € y([61 L)) Ny (65, €aD)})

But by definition of intersection on intervals, y([£1, C2]) Ny ([ €3, €4]) = y([£1 v €3, €2 A Ly]) if €1 v €3 <
€y A 4 (otherwise the intersection is empty), and the result follows by definition of «;. O
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ProrosiTioN D.39.
0 <y 03 < g 0 < €
A([Cr, b2], (€3, Lol [ 65, Ls]) = ([€1, €2 A by A6, [ v €3 v €5, C6])

Proor. By definition:
A3 ([, 61 (65, . [6s, €s]) = ac({{E1, 63) € ye([€1, L], [6s, Le])) | 35 € yi([6, Lal)-€] < €5 < L3})

It is easy to see that o, ({ £1; }) = [{1, {},], for some £;,. We know that £;, < €5, {1, < {4 and {7, < s,
ie. €]y < Uy Ay Al But €3 ALy Al < £y < {4 therefore

(Ca Ay A Lg, o) € {1, €5) € ye({[€1, L2], [ €5, C61)) |
365 € (143, 44]) 6] < €5 < €5}

and by definition of a,, €2 A €4 A € < £7,, then a,({£1; }) = [{1, 2 A Ly A Cg]. Similar argument is
used to prove that a,({ €5; }) = [(1 v {5 v €5, €6 ] O

LEMMA D.40. Let £; € LABEL, then (€1 A€3) v (€3 A €y) < (€1 v €3) A (€2 v £4).

Proor.
(Cr A b2) v (3 A Ly)
< (v (G AL)) Al v (63 A Ly))
< ((Grv ) Al v L)) A((E2 v €3) A(Ea v Ly))
< (Giv ) A (b vty

PROPOSITION 6.14. Suppose &1 + Fl(%?/Fz(q*J) and ey + FZM).
Ife; o= & is defined, then & o= & v Fi(g;) < F3(g%)

ProoF. Suppose ¢; = (111, 112) and &5 = (121, 122). Then by definition of initial evidence:

(1, 12) = (61,61, [63, &]) € I[F@) < @] = (fy,11,)
and
(121, 122) = ([65, €], 165, &5]) © I[Fa(G) < Fa(@i] = (s, 152)
Suppose that g[[an] = (1], 1;). We have to prove that (111, 112) 0= (121, 120) T {1}, 1}).
If bounds(F,(gy)) = [¢1, (5], bounds(Fy(g;)) = [{3, (4], and bounds(F5(g;)) = [{3, (] We know that
I[F(@5) < B@)] = (6. AL LE v &, }]). Therefore €] < €1, & < €y AL}, €] v £ < €5 and

ly < L.
Using the same argument,
I[F(37) < F5(g)] = ([65. €4 A C), (65 v €5, €;]). Therefore €5 < €5, €s < €4 A €5, £ v €5 < €7 and
ls < 4.
But I[Fi(g:) < F3(gi)] = ([€1, €3 A 51 €] v €5, €¢]) and

(111, 112) oS (121, 122) = A<(111’112 Mg, 192) =
AS([61, €2, [65 v s, Ca A 6], [ 67, 5))
=([l1, lo ALy A ALs), [C1 v 3 v Us v U7, L5])
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we need to prove that

([l1, e Ala Mg ALs] [€1 v 3 v U5 v €7, 65 ]) E
(1. 6 A L) 6] v 6, D)
. But we know that ¢] < ¢;. Also that £, < £; A £ and therefore {, < ;. The same for {; < {; and
therefore €3 A €4 A €g ALy < €5 A LG, e [C1,6n ALy Mg A L5] E [£], €5 A £(]. The argument is applied
for the second components and the result holds.
]

PROPOSITION 6.13.  Suppose ¢; + Flm%’) and ey + le(/j)??zg/(@)
Then & v & F F11(77) v Fa1(g7) < Fi2(3;) v F22(35)

ProoF. By definition of initial evidence noticing that ¢; v &, can be more precise than the initial
evidence of judgment

Suppose &1 = <[€1» [2]5 [537 54])5 and & = <[€5’ [6]7 [575 58]>’ then €1§52 = <[[1 Y 555 €2 Y 56]5 [[)3 Y 5()7 54 Y [8]>

If bounds(F11(g:)) = ({111 {115], bounds(Fi2(gi)) = [y, (2], bounds(F21(g7)) = [£5;1. €51,] and
bounds(Fy(gi)) = [(551: (2]
We know that I[Fi1(97) < Fi12(g7)] = ([€111. €110 A o), [€111 v C1ay. C1o]). Therefore €], < €1,
by < Uy Algy, €111 v L1 < €3 and €4 < {1y, Using the same argument, I[F1(37) < F22(g7)] =
(€511 Crg A Coop | [€511 v €o91, Chgp]). Therefore €31y < s, fe < €315 A g9, C31y v €35y < €7 and
Uy < gy

But the I[F{@) < B@)] = ([ ¢4 A 5L 1E v €, £]) where
bounds(F{(g:)) = bounds(F11(gi))vbounds(F21(g:)) = [€111: (112 V511 Co10] = [€111 v 11 g v G,
and
bounds(F3(g:)) = bounds(F12(g:))vbounds(Fa2(g:)) = [(151, €102 V[ 51 Can] = [0 v o1 Clan v Ua ).

We need to prove that [{ v {5, {y v €] T [{11; v {511, 8110 v £510), e €141 v €51 < €1 v {5 and
to v s < €115 v 5. But €1 < € and €5, < {s, therefore £{;; v €5, < &1 v {5. Similarly, as
ly < Cf1g Allgy and €6 < €515 A L5yy, then €5 v € < €15 v €315 Therefore [(; v 5,6, v (6] E
[£111 v 211: Caz Y Coa]-

Using analogous argument, we also know that [{3 v s, {4 v €3] T [{151 ¥ {91, {192 ¥ {35 ]. There-
fore ¢, v &, € 9[F{(g7) < F;(g;)], and the result holds.

[m}

LEMMA D.41. Let S, S; € Type. Then
(1) If (§1 ¥ S2) is defined then S; <: (S1V S2).
(2) If (51 A\ S,) is defined then (S1 1 Sz) <: 5.

Proor. We start by proving (1) assuming that (S; v S2) is defined. We proceed by case analysis
on S;.

Case (Booly). If S; = Boolg, then as (S; ¥ Sz) is defined then S, must have the form Bool,, for some
5. Therefore (S; ¥/ S2) = Bool(¢,y¢,). But by definition of <, £; < ({1 v {) and therefore we use
(<:Bool) to conclude that Bool,, <: Boolz,ve,), i.e. S1 <: (S1V S2).

Case (S —¢ S). If S; = S11 —¢, Si2 then as (S; ¥ S2) is defined then S, must have the form
S21 —¢, Sz for some Syq, Sy and 5.
We also know that (S; ¥/ S2) = (S11 2 S21) = (ve,) (S12 2 S22). By definition of <, &1 < (€1 v £2).
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Also, as (S1 ¥ Sz) is defined then (S1; /A S2;) is defined. Using the induction hypothesis of (2) on Sy,
(S11/S21) <: S11. Also, using the induction hypothesis of (1) on Sy, we also know that S1p <: (S12/522).
Then by (<:_,) we can conclude that S1; —¢, S12 <: (S114521) =(£,ve,) (S1272S22), i.e. S <: (519 Sa).

The proof of (2) is similar to (1) but using the argument that
(b1 A l2) < 6. O

LEmMMa D.42. LetS € Type and € € LABEL. Then S <: Sv L.
Proor. Straigthforward case analysis on type S using the fact that £ < (¢’ v {) forany ¢’. O

LemMA D.43. Let Sy, Ss € TypE such that Sy <: Sy, and let €1, €, € LABEL such that {; < {5. Then
Sivity <:Syv .

Proor. Straightforward case analysis on type S using the definition of label stamping on types.
|

E GSLg.: DYNAMIC PROPERTIES

Notice that for convenience, the proofs and properties are defined over intrinsic terms [Garcia et al.
2016] instead of terms of the internal language. They are actually the same as terms of the internal
language, but keeping all static annotations explicitly. First we introduce the static semantics of
intrinsic terms in Sec. E.1. Their dynamic semantics in Sec. E.2. The relation between intrinsic and
evidence-augmented terms in Sec. E.3. Then the proof of type safety is presented Sec. E.4, the proof
of dynamic gradual guarantee for GSLg. without the specific check in rule (r7) in section E.5, and
the proof of noninterference in Sec. E.6.

E.1 Intrinsic Terms: Static Semantics

Following Garcia et al. [2016], we develop intrinsically typed terms [Church 1940]: a term notation
for gradual type derivations. These terms serve as our internal language for dynamic semantics:
they play the same role that cast calculi play in typical presentations of gradual typing [Siek and
Taha 2006]. Intrinsically-typed terms tV comprise a family T[U] of type-indexed sets, such that
ill-typed terms do not exist. They are built up from disjoint families xV € V[U] and oV € L[U] of
intrinsically typed variables and locations respectively. Unless required, we omit the type exponent
on intrinsic terms, writing f € T[U].

To each typing rule corresponds an intrinsic term formation rule that captures all the information
needed to ensure that an intrinsic term is isomorphic to a typing derivation. Because intrinsic
variables and locations reflect their typings, intrinsic terms do not need explicit type environments
T or store environments X; however, the typing judgment depends on a security effect g., which
intrinsic terms must account for.

Additionally, because intrinsic terms represent typing derivations of programs as they reduce,
they must account for the possibility that runtime values have more precise types than those used
in the original typing derivation. For instance, the term in function position of an application can
be a subtype of the function type used to type-check the program originally. The formation rule of
the application intrinsic term must permit this extra subtyping leeway, justified by evidence. The
same holds for the security information. Therefore, an intrinsic term has the general form ¢ » {
, where the context information ¢ = (£g., 9.) contains the static program counter label g. used
to type-check the source term, as well as the runtime program counter label g., along with the
evidence ¢ + 9. < g..'” For simplicity we define accessors ¢.g. £ 9., $.g. = g, and ¢.e £ .

19We use color to make distinctions when is needed: green is for effects and static information; orange is for the runtime
information of the security effect.
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¢ € EVIDENCE, et € EVTERM,
u € SIMPLEVALUE, g € EVFRAME,

ev € EVVALUE,
f € TMFRAME

Matias Toro, Ronald Garcia, and Eric Tanter

v € VALUE,

u u= xU by | (W9xY.D), | of | unity
v u= uleu=U i = <§51,Ez> | (11,12)
= h e = I
f Le] U ev cu
po= e|pol o of e .
p o xlo7 5 = (e0.0)
d = plepsU 7
h == D&%et|evedd O] D@E et | ev@y o|o: U |iff Othen et else et
g,.U 9,U c
| Wolo'=,et|ev’=, 0|refV ol protl,’ ¢ (ct)
Fig. 33. GSLgef: Syntax of the Intrinsic Term Language
x)——— b I
U e ), € T[Bool,] ) nit, € T{Unit, ]
¢ =(e.g'9") ¢rieTllh] erg'<g
@ U e T[Ref, U ) g
¢ I>Og (S [ €ly ] ¢ > (Ag,xUl'f)g c T[UI‘_’gUZ]
¢’ >ieTU’] ¢>t € T[U1] & + Uy < Booly,
FU < U ok g’ < > Iy € T[U. &9 + Uy < Booly,
(Iprot) £1 = vé‘z g F:q 1) ¢ 2v [NZ] . 2 2 g2
v prot‘gz’g,gﬁ’(flt) e T[U v g] ¢>erhy @V ey € rl[‘[Boolgl\qu]
. g -
(fapp) ¢o i € T[U;] ev U sUn—43U12 e2rl sUn asrdgevg<yg’
app, ;
. Uno,Unp -
P e1f] @y eafy € T[Ur2 v g1
¢ i € T[Ur] ¢+ Up < Booly ¢’ = ¢ v (ilbl(e1), label(Uy), 9)
(i) P'obreTUz] erlaslhVUs ¢'vizeT[Us] e3rUs sVl
¢ > if7 e1f; then exfy else e3f3 € T[(Uy v Us) ¥ g]
$vteT[U $vteT[U
aqrU <U ek d.o < label(U e U’ S Ref, U
(Iref) —- 2k -8 W) (Ideref) g

¢v refg e1f € T[Ref, U] $o Rl Uk e T[U Y g]

¢ > 11 € T[Refy U] &1+ Refy U/ < Ref, Uy

1 Ter ¢vieTU]

P> ty € T[Us] ek Uy s Up &3k ¢.gev g < label(Uy) aqrU Uy
(Tassgn) 5,U O i+ Uy € T[Us]
v ety i= 4, e2fp € T[Unit, ] 1h= 2 2

Fig. 34. GSLges: Gradual Intrinsic Terms

Figure 33, presents the syntax of intrinsic terms. Fig. 34 presents the intrinsic terms formation
rules for GSLges. In rule (Iprot), labels g and g’ represent the static and dynamic information of the
label used to increase the program counter label in the subterm, respectively. Evidence ¢; justifies
that the type of the subterm is a consistent subtype of U, the static type of the subterm. ¢’ represents
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the context information associated to the subterm #: ¢/g. (resp. ¢’g.) is the program counter label
used to typecheck (resp. evaluate) .

In the intrinsic term formation rule for applications (Iapp), U; is the runtime type of the function
term. We annotate the initial static type information with @. The evidence ¢, for the label ordering
premise is also annotated, since it is needed to reconstruct the derivation. The intrinsic term of a
conditional, described in Rule (Iif)?°, carries the static information of the label of the conditional
term g. The context information ¢’ used for both branches is obtained by joining the term context
¢ point-wise with the evidence and labels associated with the consistent subtyping judgment of
the conditional. Evidences ¢, and ¢ justify that the type of each branch is a consistent subtype of
the join of both types. Finally, rule (Iassgn) is built similarly to the application rule (Iapp).

E.2 Intrinsic Terms: Dynamic Semantics

Next we present the full definition of the intrinsic reduction rules in Figure 35, and the full definition
of notions of intrinsic reduction in Figure 36.
Because the security context information of a term is maintained at each step, we also adopt the

lightweight notation #; | vi> f5 | p12, to denote the reduction of the intrinsic term ¢ » #; € T[U]
in store y; to the intrinsic term ¢ » £, € T[U] in store y;. We note C[U] the combination of a term
f € T[U] (without context) and a store u. Function applications reduce to to an error if consistent
transitivity fails to justify U, <: Up; . Conditionals similarly reduce to a new prot term, which is
constructed using the static and dynamic information of the conditional term. Assignments may
reduce to an ascribed unit value. Similarly to references, the stored value is ascribed the statically
determined type U. Therefore consistent transitivity may fail to justify that the actual type of the
stored value is a subtype of U. As the value is stamped with actual labels, the term may also reduce

to an error if consistent transitivity cannot support the judgment ¢.g. v ¢ < U.

E.3 Relating Intrinsic and Evidence-augmented Terms

In this section we present the translation rules from GSLg.f terms to intrinsic terms in Figure 37. Also
this section presents the erasure function in in Figure 38—highlighting the syntactics differences
between terms in gray—along properties that relates evidence-augmented terms and intrinsic terms.

In particular we identify four important properties. First, that given a source language the
erasure of the translation to intrinsic term is equal to the translation of the source term to an
evidence-augmented term:

PropPOSITION E.1. IfT;3;g9. Ft~> f:U andT;3;gc Ft~> ¢/ : U, then || = t'.
Proor. By induction on the type derivation of t. O

Second, given a reducible intrinsic term i, if it reduces to an error, then it erasure also reduces to
an error; or, if reduces to an intrinsic term #, then the erasure of ¢’ also reduces to the erasure of ':

ProprosITION E.2. Consider ¢ = eg., ¢ > € T[U], and -;Z;egc + t : U, such that 3 |= p,.
Then if f = t and p, = p then either

¥ ¢ v ¥ £gc v
o t|py = | pa =t ppl ¥ 1E] | g3l or
o iy - error = [{| | |u,|error

Proor. By induction on the type derivation of .

2Evidence inversion functions (idom, icod, iref, ilbl and ilat) manifest the evidence for the inversion principles on con-
sistent subtyping judgments; e.g. starting from the evidence that U; < Uy, ilbl produces the evidence of the judgment
label(Uy) < label(Us).



104 Matias Toro, Ronald Garcia, and Eric Tanter

s ClUI X (C[U] U { error })
U 4 X 9 . ’
(R) tY |p — r reClU]JU{error} ®f) Hhlp—ibhlp
¢ . ¢
tV g —r flallp = flE] |4’
(Rprot) lp =t Rh) et —c e’
.y ¢ 7y ’ ¢ ’ ’
proty, ¢’ (¢h1) | 1 = prot, ¢’ (ei2) | 1 Hlet] |+ hiet'] |
et — . et’ flp 2y error
(Rproth) p < (Rferr)
prot,, ¢’ (et) | p +— prot,, ¢’ (et’) | p’ fl] | p + error
et —>, error f|p — error
(Rherr) 4 (Rproterr) p
hlet] | ¢ + error prot,, ¢’ (¢f) | p +— error

et —>. error

(Rprotherr) p
prot,, ¢’ (et) | p +— error

Fig. 35. GSLges: Intrinsic Reduction

Case (I::). Then f = &' :: U and by (E=), t = &t’ for some t’ such that i’ = t’. Suppose that
e + U’ < U. By inspection on the type derivations, ¢ >’ € T[U’] and -; Z;¢eg. + ¢’ : U’.

Let us suppose that i’ | y, s i | u2, then by induction hypothesis ¢’ | y, w2 g | p5 and

i =t"” and p| = pj. Then e’ == U | p, 2 ef” = U | py and et’ | p, AL | 5. But as
i = ph, and by (Ez) e : U = &;¢”, the result holds.

Let us suppose now that {/ = gu = U’. Then as i = t/, t/ = &u’, for some u’ such that

u = u'. If & 0= ¢ is not defined the result holds immediately. Suppose &, 0= & = ¢, then

ei(equ =U") = U | py +i> e'u U | py and e (eou’) | py N | 2. But as py = p1p, and by (E::)
e'u U = ¢'u’, the result holds.
If# = u,thenas ' = t/, t' = e;u’, for some u’ such that u = v’, and the result holds immediately.

The other cases proceed analogous. O
Fourth, if an intrinsic term type checks, then its erasure also type checks to the same type.
ProposiTION E.3. Consider ¢ >t € T[U] then, forT Eiand> |, T;3;|@| v || : U.

Proor. By induction on the type derivation of . O

Finally, if an evidence-augmented term type checks, then there must exists some intrinsic term
that have the same type and that it erasure is the original evidence-augmented term.

ProrosITION E.4. Consider T;3;eg. + t : U. Then 3f, 3¢ such that |f| = t and |¢p| = eg. and
pvie T[U]

Proor. By induction on the type derivation of t.
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Notions of Reduction

2, ClUI % (C[U] U { error })

¢ ~
e1(b1)g, ®9 e2(b2)g, | 1 — (e1 v 2)(b1 [@] b2) (4,70 * BOOlg | 1

9,U ¢ ~ -~ ~
proty, @' (e1u) | p — (e1Ve)uvg)=Uvglu
91 91,02 e Uyp 14%
/ U—>,, U rot icod(e eu : Upp)/x"1 ]t
13, @ g o PO o e s Ui <1
error if £ or ¢” are not defined

where ¢ = ¢y o< idom(e1), ¢’ = (p.eV ilbl(e1)) o= e3 o= ilat(e;)
and ¢" = (¢, .2 v 92, 93)

L 4 9.U
if e1truey, then etV else e3tVs | i — prot}’lbl(&)yﬂs/(fztUz)Lﬂ
where ¢’ = (p.e v ilbl(e1), ¢.gc ¥ 91, $.gc v g9) and U = (Uz ¥ Us)

if? ¢1falsey, then 22 else 3t | i) prot“i%%ﬁ)ql¢’(€3tU3) | p
where ¢’ = (¢p.c v ilbl(e1), ¢p.gc ¥ 91, ¢.gc v g)and U = (U v Us)
U ¢ [V | uloY  e'(u¥ $.g0) =: U]l where oV ¢ dom(y)

refg, eulp — ) D

error if (¢.€ oS ¢p) is not defined
where ¢/ = ¢V (¢.€ 0= /)

\Ref, U . U’ ¢ 19U e

! €0y, I/{ —> pro ilbl(s)g'¢ (iref (e)v)

where p(0Y") =vand ¢’ = ($p.c T ilbl(e), d.gc ¥ 9's $.8:Y 9)

) unity | ploY - & @Y (¢.2.¥ g)) = U]
g “7:’=U1 g E2U | g — { error if ¢/ is not defined, or
¢.¢ v ilbl(e1) | <] ilbl(¢) does not hold
where & = (2 0= iref(e1)) ¥ (($.¢ ¥ ilbl(e1)) o= &3 o= ilbl(iref(e1))
and p(0Y) = eu’ = U

£10

—>¢: EVTERM X (EVTERM U { error })

(62 0 £1)v

= U
e1(ez0 ) = {error if not defined

(L1, 6], 103, 4] LI (17, G50, 165, 64]) &= b <Al < L

Fig. 36. GSLgef: Intrinsic Notions of Reduction

Case (¢'t’). Then t = £'t’, for some ¢’,1’. But we know that T';X;eg. + ¢’t’ : U and suppose
¢ rU sUandet g. S 9. . Then by choosing ¢ = (e, g.)g.’ and induction hypothesis on ¢’, 3¢’
such that ¢ » £ € T[U’].

The other cases proceed analogous. O

LemMA E.5. Consider ¢ » iy € T[U]. Ift; C i, then |f| C |f,|.
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F;Z;gcl-t'\»f:U

(Tx) ( ) (TD)
X
I;Z;gcl-x'\»xU:U ;3 gc F by ~ by : Booly

;%9 rt~> ity

T - - - TA
(T [; %5 gc + unity ~ unit, : Unity (T2) ’ ;U x 9
) ) 390 F (A x: Upt)g ~ (A9 x711)y - Up— 43U

I;35gc b t1 ~ 1 : Boolg,  T;3;g¢ F tg ~> £z : Boolg,

Te) e1 = 9<.(Booly,, Booly, ) & = 9<.(Booly,, Booly,)
T I ¢ & ¢ I
T390 Ft @ty ~> e1f] &1V gpfy 800[91\792
. g’ .
;359 F t1 ~ 1y 1 Uni—4Un2 IZige bt~ by U
gl
e1= 99 (Ui——,U12) &2 =9<(Uo,Un1) &3 = 9<(9¢, 9,9")
(Tapp) -
. Uj—,Uy -
I[;3,9c F 11 t2 ~ a1ty @e;l_}" Yely: Uav g

LiSgcrti~> b iU gl=gevg DiZsglrtaro iUy T;S5gb ki3~ f3:Us
1 = 9<.(U1, Booly) e2 = 9<.(Uz, Uz, U3) e3 = 9<.(Us, Uz, U3)

(Tif) — — — — —
[;3;gc +if t1 then ty else t3 ~» if9 e1f1 then exfy else e3f3 : (U2 Us) v g
F;Z;gcl-tl’v)fl:Rengl r;z;gcl-tz’\/)fg:Uz
e1= 98 Refy Up) &2 = 0(Up,Ur) &3 = 9<(ge, g, label(Uy))
(Tassgn) O
T;39c F ti=ty ~ e1h ‘U:’zlﬁ e9fy : Unit
TiSige bt F: U’ [;3gcHt~> f:Refy U
£ = 9(UU) e F I(ge, label(U)) e = 92 (Refy U)
(Tref) = (Tderef) — —
%90+ refU t ~ refg e1f :Ref L U 290 -1t~ 1Refy U, Uvyg
T4 [;8igcbt~ iU e=9(U1,Up)
B ;%9 tUp~o ef Uy : U
@) _ O _
where 92 (9) = 9<(9,9) and IZ.(U) = 9.(U,U)
Fig. 37. GSLgef: translation to GSLgef intrinsic terms
ProoF. By induction on the type derivation of #; and the definition of ||. O

LeMMA E.6. Consider ¢ » {1 € T[U). If |{| C ty, then 3y, such that {; T {, and that || = t,.
ProoF. By induction on #; and the definition of ||.

Case (I:). Then {; = &f] = U, and |f;| = &|f]|. By definition of T, t, has the form &,t}, where
€, C & and |{{| C t;. By induction hypothesis, 3£, such that #] C #, and that |#;| = . By definition
of evidence, we can build the term &} = ?, but we know that ¢f] = U C &f) = ? and that
leot) 2 2| = e3]f5] = et and the result holds.

The other cases proceed analogous. O
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(Ex) Eb)———— E)———————— (Eo)
IxV|=x |bg| = by lunity| = unitg |gf]]| = 0y
fl=t | = e292 fl=t
S LT ooy ¥ =202 1A
1 = ()¢ . . AR v
(A7 x"1.E)g| = (A9 x : Ur.D)g lprote,g, ¢'(e30)| = prot,, , £292(e3t)
o) |V1| L ’ v|2| 2 (Eapp) / |#:] = t;
le1tr @712 eofy| = e1t1 @ 2ty N -7
lerts @, &2k = e1t1 @, €212
. lti] =t i =1t
(Eif) — 3 ~ — - (Eref) T 7
[if9 e1t1 then ety else e3t3| = if 1t then ety else e3t3 Irefy, e1f| = refy, &1t
il =t lfil =t il =t
(Ederef) —————————— (Eassgn) - (Er)————————
Refg U 31 _y . 901 y et 2w Uy =et
|‘ Et' fet |€1t1 = g Sztzl = €111 =gy €202 | Z |
1l = py |xU|=x lv| =0’

i ; [Ke.9.9") = eg
lo] = |y, x¥ ol =py x>0

Fig. 38. GSL‘CRef: Equivalence between intrinsic terms and evidence-augmented terms

E.4 Type Safety

In this section we present the proof of type safety for GSLges.

We define what it means for a store to be well typed with respect to a term. Informally, all free
locations of a term and of the contents of the store must be defined in the domain of that store.
Also, the store must preserve types between intrinsic locations and underlying values.

Definition E.7 (u is well typed). A store y is said to be well typed with respect to an intrinsic term
, written tY + p, if

(1) freeLocs(tY) € dom(y), and

(2) Vv e cod(p),v + p and

(3) VoV € dom(y), Ve, then ¢ » u(o¥) € T[U].

tU

Lemma E.8. Suppose ¢ >tV € T[U], then Vg.,Ve., such that g, < ¢.g. and €. + g. < ¢.g.
¢ = (elgl,P.g.) thend’ >tV € T[U].

ProoF. By induction on the derivation of ¢ >tV € T[U]. Noticing that no typing derivation

depends on ¢/ g;, save for the judgement ¢, g, < g. which is premise of this lemma. O

LeEmMA E.9. Suppose ¢ > v € T[U], thenV¢’, then ¢’ >v € T[U].

Proor. By induction on the derivation of ¢’ » v observing that for values, there is no premise
that depends on the security effect. O

LEMmMA E.10 (CANONICAL FORMS). Consider a value v € T[U]. Then eitherv = u, orv = cu = U
withu € T[U’] and e + U’ < U. Furthermore:

(1) IfU = Bool,, then either v = b, orv = ¢by :: Bool, with by € T[Booly] and e + Booly <
Bool,.
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2) IfU = U5, U, then either v = (A%xY.tU2), with t% € T[Up] or v = e(A%xYl .tU%),,
U255 Uy with tY% € T[Uf] and e v U~y U < Uy~ ,Up.

(3) If U = Ref, U, then either v = ogl orv = go;],1 :: Refy Up with og,{ € Refy U/ and ¢ +
Refgf Ul, < Refg Ul.

Proor. By direct inspection of the formation rules of gradual intrinsic terms (Figure 34). O

LeEmma E.11 (SusTiTuTION). If¢ >tV € T[U] and ¢ > v € T[U;],then ¢ » [v/xV1]tV € T[U].

Proor. By induction on the derivation of ¢ > Y. O

ProPOsITION E.12 (—> 1S WELL DEFINED). IftY | p — randtY v p, thenr € ConFiGy U{ error }
and ifr = t'V | y’ € ConriGy then also t'V + p’ and dom(p) € dom(u”).

ProoF. By induction on the structure of a derivation of 7 | y — r, considering the last rule
used in the derivation.

Case (I®). Then tU = by, @9 byy,. By construction we can suppose that g = g{ v g3, then
d.erP.ge < 9.8

¢ > b1y, € Bool,, ey + Booly, < Boolg;
@ bae, € Booly, &+ Booly, < Booly

1
ae @by, @7 e3byp, € T[Booly]
Therefore
1(b1)g, ®7 e2(ba)g, |
¢ -
— (g ve)b [9] bz)(gl\?gz) i Booly | p
Then

ek d.gc < $ge
o (1 v e)(by [@] b2)(g,vy = BoOlg € T[Bool,]

(o)

and the result holds.

Case (Iprot). Then tV = ¢ » prot“;;]gzﬁ'(su) and

ger g <dg e Fgrvg < gl
¢’ >ueTU']
(prot) erU 5U kg’ <g
xS protg;;/g{)’(eu) € T[U v g]

Therefore
9.U 11 ¢ ~ -, ~
protl) ¢'(eu) | 1 — (eVe)uvg) =UVg|p
But by Lemma E.9, ¢ » u € T[U’]. Therefore by definition of join ¢ » (u v g’) € T[U’ v g’]. Then
using Lemma 6.13

¢ (uvg)eTU vg']
(ever)rU'vg sUvyg
dr(eve)uvg)=UvgeTUvy({]

and the result holds.
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"
Ui—, U

Case (Tapp). Then tV = & (1% xUn .tU”)g1 Py *euand U = Uy v g. Then

D1
¢ > tU1% € T[Uy,] p.e+-@.g. < ¢.8c

” 9¢
¢ > (Agc xU]l 'tU12)g1 I T[Ull—)gl UIZ]

D

¢>UET[U2/] Ezl—UZ,$U1
9¢ 9ge
&1 F U11—>91U12 < U1—>9U2
ek gevg < g per¢.ge<P.g
(lapp) ~
9¢ +Un $Un2 Ui _()f’ Uz S
P> eg(Aex™n t¥12) @, eu € T[U; v g]

Ife' = (e,0% idom(e;)) or e, = (¢.eV ilbl(e1)) o= e, 0% ilat(e;) are not defined, then tV | i> error,
and then the result hold immediately. Suppose that consistent transitivity does hold, then if

¢ = (Ple(d.gc v o) 9)

" ) U; i\l,Uz ¢ 9.U; . ,
e1(AexUn ey @, " eu |y — protﬁﬁil)gl¢'(lcod(£1)([(5 u: Upp) [« tY2)) |
As & + U < Uy and by inversion lemma idom(e;) - Uy < Uyy, then ¢’ + Uy < Upy. Therefore
¢v>¢e'u Uy € T[Up], and by Lemma E.11,
¢ > [(e'u = Upy)/xUn ]tV € T[U).

We know that ¢ + g. v g < g.. By inversion on the label of types, ilbl(¢;) F g; < g. Also by
monotonicity of the join, ¢.c v ilbl(e1) + ¢.g. v g1 < g v g- Then, by inversion on the latent effect
of function types, ilat(¢;) + g/ < g/’. Therefore combining evidences, as ¢’e = (¢.¢ v ilbl(¢;)) o=
er o~ ilat(e;), we may justify the runtime judgment ¢’ + ¢.g. v g1 < g7

Let us call t'Y12 = [(¢'u :: Upy)/xY1]tY2. By Lemma E.8, ¢’ » 'Yz € T[Uyz]. Then

b.erdg. < p.g.
¢)' > t’UlZ € T[Ulz] _
iCOd(E]) [ UIZ S Uz llbl(gl) - 91 < g

$ > protiy .., ¢’ (icod(e))(t""12)) € T[U, ¥ g]

(Iprot)

and the result holds.

Case (lif-true). Then tV = if? €1bg, then eyt else e5tVs, U = (Uy v Us) v g and

¢ > by, € T[Bool, ] &1 + Booly, < Bool,

¢’ = (p.evilblle)(p.gc v 91).9-8cv9) ek g <d.g
¢’ > t% € T[Up] e kU < (U § Us)
QS, > tU3 € T[U3] &3 F U3 < (UZ \V] U3)

¢ > if? e1b,, then e5t2 else e3t¥s € T[(Uy VU3V 9]
Therefore

. , ¢ PRUAY,
if 9¢1by, then et else e5t% | 1 — prot‘é})(l%l\)/;‘)qﬁ'(sztUz) | p
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But ~
p.ero.g. < p.ge
¢), > tUz € ’]T[Uz]
e b Uy S Uy Us llbl(é‘l) Fg1<g

¢ > proti 1/ (et%) € T[(U 9 Us) ¥ g1

(Iprot)

and the result holds.
Case (lif-false). Analogous to case (if-true).

Case (Iref). Then tV = refgf eu and

b.et g < b.g. ¢pruecT[U”]
erU” U e+ ge < label(U)

(Iref) G
¢ > ref,, eu € T[Ref, U’']

If ¢/ = £V (¢.c o= &) is not defined, then U’ | p i> error, and then the result hold immediately.
Suppose that consistent transitivity does hold, then

: b v - /
refg eulp — ol | plo” - Wy .g) = U’

where oV" ¢ dom(p).
We know that &, + g, < label(U’), therefore ¢.c o= e/ + ¢.g. < label(U’). We also know that ¢ +

U” < U’. Therefore combining both evidences we can justify that eV (¢.c o< ¢,) F Uz'/vm:/U'.
But _

(]S.é‘ + ¢gt < ¢gL

0Y" € T[Ref, U]

Letuscallp’ = ,u[oUl — & (uve.g.) = U’]. It is easy to see thatfreeLocs(oU/) = oY and dom(p’) =
dom(y) U o', then freeLocs(oV") C dom(y’). Given that tV" + y then freeLocs(u) € dom(y), and
therefore V v € cod(u’) = cod(u) U (¢'(u ¥ ¢.g.) = U”), freeLocs(v’) € dom(y’). Finally as tV" + p
and p'(0Y") = ¢’(uv ¢.g.) = U’ € T[U’] then we can conclude that [V + i’ and dom(y) C dom(y’),
and the result holds.

M

Case (Ideref). Then tU = |Refy U/.sog,", U=U'vgand
¢ >0l € T[Refy U]
e+ Ref, U” < Ref, U’
berdg. < P.g.
¢ » 1Rl Uleog,” e T[U' v g]
Then for ¢’ = ((¢.e v ilbl(e))(p.gc ¥ 9'), .8V )

Ref U’Eog"

(Ideref)

¢ U g
lp — PrOt}yzbl(E)g'Qb (iref(e)v) | p
where y(oU”) = v. As the store is well typed, therefore ¢>v € T[U”]. By Lemma E.9, ¢'>v € T[U"].
By inversion lemma on references, ilbl(¢) + ¢’ < g and iref(e) + U” < U’
porde Zde @ roveTU]
iref(e) FU” s U ilblle)F g’ < g

xS protfl'b[lt)g,([)’(iref(g)v) e T[U’' v g]

(Iprot)

and the result holds.
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Ul’ g,Us

Case (lassgn). Then tV = €10y =g, E2U and

e+ Refy U] < Ref, Uy ¢» of]],{ € T[Ref, U/]

e kU S U ¢vu e T[Us]
(Tassgn) a2 < -8 er b ¢.gcv g < label(Uy)
7 q,U;
¢ 510;]'1 J¢=ls, eou € T[Unit,]

If e’ = (e50<" iref(e1))v((¢. v ilbl(e;)) o= e, 0% ilbl(iref (¢1)) is not defined, then tV" | y N error,
and then the result hold immediately. Suppose that consistent transitivity does hold, then

glof,]{ ‘q:'glg(; eou | p N unit, | plo¥ — &'y (¢.g.v g)) = U]]
We know that & + ¢. gcm(Ul). Then by inversion on reference evidence types and
inversion in the label of types, ilbl(iref(¢1)) v label(Uy) < label(U]). But ilbl(¢1) + g’ < g, using
monotonicity of the join, ¢. v ilbl(e;) + gb.g(,m v g. Therefore
((¢.e v ilbl(e1)) o= &¢) o~ ilbl(iref(e1)) + ¢.g. MI(U{). We also know that if u € T[U,], then
(&5 o< iref(e1)) + Uy < U/. Combining both evidences, ¢’ = (&, o~ iref(e1)) ¥ ((¢.€ v ilbl(e;)) o=

er) o~ ilbl(iref (¢1))), and by Proposition 6.13 we can then justify that ¢’ + Uy v (¢.g. v g) <: U and
therefore justify the ascription in the heap.

Let us call g’ = p[o% — &' (u¥ (¢.g. v 9)) = U/]. As freeLocs(unit,) = 0 then
freeLocs(unit,) C p’.
As tY + p then freeLocs(u) € dom(u), and as dom(u) = dom(p’) then it is trivial to see that
Vv’ € cod(u’), freeLocs(v’) C dom(u’), and the result holds.

]

PROPOSITION E.13 (—> 1s WELL DEFINED). IftV | i 2 rand Uk i, then r € CoNFiGy U
{error} and ifr = t'V | ' € ConriGy then also t'V + p’ and dom(u) € dom(u”).

ProoF. By induction on the structure of a derivation of tV | u ri r.
Case R—>). tY | u i> r. By well-definedness of — (Prop E.12), r € CoNFIG; U { error } and if
r=t'"Y | u’ € ConFiGy then also t'V + u’ and dom(u) € dom(u’).
Case (Rprot). tV = protZ;]/(;S'(stIU”) and
berd g e ravg <gl

¢’ >tV e T[U”] N
erU” 5 U’ eerg' <g

é> prot‘g"qy/qﬁ’(etl "Ye T[U’ ¥ g]
Using induction hypothesis on the premise of (Rprot()), then

(Iprot)

(Rprot())

9. U’ " ¢ 9. U’ "
prot;,g, ¢'(et!") | p prot:_,g, ¢’ (et | p’

where ¢’ > tzU” e T[U"], tZU” + p’ and dom(p) € dom(u’). Therefore
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p.erP.ge < gb.gcﬁ & rgrvy gl
¢’ >tV e T[U"]

(Iprot) erU” s U’ egrg’ <9
¢ > protl) ¢ (etd") € T[U' T g]

and the result holds.

Case Rf). tV = f[tV'], ¢ > f[tV"] € T[U], tY" | 2 tY" | i’, and consider F : T[U’] — T[U],
where F(¢>tY") = ¢ f[tY"]. By induction hypothesis, ¢ > 1Y € T[U’], so F(¢>tl") = v f[tY'] €
T[U].

By induction hypothesis we also know that t{" + .

If freeLocs(tzU/) C ', freeLocs(f[tV]) C p, and dom(u) C dom(p’), then it is easy to see that
freeLocs(f[tY]) C p’, and therefore conclude that f[tY2] + p’.

Case (Rferr, Rherr, Rprot() ferr, Rprot()herr). r = error.

Case(Rh). tY = hlet], ¢>h[tU/] € T[U], and consider G : EVLABELX GLABELX GLABELXEVTERM —
T[U], G(¢, et) = ¢ > h[et] and et —>. et’. Then there exists U,, U, such that et = ¢.tJ¢ and
ge F Up < Uy. Also, t, = eyv :: U, withv € T[U,] and ¢, + U,, < U,.

We know that ¢, = ¢, 0= ¢, is defined, and et = ¢,t, — ¢.v = et’. By definition of o<* we have
e F Uy S Uy, 50 G(P, et’) = ¢ > hlet’] € T[U].

As freeLocs(et) = freeLocs(et’) and i’ = p then it is easy to conclude that Alet’] + p.

Case (Rprot()h). Similar case to (Rh) case, using P : EvTErRM — T[U], P(et) = ¢ » protﬁ;/[,/gb’(et).

O

Now we can establish type safety: programs do not get stuck, though they may terminate with
cast errors. Also the store of a program is well typed.

ProPOSITION E.14 (TYPE SAFETY). If¢ >tV € T[U] then either tV is a value v; tV | y - error;

orif tV v+ p thentV | +i> 'V | u’ for some term ¢ > t'V € T[U] and some p’ such that t'V + u’
and dom(p) C dom(p’).

ProOF. By induction on the structure of ¢ » tU.
Case (Iu1L, Ib, Ix, IN). Y is a value.

Case (Iprot). tV = prot“g’g’/(j)’(stU'), and
perdge<dg e Forvy <y
¢ >tV e T[U']
erU sU errg' <g
(Iprot) U ; ~
Ly ¢'(et”") € TU Y ¢]

¢ > prot,
By induction hypothesis on tV", one of the following holds:

(1) tY isa simple value , then by (R—), tV | »L v | p, and by Prop E.13, ¢ > v € T[U] and
the result holds.
(2) tY" is an ascribed value v, then, ¢tY" — et’ for some et’ € EVTERM U { error }. Hence

tV | u |i> r for some r € CoNFIGy U { error } by Prop E.13 and either (Rg), or (Rgerr).
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3) tY | u »L ry for some r; € T[U;] U { error }. Hence tV | y |i> r for some r € CoNFIGy U
{ error } by Prop E.13 and either (Rprot()), or (Rprot()ferr).

Case (I::). tV = ¢tV :: U, and

QS > tUl S T[Ul]
e rUy sUp  ¢ebdge <¢.ge
¢ > EltUl = U, € T[Uz]
By induction hypothesis on U1, one of the following holds:

(1) tY is a value, in which case tV is also a value.

) tY | rL r; for some r; € T[U;] U { error }. Hence tY | y — r for some r € ConFiGy U
{'error } by Prop E.13 and either (Rf), or (Rferr).

Case (IUif). tY = if? &tY" then &,t% else &5t and

¢>tU € T[U1] &+ U S Booly, e+ ¢.ge < ¢.g.
¢’ = ((¢.¢ v ilbl(e1))($.gc Y label(U1)), gc ¥ 9)
¢, > tUZ S T[Uz] & F Uz < (U2 /\\//U3)
¢, > tU3 € T[U3] e U < (U2 /\\//U3)

¢ if? etV then &,t% else et € T[(U, v Us) vV 9]

(If)

By induction hypothesis on t1, one of the following holds:
(1) tY is a value u, then by (R—>), tV | 0i> r and r € ConFIGy U { error } by Prop E.13.
(2) tY" is an ascribed value v, then, £;tY" —. et’ for some et’ € EVTERM U { error }. Hence
tY | p |i> r for some r € CoNFIGy U { error } by Prop E.13 and either (Rg), or (Rgerr).

@)tV | »i> ry for some r; € T[U;] U { error }. Hence tV | u — r for some r € CoNFIGy U
{ error } by Prop E.13 and either (Rf), or (R ferr).

o
Ui ~55, Uy

Case (Tapp). tV = £;t"' @,, et

¢ >tV e T[Ul] e FU < Ullg—c)gUlz
¢ > tUz S T[Uz] &y U2 < Un

eebgevg <9l  perdg<d.g

(lapp) "
U —>,Up
¢

¢>£1tUl @ SztUZ € T[Ulz vg]
By induction hypothesis on tY!, one of the following holds:

(1) tY is a value (AxUn.tV2),, (by canonical forms Lemma E.10), posing U; = U}, — 5 U},.
Then by induction hypothesis on U2, one of the following holds:

(a) t% is a value u, then by (R—), tV | u »i r and r € ConFiGy U { error } by Prop E.13.
(b) tY is an ascribed value v, then, &,t> —s et’ for some et’ € EVTERM U { error }. Hence

tV | +i> r for some r € CoNFIGy U { error } by Prop E.13 and either (Rg), or (Rgerr).

(© tY% | pu 0i> r, for some r, € ConFiGy, U { error }. Hence tV | u »L r for some r €
ConriGy U { error } by Prop E.13 and either (Rf), or (Rferr). Also by Prop E.13,if r =
'V | u’ € T[U) then dom(y) C dom(y’).
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(2) tY" is an ascribed value v, then, £;tY" —. et’ for some et’ € EVTERM U { error }. Hence
¢ .
tY | p + r for some r € CONFIGy U { error } by Prop E.13 and either (Rg), or (Rgerr).

(3) tY | u > ry for some r; € CoNFIGy, U{ error }. Hence tV | y 0i> r for some r € CONFIGy U
{ error } by Prop E.13 and either (Rf), or (R ferr). Also by Prop E.13,if r = t'V | u’ € T[U]
then dom(u) C dom(p’).

Case (I®). Similar case to (Iapp)
Case (Iref). tV = refg/ etY” and

d.eFP.ge < $.g. P> tV" e T[U"]
erU” U’ er b ge < label(U")

o> refg: etV” € T[Ref, U’]

(Iref)

By induction hypothesis on tV”, one of the following holds:

(1) tV" is a value v, then by R—), tYV" | i »i> r and r € CoNFIGys by Prop E.13. Also by
Prop E.13,if r = t'V | p’ € T[U] then dom(y) € dom(y’).
(2) tY” is an ascribed value v, then, ¢t% — et’ for some et’ € EVTERM U { error }. Hence

tY | u ,i, r for some r € CoNFIGy» U { error } by Prop E.13 and either (Rg), or (Rgerr).

3)tV" | ri> ry for some r; € CoNFIGy» U { error }. Hence tV" | u vi r for some r €
Conrigys U { error } by Prop E.13 and either (Rf), or (Rferr). Also by Prop E.13, if r =
t'V | p’ € T[U] then dom(u) € dom(u’).

Case (Ideref). tU = Refy U gpU”

§ p.eFP.g. < ¢.8¢
¢>tV" e T[U”] e+ U” < Ref, U’

¢ > !Ref}, U’gtU" € T[U, ’\79]

(Ideref)

By induction hypothesis on tV”, one of the following holds:
(1) tY” is a value V" (by canonical forms Lemma E.10), where U” = Ref,, U’"”, then by (R—>),

¢
tY | g+ rand r € ConFiGy by Prop E.13.
(2) tY” is an ascribed value v, then, etV” — et’ for some et’ € EvTERM U { error }. Hence

tV | p |i> r for some r € CoNFIGy U { error } by Prop E.13 and either (Rg), or (Rgerr).

Bt | u ri r; for some r; € CoNFiGy~ U { error }. Hence tV | +i> r for some r €
ConriGy U {error } by Prop E.13 and either (Rf), or (Rferr). Also by Prop E.13, if r =
'V | u’ € T[U] then dom(u) € dom(u”).

n g,U;

Case (IUassign). tV = &tV "i=',, £,t" and
e1 F Refy U/ S Refy Uy ¢»tY € T[Refy Uy]
erl U otV € T[Us]
bevdg. < b.g. e b ¢.gev g < label(Uy)
(Tassgn)

n g,U .
Pv £tYi ‘7:=Igf &tY% € T[Unit, ]

By induction hypothesis on V', one of the following holds:
(1) tY%" isavalue IY!" (by canonical forms Lemma E.10), where U}’ = Ref, U{”’. Then by induction
hypothesis on t'2, one of the following holds:



Type-Driven Gradual Security with References 115

(a) tY is a value u, then by (R—>), tV | IL r and r € ConFIGy U { error } by Prop E.13.
Also by Prop E.13,if r = 'Y | p’ € T[U] then dom(u) € dom(y’).
(b) t% is an ascribed value v, then, ;%> — et’ for some et’ € EVTERM U { error }. Hence

tV | »L r for some r € CoNFIGy U { error } by Prop E.13 and either (Rg), or (Rgerr).

() tY% | u +i> r, for some r, € CoNFIGy, U { error }. Hence tV | u +i> r for some r €
ConrFIGy U { error } by Prop E.13 and either (Rf), or (Rferr). Also by Prop E.13, if r =

t'V | u’ € T[U] then dom(u) C dom(u”).
(2) tY%" is an ascribed value v, then, ¢;tY" —s et’ for some et’ € EVITERM U { error }. Hence

tV | p |i> r for some r € CoNFIGy U { error } by Prop E.13 and either (Rg), or (Rgerr).

m

3) tY |y ri ry for some r; € CoNFiGyy U { error }. Hence tV | +i> r for some r
ConriGy U { error } by Prop E.13 and either (Rf), or (Rferr). Also by Prop E.13, if r
'V | u’ € T[U] then dom(u) € dom(u”).

]

ProPOSITION E.15 (STATIC TERMS DO NOT FAIL). Let us define STATICTERM the set of evidence
augmented terms with full static annotations. Then consider t; € STATICTERM, ¢ = (e(,,{.), and p,
such thate = J[C.. < L], ¢ >ts € T[S], and that Vous € cod(p,), vs € STATICTERM. Then either ts is a
value, or

¢ | ., ’
sl ps F L | Hs

Proor. We know that if you follow AGT to derive the dynamic semantics of a gradual language,
then by construction the resulting language satisfy the dynamic conservative extension property.
As we follow AGT to derive the dynamic semantics, we get this property by construction, save
for the assignment elimination reduction rule. In this rule we add an extra check of the form

¢.¢ | <] ilbl(e). So if we prove that the extra check is always satisfied, then the result holds.
Let us consider a ¢{ fully static like so:

e F Refp S| S Ref, S;  ¢oon € T[Refp S]]

& FS <SS ¢>u€T[Sz]
per il <L er v lev € < label(Sy)

(Iassgn) s
v glo?} =, &yu € T[Unit,]

By inspection of the reduction rules we have to prove that ¢.¢ | <] ilbl(¢). §.¢ <] ilbl(¢). We know

by definition of interior between two static labels that ¢ = I[¢. < €] = ([£L, (L], [Le, Lc]). Also, ff

ps(osi) = ¢eu’ : 5], as everything is static, ilbl(¢) have to have the form ([(,, £,,], [label(S]), label(S])]),

for some ¢,,. Then we have to prove that £, < label(S]), but notice that as everything is static,

ee €. v € < label(S;) is equivalent to e/ + €. v € < label(S;), therefore we know that £, < label(S;)
and the result holds.

O

E.5 Dynamic Gradual Guarantee
In this section we present the proof the Dynamic Gradual Guarantee for GSLgef without the specific
check in rule (r7).

Definition E.16 (Intrinsic term precision). Let
Q € P(V[x] x V[*]) U P(Loc, x Loc,) be defined as Q ::= {xUin C xUiz, oUin C oViz } We define
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N E g N E g
QU {xY Ca )k xU Cxt Q+ by, T by, Q + unity, C unit,

UnCUiz  9e1'CEgc2’ 91E g2

g1 C g0 QU {xUll C x Uiz } F U C Uz
QU {0 Co%} ol Coll Q F (A9 xUn Uiy C (A9 xUn Uz
N E g
g{ cC g{ (/J){ C QSé ) QFr tUll C tUZl
UEU QrtYEt% ey Cep UpsCUp &LCe
91.Ur 4y U/ 92.Us 4y (04 Ui .. Ut ..
Q+ prot) «¢(ert™) T prot]) /§;(est"?) (e1tY1 1 Upp) E (et = Upg)

91 C g QrtUnpctUn QY iUz

e11 E €21 &12 £ e2 ee1 E e
U CUs U, E Uy 91 E g2
Je1 9c2
U U U255 U
Qr et @, 7 [12]tY2 C etV @, 7 [22]Y2
N Ege
Q ¢Un C tUn £11 E &1
QFr tUlz [ tU23 £12 £ &99
QU c U £13 E &3
QFif? e1tY1 then 51U else £15tY3 C
if7 £tV then g5,V else e93tY2
Q+ tU“ C tUZl Qr tUlZ C tUzz U1 C Uz e B €pn gcl C gcg
£11 E é91 19 & €99 91 E g &1 C e QY C Uz
! ’
QF (11t @9 £151U12) E (51172 @92 £551V22) Qr refg?1 at¥i C refg?2 £tz
QF tUn C Uz QF tUn C Uz QU C +Ue2
UyCU, ¢Ce ennCey  e2Cep a6LCe g1Cge UL
Qr WigtUn £ 1Ueg,tUn Uy, 9uU Uy, Uy, 92.U2 Uy,
1 = 2 QF et™n = & Ept 12 E egt™H = & E9ol 722

YoU' € dom(u1).30Y> € dom(uy) s.t.
Qroico”  Qr (%) E (1Y)
QF p1 E o

where ¢; C ¢y & P1.6 C ¢o.6 A P1.8c T P28 A P1.8c E P2.8¢

Fig. 39. Intrinsic term precision

an ordering relation (- + - £ -) € (P(V[*] x V[«]) U P(Loc. X Loc,)) x T[*] x T[] shown in
Figure 39.

Definition E.17 (Well Formedness of ). We say that Q is well formed iff V { [V C [Viz } € Q.U;; C
Uiz
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Before proving the gradual guarantee, we first establish some auxiliary properties of precision.
For the following propositions, we assume Well Formedness of Q (Definition E.17).

ProposiTION E.18. IfQ + tY1 T t% for some Q € P(V[x]x V[«])UP(Loc. X Loc,.), then Uy E Us,.

PRrOOF. Straightforward induction on Q + tYt € t2, since the corresponding precision on types
is systematically a premise (either directly or transitively). O

ProrosiTioN E.19. Let g1, g € EVFRAME such that ¢, >gl[snt1Ul] € T[U/], p2> 92 [emtle] e T[U;],
with U] E Uj . Then ifgl[gutlUl] C gz[ggltle], £12 C &99 and tzU1 C tZUZ, then gl[glgtzUl] C gz[é‘ggtzUz]

Proor. We proceed by case analysis on g;.

. uy / ,
Case (0 @Y et). Then fori € {1,2} ¢g; must have the form 0 @,, ¢/tVi for some U/, ¢/ and t:.
As gl[elltlUl] C 92[821t1UZ] then by Capp &1 E &, ¢] E ¢}, U/’ E U’ and Ul C 1Y,
; Uy / AN /
As ¢15 C £, and tzU1 c tzUz, then by Capp ElztzU‘ @, etV C ezgtzU‘ o, €5V, and the result
holds.

g U U 9:U
Case (@@ et,ev®’ O,ev@,, O,0:U,!170,0 =, et,

14
.U . . L .
ev ‘Izzlgf 0, if? O then et else ef). Straightforward using similar argument to the previous case.

]

ProPOSITION E.20. Let gy, gs € EVFRAME such that ¢; > g1 [e,tU"] € T[U/], ¢z > go[e2t%2] € T[U;],
with U} T U, . Then if gi[e1t"'] € go[estV?] then tV Tt and ¢; C ¢,.

Proor. We proceed by case analysis on g;.

Case (0 @Y et). Then there must exist some ¢/;, U;, ¢/ and tYi such that gletV] = et% @gl g{th
and g[e,tV2] = eyt @5,22 gétUZl. Then by the hypothesis and the premises of (C4pp), tV" E tY and
€1 C &, and the result holds immediately.

g9,Ui

Case (O &9 et,ev®? O, ev @g/ oo:U,\Woo'= e €,

9,U; . . . .. .
v i=',, 0,if’ O then et else et). Straightforward using similar argument to the previous case.

]

ProposITION E.21. Let fi, fo € EVFRAME such that ¢y > fi[t71] € T[U], ¢z > fo[t7?] € T[UF], with
U/ CU; . Then if filt{'] C folt{"] and t;" T 132, then fi[t{'] T folt?]

PRrROOF. Suppose f,-[tlUl] =g; [sitlU"]. We know that ¢; > g1[¢ tlUl] e T[U/], ¢1» gz[gztle] e T[U;]
and U] C Uj. Therefore if gy[1t""] T gi[e1¢7?], by Prop E.20, £, C ¢,. Finally by Prop E.19 we
conclude that g;[¢ tzUl] C gile tZUZ]. O

ProposiTION E.22. Let fi, f» € EVFRAME such that ¢ > fi[tV'] € T[U]), ¢ > fo[tY2] € T[U,], with
U/ C Uy . Then if fi[tV'] C fo[t%2] then tVr C t%2.

PROOF. Suppose f;[tV'] = g; [sl—tlU"]. We know that ¢; > g4 [EltlU‘] e T[U/], ¢1 > gz[sztle] e T[U;]
and U] C U,. Therefore if g [gltlUl] C gle tlUZ], then using Prop E.20 we conclude that Y € Uz,
(]
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PROPOSITION E.23 (SUBSTITUTION PRESERVES PRECISION). IfQ U {x% C xU} + tY1 C t% and
QFtYCtY then QF [tV /xUs]tU C [tV /xUs]tlz.

Proor. By induction on the derivation of tY C % and case analysis of the last rule used in the
derivation. All cases follow either trivially (no premises) or by the induction hypotheses. O
ProrosITION E.24 (MONOTONE PRECISION FOR 0<°). Ife; T ¢y and e3 T &4 thene; 0= 65 T 50 4.

Proor. By definition of consistent transitivity for <: and the definition of precision. O

ProPoSITION E.25 (MONOTONE PRECISION FOR 0%). Ife; T e and e3 C ¢4 then e o= £3 T £ 0= &4,

Proor. By definition of consistent transitivity for < and the definition of precision. O

PropOSITION E.26 (MONOTONE PRECISION FOR JOIN). If¢; C &, ande3 C ¢4 then ey v 63 C £ v &4.

Proor. By definition of join and the definition of precision. O

ProrosiTION E.27. IfRef U; E Ref U, then U; E Us.
Proor. By definition of precision we know that
{RefT | Tey(U1)} C{Ref T | T € y(U,)}. This relation is true only if y(U;) C y(Uz) which is
equivalent to U; E Us. ]
PropOsITION E.28. IfUyy C Uyy and Uy T Usy then Uy 5 Uy E Uz  Upy.

Proor. By induction on the type derivation of the types and consistent join. O

LemMaA E.29. Ife; + Refy Uy < Refy, Uy and e, + Ref,, Us < Ref
iref(e1) C iref(ez).

g9 U2, and €, € &, then

Proor. By definition of precision and iref. O
PRrOPOSITION E.30 (DYNAMIC GUARANTEE FOR —). Suppose Q F tU' C t2, ¢ T ¢y, and

¢ [
QFrpy E ,uz.IftlUl | 1 AN tZU1 | p1 then t1U2 | pa = l‘ZU2 | u5 where Q' + tzU1 c l‘ZU2 and

Q' F p1 E py, for some Q" 2 Q.
ProOF. By induction on the structure of ¢ T t. For simplicity we omit the  + notation on

precision relations when it is not relevant for the argument.

Case (— @). We know that tlU‘ = (e11(b1)g,, ®7" £12(b2)y,,) then by (Cg) tlU2 = (e21(b1)g,, O
£92(b2)g,,) for some 31, £22, 921, g2 such that e11 £ &1, €12 T £33, g11 C 921 and gq2 C goo.

¢ -
If tlUl | 1 — by | p1 where bs = (e11 v €12)(b1 [@] bz)(guggm) :: Booly, , then

tlUZ | 2 & bs | pa where b} = (e21 v €22)(b1 [@] bZ)(gzIngz) i Booly, . By Lemma E.26, (¢11 v €12) T
(€21 v £22). Also (g11 v g21) E (921 v g22)-
(911 v 921) E (912 V 922)
QF (bl [[6]] bZ)(911\7921) c (bl [[6]] bZ)(gzﬂ?gzz)
Bool,, C Bool, (11 V €12) E (21 Y €22)
(e11 v €12)(by [@] bz)(gn\}gm) = Booly, T
(e21 v e22)(b1 [®] b2, 5,y  BOOlg,

Therefore t" C tJ2. As Q' = Q, i} = py and pip = g} then Q' v p} T pi}.
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Case (—>prot). We know that tlU1 = prot‘ ¢1(£1u1) then by (Cprot() t1 = protZi ZZ¢2(€2u2) and
therefore
NEg
91 E g P E ¢ e Ce
U1|:U2 QFU]EUZ e E €

Q' prot] " L AGTN )= protg{fzzlz¢z(€2uz)

for some ¢;, uz, Uz and e72, where uy € T[U/] and uy € T[U;]. If

é ~ ~ ~ # ~ ~ ~
tlU1 | 11 AN (e1ver)wivgy) = Urvgr | p1. Therefore, tlU2 | po AN (e2ver)uavgy) = Uavga | pia
By Lemma E.26, (¢1ver1) E (e2v€72), and as join is monotone U; vg; € Uz v g2 and (u1vgy) C (u2v g3)-
Therefore by C., (e1 v ep1)(u1 v g7) s U1 v g1 C (62 v er2)(ua v 95) = Ua v go. As Q' = Q, ] = p; and
Ho = pg then Q' + pf € .

Case (—app). We know that

vl U
t1U1 = e (AxUn, tUlz) @é,l1 7% £15u then by (C app) t1 must have the form

2
_) U
t1 = g9 (AxV2, tU“) @gS 270 eouy for some ey1, xU21, tV22 Us, Uy, 822,gcz, o and uy.
Let us pose ¢; = ¢15 0~ idom(ey;) and ], = (1.6 v llbl(gll)) o= g1 0% ilat(eyy),

¢{ = (e/1(91 V $1.80): 91 ¥ $1.8c). Then

x Uz

h g1,Uz
I — PrOt;,blzl » @1 (icod(e1)t]) | py with ] = [(equy == Upp)/xUn]ele,
Also, let us pose &, = &5 0 idom(ey;) and e/, = (¢o.6 ¥ ilbl(e21)) o= £py o~ ilat(es), ¢y =
(€/9(95 v P2.80): 92 ¥ ¢2.8c). Then

¢ 92,Us
t2 |y — protyy o di(icod(exn)ty) | iz with 15 = [(eau s Upy)/xU eV,

As Q + tIU1 Ct U , then u; T uy, €15 £ & and idom(ey;) T idom(ey;) as well, then by Prop E.24
& C &, Then £1u1 o U11 C &suy U21 by (E)

We also know by (C4pp) and (E,) that Q U {x" C xU21} + 1Yz £ tU22, By Substitution preserves
precision (Prop E.23) t] E tj, therefore icod(e11)t] = Uz E icod(ez)t; = Uy by (E..). Also g1 C g,
ilbl(e11) E ilbly, g7 C qz and by Lemma E.24 and E.26, ¢/, E ¢/,. Also, as ¢1.g. C ¢2.g. by mono-
tonicity of the join g1 v ¢1.2: C g2 ¥ $2.8¢, and as ¢;.g. T ¢,.g. also by monotonicity of the join
91V h1.8c E 93V 2.5 Then by (Epror() I C Y AsQ = O,y = pyand iy = p then Q'+ pf T pj.

Case (—if-true). 7' = if” eiitrueg then else e1,tY12¢15tY then by (Cif) t” has the form
tle = if? 5,true,, then else 9otV 205t for some
€01, €22, 1U22, €93, and tUSz\. Then

U ) 91,(Un2\Uss) U
t |l — PrOtizlbl(Fff)q{ Hi(e12t72) |y, and

P2 prot et |

Where ¢! = ((¢;.c v llbl(&‘lg)(ql Y $i-80)s Pi-gc v gi])- Using the fact that t C t2 we know that
12 T 99, U2 T U2 g1 C g5, as ¢1.8. C ¢2.g. and g1 C go, and as join is monotone, ¢;.g. v g1 C
$2.8: v g2. Also as ¢1.g. T ¢2.9. and g{ C g5, and as join is monotone, ¢;.g. v g1 T $2.2: v g5 By
Prop E.18, we know that Uy, T U, and Uy C Uss. Therefore by Prop E.28 (Uy, Y Uss) T (Upz ¥ Uss).
Also as ¢;.¢ T ¢y.¢ and ilbl(e1,) T ilbl(e3,) then by Lemma E.26 (¢y.¢ v ilbl(e12)) E (¢a.€ ¥ ilbl(e20)).
Then using (Eprot())s tzul c tZUZ. As Q' =Q, uj =y and pp = pj then Q' F py E py.

Case (—>if-false). Same as case —if-true, using the fact that ;5 £ ¢;3 and tUs U,
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Case (—ref). We know that l‘l = refg“ e1uy, then by (Crer) l‘l = refm &uy , and therefore

U'CU enEer ge1 E gea
e1 C & QFu Cu

U U
Q Frefe) equp T refs, eoup

for some ¢y, uy, Uz” and ¢/2, where uy € T[U/] and u, € T[U;]. If

sz’

7

I ¢ py and where v] = &/(u; v gr1) = U/, &] =

$1
t1Ul|y1 — oL | pa[I%" = o], for some

e1 Y (¢1.€ o= £1). Therefore, tlU | g2 i> o | pz[le — vy], for some v ¢ 12 and where
v} = ej(uz v gr2) = Uy, &5 = €2 v (§2.€ 0= &72). By Lemma E.26 and E.24, ¢] T &}. Also as ¢;.¢ C ¢s.¢
and U; C U,, then by definition of rf, ¢}’ C &}’. Then using Q" = QU { I C [Y } and that 1 C 1,
by (E;) we can see that Q' + lf{l c lfz”. As g1 C gr2, by monotonicity of the join, u; v gr1 T ua v gra.
Therefore using E.., Q” + v] C vj. Also because Q C Q’, then by the fact that Q + py T iy, it is easy
to see that Q U { IV T 1Y}k py[IY 5 0]] C wo[I% + v}, ie. Q'+ pf T pj.

’ U// ’ U//
Case (—deref). We know that t.' = 1Refo Ul elyt, 172 = (Refy, Us &l and so
1 J2

Q + 1Refy Ul/slls{[‘” C IRefy Uz, IL{ZH. AsQF puy T pip, using (E,) then Q + (Y € (1Y), Then

Refy, Ul/gllzlﬁ | p ﬂ t",1 ,‘¢1(zref(£1)y1(oUl )) where ¢; = ilbl(e;). Therefore

Refy, Uégglzz,l | p ﬁ otqf Ezd)z(lref(gg)pz(oUz )) where ¢ = ilbl(e;).

Where ¢} = ((¢;.c ¥ el)(gb,.g( v 9}), ¢i.gc v 9i)- By monotonicity of the join ¢1.g. v g1 C P2.2¢ v g2,
$1.2:v9] C ¢2.8.vgs and (¢1.eve]) E (Pz.eve)). As e II &5, then by Lemma E.29, iref (¢1) T iref (e2).
Then Using (Eprot()) we can conclude that Q + 1‘21 c t LAs Q' = Q, uy = pf and pp = pj then also
Q" F pj £ pp.

g2, U

91, U U
2 lgﬂ ="¢,, €Uz and so

. U
Case (—)as51gn). We know that tl1 = el]l;{“ =gy E12Un, B = enly
U] 2. Uj
Uy 9 Uy 922
Qrenly i= 4, e12u1 6‘211 2 =", €Us. Then

. I , » -
tl1 | )y — unity | py[IY" +— v;], where v; = e(u1v(grivgr)) = Unp, and e] = (e12 0% iref(e11)) v
((¢1.€ ¥ ilbl(e11)) o= e7y o~ ilbl(iref (e11)). Similarly, then

(O |y 2 unity | gl — v,], where vy = £)(ts ¥ (9r2 ¥ 92)) # Un, and & = (632 0= iref (¢21)) ¥
((¢2.€V ilbl(£21)) 0= £5 o ilbl(iref (e51)). We need to prove that y = p;[I"  v1] T pfy = po[IV
vy]. Because Q F piy € pip then Q + [Un € [V by (T,). By well formedness of Q we also know that
Ui1 E Upp. Therefore, by Lemmas E.24, E.25 and E.26 ¢] E ¢). Then using C.., v; E v, following
that Q' = Q + pj C .

ProrosITION E.31 (DYNAMIC GUARANTEE). SupposetU1 Ct Uz .91 E ¢g,andpy £ ,ug.IftlUl | 11 —

2
00|y then £ | py v 122 |y where t" T 2% and i} © p}.

ProOF. We prove the following property instead: Suppose Q + t' C t2, ¢y T ¢, and Q + iy C

La. Iftl | i1 ii>t21|,u1thent12|,u2 »Ltzﬂ,uzwhereQ’l-tzlEtz and Q' + pf E p, for

some Q' 2 Q.
By induction on the structure of a derivation of t" C > . For simplicity we omit the Q
notation on precision relations when it is not relevant for the argument.
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Case R—). QF t; U Etlz,Ql-,ul C p2 and

1 | ,ul i) tz1 | #1. By dynamic guarantee of — (Prop E.30), t; Y2 | L 4 Y | Uy where
Q’ FiE Y2 Q' kol C g for some QD Q. And the result holds immediately.

Case Rf). tV' = fi[t7], t% = £[t%]. We know that Q + fi[t1] T f[t"]. By using Prop E.18,
U/ E Uj. By Prop E.22, we also know that Q + tlU i tUZ/ By induction hypothesis, tlU i | 11 I&
tz1 |p1,t12 | p2 N tz2 | g, Q'+ tz1 Ct, ui andQ’l—,u1 C p4 for some Q’ 2 Q.
Then by Prop E.21 then Q' fl[l‘z 1E £l t2 ] and the result holds.
Case (Rprot) Then t1 = protzllg]gbl(gltl 1) and t1 = pro tqZ UZ(;SZ( &ty 2)

Ast{" € 1, then by (CprotO) ;' C 1%.61 € $oaee1 C 2,01 € 92,91 C g and &, C &, By

(Rprot), t1 | i +¢—> ty' |/1 and by induction hypothesis, t2 c tZUZ, and Q' + pi C py for some

Q' 2 Q.
But then by (Eprot())
91, Uy

Q'+ prot/," (et © protfizg‘2 #(e2t7*) and the result holds.

Case (Rg). t; U - gilet1], tle = goletz], where Q + gi[et;] T goletz]. Also et; — et] and
ety — et).

Then there exists Uy, €11, €12 and v; such that et; = ¢11(e120; 2 Up). Also there exists Uy, &1, €2
and v, such that ety = &51(ep20, :: Uz). By Prop E.20, €11 T €21, and by (C..) 12 C &2, v1 C v, and
Up C U,. Then as et; — (€12 0= ¢11)v; and ety — . (e22 < £31)v; then, by Prop E.24 we know
that e15 0" £11 C £33 0~ £21. Then using this information, and the fact that v; C v,, by Prop E.19, it
follows that Q + g;[et]] C gi[et;]. As Q" = Q, ui = p; and pp = pj then Q' F pf T .

Case (Rprotg). Analogous to (Rprot) case but using — instead.
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E.6 Noninterference

In this section we present the proof of noninterference for GSLg.s. We use a logical relation that
is more general than the one presented in the paper. The main difference (beside using intrinsic
terms), is that the logical relation is no longer indexed by a static security effect. As ¢ embeds the
static security effect information, we generalize the logical relation to also relate two different static
security effects as well. Section E.6.1 present some auxiliary definitions. Section E.6.2 presents the
proof of Noninterference (Prop E.65), which implies Security Type Soundness (Prop 5.5) presented
in the paper.

E.6.1 Definitions. We introduce a function uval, which strips away ascriptions from a simple
value:

uval : GTYPE — SIMPLEVALUE
uval(u) = u
wval(eu = U) = u.

In order to compare the observable results of program, we introduce the rval(v) operator, which
strips away any checking-related information like labels or evidence-carrying ascriptions:

rval : VALUE — RAWVALUE
rval(by) = b
rval(eby :: U) = b
rval(unity) = unit
rval(eunity :: U) = unit
rval(og) =0
rval(sog’ =U)=o
rval(A9 xY.t%) ) = (A7 xV 1)

rval(e(A9 xU .t%2), : U) = (A9 x U1 1)

Definition E.32 (Gradual security logical relations). For an arbitrary element £, of the security
lattice, the £,-level gradual security relations are step-indexed and type-indexed binary relations on
tuples of security effect, closed terms and stores defined inductively as presented in Figure 40. The
notation (¢, vy, py) z’go (P2, V2, 12y : U indicates that the tuple of security effect ¢;, value v; and
store p; is related to the tuple of security effect ¢, value v, and store p; at type U for k steps when
observed at the security level £,. Similarly, the notation (gbzfo, trpys Ha, )k (¢, t., p.) C(U) indicates
that the tuple of security effect ¢, term t; and store p, and the tuple of security effect ¢, term t,
and store i, are related computations for k steps, that produce related values and related stores
at type U when observed at the security level ¢,. Notation z](fo 1 relates stores iy and pj, for k
steps when observed at security level £,. Finally, notation ¢; ~, @2, relates security effect ¢, and
¢2 for any number of steps at security level .

We say that a value is observable at level ¢, if, given a security effect ¢, the value is typeable,
the security effect is observable, and the label of the value is sublabel of £,. Also, as value v can
be a casted value, we need to analyze if its underlying evidence justifies that the security level
of the bare value is also subsumed by the observer security level. We do this by demanding that
the underlying evidence and label is also observable. We say that a security effect is observable
if its underlying evidence and static label is also observable. We say that an evidence and label
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(¢1,v1, 1) ’~J§D (2,02, p12) : U &= ¢1 =, $2 A 11 zlgo pz A di»v; € T[U]A
obsEqy_(¢1> v1, g2 > v2)A

(obse, (¢i > vi) = obsRelY , (¢1, 01, 1. 2. v2. p2))

obsRe|g€0(¢1,vl,y1,¢2, v, f2) & (rval(vy) = rval(vy)) if U € {Booly, Unity, Ref, U}

’
91 ”
7 92

U, U,
obsReijZﬂl 2(¢1, 01, f11, P2, Vs o) & Vj < k.VU' = U] — g U UL VL d1 e, 5 st ¢i <¢, $i
91 T
e r U1—1>glU2 <U’,and ey + U S U &' v plge v 95 < g5, we have:
Vo, (1, 01, 11) =y (G2, 03, ) = Uf, dom(p;) € dom(pi),
" =~ /)

J j 7
($1, (e101 @ii/ €01), p1) zjgo ($2, (102 @i; e309), ty) = C(U3y' ¥ g3

(1, t1, 1) z’éo (¢2, 12, pi2) : C(U) &=
d1 ~¢, P2 A zlgo p2 AV @1 =, ¢y st i <¢, ¢; and ¢} > t; € T[U] we have Vj < k

q

- k—j
(ti L =78 L pf = py~p 7 pgn

(irred(t)) = (1, t], 1) =y (o, th 13) : U)

K

mRy He == Vi, d1 =y, ¢2.) < (c, Vol € dom(p1) N dom(piz)
(p10 V). p1) =y (p2o p2(0¥).p2) : U
1 ~¢, P2 & obsg (¢i.chi.gc) vV ~obsy (pi.chi.gc)
$1<¢, $2 =  obsg ($2.c42.8c) = obs¢, (P1.c¢1.8c)
g1~z &= dom(u1) C dom(uz)
obsg (prv) &=  ¢$rveT[U]Aobsy (¢)Aobsg (ev(v)U)
ob550(¢) — 0b5g0(¢.£¢.gc)
obsp (eU)= &=  obs (eU)
obsg (eg) = &=  ¢o=¢ isdefined, where ¢’ = I<(g,€o)
obsquo(qﬁl U, daruz) = == ¢1 =¢, P2 A(obsg (9i) = ev(vr) =g, ev(vz))
£1 R¢, €2 — VUi,Ui/, &k Ui/ S Ui, (ObS[D(EiUi) \ —longa(Ein))/\
idom(e1) ¢, idom(ez)  if defined
obsg, (eiUi) = « icod(e1) ¢, icod(ez) if defined
iref(e1) =¢, iref(ez) if defined
where
ev(eu = U) = ¢
evw) = IJ<(u)

Fig. 40. Gradual security logical relations

are observable, if any value with that underlying evidence and static label, can be used used as
argument of a function that expects a value with security level £,. If the consistent transitivity check
of the reduction of the application does not hold, then it is not plausible that the security level of
the value is subsumed by ¢,, and therefore is not observable. For instance, consider ¢, = L, evidence
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e =([H, T],[L, T]) and static label g = ?. We can construct any value such as v = ¢true; :: Bool,,.
The level of the value and the bare value are sublabel of £,. But the evidence describes that at some
point during reduction, the security level of the bare value was required to be at least as high as H.
Therefore, v is not observable at level L (considering L < H), because as 9<(?,¢,) = ([L, L], [L, L]),
the consistent transitivity operation ([H, T|,[L, T]) o< ([ L, L], [L, L]) does not hold.

Two stores are related at k steps if each value in the heap of the locations they have in common,
are related at j < k steps for any related security effects. We say that store p; is the evolution of
store y;, annotated p; — i, if the domain of y; is a subset of p,.

Two tuples of security effects, values and stores are related for k steps at type Bool,, if the security
effects are related, the stores are related for k steps, the values can be typed as Bool, using the
security effects as context (any security effect will do, given that the typing of values do not depend
on the security effect). Additionally, both security effect and values must both be either observable
or not observable. If the security effect and values are observable then the raw values are the same.
Two tuples are observables at type Unit, and Ref, U analogous to booleans.

Pairs are related at function types similarly to booleans. The difference is that functions can not
be compared as booleans. Two functions are related if, given two related values and stores for j < k
steps at the argument type, the application of those function to the related values are also related
for j steps at at the return type.

Two tuples of terms and stores are related computations for k steps at type U, first, if the security
effects are related, and the stores are related for k steps. Second the terms must be typed as U using
a observationally higher security effect. Third, if for any j < k both terms can be reduced for at
least j steps, then the resulting stores are related for the remaining k — j steps Finally, if after at
least j steps the resulting terms are irreducible, then the resulting terms are also related values for
the remaining k — j steps at type U. Notice that the logical relation also relates programs that do
not terminate as long as after k steps the new stores are also related.

To define the fundamental property of the step-indexed logical relations we first define how to
relate substitutions:

Definition E.33. Let p be a substitution and I' a type substitution. We say that substitution p
satisfy environment I', written p |= T, if and only if dom(p) =T.

Definition E.34 (Related substitutions). Tuples (P1, p1, pt1) and {¢pz, p2, p12) are related on k steps
under I', notation ' + {¢q, p1, p11) z’go (P2, P2, pr2), if pi = T, g zlgu 12 and

Vx € T (pr. pr(x). ju) %7, (f2: pola”). p2) - U
E.6.2  Proof of noninterference.

LeEMMA E.35 (NONINTERFERENCE FOR BOOLEANS). Suppose k > 0, and

e an open term ¢ >tV € T[Bools,| where FV(t) = { xU1 } with label(Ul)<7€0
e two compatible valid stores tV v p;, jy z’go Lo

Then for any j < k, vy, v, € T[Ui], if both
¢ ’ ’
o tY[oy/xU] | o |
¢ ’ ’
o tY[vp/xU] | o+ T05 | g
we have that rval(v]) = rval(v}), and p] zlzo U

Proor. The result follows as a special case of Proposition E.65 below. O
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In this theorem, we treat tU as a program that takes x"" as its input. Furthermore, the security
level g’ = ZEEEI(Ul) of the input is not subsumed by the security level £, of the observer. As such,
noninterference dictates that changing non-observable input must not change the observable
value of the output (i.e., change true to false or vice-versa). However, this theorem is technically
termination-insensitive in that it is vacuously true if a change of inputs changes a program that
terminates with a value into one that either terminates with an error, or does not terminate at all.
If a program does not terminate after any number of steps, then at least the stores are related at
observation level £,.

Note that we compare equality of raw values at first-order type. Restricting attention to first-
order types (i.e., Bool) is common when investigating observational equivalence of typed languages.
We strip away security information because a person or client who uses the program ultimately
observes only the raw value that the program produces.

Also, gradual security dynamically traps some information leaks, so a change in equivalent
inputs may cause a program that previously yielded a value or diverged to now produce an error.
This change in behavior falls under the notion of termination-insensitive, since yielding an error is

simply a third form of termination be}klavior (in addition to producing a value and diverging).

. . ¢ . . .
Finally, we use notation t° | u + t"* | y’ to describe that configuration t° | y reduces, in at
most k steps, to configuration 'S | p’.

LemMA E.36. Consider e, + g < g'. IfVe, such that e, + g’ < o, £, 0% & F g < £, is not defined.
Then ifes + g’ < g”’, thenVeq such that es + 9" < €,
then (&1 0= &3) 0= g4 + g < €, is not defined

PrOOF. Applying associativity: (e, 0= e3) 0= g5 = £ 0= (¢5 0= &), but (¢5 0= &4) + g’ < g, and we
know that &; o= ¢, is not defined Ve, such that &, + g’ < £,. Therefore (e, 0= £3) 0= g4 + g < {, is
not defined and the result holds. m]

LEmMA E.37. Consider e, + g < g'. IfVe, such that e, + g’ < o, £, 0% & F g < £, is not defined.
<

Alsogg b 91 < go, ifes b gav g’ < o, then (gV €1) 0= &3+ g1 v g < £, is not defined

Proor. Let us prove that if () v 1) 0= &3 + m is defined, then ¢; o< &, is defined.

As join is monotone J¢; such that ¢; + m
Suppose &1 = ([{11, (12], [€21, €22]), €0 = ([ 631, €a2], [Can, Lazl), 5 = ([€51, €52], [ L1, Le2]), and &3 =

<[571,{732J, (€81, Cs2]).
As g v &1 = ([C11 v U531, Cra v Us2] [Co1 v Ly, Uaz v Laz]) is defined, then £y v €31 < {12 v {35 and
Co1 v €41 < €9 v €gp. Also as

(e0 v e1) 0~ &3 = {[l11 v U31, (€12 v E32) A ((€az v €a2) A €72) A Ls],
[511 v U31 v Lo v Lay v Ura v 581,582]>

is defined then €21 v la1 v 71 < (€22 v La2) A7, C11 v €31 < (Laz v €a2) A laz, €11 v €31 < {52, and
o1 v lar v €71 < Lo
If we choose ¢/ as the interior of the judgment, then we do not get new information, therefore
[€21, Ca2] E [€51, 52], ie. €51 < €21 and €53 < {5;. Using the same argument {41 < €71 and {75 < g2.
Then

[€51, €521, [Co1, Lozl T [€71, €721, [ 51, Cs2])
[€51, Us2], [Cer v €71, Loz A Lp2], [€s1, Cs2])
(€51, Us2], [E71, €72], [€s1, Cs2])

Il
> > D>
N/ NN
A~ SN S
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which is defined if €51 < €75, €77 < {52 and €51 < Lgo. But €51 < €21 < Oo1v a1 vl < (€azv Cyg)Alpa <
U7, Us1 < U1 < o1 v Uy v U1 < Lgz and €71 < a1 v Ly v €71 < Lo

Therefore

& oS &3 = ([l51, 52 A la Alsa], [U51 v €71 v L1, Cg2])

Using the same method, &; o= (g, o= &3) is defined if €21 v €51 < €2z A (€52 A €rg A s2), €11 <
a2 A (Us2 A €7z A lgp), and €11 < Lgy.

But by definition of 1 521 < 522, also 521 < 522 < {752» 521 < 521 \/541 Vf71 < (522 Y {42) /\f72 < {772,
U1 < U1 v Lo v €1 < Lg2, and €51 < 71 < €7y, therefore €a1 v €51 < €ag A (€52 A £72 A Lg2).

Also €11 < a2 < Usy, €11 < €11 v €31 < (Lo v Lag) Ay < Uy, and €1y < €y v €31 < gy, therefore
U1 < Uag A (€5 A b7z Alg), and €11 < €.

Then as &; o= (g o= ¢3) is defined then if we choose &, = (& o= &) F g’ < {,, the result holds.

O

LemMA E.38 (AssociATiviTy). Consider ¢, ¢, and €3, such that e; v g1 < g2, €2 F g2 < g3 and
< <. = <
3k 93 < ga. (105 &) 0% &5 = £ 0% (&2 0% £3)

ProoF. Suppose e = ([l11, (1], [L21, Ca2]), €2 = ([ €31, €32], [La1. Laz]), and e3 = ([ €51, €5z ], [Lo1, Ls2])
Then
(1 o< £2) 0% &3
= AN izl [Ca1, Co2] T [€a1, Es ], [ a1, €az]) 0% €3
= A<([511, l12], [€o1 v C31, baa A s3], [€41, Laz]) oS &3
= ([l11, €12 A(Lop Alag) Alaz], [€11 v (Lo v U31) v Lan, Caz])
o~([£s1, £52], [Co1. Cozl)
= AN([l11, bz A(Eag A la2) A, [C11 v (€a1 v €31) v Lag, Laz]M
(€51, (2], [Ce1, Lo2])
= AS([ly1, bz A (Lo A la) Ay,
[C11 v (C21 v €31) v Ca1 v €51, Lag A Usp],
(€61, Co2])
= <[€11’€§1]7[€é1a€oz]>
where £5; = C13 A (€2 Al32) Algg Alsy A by and €4y = 11 v (€21 v €31) v Cag v 51 v 61 But

& o (&2 o= £3)
= & o= A<([€31, Csa], [€a1, €a2] T [Es1, U5z ], [Lers Co2])
= & 0% AN([ls1, U3z, [Lar v Us1, Lz A Us2], [ L1, Ce2])
= ([t11, (12, [La1, €22]) 0™
([€31, 32 A (Caz A ls2) A Loz, [€31 v (Lax v Es1) v Co1, Ceal)
= AN([l1, biz], [Cor, £o2]M
[€31, 32 A (Caz A ls2) A loa), [€31 v (Lax v Us1) v Co1s Coz])
= a3, bl
[Ca1, Caz A (£33 A Lgg) A bsy A Lgy],
[€31 v (La1 v €51) v o1, L2 ]
= [t O] [C61» Cs2])
where fél =l A (fgg A 532) ALy Alsz Alga and fél =l v (821 \ 631) v €41 v €51 v Ce1, and the result
holds. ]

LemMA E.39. Consider ¢1, ¢, and e3 such that e; + g1 < g2, €2 F g2 < g3 and e3 + g3 < gs. If
1Y (g2 0% &3) is defined, then (¢, ¥ &5) o= (&1 Vv €3) is defined

Proor. By definition of join and consistent transitivity, using the property that the join operator
is monotone. o
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LemMa E.40. If Be;, such that e; v g1 S go, then Aey, such that & + m

Proor. By definition of join and consistent transitivity, using the property that the join operator
is monotone. o

Lemma E.41. Consider stores ju1, iz, ji1, ji such that p; — pj, and substitutions p; and ps, such that
Ik {¢1, p1, 1) z’éo (2, p2, piz), then if Vj < k, if puj =, 5 thenT v {y, pr, 11) = (P2, P2, f15)
Proor. By definition of related computations and related stores. The key argument is that given

that p; — pj then p} have at least the same locations of y; and the values still are related as well
given that they still have the same type. O

LEMMA E.42 (SUBSTITUTION PRESERVES TYPING). If¢w>tU € T[U] and p |= FV(tY) then ¢»p(tY) €
T[U].

Proor. By induction on the derivation of ¢ » tV € T[U] O

LEMMA E.43 (REDUCTION PRESERVES RELATIONS). Consider ¢; <., ¢}, ¢;>t; € T[U], p; € STORE,
ti by, and p1 z’go Ua. Consider j < k, posing t; | pi »i Jt! | pi, we have
(pro tro 1) ~5 (. ta, rz) 2 C(U) if and only if (pu, o py) . (s t5. 13} : C(U)

Proor. Direct by definition of

(P1, 1, 1) z’;ﬂ (P2, t2, 2y : C(U) and transitivity of »L J. ]

LEMMA E.44 (ASCRIPTION PRESERVES RELATION). Suppose ¢ + U’ < U.
(1) If {($1, v, u) 1 zlgo (P2, v, )2 : U’ then

(p1,ev1 = U, py) zlg:l (P2, vy :: U, pia) : C(U).
(2) If (pr, t, ) 1 ~f, (a. t, 1) 2: C(U’) then

(pr.ety = U ) 5 (¢os ety = U, i) : C(U).

Proor. Following Zdancewic [2002], the proof proceeds by induction on the judgment ¢ + U’ <
U. The difference here is that consistent subtyping is justified by evidence, and that the terms
have to be ascribed to exploit subtyping. In particular, case 1 above establishes a computation-level
relation because each ascribed term (ev; :: U) may not be a value: each value v; is either a bare
value u; or a casted value ¢;u; : U;, with ¢; + S; < U. In the latter case, (e(e;u; = U;) = U) either
steps to error (in which case the relation is vacuously established), or steps to ¢’u; :: U, which is a
value. Next if both values were originally observables, then whatever the label of U both values are
going to be related. If both values were originally not observables, then by Lemma E.44 both values
are going to be still non observables.

O
LEMMA E.45. Consider ¢1; F U; < Uy, €35 F Uy < Us, and e3; = €1; 0~ &,; such that e3; + U; < Us.
Then if e11 =¢, €12 and €21 =g, €23, then e31 =g, €35.
Proor. By induction on ¢1; ¢, €12.
O

LEmMma E46. If (¢1, v, 1) z’(fo (Pa, V2, i2) : U and, ¢; » uval(v;) € T[U;] where U; < U, then
YU’ &1 ¢, e2,6i U S U’ v; = €ju; = U, &5 = €] o ¢;, we know that
(P1, &7 uval(vy) = U’, uy) z’go (P2, €5/ uval(vy) == U’ uy) - U’.



128 Matias Toro, Ronald Garcia, and Eric Tanter

Proor. The result follows by induction on relation {(¢y, vy, p1) z’go (¢, V2, pi2) : U using Lem-
mas E.43, E.45, and observational monotonicity of the transitivity (Lemma E.52).
O

LeEMMA E.47 (DowNWARD CLOSED / MONOTONICITY). If
(1) {1, 01, 1) =5, (b2, 02, iz) : U then

Vi <k (b1 o1 i) %y, (B2, 00, 12) U
[RCINNTY: ’“’Eo ($o, 5, p2) = C(U) then

Vi <k (putl s ) xp, (o t] pz) 2 C(U)
(3) 11 zlgo Mo thenVj < k, i1y z]t;o Ho

Proor. By induction on type U and the definition of related stores. O

LemMmA E.48. Consider ¢; + g < giande, + Jord < gs. Then (mobsg, (e191) A &1 <] &) =
—obsg, (£292).

Proor. Suppose &1 = ([{11, (12], [€13, C14]) and &2 = ([{a1, Lo2], [L23, La4]).
Also consider ¢] = 9= (g1, €o) = (L1, €11, [Co Co1) and & = 9=(g, €6) = ([Chy, Cho ). [Cos Lo 1)
If &1 O< S{ = A<([€11, 512], [513 Y f{l’ 514 A {?{2], [50, fo]) is not deﬁned then
(1) €13 v €)1~ < Ly ALY,
(2) Lt~ < l1a ALy, or
(3) tisvty;m <, or
4) 11~ < .

By construction we know that £1; < £14. By ¢; | <] €, we know that €13 < {a3.

If g1 = ¢, then [{1, {1,] = [l13, (14] = [, €], therefore £ < £23. If €= < €y, then €23 v €5~ < {, and
the result holds immediately. If £ < {,, by construction of evidence we know that it must be the
case that £1; < {13, then either

(1) €v €= < € A€ (which is impossible),

(2) €11 < € A € (which is a contradiction by construction of evidence), or

(3) € v €= < £, (which contradicts £ < {,) or
so the only possibility is that £;;— < €, but we know that €;; < {13, i.e. {11 < € and that £ < {,,
then by transitivity £;; < ¢, which is a contradiction so ¢ < ¢, case cannot happen.

If g, =72, then [{1, (1,] = [L, (o).
If (1) holds, i.e. {13 < €14 A €5, by construction we know that €13 < €14, therefore it must be the
case that £13— < {,, but {13 < {23 and the result holds because (3) does not hold for ¢.
If (2) holds, i.e. {17~ < {14 A €y, by construction we know that {1; < €14, therefore it must be the
case that £1;— < €,. We also know by construction that £1; < {13, then 13— < {,. As {13 < {33, then
{23 < £,, and therefore (3) does not hold for ¢, i.e. €23 v €3, = < €,. If (3) holds, i.e. {13 v L= < &,
then €13— < €,, but €13 < {53 and the result holds because (3) does not hold for &;.
If (4) holds, i.e. £11— < €,, as €17 < €13 < {53 then 33— < {,, and therefore (3) does not hold for &,
ie. 523 \/fél - < fo. [m}

LemmA E.49. Consider ¢, + g] < g1, & F 95 < 92, and &3 = &1 v & such that e + gl’v/gz’?gl/vgz.
Then (obsg, (£191) A obsg,(¢2g92)) = obsg, (3(91 v 92)).
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PROOF. Suppose & = ([(11, (12], [(13, (14]) and &2 = ([{21, aa], [C23, Caa]).-
Then ¢ v &2 = €3 = ([l11 v C21, C12 v Ca2], [€13 v Ca3, €14 v L24]). Also cgnsider e = J<(g1,€o) =
([, €131 [Cor Co1) s 5 = T2, €o) = ([, ). [Lor o)), and & = I<(g2vg3, o) = ([, 5 ). [Cor Co))-
If g1 = ¢1 and g, = €p, then £, = {1 v 65, €3, = Lo and £, = £1. Also £ = {1 v 63, €5, = {; and
th =4
If g1 = ? or g, = {; (the other case is analogous) then 5, = ¢, and, {], = {, and {3, = {5 such that
b < . Also €], = L, £}y = {5, but €5, = L. Therefore €, = €], v {3, and €4, < €1, v £};.

We know that
(1) t13 Vfil <l /\512,
(2) €11 < by ALy, o1
(3) bisv ]y <& or
() tu < L.
(5) lo3 Vfél < o /\féz,
(6) €a1 < log A3y, Or
(7) €23 v £3; <, or
(8) 521 < fa-
We have to prove

(10) (£13 v €a3) v €31 < (b4 v L24) A L3y,

(11) (611 v C21) < (C1a v L24) A L3, OF

(12) (€13 v La3) v €51 < L, or

(13) (61 v ta1) < Lo.

(13) follows directly by (4) and (8).

(12) follows from (3) and (7) and monotonicity of the join.
By definition of evidence and interior, €5, < ¢, and ¢}; < {},. Therefore, from (1) {13 < {14,
from (5) €23 < {4 and therefore €13 v €23 < {14 v loq. Also as {15 < {7, and €23 < {i,, then
b3 v a3 < £y, v €y, = €5,. By similar argument £3; < ({14 v {24), and also €7, v £3; < {5,. But then
t3; < €], v {3 < €3, and (10) holds. O

LemmA E.50. Consider e1 + g1 < go, €2 F 9o < g3, and €3 = €] o~ &, such thates + gy < gs. Then
obsg, (e3(g3)) = (obs¢, (e192) A obse, (¢293)).

PROOF. Suppose 1 = ([{1, (2], [(3,Ca]), €2 = ([ 5. Cs ], [€7, Cs]).
g1 0% &3 = AN([01, 2], [€3 v €, €a A L6, [€7,€s]) = ([€1, €2 A s A €6 A Ls],[€1 v €5 v U5 v €7, L5])

Notice that as €3 < €1 v €3 v {5 v {7 then ¢; | <] ¢3,and as €7 < €1 v {3 v {5 v {7 then ¢, | <] 3.
What we have to prove is equivalent to prove that
(—obsg,(£192) V —obs¢, (¢293)) = —obse, (¢3(g3))

If —obsg_(¢1g2) and as &; | <] €3, then by Lemma E.48 —obs, (¢3(gs)) and the result holds. Similarly,
if mobs¢, (¢293) and as ¢, | <] €3, then by Lemma E.48 —obs,, (¢3(93)) and the result holds.
[m]

Lemma E.51. Consider e1 + g1 < g2, €2 F 92 < g3, and €3 = £, o~ &, such thates + g; < gs. Then
(obsg,(£192) A obsg,(e295)) = obsg, (e3(g3)).

PROOF. Suppose 1 = ([{1, (2], [(3.a]), &2 = ([ 5. Cs ], [€7, Cs]).
105 &y = AN([01, 6], [€3 v €5, €y A L), [£7,€5]) = ([€1, C2 A by A Lo ALs), [€1 v C3 v U5 v {7, Ls])
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By definition of the transitivity operator, {; < {5, {1 < €4 A s, and €3 v {5 < {s.

Let us consider ¢ = 9<(92, lo) = ([(1, (3], [Lo, Col)s &5 = €5 = I<(g3, Co) = ([5, L5l [0, Co]) We
know that

(1) 53 \/f{ < 54 Afé,

(2) 51 < 54 A fé, or

(3) t3v ] <{,or

) 4, < €.

(5) [7 \% f; < 58 /\fé,

(6) €5 < €y AL, or

(7) 7 v € <4, or

(8) 5 < €.

We have to prove

(10) (L1 v lsv s v ) v b5 < Ly Al
(11) & < Ly A&, or

(12) (61 v sy lsvly) vl <&, or
(13) £, < €.

Notice that if g5 = ? then {{ = {, and therefore by (4) {; < £;, and by (3), {3 < £;. Also £ = L
and therefore £; < €7 < {5.If g5 = €, then { = {{ = ¢ and {; = {3 = ¢, but we know that {; < (g,
and therefore ¢; < ¢{ and €% < €s. Also as {53 < g then {5 < €.

We also know that £3 v €5 < {3 and by definition of intervals £; < {s. We know that {; < £;. By
(5) €7 v t& < €. By (6) €5 < €¢. Also €5 < {¢ and (10) follows.

We know that {; < {3 and that {; < £{ therefore (11) holds. By (4), (3), (7), (8) and because ¢ < £,
by definition of interior, (12) holds. Finally (13) holds by (4).

O
Lemma E.52. Consider 1 + g1 < g2, €2 F g2 < g3, and &3 = £, o~ &, such that 3 + g, < gs-
Then (—obsg, (£1g2) V —obsg, (e293)) &= —obs, (£3(g3)).
Proor. Direct by Lemmas E.50 and E.51 . O

LemMA E.53. Consider ¢; and e = ¢, v (&1 o= &3), for some ¢, and e3. Then e | <] €]

ProoF. Suppose e, = ([{1, (2], [{3, (4]), €1 = {[{5, L2], [€7, €s]), and e5 = ([, L10], [€11, (12])-
£ oj e3 = A6, o], [67 v €o, Ls A Crol, [€11, Ciz]) = ([€s, €6 A ls A g A Lra), [€5 v L7 v €9 v L1y, €2])
e2v (105 &3) = ([€1 v €5, Lo v (€ Als A Cro Al12)), [C3 v €5 v €7 v Lo v L1ty Ly v Lrz]).

But €7 < €3 €5 v €7 v €y v {11 and therefore, & [ <] €].

m|
LemMA E.54. Consider e, v g} < g1 and €] = &, ¥ (& 0~ ¢3) such that €] v g5 < gs.
Then —obsg,(e191) = —obsg, (£192).
Proor. By Lemma E.53 and Lemma E.48 the result holds immediately. O

LemMA E.55. Considere; + g < g1, €2 F 93 < 9o, and e3 = £, v &, such that e + 9] v g5 < g1V 92
Then e | <] &3.
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ProOOF. Suppose &1 = ([(1, (2], [(3, Ca]), €2 = ([{5, Le], [€7, (5]), then
e3 = ([l1 v ls, b v G, [05 v 7, Lo v Gs]).
As {3 < 3y {3 v {7 therefore, ¢; | <] €3 and the result holds. O

LeEmmaA E.56. Consider e, v g < g1, &2 + g3 < 9o, and 5 = &, v &, such that &3+ g] v g3 < 91V 9o
Then (—obs, (e191) V —obse, (¢292)) &= —obse,(¢3(g1 v g2))-

Proor. First we prove the = direction. By Lemma E.55, &; | <] 3. Suppose obsg,_(¢191) does not
hold (the other case is analogous). Then by Lemma E.48 the result holds immediately. Then for the
& we use Lemma E.49 and the result holds immediately. O

Lemma E.57. Consider ¢’ > tV e T[U], and i, such that Yk y and —obsg, (¢'), and Yk > 0, such

that tV |y V25 KtV | 1, then Vg,
(1) VoU' € dom(y’)\ dom(p), —obsg, (¢ > w'(Y)).
(2) YoU € dom(p") N dom(p) A p’(0V") # (oY),
(a) —obsg, (¢ > (V")) , and
(b) ~obs,, (§ > 1'(0”))

Proor. We use induction on the derivation of V. The interest cases are the last step of reduction
rules for references and assignments.

Case (t = 5105{! g:‘gl ¢, €2u). We are only updating the heap so we only have to prove (a) and (b).
Then
.U ¢ ; S T V) ’
5105{ = e > unity | plo¥ &'y (¢lg. v g") = U]

where ¢’ = (¢; 0% iref(e;)) v ((¢'e ¥ ilbl(e1)) o= &3 o= ilbl(iref (1)) and if p(oV") = eu :: U’, then
Plevilbl(e1)| <]e. For simplicity let us call ¢} = (e20<"iref(¢1)) and &} = e30=ilbl(iref (¢1)). We have to
prove that (b) =(obsg, (¢'label(U")). As —obsg,(¢"), by Lemma E.56, =obsg, (¢e ¥ ilbl(e1) (P gc v 9)).
Then by Lemma E.54, =(obs,, (e’l;b\e/l(U’)). Next we have to prove that (a) obsg, (¢ > ,u(oU/)) is not
defined. Consider that u(oV") = eu =: U’. We know that obs¢, (¢’ed’g.) is not defined, and that
¢le | <] ¢, therefore by Lemma E.48, obs,, (¢U’) is not defined, concluding that obs,, (¢ > 1(ov")) is
not defined as well and the result holds.

Case (t = refg/ esu). We are extending the heap, so we need to only prove (1). Then

A T /
ref” equ | p o7 | plo” — (v ¢lg) = U]
where oV ¢ dom(u), ¢’ = &5 v (¢’g. o= ¢7). We need to prove that obsg, (¢ > ¢'(u v ¢’g.) :: U’) does

not hold. In order to do so, we will show that obsfo(ilbl(s’)l/cﬁazl(U')) does not holds, which follows
directly by Lemma E.54.

LemMa E.58. Consider ¢, such that obs,, (¢’ed’g.) does not hold, then then Vk > 0, such that
¢ .
t L = KU |, then if yy <§ i, then pi < p;
Proor. By Lemma E.57 we know three things:

(1) VoU" e dom(u;)\ dom(p;), obse, (¢ > ,ulf(oU/)) does not hold, i.e. new locations are not observ-
able.
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(2) YoU' € dom(u}) 1 dom(yu) A pi(0”") # oV,
(a) obse, (¢ > 1:(0Y")) does not hold, and
(b) obse, (¢ > ,ulf(oU/)) does not hold.
i.e. for all updated references they have to be previously not observable, and by definition
therefore related, and second they are still non observable after the update, and by definition
those locations are still related under ¢.

Therefore i} z’gu H5 and the result holds. O

LemmMma E.59. Consider simple values u; € T[U;] and
(P1, e1ur = U, py) zltfo (P2, equg = U, pz) : U.
Ife; =p, €2 : 9" wheree; F g < g, then

($r. (] V)i v g) = UV g' ) =5, ($o. (e vV e)ua v @) UV g’ piz) : UV g’

Proor. By induction on relation (¢q, ejuq = U, 1) = (; (P2, e5uz == U, ) : U and Lemma E.56
(observational-monotonicity of the join), considering that the label stamping can make the new
values non observable and that join of evidences does not introduce imprecision. O

LemmA E.60. Suppose that ¢; <, ¢/, ;> prot. 7,U,¢l”(sltU) € T[U Y g], fori € {1,2}, where
—obsg, (Pi'edi’g.), and either —obse (¢;.ed;.gc) or —-0ng (elg). Also consider two stores yi; such that
k
H1 =g Ha-

Then {¢1, protq b

{(ert™), ) = (o, protl;, ¢5/(est™), po)

PROOF. Suppose that after at least j more steps, where j < k, both subterms reduce to a value
(let us assume no cast errors are produced, otherwise the lemma vacuously holds):

”

: 7
tVi gy 7 e |
Therefore:
g,U .

prot; ¢’ (eit™") | p;
=/ prot"ﬂ e u) |
[ ~ -
(Vw9 UV g

As the values can be radically different we have to make sure that both values are not observables.
If obse, (¢;.€¢;i.g.) does not hold then the values are not observables because the security context is
not observable. Let us assume that obs,, (¢;.c¢;.g.) holds, but obs¢, (¢}g) not. Then by Lemma E.56,
obsg, ((e}' v &)(label(U) v g)) does not hold, and therefore obsg, (¢; > (¢}’ v e/)(u; v g]) : Uy g) does
not hold, and by definition of related evidences (&7’ v €]) ~¢, (¢} ¥ €}).

Now we have to prove that the resulting stores are related. But by Lemma E.58 the result
immediately.
O

LemMma E.61. Suppose that ¢; <¢, ¢i, ¢i <¢, 7, {P1.t1, pi1) ~k (P2, ta, p12) = C(U’), and that
¢1 > prot); 7/ (eit?) € T[UV gl fori € {1.2). Ifer ~¢, &2 : U, o < g gl ~F, B9 ~E, 45,
ande] =g, € q,

then (g1, prot’; &7/ (e1t]"), i) =5 (g, protl;,

Y (exty ), p2) : CU Y g)
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Proor. In case that combining evidence may fail, then the Lemma vacuously holds. Let us
assume that combining evidence always successes. Consider j < k, we know by definition of related
computations that

W I |
then pf zéo p, and by Lemma E.62 p; — . If t/U are reducible after k — 1 steps, then the result
holds immediately by (Rprot()). The interest case if t/U are irreducible after j < k steps:
Suppose that after j steps t/V" = v;, then (¢, vy, ) zlgo_j (P2, Va2, 3y : U”.
Therefore:
prot’; g7/ (eit!") | u}

P . 7, U

LT protl Y gi el | 4

#; ~ ~ ~
=t v eDwivg) UV g | g

We know by Lemma E.46 that (¢q, e]'uq = U, pf) zlzo_j (P2, €ug = U, gy = U.
If ~obs¢, (¢; > v;) or ﬂongo(eilZEgl(U)), then by Lemma E.64, obsg, (¢; > ¢/'u; :: U) also does not

hold. Finally by Lemma E.56 obsg, (¢; > (¢ v ] )(IZZEI(U) v g)) does not hold and therefore the final
values are related.

Let us consider that obs¢, (¢;>v;), obs, (&; laﬂfel(U)), and that obs,, (¢;>¢;"u; :: U) holds (otherwise
we follow by the previous argument).
Let us assume that —obsg, (¢/g). Then by Lemma E.56, —obs¢, (¢; > (¢] ¥ g{)(l/a—zzl(U) Y 9)), and
therefore —obsg, (¢; > (/' v el)(u; v g]) = U Y g).
If obse, (¢’ v €] )(l/aﬁl(U) v 9)) hold, then the result follows by Lemma E.59, and by backward
preservation of the relations (Lemma E.43).
[m]

LemmA E.62. Consider term ¢ > tV € T[U], store u and j > 0,
such that tY | Ly i | 1. Then y — 1’
PRrOOF. Trivial by induction on the derivation of tV. The only rules that change the store are the
ones for reference and assignment, neither of which remove locations. m]
LEMMA E.63. If ¢ <¢, ¢" and ¢’ <¢, ¢”, then ¢ <p, ¢”.

Proor. Trivial because if ¢ is not observable, then ¢’ is not observable as well by definition of
<¢,, and therefore ¢’ must also be not observable. O

LemMa E.64. Consider ¢p; > v € T[U], ande + U < U’. Suppose cv :: U’ Vo u s U If
—obsg, (¢; > v) V —obs, (eU’) &= —obsg, (¢;>e'u :: U’).

Proor. Direct by Lemma E.52. O

» NEW PROOF HERE <
Next, we present the Noninterference proposition, which naturally implies the Security Type
Soundness proposition (Prop 5.5) presented in the paper.

PrOPOSITION E.65 (NONINTERFERENCE). If ¢ > f € T[U], u; € STORE, i + p;, T = FV({), and
Vk 2 0,¢; <¢, $1 T F (b1, p1s i) =5 (2, pas pi2) , then (p1, pr(D), i) =5 (b2, pa(), o) : CU).
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Proor. By induction on the derivation of term f € T[U]. Let us take an arbitrary index k > 0.

Case (x). t=xY soT = {xY}.T r (¢1, p1, j11) z’tfo (P2, p2, j12) implies by definition that
(1, p1(xY), 1) z’go ($2, p2(xY), 12 : U, and the result holds immediately.

Case (b). t = b,. By definition of substitution, p;(b,) = p2(by) = by,. By definition, (¢, by, 1) z’;g
(@2, by, p12) : Bool, as required.

Case (0). i = oU1 where U = Ref,, U;. By definition of substitution, pl(oUl) = pg(o 1) = oU1 We

know that ¢; » ogll € T[Ref,, Ui]. By definition of related stores, (451, 0g/s H1) & [D (qSZ, 0 Ha)

Ref,, Ui as required, and the result holds.

Case (1). tV = (\9exU1. tUZ) Then U = U1—> Us.
By definition of substitution, assuming x"1 ¢ dom(pi), and Lemma E.42:

oo pi(tY) = ¢l v (AgéxUl pi(t%)), € T[U]

Consider j < k, pg, p5 such that y; — pj and pf = 5 3, and assume two values v, and v, such that

//

’ ~J 7\ . ’ : ’r _ ’” ~ ~ ~
(¢p1,v1, p11) ~p (2, v2, u3) : U{. Consider U’ = UJ —>g”Uz , E11 g, €12, €21 Rg, €22, €01 Xp, €02,

ge —
such that ¢;; + Uj—,U, < U’, that &; + U1 < U/’,and that ¢, + ¢lg.vg” < g.”
For simplicity, let us annotate Uy = U,’ ¥ g”’. We need to show that:

(g en(A%exUpy (1)), @m £2101, {7)
zjgo (p2, 12(A%exUr Pz(tUZ))q @g,z 9200, i)+ C(Uy)

Each v; is either a bare value u; or a casted value ¢,;u; = U/. In the latter case, the application
expression combines evidence, which may fail with error. If it succeeds, we call the combined
evidence ¢5;. The application rule then applies: it may fail with error if the evidence ¢}, cannot be
combined with the evidence for the function parameter. Every time a failure is produced product of
evidence combination, then the relation vacuously holds. We therefore consider the only interesting
case, where reductions always succeed. Then:
£1i(A%ex U P‘(tUz))g @Y ejui | pf
P 9".Uy
— PrOts]l o 7 (epilleaiu; = Ui /xU]pi(t%2))) | p

, ok

q

#; 9”7, U A ’
— PrOtgl,g (gpl([falul : Ul/xUl]pi(tUz))) | Hi

where ¢ = (e}, (4. ¥ 9). 900, €] = ($fe ¥ ilbl(e))) o= e¢; o ilai(ery)
Notice that ilat(e11)g.” =¢, ilat(e11)9.’, also er19.” ~¢, €r29.”. If obse,(¢;) do not hold, then by
Lemma E.56, obsg,(¢;") do not hold. Then ¢; <, ¢/, and by Lemma E.63, ¢; <, ¢;". Also by
Lemmas E.52 and E.56, ¢ =¢, @7

€13, €pi and ,; are the new evidences for the label, return value and argument, respectively. We
then extend the substitutions to map xV" to the casted arguments:

pi = pi{x" o eqiuy = Un)

We know that (¢y,vs, y1) zéu (P2, va, p3) and consider ¢ > u; € T[U,;] then e,; + Uy S Uy
and e4; = (e, 0% &3;) o~ idom(ey;). As €21 =¢, €2 and idom(er1) ~¢, idom(e;z), therefore using
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Lemma E.46 (¢1, (a1t = Up), 1) ~) <¢2»(5a2u2 Ur), o) = Uy

So as y; — ) then by Lemma E.41, T, x% + (1, pi, p1}) zéo (P2, P3s 13-
We also know that ¢/’ » p;(t%2) € ’]T[Uz]. Then by induction hypothesis:

<¢1,P1(tU2) 1) N <¢2,P2(tU2) ) = C(Uz)

Finally, as ¢,; = icod(¢1;), we know that lCOd(€11) ~p, icod(ez), also ;; = ilbl(ey;), we know that
ilbl(e11) ~¢, ilbl(¢;;) then by Lemma E.61:

97Uy 14,
‘ (91, prot!“q ’ ¢1 (€p1P1(tU2)) Hi)
zjgo (¢2, Pmtazzq v ¢§’(€p2p2(tU2)) Hy) = C(Uy)
and finally the result holds by backward preservation of the relations (Lemma E.43).

Case (!). tV = 1R¢fo UigtUl ThenU = U; v g.
By definition of substitution:
pi(tU) = 1Rel Ui (U
We have to show that
(110 Drepi(e¥), pry)
S, (9o N Vet o) - C(UL TV g)
By Lemma E.42:
v 1ReF0 Ui (1Y) € T[U, ¥ g]
By induction hypotheses on the subterm:

(@1 r(e%), ) =5, (B2, pa(t”), ) - C(UY)
Consider j < k, then by definition of related computations

/ P Ul ’ r k=i . 4 v k—j v ’
Pi(tUl) i — 7t Ty = z[o] Hy A (irred(t;") = (Pr, 17", piy) zfoj (P2, 15" pz)  Uy)
Where U/ = Ref, U/’ If terms tiU " are reducible after j =k — 1 steps, then

) b 4
IRefy Urepi(£U) | g s T1REM U‘gl‘l./U1 | i and the result holds.

If after at most j steps tiU{ is irreducible it means that for some j’ < j, 1%¢fs U1 spi(tU{) | pi &
JRefy Ut gy, | ui. If j” = j then we use the same same argument for reducible terms and the result
holds. 3

Let us consider now j' < j. Then {(¢1, v1, 1) z’;U_J (P2, V2, p3) : U]. By Lemma E.10, each vj; is either

. 94 . v/ .
a location (o; g ) or a casted location ¢;(0; o ) :: U/. Let us assume they both are a casted location
1 L

(the other cases are analogous). In case a value v;; is a casted value, then the whole term pi(tY) can
take a step by (Rg), combining ¢ with ¢;. Such a step either fails, or succeeds with a new combined
evidence. Therefore, either:

A
pi(tY) | i > I error
in which case we do not care since we only consider termination-insensitive noninterference, or:

¢’- 3 _///
pi(tU) | g TR, Ulg{OiZz, | 1
9% 9.Us
— 1 protZlbl(L )q/,qﬁ{’(lref(g’)v’) | pi
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with v} ,ul(o,q,, ) = eyl = U, @Y = (Ple v ilbl(e)))(pige v 91'), §ige v g)- Notice that as
($1,v1, 41) ~€0 (P2, v, p3) : U] and as ¢ =y, ¢, then by Lemma E. 46,
(¢1,€{OIZ¥W,;1{) z]zo_j/ (¢2,€§02;§N,y§> : Refy Uy, therefore e =~ &, i.e. ilbl(e]) =, ilbl(e;) and
iref (¢) ~¢, iref (e}).

By Lemma E.56, if —obsg, (¢;) then —obsg, (¢;"). Then by Lemma E.63, ¢; <, ¢;'. Also by
Lemma E.56, either obsg, (¢;") or —obs, (¢;'), therefore ¢;" ~¢, ¢

If both locations are related but not observable because —obs¢,_(¢;), then the resulting values
also are not related and the result hold immediately. If both locations are related but not observable
because —obs,, (ilbl(¢})), then by Lemma E.56 —obs, (¢”) and the result holds by Lemma E.60.

If both locations are observables, then as ($1, v{, ) =, (ngz, vy, gy : U/, by Lemma E.61,

g.U ”
. ($1, prot[lbll(g )q,,gbl (iref (e )vl) U1
zjgo (¢, PrOtjlbz(lg )q"‘lj’é'(lref(fz)vz) Hz) + C(U7)

and finally the result holds by backward preservation of the relations (Lemma E.43).

ur
Case (:=). tV = sltl oz e Eztz Then U = Unit,.
By definition of substitution:

9,.Uf
pi(tY) = e1pi(t%) =, eapi(1™)
and Lemma E.42:
, 9,U{ .
¢i > €1pi(tUl) :=1[[ Ezpi(tUz) S T[Unltl]
We have to show that
9 ’Ul/ g
(P, e1pr(t9) = o, eapr(tV2), )
~K (o, e1pa(tV) g e2p2(t%2), p2) : C(U)
> > = &y > .
By induction hypotheses
(1. p1(t"), 1) zlf: (2. p2(t™), ) = C(Uy)

Suppose j; < k, and that p,—(tUl) are irreducible after j; steps (otherwise, similar to case !, the
result holds immediately). Then by definition of related computations:

2N k-j k—j
Pi(tUl) | pi — 'v; | ﬂz/' = #{ zgoh #é A <¢1701,,U{> zgoh <¢z,vz,l1§> :Up
By Lemma E.62 y; — pf, and pg zlgo_jl yy then by Lemma E.41, (@1, p1, pi1) zlzo_jl (P2, p2, ). By
induction hypotheses:

(1 p1 (1Y), 17y =5 (a0 pa(tV2), 1) - C(Uy)

Again, consider j, = k — jy, if after j, steps p;(t"?) is reducible or is a value, the result holds
immediately. The interest case if after j; < j, steps p;(tY2) reduces to values v}:

¢ k // ’ " k_]_, ’ 144
pi(t?) | Hi '_>JZU lpi = Oh K Hy A <¢1,Ul’/11>z[o] o vgo ) Uy

Then

U P; P47t }7:!1, k=ji=j5 1
pi(t") | i V=" ey =, v | pl A pl =, Ha

Now v; and v} can be bare values or casted values. In the case of casted values we can combine
evidence, which may fail with error. We assume that all evidence combinations succeed, otherwise
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the relation vacuously holds. As both values v; are related at some reference type, then by canonical
forms (Lemma E.10) they both must be locations o ' for some U/ < Uj.

g, U/

g1 ’ ’”
€10 = ¢, £20] | ]
(]5; u” 9. U
2 ’ 1 91 ’ 7
L 10y "= e E2iU; | 1}
/
i
— 1 unity |

Where g = /[0t efj(u} ¥ (§'g. ¥ 9)) = U{’l. Notice that &, ~¢, & and & ~¢, &. As
(¢p1, 01, py ~k I (¢2, v}, 1) : Uy then by Lemma E .46,

7 k- 1 7" ’ CE ’ k—j 4
(¢1, eju] = Ul, ) =, e (¢2, e55uy == Uy, pi’) + U] Similarly as {¢1, vy, p7) %goh (P2, v, p15) = Un,
then by Lemma E 46

(1, 51101q i Refg Uf, pp) =~ 7' (g2, 51201g : Refy Uf, p3) : U
We consider ﬁrst when the “values are observable and the locations are identical: As iref(¢],) =¢,
iref(e1,) then either obs, (iref(e7;)U{) or —obse, (iref (1, )U/). Also as ¢1e¢ ~¢, ¢3¢, then either
obsg, (¢je) or —obse, (Pie).
Notice that ¢]; = (¢}, o< iref(¢];)) v €}), where ¢/ = ((¢pje v ilbl(e];)) o< &, o< ilbl(iref(e];)). By
Lemma E.46, {$1, (5, o< iref(e]))u] = U/, u’) zlgo_h_}é (P2, (5, 0= iref(e],))uy == UL, p’y = U/
e Suppose obsg, (¢iedig.)Aobse, (ilbl(e];)g’), es1i = Pievilbl(e];), then by Lemma E.56, obs¢, (e51:(9'V
S A -
— If obsg, (eclabel(UY)), es2i = (€515 0 ¢¢) then by Lemma E.52 obsg, (es2:label(UY)),
* Suppose obsg, (iref (e1;)U]"). As ongo(ilbl(iref(s{i)I%I(Ul”))),
then by Lemma E.52 obs,, (¢/label(U]"))).
# If —obsg, (zref(ell)Ul”) then by Lemma E.52, —obsg, (g’label(U”)))
- If ﬂongo(eglabel(U ), €s2i = (€51; 0= €¢) then by Lemma E.52 —obs,, (sszllabel(U )), and
by Lemma E.52 —obs,, (E{IZEI(UI”))).
o Suppose —obsg, (¢pjed;g.)Vobse, (ilbl(e];)g”), then by Lemmas E.56 and E.56 =obsy, (elflcl’l;e/l(Ul”)).
Therefore ¢] =, ¢, then by Lemma E.59,

o (B, 1) v (P15 v @) = UY, p)
~o, " (Ben(up v (Pl v 9) = U ) - U

o

Also if ~obs¢, (¢;) = —obs¢, (¢;) and therefore by monotonicity of the join —obs,, (¢’ label(U”)).
Therefore if the values where different but context not observables, now the new values are going
to be not observable as well, independently of the context. Then V, ¢’ z'go 5

2
o, een V(Plgevg) = Ul
zt’_h_]z By, el5(uy v (Plge v @) = U i) = Uy

As every values are related at type Unit, we only have to prove that p”’ uy”, but using

monotonicity (Lemma E.47), it is trivial to prove that because either both both stores update the
same location o?l to values that are related, therefore the result holds.

k11123
0

We consider now when the values are not observable and the locations may be different:
’” UN 7 " ’” 7 4 k 4 "
Suppose that yi{’(0;' ) = eo1;uf; == U{" such that (¢, eo11u1] = U’ pi’) =, i (P2, €012utly =2 U/’ 5’y -
U/, then we know that ¢je v ilbl(e];) | <] ilbl(eo11). As —obsg, (§] > v;), by Lemma E.64, ~obsg, (¢; >
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S{iog{/ :: Ref, Uy). Then by definition of obs,,, either —obs,, (¢;ed;g.) or mobs,, (ilbl(e;)g) therefore,
by Lemma E.56, =obsg, ((§je v ilbl(e1,))(Pigc v g)), then by Lemma E.48, —|obs,go(ilbl(foll)l;i;l(Ul")),
and finally by definition of related values —obsg, (¢} > eo1;u1; :: U{”). Analogously, suppose that
p;’(ogé,) = &o1iug; = U/, then —obsg, (§; > eo2iuz; :: UY').

Notice that ¢]; = (¢}, o< iref(e];)) v €!), where ¢/ = ((Pje v ilbl(e];)) o< e, o< ilbl(iref(e];)). As
—obsg, (piepig)V —obsg, (ilbl(e];)g’), then by Lemmas E.56 and E.56 —obs, (efl/azgl(U”)) therefore
by Lemma E.56 =obs, (¢1;U;”), and then by definition of observable —obs,, (¢} > eiu} :: U;”). Finally

1,07

as —obsg, (¢1 > &) u1 : Ul”) and —-0ng (¢35 > €.i,uty = UY"), then
(oo iy 07 ) i) " (o, g 0 ) i)+ U

Analogously, as —|0ng (91> 6021u21 :: U{") and —obsg, (¢35 > e/uy’ :: U/”) then
(¢1, ”(021 INTRY k== (P2, ”(021 ), 4’y : U/, and the result holds.

Case (ref ). tV = refg1 ¢tYl. Then U = Ref, Uj.
By definition of substitution:
pi(tY) = ref ep;(t¥)
and Lemma E.42:
;> ref ep;(tV1) € T[Ref, Uy
We have to show that
($rreft epi(2Y), )
x’tio (g2, refy! epa(t™), p2) : C(RefL Uy)
By induction hypotheses:

(@1 pr(t5). 1) =, (pan pa(t%). ) - CUY)
Consider j < k, by definition of related computations

/ $i U/ ’ r _k—j s . U/ v, k—j v, ’
pi(t”) | pi =T g = py a7 g A Girred () = (Bt ) zfc,] (P2, ty "5 pz) 2 UY)

If terms tl-U ! are reducible after j = k — 1 steps, then

’ /. 4
refg,1 epi(tYU) |y — frefg[,1 sti'Ul | 4 and the result holds.

If after at most j steps tiUl, is irreducible, it means that for some j* < j refg} gpi(th) | pi r&
7 refg,1 ev; | pi. If j* = j then we use the same same argument for reducible terms and the result
holds.

Let us consider now j* < j. By Lemma E.10, each v; is either a base value u; or a casted base value
e;u; = U/. In case a value v;; is a casted value, then the whole term p;(tV) can take a step by (Rg),
combining ¢ with ¢;. Such a step either fails, or succeeds with a new combined evidence. Therefore,
either: )

pitY) | i 0& 7/ error

in which case we do not care since we only consider termination-insensitive noninterference, or:

¢ U
pitY) | =TT refy! efu | pj
rﬂ 1 U‘ |

with, p/’ = pl[o" — el(u; v $ig.) == Up]. Where ¢/’ = ¢/ v (¢p}e o= /). Notice that ¢1e ¢, Phe,
and ¢/ =g, ¢/ therefore by Lemma E.52. We know that 1f u; € T[U;], then ¢; + U; < Uy. Also, as
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($1, 01, p1) zif;j’ (P2, v, pt}) : U] then by Lemma E.46,
(P, e1uq == Uy, py) zl;:jl (¢a, hup =: Uy, py) = U and as (¢le o= &7) + ¢Plg. < label(Uy), then by
Lemma E.59, Lemma E.54, and Lemma E.47,
(proe (¥ dhg0) = Un ) =7 7> (v el (ua ¥ Phg0) = Un ) < Uy

Also if =obsg, (¢;) = —obsg, (¢;) and therefore by monotonicity of the join —obs,, (s{’lEI(UI)).
Therefore if the values where different but context not observables, now the new values are going
to be not observable as well, independently of the context. Then
VOB <E, G (1l ¥ Bhe) = Unut) =T (9 e (e ¥ Bhs) = Unp) < U

By definition of related stores py’ zl;g_j ' y5'. Then by Monotonicity of the relation (Lemma E.47)

uy zifo_j -2 yy and the result holds.

Case (®). tV = etV @9 et

By definition of substitution:
pi(tY) = e1pi(t”) @7 expi(t™)
and Lemma E.42:
¢i > e1pi(t”) @7 expi(t™) € T[U]

We use a similar argument to case := for reducible terms. The interest case is when we suppose
some j; and j, such that j; + j, < k — 3 where:

¢ i e
it | i Moy | pl = 1 zfﬂjl py A {pr,v11, p7) ’~“goh (¢2, v21, p3) : U

U A i P
pit™) | i == Tvig | " = pi g T ) A pron, 1) ®p T (B vaa i) 2 Us
By Lemma E.10, each v;; is either a boolean (b;;),,; or a casted boolean gij(bij)g;,j 2 Uj. In case a

value v;; is a casted value, then the whole term pi(tY) can take a step by (Rg), combining ¢; with
¢j. Such a step either fails, or succeeds with a new combined evidence. Therefore, either:

¢
pi(tY) | pi > 2error
in which case we do not care since we only consider termination-insensitive noninterference, or:
U ’”
pi(tY) | p;
j1+jo+2 ’ ’ ’”
T2 5i1(bi1)g§1 &7 Eiz(biZ)g;2 | pi

1

" &/(bi)g; = Booly | pf’

with b; = bj1 [®]|bia, €] = €/, v €5, and g] = g}; ¥ g)5- It remains to show that:

’ ’” k—ji—j2— ’ ’”
(¢1,£1(b1)g; = Booly, py") z[OJ 23 (¢2, £5(b2) g +: Booly, ") : Bool,

If —obs,, (¢;), then the result is trivial because the resulting booleans are also related as they are
not observable.

If obs,(¢:), then by Lemma E.46, (¢, e7;(b11)g;, = Boolg, pi") zlgo (¢2, €51 (b21)g;, = Boolg, py'). I
—obsy, (ilbl(¢},)g) or —~obsg, (ilbl(¢],)g), then by Lemma E.56, —obs,, (¢/g) and the result holds. If
both obsg, (ilbl(¢],)g) then byy = byy and by = by, so by = by, and the result holds.
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Up~5, U,
Case (app). tU = ¢t @gllﬂ ¥ eyt

with ¢, + U; < Sq —yg Si2, &2 F Uy S Upp,and U = Uypy ;g

Uu" Uz

We omit the @,, operator in applications below.
By definition of substitution:
pi(tY) = e1pi(t) £2pi(t%?)

and Lemma E.42:

;> e1pi(t™) 2pi(t™) € T[U]
We use a similar argument to case := for reducible terms. The interest case is when we suppose
some j; and j, such that j; + j, < k where by induction hypotheses and the definition of related
computations:

#;
pit) [ V> Moy |y, = iy ~ .Uz/\ (1,011, 1) =, ko (2, v21, 3y = U

4 k k
pit) | i = oy |l =y T ) A (B ona, )~y T (s vm ) U
Then
U P Jitie ’”
pi(t™) | pi +— £1011 &2012 | ]

If obsg, (¢; > vi1) then, by definition of ~,, at values of function type, using ¢; and ¢, to justify
the subtyping relations, we have:

($1, (1011 €2012), p1')
k—ii—j 17 >
~p T (o, (1021 £2002) 1Y) : C(Ur2 Y 9)

Finally, by backward preservation of the relations (Lemma E.43) the result holds.

If —obs¢, (¢; » v;1), and we assume by canonical forms that v;; = gil(/lggx.ti)gi :: Up and that
Vip = €i2uUjp : Uy (and that evidence combination always succeed or the result holds immediately),
then,

(e1vi1 &2052) | py
(5{1(/19235 ti)g: €atiz) | py

#; g¢’ U ’” ’
— ! prOtZlbl(f‘lz)q ¢i (icod(ef)t) | py

9
| —

’

Where ¢ = &1 0% &1, ¢/, = €2 0™ &5, and ¢}’ = (e]'($jgc v 9:). 97), &' = ($je v ilbl(e]})) o= e o=
ilat(e}y)).

As —obsg, (¢; > vi1), then either —obsg, (¢;) or —obs,, (ilbl(sll)lzzgl(Ul)) If —obs¢,(¢;) then
-obs¢, (¢;) and by Lemma E.56 and E.54, —obsg, (¢]). As ¢}, = = &1 o= ¢, by Lemma E.52, either both
ilbl(¢{,) are observable or not (the latter when —obs,, (1lbl(€ll)label(Ul))) If ~obsy, (1lbl(€,1)label(Ul))

then similar to the context case, —obs¢,_(¢}"). Also by Lemma E.52, —|0ng0(llbl(sillabel(Ul))).
Finally by Lemma E.60,

G (;,. U, .
(1. Protii 1, 87 (icod(ef e it

k—ji1—J gc’s . ’ ~
e T {, prot[lbl((gfu)q2 5 (icod(e5))ty), 3’y : C(Urz v g)
Finally, by backward preservation of the relations (Lemma E.43) the result holds.
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Case (if). tU = if? £tV then &t else e5t%, with ¢/ >tV € T[U,], ¢’ = label(Uy), ¢l; = ($i.e v
ilbl(e1)), ¢7 = (e}(igc ¥ 9'): (978 ¥ 9)), ¢ > t% € T[Ua], ¢}’ » t% € T[Us], & + Uy < Booly, and
U=(UvUs)vVyg
By definition of substitution:

pi(tY) = if? £.p;i(tY) then e,p;(tY?) else e3p;(t%)

We use a similar argument to case := for reducible terms. The interest case is when we suppose
some j; and j, such that j; + j» < k where by induction hypotheses and related computations we
have that:

Uy A {1 > 11, 1) zlgfo_ﬁ (p2>va1, p3) = Uy

By Lemma E.10, each v;; is either a boolean (b;1),,, or a casted boolean ¢;;(b;1) 4, :: U;. In either
case, U; < Bool,, implies U; = Boolg{. In case a value v;; is a casted value, then the whole term

U $i k—j
pi(t) | i V=T |y = py =, "

o

pi(tY) can take a step by (Rg), combining ¢; with ¢;;. Such a step either fails, or succeeds with a
new combined evidence. Therefore, either:

P
pitY) | yi > " lerror

in which case we do not care since we only consider termination-insensitive noninterference, or:

pitY) | i r& Jitlgo e11(bi)g;, then e2pi(t%2) else e3;(t) | U

If —obs¢, (¢; > v;1), then by Lemma E.64 —obs, (¢; » ;b1 :: Booly). Without loosing generality,
let us assume the worst case scenario and that both execution reduce via different branches of the
conditional.

Consider ¢}" = ((¢je v ilbl(e},))(Pig. ¥ gh), (P'ge v 9)). It is easy to see that if ¢; is not observable,
then as ¢; <, ¢; ~obs,, (¢;), and therefore by Lemma E.56, mobs,,_ (¢;'c¢;'g.). Therefore ¢; <s, $;.
If —obs,, (¢;;Booly), then also by Lemma E.56, —obs,, (¢;'¢¢;'g.). Then

. 9. U
Pl(tU) | 11— J1+2Pr0t‘i71bz(g;1)g;1¢{/(52P1(tU2)) | ,ui

[ g,U 77 ’
Pz(tU) | po +— Jl+zpr°t‘i7lbl(s§1)ggl [0 (53P2(tU3)) | 12
But because —obsg, (¢ > ¢/, bi1 :: Booly) then either —obs,, (¢.c¢.g.) or —obse, (ilbl(¢,g)). Then
as ¢; <¢, ¢7 by Lemma E.60,
g, U ’” s ’ k a,U ’” ’
(¢1, prOt;lbl(gil)gil V(e2pr(tV)), 1y ~r, (P2, prOt;lbl(gél)gél Y (e3p2(t%)), p) : C(U)
and the result holds by backward preservation of the relations (Lemma E.43).

Now consider if obs¢, (¢ > v;1), then obsg, (¢ > ¢/, b;1 :: Booly) may hold or not. If its not observable
we proceed like we just did for the non-observable case. Let us consider that obs,, (¢ e/, b;q :: Booly)
holds.

Then by definition of ~¢, on boolean values, b1; = by; Because by; = by, both p1(tY) and p,(tY)
step into the same branch of the conditional. Let us assume the condition is true (the other case is
similar):

Then by induction hypotheses (¢, p1(t%2), u}) z’(SO (2, pa(tV2), by = C(Uy). Also we know
that ilbl(e],) =, ilbl(¢};), and as ¢] ~¢, ¢35, by Lemma E.56, ¢1" =¢, @3, then as ¢; <g, ¢}, by
Lemma E.61,

9,U g,U
(¢1, prOt{lbI(f{l)g{l i/(fzpl(tUz)), H{) “N“]{SO (¢2, prOt‘ZlbI(f;l)gél él(fzpz(tUz)), ﬂé) :C(U)
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and the result holds by backward preservation of the relations (Lemma E.43).

Case (prot()). Direct by using Lemma E.61.
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