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Abstract

Data in smart grid requires security and privacy. Fine-grained access control
provides possibility for various electricity companies and organizations to access
owner data securely and flexibly for transdiscipline billing. Moreover, revocation
should also be considered for key leakage. This work presents a secure authorized
data sharing for smart grid scenario. The data access for electricity compa-
nies in this scheme is fine-grained and revocation against server-user collusion is
achieved. The security analysis and experiment results show that our solution is
privacy-aware and practical for smart grid.

Keywords: Privacy-preserving Smart Grid, Fine-grained Access Control, Searchable
Encryption, Data Sharing

1 Introduction

Compared with the traditional grid, the smart grid can monitor data in real time
and analyze data for prediction. However, as the scale of the smart grid expands, the
limited resources of electricity companies are insufficient to support the storage and
computation of massive grid data [1, 2]. Electricity companies outsource smart grid
data to third-party cloud storage platforms to reduce the burden of local storage and
computation. Grid data that is out of physical control would leak customers’ privacy,
therefore it needs to be encrypted before outsourcing to the cloud server. Meanwhile,
the electricity company employees in different positions have different features, they
should achieve fine-grained authorization to access customers’ electricity data. As
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shown in the Figure 1, employees at the basic level can access the electricity data of
the customers when the customers are checking out the billing service, and engineers
of the electricity company can analyze and forecast the data based on the electricity
data of the customers. However, querying and accessing data in the form of ciphertext
brings new challenges in terms of efficiency and flexibility. Fortunately, fine-grained
searchable encryption can effectively solve the problem.

Moreover, the authority of an electricity company employee is not set forever.
When an employee leaves the company or the key is lost, the authority of the employee
needs to be revoked [3]. If the electricity employees have the same attributes as the
revoked authority, then these employees update their attribute key while the server
updates the stored ciphertext, so as to revoke the employee’s authority. However, the
server may be untrustworthy. To obtain information about a customer’s data, the
server may collude with a malicious revoked-access electricity company employee. The
server retains the not-updated ciphertext, while the malicious employee can use the
trapdoor generated by the not-updated attribute key to request data from the server.
It damages the customer seriously.

Therefore, we focus on revocable attribute-based searchable encryption against
server-client collusion to realize privacy-preserving data sharing in smart grid.
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Fig. 1 Flexible Authorized Data Sharing for Smart Grid



1.1 Related Work

Security and data privacy of the smart grid have gained the attention of scholars. Zhao
et al.[4] proposed a blockchain-based privacy-protecting billing (BPB) framework to
protect customers’ private information. The scheme encrypts electricity data before
transmitting and storing it. The integrity of the encrypted electricity data can be veri-
fied when the user applies for an electricity bill. Mehta et al.[5] proposed a lightweight
authentication and key agreement framework [6] based on the protection of electric-
ity data. Egide et al.[7] proposed a heterogeneous authentication protocol for smart
grid (HAP-SG). It realizes encrypted communication between communicating entities
in different encrypted environments and protects the privacy of user data. The above
scheme realizes the security of customer electricity data using authentication. How-
ever, it is not used for fine-grained authorization access for the electricity company
employees. Attribute-based searchable encryption is essential to solve this problem.

Searchable encryption was first proposed by Song et al.[8] to realize search on
encrypted data. Then Boneh et al.[9] extended the range of searchable encryption
techniques by proposing a public key searchable encryption scheme. Attribute-based
searchable encryption provides fine-grained access control [10, 11] for the data user
in searchable encryption. Based on it, Nabeil et al.[12] proposed a kind of online/of-
fline approach to reduce the computation burden for data owner in smart grid. Zhang
et al.[13] proposed attribute-based keyword search encryption for power data protec-
tion. Only authorized users can retrieve power grid data, while access policy hiding
is implemented to protect user privacy. However, they do not take into consideration
the revocation of malicious data user authority.

To solve this problem, Zhang et al.[14] proposed a secure revocable data-sharing
framework for IoT. The scheme realizes secure data sharing while applying the KUN-
ode algorithm [15] to achieve attribute revocation for malicious users and protect the
data owner’s privacy. Li et al.[16] proposed the subset coverage attribute revocation
technique to solve the grid data privacy leakage problem during data privileges revoca-
tion. Yang et al.[17] realized the tracking of data sources and betrayers. The privacy of
data owners and users is protected with noninteractive zero-knowledge proofs. More-
over, an update operation is executed on the encrypted file after revealing the malicious
user. Ge et al.[18] proposed a direct revocation attribute-based proxy re-encryption
scheme. Wang et al.[19] proposed an attribute-based encrypted search for multi-owner
and multi-user distributed systems (AESM2). Achieve fine-grained searchable encryp-
tion in multi-user scenarios while attribute revocation for malicious data users. In the
same year, Niu et al.[20] proposed an attribute-based searchable encryption scheme for
lightweight device edge computing. Achieve efficient data access and attribute revoca-
tion. The implementation of the scheme [14-20] attribute revocation all depend on the
credibility of the server. Some scholars have proposed puncture encryption techniques.
Wei et al.[21] and Ghopur et al.[22] implemented user attribute revocation by using
punctured encryption. The revocation user is trusted in this scheme. In the case of
malicious users may not consciously execute the puncture encryption operation. With
the above analysis, the untrustworthy cloud server and the revoked user may collude
to obtain the data of the data owner. This harms seriously the benefits of the data
owner. Nazatul et al.[23] introduced a third-party attribute verification authority (VA)



to verify the user attribute authenticity in the outsourced encrypted data-authorised
keyword search scheme. The scheme needs to require the attribute verification author-
ity to be honest. Yu et al.[24] proposed an efficient revocable and searchable MA-ABE
scheme with blockchain assistance for C-IoT, which achieves trustworthy revocation
through blockchain and smart contracts. However, the leakage of update keys during
the execution of attribute revocation can also lead to data security issues. Finally,
there is an urgent need for the VA to ensure the authenticity of user attributes in the
keyword search scheme.

1.2 Contributions

In this paper, we propose a secure and flexible authorized data sharing scheme for
smart grid. The searching trapdoor is publicly verified, so as to solve the problem of
untrustworthy cloud servers and malicious electricity company employees collusion.
Our contributions are shown as follows:

e Secure and flexible access to electricity data. Enables fine-grained access to
encrypted electricity data through attribute-based searchable encryption. It can
update the ciphertext in time when the attributes of the electricity company’s
employees are revoked. It also verifies the validity of the search trapdoor to prevent
malicious collusion.

e Update keys public transmission. Update keys for the electricity company employees
with unrevoked attributes are publicly available. Only employees with unrevoked
privileges can use the update key to generate the latest version of the key. An
employee with revoked privileges who gets the update key will not be able to
compute a valid search trapdoor.

e Low-communication ciphertext update. The server can update the file cipher and
index cipher using public parameters. No extra interaction with the server is required
from the client or the authorized authority.

1.3 Organization

The rest of this study is organized as follows. Section 2 presents some preliminary
cryptographic background. Section 3 describes the system architecture and defini-
tions. Section 4 proposes our scheme and analyzes the security. Section 5 gives the
performance analysis. Finally, Section 6 summarizes the conclusions of this paper.

2 Preliminaries

2.1 Bilinear Mapping and Complexity Assumption

Let G and G be multiplicative cyclic groups of order prime ¢, where g is a gener-
ating element of G. Define bilinear pairs é : G x G — G satisfying the following
characteristics [25, 26]:

e Bilinear: For any a,b € Z; and g € G, there is é(g®, g%) = é(g,9)*.
e Non degeneracy: é(g, g) # 1, where g € G.
e Computability: There is a feasible algorithm to calculate é(g, g) for any g € G.



Bilinear Decisional Diffie-Hellman (BDDH) Assumption is over bilinear mapping.
The security of our scheme is based on BDDH assumption.
Definition 1 (BDDH Assumption). For given (g,g“,gb,gc,gd) € G, where a,b,c,d €

Z*, it is difficult to decide é(g, g)** id g%

q’

2.2 Access Structure

Let A = {A;,Ay,---A,} denote attributes universe [27]. Then A C 2{A142,An} ig
a non-empty subset of {41, A, - - A,}. And the set A is monotonic for any set of
attributes B,C: if B C A and B C C, then C C A. The sets in A are known as
authorized sets, otherwise, it is known as non-authorized sets.

2.3 Linear Secret-Sharing Schemes

There exists a [ X n secret generation matrix M, and the row i of the matrix M is
denoted as M;, where p; denotes the mapping from M; to attribute A by p calculation
[28]. We define the access structure as £ = (M, p). Select randomly s, vs, ..., v, € Z,.
Define the column vector 7, where the first real number in the 7/ is used as the secret
value. Then \; = M; -7 is the | vector containing some of the secret values s calculated
according to M. Let U be an attribute set of the user where U € A, and define
I'={i:p(i)eU} (i C1,2,..,1). There exists a factor {c; | i € I'} so that ), ,c;M; =
(1,0,0,...,0). Thus the calculation ), ,¢c;\; = s is obtained.

2.4 Time Binary Tree

We follow the strategy of scheme [27] to implement the user attribute revocation.
Embed the time period in the ciphertext, and the depth d of the binary tree struc-
ture BT; is constructed to manage the time period, where N; leaf nodes denote
{0, 1,...,2¢ — 1} of discrete time periods. The root node of the time binary tree is
denoted as Ry, the leaf nodes as o; and the non-leaf nodes as o, where the left
and right children of the non-leaf nodes are denoted as o; and o, respectively. Let
bs, denote the path from the root node to the leaf nodes, where traversing o; is
written as 0 and traversing o, is written as 1. When this time period is t, define
N; = {0, | o0 € Path(o;) Ao, ¢ Path(o;)} U {o:}. If £ > t, this has a node o; € N;
that makes string by, a prefix of string b, for each node o € Ny.

3 System Architecture and Definitions

In this section, We introduce a framework for secure and flexible authorized data
sharing for smart grid. We also describe the three aspects of the system architecture,
its syntax and the security model.

3.1 System Architecture

The following 6 entities are included in the system: Data Owner, Data Users, Public
Users, Cloud Server, Authorisation Centre and Attribute Authorities.



e Data Owner (DO). The data owner is a customer in the smart grid who has
electricity data. The customer’s electricity data needs to be designated with an
access policy based on the attributes of the electricity company employees before it
is uploaded to the cloud server. And the customer encrypts the files and keywords
to generate the cipher components. Then DO uploads the cipher component to the
server.

e Data users (DU). The data users are the electricity company employees, and
employees in different functions have different authorities. Each electricity company
employee is given an identity and sends his attributes to the attribute authorities
to get the key. The attribute authority provides the non-revoked employee with
an update key to help employees generate the latest valid attribute key after the
attribute is revoked.

e Public Users (PU). Public users are public parties. They can be any user in the
system. When the customer uploads the trapdoor to the server, the public users
verify the authenticity of the trapdoor permissions.

e Cloud Server (CS). The main responsibility of the cloud server is to store
encrypted electricity data uploaded by customers. Execute the ciphertext update
operation when the authority of the electricity company employees changes. It
helps the employees to run a keyword search operation when the electric company
employees access stored ciphertext.

e Authorisation Centre (AC). This is primarily responsible for initializing. The
AC generates the master key and the system public key. Then it generates partial
keys for the electricity company employees.

e Attribute Authorities (AAs). Each attribute authority manages its attributes
independently. At system initialization, generate its public-private key pairs. Gen-
erate attribute keys for electric company employees when they request data. In
case of attribute revocation, update keys are provided for non-revoked employees.
And AAs publish the authorization information to help the public party verify the
employee’s trapdoor.

3.2 Syntax

This paper mainly solves the problem of collusion between semi-trusted servers and
revoked users in the existing smart grid scheme for attribute revocation. Untrust-
worthy servers may keep copies of ciphertexts, and malicious employees use trapped
request data generated by attribute keys with revoked privileges, then their collusion
seriously harms the interests of customers. This paper adopts the method of publicly
verifying the validity of trapped doors for solid secure and flexible authorization of
smart grid data sharing, in which the time function in the scheme is publicly avail-
able. The public users can use the time function and the authorization authority’s
publicly available authorization information to verify the validity of the trapdoor for
electricity company employees. This ensures the integrity of data users and limits the
behavior of servers. Under public scrutiny, only a valid trapdoor can cause the server
to return the ciphertext requested by the electricity company employee. This pre-
vents the server from colluding with malicious employees. Besides, due to the keyword



Table 1 Notation Definitions

Notions Descriptions

L Access structure

Uq,Ug Attributes universe and authorisations universe
d() Mapping of functions u to attribute
() U(z) = D(p())

Ny, Electricity company employees

¢ Nodes of a user binary tree

Ny Minimum node set

RLy Revocation list

Ny Discrete time period

o Nodes of a time binary tree

boy The binary string of the o

SK1D,U, Secret key of DU

UKy + Update key of DU

F File

CcT Ciphertext components

w Keyword

Iy Index for keyword w

TK}D,UH Trapdoor

index ciphertext and the trapdoor privacy, the cloud server can only execute keyword-
matching operations and can’t get the plaintext of any keyword. The system model
of the scheme is shown in Figure 2. We describe the notations that will be used in the
scheme construction in Table 1.

(1)

(2)

GlobalSetup(x) — (PP, MSK): This algorithm is executed by AC. Given a secu-
rity parameter k, the AC calculates the master key MSK and the system public
parameters PP based on k.

AuthSetup(PP,T,N,) — (PKy,SKy, RLy,STy): AAs execute the algorithm.
Input the system public parameters PP, the total time periods 7" and the num-
ber of the electricity company employees N,, output the public-private key pair
(PKy,SKy) of the AAs, an empty revocation list RLp and status information
STy to manage the status information of attribute revocation employees and their
identifiers, where 6 € A.

Remark 1. PP and PKy are both contained to be denoted as PK. MSK and SKjy
are both contained to be denoted as SK.

KeyGen(PP) — (SKpo, PKpo): The algorithm is executed by the customer. The
customer enters system public parameters PP and outputs its own public-private
key pairs (SKpo, PKpo).

Encrypt(PK, L, F,w,t) — (CT, I,): The customer executes the algorithm. Input
the public key PK, the access policy L, the file I, the keyword w and the time
period t, then output the file cipher CT and keyword index cipher I,,.
SKeyGen(PK, SK,ID, Uy, STy) — (D, SK1p,u,): Phase I, This algorithm is exe-
cuted by AC. Enter the master key MSK and the system public parameters PP,
then the AC sends the partial key D to the electricity company employee. Phase
II, This algorithm is executed by AAs. Enter the system public parameters PP,
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Fig. 2 System Model

the public and private key pair (PKpy, SKy) of the attribute authority, the global
identifier I D and attribute set Uy of the employee and the status information STpy;
then the AAs update the status information text STy of the employee’s identifier
and generate the attribute key SK;p v, .

UKeyGen(PK, SKg, RLg, STy,t) — (UKg 1, Wo(t), Prp): AAs execute the algo-
rithm. Input the public key PK, the private key SKjy of the attribute authority, the
attribute revocation list RLy, the status information STy and the period ¢; then
the AAs publish the authorization information Prp ;.

Trapdoor(PK,w, SK;p v,, UKg:) — (TK7p y,): This algorithm is executed by
the electricity company employees. Take the public key PK, the keyword w, the
attribute key SKrp y, and the update key UKp, as input. Finally, the electricity
company employee generates the trapdoor TKY DUy

Verify(PK, TK', p.Uy> CT, Prp +): This algorithm is executed by TA. Input the pub-
lic key PK, the authorization information P of server, and the trapdoor TKY DU,
The TA verifies that the trapdoor is the correct authorization key generation. When
the verification passes, the CS executes a search operation.

Search(PK, CT, I, TKip y,) — (C,Q): CS executes the algorithm. Enter the
public key PK, the trapdoor TK p.u,> the cipher component (CT,1,) and cal-
culation result Q). The CS exexutes a keyword search operation and returns the
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searched ciphertext C to the electricity company employee when the keyword match
is passed. Then the CS sends (C, Q) to the employee.

Decrypt(PP,C,Q, TKtID,UG) — (F): This algorithm is executed by the electricity
company employee. Take the system parameters PP, the trapdoor TKtID’UB and

the cipher component CT as input. Then the employee performs the decryption
operation to obtain the file F'.

CTUpdate(PK, CT, t') — (CTy): This algorithm is executed by CS. Input the
public key PK, the ciphertext component CT and the time period ¢, then output
the updated ciphertext component CT} .

Revoke(ID, RLy, STy, t) — (RL}): This algorithm is executed by AAs. Input the
employee’s identification I D, attribute revocation list RLg, status information STy
and the time period ¢, then output the attribute revocation list RL}, after updating.

3 Security Model
3.1 Keyword Indistinguishability

We describe the indistinguishability of keyword w as a game between the attacker A
and the challenger C, where the attacker’s advantage ¢ in winning is negligible.

Setup: The A sends the security parameters to the C, who initializes the system
and generates the system public parameters PK and the main key MSK. Then C
publicized PK. The A selects an access policy L' to send to the C as a challenge.
Phasel: The attacker sends a keyword to the challenger and requests the trapdoor
corresponding to the keyword. The attacker sends multiple ciphertext requests to
the C.

— Trapdoor Oracle(Or): The challenger maintains a list Ly, of recorded
keyword trapdoor pairs. The C calculates the keyword trapdoor T,
based on Trapdoor(PK,w,SKipu,, UKg:), where SK, is generated by
SKeyGen(PK, SK,ID, Uy, STy). Then the C records the computed keyword
trapdoor pairs (w,Ty,) into Ly,.

Challenge: The A selects two keywords (w§, w}) of equal length and requests the
trapdoor. The C executes the trapdoor generation algorithm and generates trapdoor
Ty corresponding to the keywords, which belong to b € {0,1}. And (wg,w;) are
not queried before.

e Phase2: Consistent with Phasel.
e Guess: The A outputs the guessed answer b . Here is the probability of A winning

a keyword indistinguishability game.

Adv (1F) = ‘Pr [b/ - b} - %‘

4 Detailed Construction of the Scheme

4.

1 Algorithm Description

The specific steps of the programme are as follows:



GlobalSetup(k): The AC is primarily responsible for initialising the system.
Given a security parameter s, two multiplicative cyclic groups G and Gr of order
q are generated by the authorisation centre, where g € G. Define bilinear pairs

e:GxG— Gr.

1. Choose a secure hash function H : {0,1}" — G.
2. Select randomly number components a,b,c € Z, and calculate g%, g%, 9%€é(g,9),

é(g,9)".

Expose the main key MSK = (a,b,c) and the system public parameters PP =
(Ga GT?.ga q7ga7gbagc7 éaé(gmg)?é(gmg)acaH)'

AuthSetup(PP,T, N,): For each authority § € A, Uy represents the attribute
managed by the authority 6. The AAs are initialised to generate an empty revocation
list RLg, a temporal binary tree BT, of depth d with T' = 2% time periods and a user
binary tree BTy with leaf nodes N,,.

1. Select randomly number components ay, 89 € Z,; and group element components
fo,05 fo,1,- fo.a €G.

2. Represent the state information as STy and Ny represent all nodes in the user
binary tree BTy as and pick a random number r. € Z, for each node Npy.

3. Define a function Wy(t) = fo0 szl f‘;[;], where ¢ [j] represents the jth bit in the
binary string of time period t.

Finally, set the public key to PKy = (é(g,9)*, 9%, fo.0, fo.1, -, fo.a) and the
private key to SKp = (o, Bo, {rc}tocn,)-

KeyGen (PP): The customer executes this algorithm to generate his own public-
private key pairs, who selects randomly an element = € Z as private key and computes
the corresponding public key ¢*. Let (SKpo = x, PKpo = ¢%).

Encrypt(PK, L, F,w,t): The customer designates an access policy L = (M, p)
based on the attributes of the electricity company employees, where M is a [ X n
secret generation matrix. Then the customer encrypts the electricity data F' and the
keyword w.

L. Selected randomly & = (s, 22, ...,2,) and § = (0,y2,...,yn) € Z, where the first

real number in the & is used as the secret value s, then \; = M, - ¥ is the [ vector
containing some of the secret values s calculated according to M. And m; = M, - ¥.

2. The customer uses the access policy to encrypt F' to generate the ciphertext com-
ponents at a time period ¢. Select randomly number components z; € Z,(i € [I])
and calculate

C=F-ég,9)"",
Cin = e(g,9)*e(g, 9)* %,
Cia=g 7, Ci3=glrr7gm,
Cia = gHE)z1 g

For each node v € N;.

Ciry = (Ciry,0, iy o 1115 -+ Ciyd) »

10



where
Z4
[0+ |

by |41
Ciro = | foro [T LG5 |
j=1
and
Cioyse = £y or K € [ +1.0)

3. The customer extracts the keywords from the electricity data F'. Then DO selects
randomly an number r € Z; and calculates the keyword indexed ciphertext I,, =
ga('r+s)gb7‘xH(w)’ Il _ gcr.

4. Return the ciphertext CT.

{07 {Ci,la Ci2,Ci3,Cia0,{Cin} cpr, }iem A, 11, L, t}

SKeyGen(PK, SKy,ID, Uy, STy): The electricity company employee calculates

zH(ID) Yy the public key g* of the customer, and he sends ¢g*#P) to the authori-
H(ID)

g

sation centre. Then the DU randomly picks a element p € Z; and computes g~ =
H(ID)

His global identity ID, g~ » and attribute set Sy C Uy are sent to the attribute
authorities.

1. The AC uses the PP and MSK to generate a private key D = ¢**HUD) for the
employee.

2. The AAs choose an unassigned leaf node 7; to store the employee’s I D. For each
node ¢ € Path(r), select randomly a number d,, € Z, for each attribute u € Sy
and select randomly a number d;p € Z, for each employee’s ID. Then generate
the attribute key component SK: = (D, {KQG,uJDa K&,O,u,[D’ K@u} ) by using

u

€s,
the private key SKy of AAs. Meanwhile, AAs update state information SSTg.

—r o pr(w
K¢ puap = g™ " H(ID) ¥ g,

’
J— 611/
K(,O,u,ID =9,

"¢
cH(u) H(ID,35;p)

Kcuip =g
Output the secret key SKip,s, = {SKc} cpatn(r)-

The part of the key D generated by the electricity company employee interact-
ing with the AC. D is a component of the keyword trapdoor. Constructing keyword
trapdoors based on the BDDH problem satisfies privacy.

UKeyGen(PK, SKy, RLy, STy,t): The electricity company employee with an
unrevoked attribute generates an update key based on the newly published revocation
list RLg and status information S7Ty. The steps are as follows

1. The set of nodes My is obtained by running the KUNode algorithm, where My C
Ny.

2. Select randomly a number &, € Z, for each node { € My and calculate UKy =
(UQ@,U;mRC,Q) = (g"¢ - Wy(t)et, g, f—z) by using the PK and SKj.

11



3. AAs publish the authorization information Prp: = m to help the public to
verify the electricity company employee’s trapdoor.

The AAs send the secret key UK¢y = {UK¢0} ¢y, to employees through the
secure channel. Only key components that contain the same node 7 can use the
update key.

Trapdoor(PK,w, SK;p.u,, UKp+): When the employee wants to access the cipher-
text stored on the server, the DU uses the random number p to calculate the following
trapdoor.

1. Then DU computes D = (D)%(Dw; = gb*H(W)t yging his own known keyword w

and partial key D.

2. Find out ¢ € My N Path(r) from SK;p y, and UKp,. Choose a random exponent

&, € Zg and caleulate T = (Tpu,10: Ty 1 To.> Terus T)-

Ty :gaH'D,

Tou,ip = (K¢ 0,u,1p - Ucg - Wo(t)°t)H,
Tyoip = (K¢ g ip)™

Ty = (Ué,a '981)”7

Te oo = (K¢ rp)* 70, T, = g

The electricity company employee submits the search trapdoor

/
Tips, = (Tw,Tou, Ty, TO,u,IDng,uJDaTC,u} es) to the cloud server, where
u€Sy

(Tw, Tou, {Tg,uJD, T, . ID} < ) is used to execute the keyword search operation and
o u€ESg

({T¢,utyes, » T is used to verify that the DU is correctly authorized.

Verify(PK, TK}p, 1, CT, Prp.t, Wy(t)): At this phase, the public can verify that
the server has executed the re-encryption operation based on the time function Wy(¢).
Then it verifies that the electricity company employee is the latest authority based on
the authorization information Prp ;.

1. Input the time function Wy(t) and the ciphertext component CT to judge whether
the following equation holds. If the following equation passes continue to execute
2), otherwise interrupt. If the time period ¢ is determined then time function Wy(t)
must be determined, and judge from Wp(¢) whether the ciphertext C'T matches the
following equation.

e(Wo(t),Ci2) - €(Cipp,9) =1
2. From the above equation we can judge that the ciphertext component CT is the
correct ciphertext for ¢. For each ¢ € I, compute

~rPIDt ci 4
[[(eCa” Tu))e - é(Tew, Cin) = 1
el

12



The PU uses the C'T and the authorization information P = m to verify
the authority of the electricity company employee. The employee who has the &;
must hold the latest update key to generate the trapdoor. If the above equation
passes continue to execute 3), otherwise interrupt.

Search (PK, CT, L,, TK}, 1;,): After the server receives the trapdoor sent by the
electricity company employee. There is an interactive process between the cloud server
and the employee. Then the CS executes a keyword search operation to match the
keyword indexed ciphertext I, with the trapdoor TK' DUy

1. The server sends C;; to the employee, who returns the calculated result C’ff 1=
(Ci1)" to the server.
2. For each i € I, calculate Q; and Q = [[,.; Q7"

Qi =C}, - &(Tpuip,Ci2) - ¢(H(ID),C;3)

e(Ty a1+ Cist) - €(To, Ciy0)
3. Calculate the following equation using the calculation result Q. Check if the elec-
tricity company employee matches the access policy. And whether the keywords in
the ciphertext match or not.

é(vall) Q= é(vaTu)

When the search trapdoor TK% p,u, and the keyword w satisfy the above equation,
the server returns the cipher (C, @) corresponding with the keyword index cipher to
the employee.

Decrypt(PP,C,Q, TK} DU ,): When the electricity company employee receives the
ciphertext C returned by the server. The employee calculates the decryption key k =
Qi by random number p. Then DU calculates % = %. The ciphertext C is
decrypted to obtain the plaintext F'.

CTUpdate(PK, CT, t'): When the electricity company employee’s attributes are
revoked. To protect customer’s privacy, the server needs to execute a re-encryption
operation to update the stored ciphertext at a new time period t.

1. Select randomly 7 = (s, &y, ...z, ) and y_; = (0,9g, ..., Y,) € Zy, where the first
real number in the ' is used as the secret value s/, then compute )\; = M, .2 and
w, =M, - Y. )

2. Select randomly number components z; € Z, for each i € [I] and calculate

C'=C-(eg,9)™)"
Iw = Iw . (ga)s s
Ciy = Cin-é(g,9)"Né(g, g) 0™,
Cio=Cia 'g_zi,ci,s =Ci3 'gﬁpumg”m

C

(2

’

= Cig - g g

’
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For each node 'y/ € Ny, calculate

Ci = (Ci,v/,o’cm’m/wl’ -~-7Cm’,d) ’
where
!
[b_/| b /| %
- b/ il bl
— . . . . ay . . v
Ciy o= Cino H (Cing) Fotir0 H fp(i),j )
J=lby]+1 j=1
and

C’,'y',k: = Ci,’Y,k ' f:(LZ)JC for k € U b,\/’ ‘ +1,d]

7

3. Updated cipher components CT}.

{C O {Ci’h Ciz Ci: Cisao { Gy }’Y/EBTN }iG[l] ! } .

Revoke(ID, RLy,STy,t): When the employee’s attributes are revoked at the time
period ¢. Put employee’s information in the new revocation list RL),and output the
status information ST} .

4.2 Correctness

We show the correctness of the above equations in this section.
Correctness of (1). In the search phase:

Py =Cl,  &(Tyuip,Cip) - é(H(ID),C;3)
+&(Ty 1> Cit) - €(To 1, Ciy 0)
= &(g, g)"N"e(g, g)r et
- e(ghee H(ID)ﬂegH(u)m?uWQ(t)uaﬂruE;’ g~
-e(H(ID), g 0% g™)
. é(gm?u, gH(\P(i))Zigm)

Zi

[by]
A e b |4
. e(gl set sta fp(i),O H fpgz|)]7|] )
Jj=1

= e(g,9)*N" - &(H(ID), g)™e(g, g)***™

and

Q=]Jaf =eg g
i€l

Then we calculate
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é(]w,T#) _ é(ga(r-i-s)gber(w)?gcu)
= é(gm gt ) gery - e(go*, g)
é(Twa Il) : Q

Correctness of (2). In the validation phase: First, we judge whether the
ciphertext uploaded by the server is correct or not.

e(Wy(t),Ci2) - €(Ciy 05 9)

b+

A —Zi\ 4 byld

= e(Wo(t),g7) (| oo [T £ ] -9
j=1

=1

Then judge whether the the electricity company employee’s trapdoor is correct or
not.

[Tt 1)) e(Te s, Ci2)

i€l

= [J(ete™ 0= gy mrinms g
i€l
~ H(V()) E2t—

_e(gc ( (Z))H(IDyéu)vg Zz)

1

4.3 Security Proof

The scheme’s security relies on data confidentiality and keyword indistinguishability.
Theorem 1 (Data Confidentiality). To solve the collusion between the cloud server
and the malicious electricity company employees after the revocation of the attributes
in the scheme, we achieve the protection of customer privacy and make the following
security analysis.

Proof. After a malicious electricity company employee revokes an attribute, the autho-
rized organization assists the valid electricity company employee in executing a key
update operation to generate a new attribute key to ensure backward security [14].
The update key is calculated according to the KUNode algorithm, and the revoked
user cannot execute the key update operation. Thus, only a valid trapdoor can be
used to execute the ciphertext search operation. Meanwhile, the server uses the time
function to update the stored electricity ciphertext data to realize forward security.
And since the re-encryption process calculated by the time function is irreversible, the
updated electricity ciphertext data cannot be accessed by the revoked electricity com-
pany employee. In addition, in order to prevent the server from keeping a copy of the
electricity ciphertext data and the revoked electricity company employee from obtain-
ing the customer’s electricity data, the re-encrypted ciphertext of the server and the
trapdoor submitted by the electricity company employee are verified publicly. First,
the public user uses the time function to verify the electricity ciphertext data, and the
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time function itself does not contain any customer information. The public user can
only get the result of whether the current ciphertext matches the current time function
and will not get any plaintext information of the customer. Second, the public user
uses the verified ciphertext component and the authorization information disclosed by
the authorization center to verify the validity of the trapdoor for the electricity com-
pany’s employees. Among them, the authorization information is the version key after
blinding, which can only verify the trapdoor corresponding to the version key under
the current time, and does not disclose any other information.

O

Theorem 2 (Keyword Indistinguishability). If the BDDH is insolvable, the keywords
in the scheme are secure by the following game.

Proof. If the attacker can break the indistinguishability of the keyword by a non-
negligible advantage . Then we can simulate a game between the attacker A and the
challenger C in which the C can break the BDDH problem by the same advantage ¢.
Technically, C is given a challenge (g,g"‘,gﬂ,g“,gd) where «, 8,w,d € Z7, its goal is
to distinguish ¢*%* = ¢ and ¢¢ is random in G.

e Setup: The A sends the security parameters to the C, who initialises the system
and generates the system public parameters PP = (G, Gr, 9,4, 9%, 9%, 9%, ¢, é(g, 9)%°)
and the main key M SK = (a,b, ¢), then sends PP to the A. The attacker designates
an access policy L' to send to the C as a challenge.

e Phasel: The A sends a keyword to the C and requests the trapdoor corresponding
to the keyword. The attacker sends multiple ciphertext requests to the C.

— Trapdoor Oracle(Or): The C maintains a list Ly, of recorded keyword trapdoor
pairs. Let ¢ = ¢%, ¢®* = ¢® and g* = ¢*, the C calculates the keyword trapdoor
T, = ¢ ¢ (@) by running Trapdoor(PK,w, SK;p v,, UKp.), where gPHID)
passed through a secure channel is generated by SKeyGen(PK, SK, ID, Uy, STp).
Then the C records the computed keyword trapdoor pairs (w,Ty,) into Ly,.

e Challenge: The A selects two keywords (w§, w?) of equal length and requests the
trapdoor. The C executes the trapdoor generation algorithm and generates trapdoor
T corresponding to the keywords, which belong to 7 € {0,1}. If 7 = 0, compute
Ty = g™ g (o) + when 7 = 1, compute Ty = g™ P H(wi) Then C sends Tws
to A.

e Phase2: Consistent with Phasel.

e Guess: The A outputs the guessed answer 7. If 7 = 7, then A wins; otherwise A
failed.

This is obtained by the above game. Probability that the attacker wins the keyword
indistinguishability game is equal to the probability of the C breaking the BDDH
problem. If T, is computable, our scenario is in a real setting. If T, is computationally
unavailable, A cannot guess 7. We prove the indistinguishability of the keyword and
that A does not have any advantage to win the game.

O
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Table 2 Functionality Comparison

Schemes F1 F2 F3 F4 F5
[14] Multiple v v v X
[24] Multiple v v X v
[23] Single X v X X

Ours Multiple v v v v

1F1:Authority; F2:Forward Security; F3:Backward Security; F4:Public
Update; F5:Preventing Server and User Collusion.

5 Performance Analysis

We compare our schemes with respect to functionality, computational cost and stor-
age size from the perspective of theoretical analysis and practical efficiency evaluation.
Based on the consumption at different stages, we made a comparison of the perfor-
mance of our scheme with the current schemes [14, 23, 24]. The notations in the chart
are defined as follows: |G| and |G| represent respectively the lengths of the elements
in G and G'r, and tp,tE,tg, are denoted by the bilinear pair operations, exponential
operations in G and exponential operations in G7. Define one data owner, multiple
data users, and compare under single keyword encryption and search.

5.1 Functionality Analysis

Table 2 shows the functionality comparison of this paper’s scheme with the frontier
schemes [14, 23, 24]. As can be seen from the table, the scheme of this paper and
scheme [14, 24] are implemented under multiple authorization authorities to prevent
the single point of failure problem. Scheme [23] does not update the ciphertext stored
at the server side, hence don’t achieve forward security of the ciphertext. Schemes [14]
and our scheme revoke the user’s attributes using the KUNode algorithm, where the
update key is publicly available. Scheme [24] and scheme [23] achieve backward security
by updating the version key, where the version key needs to be delivered through
a secure channel. Scheme [24] relies on smart contracts and consensus algorithms in
the blockchain to achieve the verification of the user’s identity, thus preventing the
complicity between the server and the revoked user. The scheme in this paper employs
public authentication to ensure the authenticity of the user’s authorization without
exposing any privacy.

5.2 Computational Analysis

Compared to related works [14, 23, 24], we analyze our computational overhead
in terms of index generation, trapdoor generation, encryption, verification and user
decryption phases. In the index generation step, these schemes have the similar com-
putation cost in 2Itg, where [ denotes the row in the access policy and ¢t denotes the
exponential operations in G. In the trapdoor genereation step, we have obvious advan-
tage over [23] and [24] for without using bilinear paring. It seems that our scheme is
more expensive in authentication, since it uses user attributes and implements user
privilege verification in this step. We show the computation comparison in table 3.
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Table 3 Computational Analysis.

Schemes| Trapdoor Encrypt Verify Decrypt
[14] G[SI+N)|Plts (INe[ [bo| + Dt | — tpr +2tp
[24} |S|tE +tp 5ltE+tET tg te,
[23] (IS| + 3)te + (IS| + | (nor + 1)tp (|1S|+2)tg +2tp | —
ANtp, +2tp
Ours (3|S|+N) |P|tE+2tE (|Nt‘|b0|+1)ltE+ (‘S|+1)tp e,
I+ Ditg,

1 Note. |S]: Size of the user attribute set S; N: Number of attribute authorities; I: row in the access policy;
L: Complexity of access policies in decryption; |P|: Length of user binary tree path; |N|: Size of N; in
time binary tree; | |bs|: Length ofb,.

Table 4 Communication Analysis.

Schemes| F1 F2 F3 F4 F5

[14] 4|G] (d+3N)|G|+ | — (2|S]|P] + | (| V¢e|d + 4 +
3N |G 2N) |G +1Z4| | 2)|G]+ (1 +1)|Gr|

[24] 4|G| 3N |G| 21G|| (IS|+2) |G| 31|G| + |G|

[23] (G+2N)|G] | - G| (IS[+2)(IG[+ | 2L|Gr[ + (nor +

|Gr|) 1) 12|

Ours 4|Gl+2|Gr| | (d+ N)|G| + | 2]G|| (|S]|P] + | (|NV¢|d + 3) |G| +

N|Gr| 2N) |G ((+1)|Gr|

2 Note. F1:Public Parameter Size; F2:Public Parameter Size; F3:Index Size; F4:Trapdoor Size; F5:CT Size.
3 Note. nor: Number of “OR” doors

5.3 Communication Analysis

As shown in the communication overhead in Table 4, we compare this paper’s scheme
with scheme [14, 23, 24] based on the size of the group elements. Because scheme [23]
uses a single authorization authority, the communication cost of our scheme is larger
than scheme [23, 24] and slightly smaller than scheme [14]. As shown in Table 4, the
size of the keyword index of this paper’s scheme is larger than that of scheme [23],
because this paper implements a keyword index using the public parameter to update
the keyword index. Comparing the communication cost of the trapdoor, our scheme
is larger than scheme [23, 24] and slightly smaller than scheme [14]. This paper’s
scheme realizes the verification of user privileges without disclosing user privacy, and
scheme [14] realizes the traceability of malicious users. After the function of preventing
the server and malicious users from colluding, our scheme is not much different from
scheme [14] in terms of the size of the ciphertext.

5.4 Experimental Analysis

In order to demonstrate the effectiveness of our scheme, we performed data evaluation
with real data sets. We run our experiments using the JAVA language on a Lenovo
AMD A8-6410 APU using AMD Radeon R5 Graphics 2.00GHz and 8GB RAM with
Windows 10. The PBC-based cryptographic library was simulated and tested in terms
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Fig. 3 Actual performance.

of index generation time, trapdoor generation time, encrypt time, verify time, and
user decrypt time. Furthermore, we set the depth of the time-binary tree to d = 5 for
the real lab experiments, where |b,| = 2. In addition, to validate the performance of
these solutions, we set the size of the set of employee attributes to |S| € [10,50] and
the number of attribute authorizations to N = 8. As shown in Figure 3(a), the actual
computational cost in index generation remains constant. As shown in Figure 3(b),
when the fixed path length is |[P| = 3. The actual computational cost of generating
trapdoors grows in a linear scale with the size of the set of employee attributes |S].
It is because they require additional computational effort to generate |P| associated
key elements for backward security. As shown in Figure 3(c), we set the behavior
of the access policy I € [10,50] to evaluate the impact of [ on the computational
cost of customer encryption and set the size of |N;| = 4. When fixing the coefficient
| N¢|, the actual computational cost of encryption increases linearly with I. The actual
computational cost of encryption grows with I linearly. As shown in Figure 3(d), the
actual computational cost of authentication increases linearly with the size of the
employee attribute set |S|. As shown in Figure 3(e), the actual computational cost of
employee decryption is almost constant.

6 Conclusion

We propose a secure and flexible authorization data sharing scheme for smart grid
to solve the problem of attribute revocation where servers and malicious electricity
company employees may collude to obtain customer data by using a means of pub-
licly verifying the validity of electricity company employee trapdoors. Experimental

19



simulations show that the scheme achieves secure, fine-grained attribute revocation
and flexible ciphertext authorization search with less computation and communica-
tion overhead. The research in this paper aims to provide a new way of considering
secure reversible prevention of server and revocation user collusion in smart grids. In
the next step, we extend the scheme to a multi-keyword search, which improves the
search precision.
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