BRIEF CONTENTS

List of Figures  xvii

List of Tables

XViii

List of Case Studies xix

Preface xxi

Acknowledgments xxix

PART1

CHAPTER 1
CHAPTER 2
CHAPTER 3

PARTI1
CHAPTER 4
CHAPTER 5

PART III
CHAPTER 6
CHAPTER 7
CHAPTER 8
CHAPTER 9

PART IV

CHAPTER 10

CHAPTER 11

CHAPTER 12

CHAPTER 13

Terrorism in Perspective 1

An Idea Whose Time Has Come? 3

22

Ideology and Terrorism: Rights from Wrongs? 45

Not a Modern Phenomenon

Who Are the Terrorists? 73

Criminals or Crusaders? 75
Terrorism by the State 115

How Do They Opera{e? 145
147

Terrorist Training 173

The Media: A Weapon for Both Sides?

Domestic Terrorism in the United States

Terrorism, Inc.

218
252

Responses to Terrorism 285
International Legal Perspectives on Terrorism 287

The Use of Force to Combat Terrorism 327

The Use of National Law and Intelligence Rescurces to

Combat Terrorism 350

Security Measures: A Frail Defense 386



vi | Brief Contents

PARTYV Current Trends and Future Prospects 421

CHAPTER 14 The Continuing Terrorist Threat: Weapons of Mass
Desiruction 423

CHAPTER 15 Future Trends 460

Index 499



CONTENTS

List of Figures xvii
List of Tables xviii
List of Case Studies xix
Preface xxi
Acknowledgments xxix

PARTI Terrorism in Perspective

CHAPTER1 An Idea Whose Time Has Come? 3
Modern Definitions of an Old Concept 5

Crucial Components of Terrorism 7
Violence, Audience, and a Mood of Fear 8
Victims: The Right Place —But the Wrong Time 9
Political Quicksand 13

Typologies of Terrorism: Useful Tools 15
Using Tactics as Labels 17

Conclusions 18

Key Terms 20

Discussion 20

Analysis Challenge 21

CHAPTER2 Nota Modern Phenomenon 22
Historic Roots 22
State Terrorism 26
Tyrannicide: “To Go Too Fast” 27
Guerrilla Warfare: Selective Violence 29
Cyclical Nature of Terror 31
Conclusions 32
The Waves of Terrorism: Religicus Wave 34
Political Assassinations and/or Kidnappings 35
Drugs, Religion, and Political Murders 35
Piracy 36
Terror-Supported States 39
Technological Changes 39
Weapons 40

Key Terms 41



viii | Contents

Discussion 41

Madern Piracy and Government Responses 41
Analysis Challenge 42
Suggested Readings and Resources 42

CHAPTER 3 Ideology and Terrorism: Rights from Wrongs?
The Rationalization of Violence 46
Rebelfion and the Right of SeH-Determination 49
Terrorism in the Name of God 54
Christianity: The Catholic/Protestant Faith Schism 55
Islam: The Sunni/Shi‘a Schism 57
Globalization 59
Four Phases of Resentment 59
Causes of the Left, Right, and Center 61
Religious Fanaticism é1
Anarchism 62
Neo-Nazism/Neofascism/Alt-right 62
Separatism 62
Nationalism 63
Issue-Oriented Terror 63
Conspiracy Theories 64
Counterterror Terrorists 65
Waves of Terrorism 67
Conclusions 68
Key Terms 69
Discussion 69
Analysis Chrallenge 70
Suggested Readings and Resources 70

PARTII  Who Are the Terrorists?

CHAPTER 4 Criminals or Crusaders? 75
Profile of a Terrorist 75
Terrorist Beliefs and Images 80
Can We Generalize About a “Typical”” Terrorist? 83
Dedication 85
Persgnal Bravery 86
Without Pity or Remorse 86
Sophisticated and Fducated 88
Individual-Level Analysis: Why Does
Someone Become a Terrorist Today? 89
Simplicity 89

45



Contents

ix

Identification 90
Revenge 91
Terrorism Is Different Today 92
Groups to Movements 92
Aims or Goals 95
Tactics 96
Group Dynamics 96
Religious Fanaticism 98
Radicalization 99
Demographic Trends in Group Membership 101
Age 101
Education 103
Fconomic Status 103
Gender 104
Disturbing Patterns of Socialization 106
Socialization Toward Violence: Suicide Bambing 106
Alienation Toward Western Systems 107
Conclusions 107
Key Tetms 110
Discussion 110
Analysis Challenge 111

Suggested Readings and Resources 111

CHAPTER 5 Terrorism by the State 115

Internal Terrerism: The Beast That Lurks Within 116
Examples of Genocide 117
Coerced Conversion and Genocide in Stalin’s USSR 119

The Continuing Reality of State Terror 122
Torture 123

External Terrorism: Waging War by Proxy 126
Iran, Involved in Syrian Confiict 127
Libya— Former Role and Curvent Status 129

The Arms Bazaar: Supplying the Weapons 131

Weapons of Mass Destruction ¢n the Arms Bazaar 132
Russia 132
North Korea 133
China 134

Terrorist-Supported States 135
Terrorism to Become a State: ISIS 138
Conclusions 138

Discussion 139

Analysis Challenge 140



X | Contents

Key Terms 140
Suggested Readings and Resources 141

PARTIII How Do They Operate?

CHAPTER & Terrorism, Inc. 147
Networking 148
Propaganda 149
Recruitrment 150
Shared Strategic Planning 150
Ad Hoc and Strategic Planning 150
Terrorism Congresses 151
Terrorism Is Big Business 152
Funding of Terrorist Activity 153
Narco-Terrorism: Another Source of Funding
The Internationalization of Terrorism 161
International Fourth Wave of
Terrorism Linking in Europe 161
Fourth Wave of Terrorism
Linking on the Internet 162
Recruitment 165
Social Media as Platforms for Recruitment
and Interaction 165
Internet 166
Cyberterrorism 167
Conclusions 167
Key Terms 169
Discussion 169
Analysis Challenge 170
Suggested Readings and Resources 171

CHAPTER 7 Terrorist Training 173
The “How" Questions 173

Training Sites 174

Traveling Training Camps 178

The Network, Netwars, and
Radicalization on the Net 179
Al-Qaeda Network of "Affiliates” 181
Training Taopics: What Do
They Learn at Camp? 183
Arson and Bombs 183
Assassination and Ambush Techniques 184

153



Contents

Extortion and Kidnapping 185
Disguise Techniques and Clandestine Travel 185
Recruitment and Communications 187
Intelligence Collection and
Counterintelligence Methods 187
Weapons 188
Patential for Destruction:
A Terrorist’s Arsenal 193
Explosives 193
Assassinations and Ambushes 196
Small Arms 197
Automatic Weapons 197
Portable Rockets 198
Aerial and Naval Hijacking 199
Sabotage and Cyberattacks 200
Weapons of Mass Destruction 201
Chemical or Biolegical Attacks 201
Radiological and Nuclear Attacks 204
Suicide Bombing 207
Ideology, Not Psychology, of Suicide Bombing 207
Suicide Bombings in Irag 208
Phases of a Terrorist Incident: Putting the Lessons Learned at Camp into
Practice 210
Conclysions 212
Key Terms 213
Discussion 214
Analysis Challenge 215
Suggested Readings and Resources 215

CHAPTER 8 The Media: A Weapon for Both Sides? 218
Terrorist Goals Regarding the Media 219
Publicity 219
Favorable Understanding of Their Cause 220
Legitimacy and Identity 221
Destabilizing the Enemy 221
Government Goals Regarding Media 224
Publicity 224
Criminality of Act 225
Deny the Terrorist a Piatform 226
Information and Cooperation 226
Deterring Violent Extremism 227
Media Goals in Terrorist Events 228
Getting a Scoop 228
Dramatic Presentation of News 228



Xii | Contents

Protection of Rights 229
Personal Security 230
Focus Attention on Controversial Actions 230

Propaganda by the Deed 231
Media as a “Showcase” for Terrorism 233
Legal Issue of the Right of Access 235
Government-Directed Censorship: An Unpopular Process
Social Media: Playing a Pivotal Rele and Self-imposed
Restrictions 239
Complicity 240
Recruitment, Organization, and Escalation 241
Conclusions 242
Key Terms 247
Discussion 247
Analysis Challenge 248
Suggested Readings and Resources 249

CHAPTER 9 Domestic Terrorism in the
United States 252
Historical Roots in the United States 252

Conceptualizing Domestic Terrorism
in the United States 255

Left-Wing Terrorism 256
Left-Wing Extremism 256
Nationalist Groups 257
Single-Issue Groups 258
Conclusion: Left-Wing Terrorism in the

United States Today 260
Right-Wing Terrorism: From Militia
Groups to Religious Fanatics to

White Supremacists 260

Militia Groups and Movements 261

Transnational Terrorism 267

“Lone-Wolf” Terrorists 272

Conclusions 276
Trends in Attacks and Attackers 276

Key Terms 281

Discussion 281

Analysis Challenge 282

Suggested Readings and Resources 283

237



Contents | Xiii

PART IV  Responses to Terrorism

CHAPTER 10 International Legal Perspectives on Terrorism 287
Terrorism [s a Crime 288
Constraints on the International Legal System 288
Inability to Achieve Consensus on
Definition of “Terrorism” 290
Laws of War 291
Defining Key Terms 292
Provisions of the Geneva Convention on the Treatment of Civilians During
Times of War 293
Piracy of Air and Sea 299
Firacy of the Sea 299
Piracy of the Air and the Issue of Jurisdiction 300
Protection of Diplomatic Personnel and Heads of State 303
Regional Legal Efforts to Prevent
or Punish Terrorism 305
International Efforts to Restrict Internal State Terrorism 308
Declarations and Conventions 308
Prosecution for International Crimes 309
International Criminal Court and Code 309
Is Terrorism a Political Crime? 311
Political Offenders 312
The Role of the International Criminal Court 313
The United Nations and the War on Terrorism 314
Resolutions 314 »
Administrative Structures to Combat Terrorism 316
Conventions on Terrorism 317
Conclusions 319
Key Terms 320
Discussion 321
Analysis Challenge 322
Suggested Readings and Resources 323

CHAPTER 11 The Use of Force to Combat Terrorism 327
Nations Without Defenses 327
Strike Forces: A First Mechanism for Response? 328
[srael’s Sayeret Matkal 329
The British Special Air Services 332
Germany’s G§G-9 335
The United States: Too Many U.S. Options? 337
Special Forces, U.S. Army 338



Xiv | Contents

First Special Forces Operational Detachment— Delta (Delta Force),
U.S. Army 339
Ranger, U.S5. Army 340
Aifr Force Special Operations Command 340
Naval Special Warfare Command 340
Problems:; Operation Eagle’s Claw 341
New Units and New Technologies 342
Conclusions 346
Key Terms 347
Discussion 347
Analysis Challenge 348
Suggested Readings and Resources 348

CHAPTER 12 The Use of National Law and Intelligence
Resources to Combat Terrorism 350
Legal Initiatives to Counterterrorism 351
Canada’s Legal War with the FLQ 352
The “Temporary’ British Problem in
Northern Ireland 353
Italy and the “Penititi” 355
Comparing the Legal Initiatives 357
Investigation: The Intelligence Initiative 364
Germany’s Intelligence Gathering:
Target Search Teams 365
U.S. Intelligence-Gathering: Multiple Tools 367
Computers as Tools of Investigation 371
Government Use of Investigation and Intelligence 373
Conclusions 376
Key Terms 381
Discussion 381
Analysis Chailenge 383
Suggested Readings and Resources 383

CHAPTER 13 Security Measures: A Frail Defense 386
Three Facets of Security 387
Physical Security 387
Operational Security 388
Personnel Security 389
Critical Infrastructure Protection 391
Airport Security 392
Weaknesses in the Security System 392
Ease of Access to the Cockpit 393



Contents

xv

Inadequate Screening Processes 394
Impact of September 11 Attacks on U.S. Airport Security 394

Protecting Other Forms of Public Transportation 398
Port Security 401

Preventive Security 402

The Costs of Security 403

Threat and Risk Assessment 405
Threat Assessment 405
Risk of Terrorist Attacks 407

Cybersecurity 411

Conclusions 413

Key Terms 414

Discussion 415

Analysis Challenge 417

Suggested Readings and Resources 417

PART V Current Trends and Future Prospects

CHAPTER 14 The Continuing Terrorist Threat: Weapons of Mass
Destruction 423
Context of the Threat 423
Historical Use of Weapons of Mass Destruction 425
A Brief Histary of Biological Weapons 425
A Brief History of Chemical Weapons 427
A Brief History of Nuclear Weapons 429
Types of Weapons of Mass Destruction 429
Biological Agents 430
Bioterrorism Defense 434
Chemical Agents 440
Radiological Weapons 442
Nuclear Weapons 443
Access to and Use of Weapons of Mass Destruction 445
Chemical Agents 445
Biological Agents 447
Nuclear Devices 450
Radiological Devices 453
Risk Assessment: Comparative Effectiveness of WMDs 453
Conclusions 454
Key Terms 455
Discussion 455
Analysis Challenge 457

Suggested Readings and Resources 457



Xyi | Contents

CHAPTER 15 Future Trends 460
Identifying Trends in Terrorism 460
A War on Terror 462

The Counterterrorism Learning Curve 466
Globalization and Understanding the “Why” of Terror Attacks 466
Using the Internet 472
Deterrence as a Tool against Suicide Bombing 474

Dealing with Weapons of Mass Destruction 475

Trends in Terrorist Incidents 478
Volume and Lethality of Incidents 478
Radicalization and Religious Extremism 481
Lone-Wolf Terrorism 485
Suicide Bombing 486
Impact of Generational Differences Within Terrorist Groups 487
[ED: Weapon of Choice 488
Threat and Reality of Cyberterror 489
Categories of Cyberattacks 490
Nature of Groups as Limiting Factor in Cyberterror 491
Goals of Groups as Limiting Factors in Cyberterror 491
Cyberattacks Today 492

Conclusions 493

Key Terms 494

Discussion 494 ,

Analysis Challenge 496

Suggested Readings and Resources 496

Index 499



