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Figure 3. A TCG attestation protocol

and uniform, the attestation can proceed easily and in a
managable manner.

The TCG remote attestation protocol is designed to estab-
lish one-way trust relationship. We refer to this protocol as a
message-based attestation protocol, as it was designed to be
run for each message exchanged between the end hosts. We
make the following observations, based on our experiences
in using the protocol in our system. First, it is inefficient, as
the number of protocol (overhead) messages per application
message is high (of the order of eight pairs of protocol
messages per application message). Second, the difference
in the time at which the attestation is completed and the time
at which it is used to send the application message makes
it vulnerable to attack. To overcome these shortcomings in
this application scenario, we propose a session based mutual
attestation protocol [40]. Yoshiham et al. in [41] present a
similar proposal called WS Attestation, where they presented
an attestation architecture that can be used in Web Services
environment.

We now move onto the design and development of mobile
and portable trusted computing platform utilizing the con-
cepts outlined in the above two sections (namely, the use of
the TPM, and remote attestation, in trust establishment).

V. DESIGN AND IMPLEMENTATION OF HARDWARE
ARCHITECTURE

This section first draws the design requirements for a
USB-based TCP based on the discussion in Section 2, then
presents a reference hardware architecture and closes with
an implementation of the proposed device.

We start with the following high-level design requirements
for the device.

Dimensions: The device dimensions should be small
and portable, preferably USB thumb drive size. It was
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Figure 4. A reference USB platform containing a TCG Trusted Platform
Module (TPM)

decided that the dimensions (width, length and thickness or
height) of 18 mm × 58 mm × 10 mm would be ideal.

Cost: The device must be cheap enough to be dispos-
able if it has been compromised or lost. The device is meant
to be issued to a select set of its clients, but still controlled
and managed by an issuing enterprise.

Physical connection: The device connects to any host
PC using a USB 2.0 compliant type A plug.

Electrical requirements: The device uses the host com-
puter’s USB port for power, supplying 4 USB units of
current (400 mA) at the nominal USB VBUS voltage (5
Vdc).

Internet connectivity: The device establishes Internet
network connectivity via the USB port. Internet connection
to remote servers must be secured using 128 bit SSL or
better.

No host interference: The host computer needs to keep
operating uninterrupted when the device is inserted and
booted. This is unlike some other trusted platforms that
require the host to be shut down before trusted device was
inserted into the USB port and then rebooted from the USB
attached device.


