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Figure 12. The gaps between the time-of-attestation and time-of-use, and the time-of-measurement and time-of-verification

protocol. It must be noted that it is not our intention to
do an exhaustive study on performance of an attestation
protocol for a particular TPM implementation on a specific
TPM chip. We understand the fact that various vendors and
commercial IT companies are still working on improving
the functionalities and corresponding technologies related
to TPM chips. The performance figures in this section are
indication purpose only to demonstrate that TPM calls are
relatively expensive at currently provided chips and it could
result a serious overhead if these calls are made extensively
on today’s applications

A caveat needs to be placed here. This application sce-
nario was developed as a demonstrator, and the prototype
developed shows the main features of the platform. Using
TPM and the associated attestation protocol needs to be
carefully examined with respect to the risks and costs of
deploying such a solution for a production ready system.

However, it should be emphasized that there are some
particular applications such as mission critical operations,
applications with high transaction failure costs such as mer-
chant banking, or covert cybersecurity applications where
the benefits of using TPM and its attestation protocol
overwhelms the costs. We are, in co-operation with several
research organisations, investigating the use of the device as
an advanced cybersecurity platform.

IX. CONCLUSIONS AND FUTURE WORK

In recent times, we have seen a growing number of
enterprise applications developed to run in heterogeneous,
open and potentially hostile environments by accessing
enterprise resources remotely. Though these applications

provide greater flexibility, they present new challenges on
establishing a trust between a remote client computer and
enterprise application server. This paper addresses this prob-
lem by developing a mobile and portable trusted computing
platform using trusted computing technologies. We have
successfully designed, built and demonstrated a USB-based
trusted computing platform based on the TCG specification.
Our demonstration consists of three components: hardware,
system software and application. The novelty of the hard-
ware design lies in the design of a USB form factor
TPM motherboard with a USB port, and mating it with an
embedded system board as a daughter board. The unique
feature of our system software architecture is that it supports
both native as well as external applications. The principles
behind trust establishment on a portable computing platform
using TPM and attestation, was demonstrated through the
use of the implemented hardware and software architecture
of a Web based banking application. Our key contributions
can be summarized as follow. We have designed a USB-
based trusted device based on TCG specification to address
the problem of mobility and portability of trust. We have
built the hardware platform, software system and tested in a
number of applications including Internet banking. The test
clearly validated the proposed concept and design.

The current engineering prototype has a number of lim-
itations. As the proposed device does not have any In-
put/Output devices on its own, it relies on the host machine’s
support. This means an external application code needs to be
executed at the host machine to establish a communication
between the host Input/Output devices and the trusted device
attached to its USB port. This makes us difficult to achieve




