
different HART Commands that have IO Data and Record
Data, i.e. burst rate, burst mode, burst message, and safety
related configuration, that the DCS will download to the
WirelessHART device. In this way, all WirelessHART devices
and HART Commands can be modeled, and most important
be configured and maintained in a central engineering system.

The main advantage of our proposed integration method
is that the already existing engineering tools in the DCS
can be used to engineer and maintain the WirelessHART
networks at a central location, in the same way as existing
field devices. In addition, engineering and maintenance of
the WirelessHART devices is simplified, as the configuration

of security-relevant data should in general be transmitted with
additional protection compared to for example IP-addresses.
However, this additional protection, e.g., encryption, needs
major changes in the Profinet IO standard and has there-
fore neither been further investigated nor implemented. This
approach supports the process of automatic key updates, by
replacing the manual process with an automatic service that
updates the keys on a regular basis. The join key and the
Network ID of the WirelessHART Device must initially be
configured via some local port for security reasons; otherwise
the WirelessHART Device cannot join the network and create
a secure channel for key updates. Key distribution is mostly
the weakest link, even in this case, and is a general and known




