
specific requirements. Furthermore, the safety and/or security
layer can be deployed on node-to-node basis, and co-exist on
the same hybrid transmission system for full flexibility.

As in the case of safety protocols, our approach adds
more or less redundancy in certain layers depending on the
functionality provided by the black channel. The advantage of
our proposed framework is that the underlying technologies
and standards belonging to the black channel do not have
to provide specific functionality, as the upper layers do not
rely on them. To exemplify, if a security layer is added, there
will in some cases be a redundancy in the wireless segment,
but the wired segment will be protected. The trade-off for
end-to-end security could be partially overlapping security
measures. However, end-to-end security is achieved even if
there is partial security in a subsystem. Nevertheless, a certain
degree of redundancy with respect to security is desired. For
example, security measures in the wireless segments need
a secure mechanism for joining the network for authorized
access. Secondly, a common term in the context of security
is defense-in-depth, i.e., several layers of security mechanisms
are deployed to make it more difficult to bypass the security
measures. Therefore, redundancy with respect to security, or
in other words, defense-in-depth, has advantages. In summary,
our proposed framework is based on the black channel and
provides a general solution for end-to-end security and safety
in wired/wireless networks and is transparent to the underlying
transmission media.

IV. SEAMLESS INTEGRATION OF SAFE AND SECURE
WIRED/WIRELESS COMMUNICATION

In this section we demonstrate our proposed framework
using existing automation equipment and standards, addressing
safety and security, using Profinet IO, Profisafe, and Wire-
lessHART. In order to retrofit security in Profinet IO we intro-

and the latter to transport device configuration data. It is
also possible for subslots to transfer diagnostic data, such
as process or device alarms. Hence, the concept of subslots
(submodules) is central in modeling Profinet IO devices. The
concept of a slot (instance of a module), will be treated as a
container grouping subslots into physical or logical units.

Due to the unique properties of a subslot, we model phys-
ical WirelessHART devices as modules, and WirelessHART
functionality as submodules. The main advantage with this
approach is that we can separate functionality from a de-
vice. Thus we can model the WirelessHART functionality
as submodules, such as HART commands, independent of a
specific device. Then the devices are modeled as modules,
independent of their capabilities, and we assign the capabilities
(submodules) that are supported by that device (module).
Secondly, our approach allows parameterization, diagnostics,
and process data for each WirelessHART function which is
illustrated in Fig. 6.

Furthermore, we model the network manager as one module
with two different submodules. The Network ID submodule
only contains Record Data (configuration data) to allow the
DCS to download the Network ID to a specific network man-
ager. The second submodule holds the configuration data of
the Join Key to be used by the network manager in the joining
phase of WirelessHART devices. Additional functionality that
needs to be remotely configured by the DCS can be modeled
and extended in the same manner. In this way, we can engineer
and distribute configuration data to the network managers
from a central location, using existing engineering tools. The
second module in Fig. 6, Field Device, contains three different
submodules. The first submodule has only configuration data
containing the Tag Name of the WirelessHART device which is
used by the gateway to automatically map a specific Profinet




