
al. presented a performance comparison between the Wire-
lessHART and ZigBee standards. Their conclusion was that
ZigBee is not suitable for wireless industrial applications due
to poor performance, and security is optional while in the
WirelessHART standard it is mandatory. Security in indus-
trial wireless sensor networks have been heavily discussed
and in [24], Raza et al. presented a security analysis of
the WirelessHART protocol against well known threats in
the wireless media. WirelessHART has also been considered
for control applications in process automation [25]. In [26],
Nixon et al. presented an approach to meet the control
performance requirements using a wireless mesh network (e.g.,
WirelessHART). Their main conclusion was that device and
network operation must be synchronized.

Functional safety and communication in open transmission
systems have been laid down in IEC 62280-2 [27], and Deuter
et al. address this in their work with Virtual Automation
Networks (VAN) [28]. In [29], Trikaliotis and Gnad evaluate
different mapping solutions for WirelessHART integration.
However, their work has not considered how to deal with
WirelessHART specific functionality, engineering efficiency,
or secure and safety-critical communication. There are on-
going standardization activities for integrating WirelessHART
devices into Profibus/Profinet networks within Profibus Inter-
national and wireless cooperation team. However, the main
difference is that we take a holistic approach including safety
and security that is not considered for standardization so far.

Contributions: Our detailed contributions in this paper can
be summarized as follows:

• We propose and demonstrate a framework for wired
and wireless communication addressing both functional
safety and security. The framework is based on the black
channel [30] concept and provides end-to-end security
using security modules and existing functional safety
protocols.

• We demonstrate the proposed framework with a proof-
of-concept implementation using Profisafe, Profinet IO,
and WirelessHART using an industrial control system.
The integration method allows security and safety-related
configuration to be engineered and downloaded to the
WirelessHART network. This approach is novel as pre-
vious work has not considered security nor safety

• We propose a new service called periodic downlink
transmission for WirelessHART, that enables periodic
and deterministic transmissions from gateway to Wire-
lessHART actuators. This service enables the use of
wireless actuators to be part of a control loop, or actuators
with timing constraints. In addition, the service improves
the safety function response time with a factor of 8, when
using Profisafe on WirelessHART.

Outline: The reminder of the paper is organized as follows.
In Section II the basics of the most important technologies
used in this paper are introduced. In Section III we present a
framework for safe and secure communication. In Section IV
we use the proposed framework, to realize and evaluate safe

and secure communication using Profinet IO, WirelessHART,
and Profisafe. Then, in Section V we propose an improvement
for WirelessHART to enable periodic and deterministic data
transfer to actuators, which is of importance for wireless
control. Finally, in Section VII we conclude the paper.

II. PRELIMINARIES

In this section we will present the basics of the technologies
used in this paper. We start with the industrial Ethernet
protocol Profinet IO, then we present the WirelessHART
technology. Finally we introduce the safety protocol Profisafe.

A. Profinet IO

Profinet IO is one of the Ethernet-based fieldbus protocols
from the IEC 61784 standard and is the successor of Profibus.
Profinet IO uses switched 100 Mbit/s networks to transmit
both real-time and non real-time data. For non real-time com-
munication, Remote Procedure Calls (RPC) are used on top
of UDP/IP. For real-time data, a dedicated layer is defined on
top of Ethernet. The application layer can either communicate
via RPCs or directly on the real-time channel [31]–[33].

The Profinet IO device model assumes one or several
Application Processes (AP) within the device. Fig. 1 shows
the internal structure of an AP for a modular field device. The
AP is subdivided into as many slots and subslots as needed
to represent the physical I/Os of the device. The structure of
an IO-Device is described in a General Station Description
(GSD) file [34]. By importing the GSD file into the control
system, knowledge is gained regarding the device, for example
modules, submodules, parameters, and data types. With this
information the engineering tools of the control system can
generate the configuration necessary for communication with
the device.

Profinet IO uses Virtual Local Area Network (VLAN) [35]
on top of the Ethernet layer to be able to prioritize real-time
frames over non-real-time frames in the switches. The Profinet
IO real-time protocol resides on top of the VLAN layer. The
Profinet IO Payload Data Unit can carry at most 1412 bytes I/O
data including IO Producer Status (IOPS) and IO Consumer
Status (IOCS) [32]. The upper restriction in I/O length is due




