
Fig. 9. The upper graphs show the frequency distribution of the time between consecutive WirelessHART telegrams, ∆tWiHART , at different WirelessHART
period times, TcyWH . The lower graphs show the frequency distribution of the time between transitions on the Profisafe toggle-bit, ∆tProfisafe, at the
same WirelessHART period times, TcyWH , as in the upper graphs. The population size for ∆tProfisafe is ≥ 1200 for all TcyWH .

V. IMPLEMENTATION AND PERFORMANCE EVALUATION

The proof-of-concept implementation consists of the au-
tomation system 800xA communicating to a WirelessHART
gateway using Profinet IO. One WirelessHART device is
connected to the WirelessHART network. The reason for
the minimalistic test setup is to measure the safety function
performance in an controlled environment, e.g., easier to
identify bottlenecks and limiting parameters. The performance
evaluation scenario can easily be extended to more realistic
setups whenever needed. Several measurements have been per-
formed on the proof-of-concept implementation with different
settings of the burst rate TcyWH of the WirelessHART device
given in (5), i.e., the period time of updates sent from the
WirelessHART device, in order to measure the total achieved
safety function response time. The security layer is part of
the black channel, and is therefore not explicitly mentioned in
the performance evaluation. The security evaluation is rather
dependent on the cryptographic algorithms used and is not
covered in this paper. However, in addition to the safety-
critical data an additional MIC is transmitted in order to
provide end-to-end authentication and integrity of the packet,
which do not have a significant contribution to the overall
run-time performance.

TcyWH = {500, 1000, 2000, 3000, 4000, 5000} [ms] (5)

The frequency distribution of the period times are shown
in Fig. 9. In the upper part of the picture, the frequency dis-
tribution of the time between two consecutive WirelessHART
telegrams ∆tWiHART sent from the WirelessHART device
are plotted with the values of TcyWH given in (5). In the
same way, the frequency distribution of the measurements of

riodic services from the gateway to the device. In addition
to this, delays due to execution time in network components,
devices, and unsynchronized tasks in the nodes add further
delays. However, those delays are not visible in the graph




