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ABSTRACT

Cryptographic algorithms have always relied on stored keys for the
provision of security services. Since these keys are stored on a system this makes
them prone to attack. Efforts to increase the key size makes brute forcing difficult

but does not eliminate key theft.

This thesis proposes a comprehensive security framework for groups of
devices. The research makes four major contributions to improve the security of
devices in the multiparty environment. The proposed framework uses the novel
Integrated Circuit Metric (ICMetric) technology which proposes utilizing
measurable properties and features of a device to create a device identification.
This device identification called the ICMetric is used to create cryptographic keys

which are then used in the designed cryptosystems.

The first contribution of the thesis is the creation of an ICMetric using
sensors found in modern smart devices. The research explores both explicit and

implicit features which can be used to generate of an ICMetric.

The second contribution of this research is the creation of a group ICMetric
which is computed using the device ICMetric. The computation of the device
ICMetric is a particular challenge as it has to be computed without violating the

properties of the ICMetric technology.

The third contribution is the demonstration that an ICMetric can be used
for the creation of symmetric key. The fourth contribution of this research is an
efficient RSA based asymmetric key generation scheme for the multiparty

environment.
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Designing a system using widely accepted cryptographic primitives does
not guarantee a secure system therefore the security of proposed schemes has
been studied under the standard model. The schemes presented in this thesis
attempt to improve the security of devices in the group environment. The schemes
demonstrate that key theft deterrent technologies can be incorporated into

cryptographic schemes to offer higher levels of security and privacy.
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CHAPTER 1

INTRODUCTION

Recently, there has been a visible reduction in the cost of computing which
has resulted in the creation of new venues that utilize computers in their various
forms. In their early years, computers were standalone devices which could
process data when it was provided to them. Emergence of energy efficient radio

technologies resulted in the creation of autonomous communication systems like
Wireless Sensor Networks (WSN’s) [1][2]. WSN’s relied on using leaf nodes which
could sense a stimulus and forward the information to the base node [3]. After

the emergence of WSN’s, research was geared towards providing security to the

sensor node, data and communications of the network. WSN’s were primarily
designed to operate as a standalone network of sensors. The emergence of internet
and smart devices caused WSN’s to evolve into more intelligent environments
where devices could sense and communicate what is happening around them and
then forward that information via the internet. The Internet of Things [4] is one
such environment which aims to create a collaboration between devices for
generating, processing and sharing data. The popularity of Internet of Things and

the general appeal of collaborative environments means that in the future, devices
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will be increasingly functioning in a group and less as standalone devices. Many
of these devices will sense, process, store and communicate data of sensitive

nature.

Secrecy of sensitive data is an important requirement especially when the
data is being communicated beyond the confines of the device. The Cambridge
dictionary [5] defines cryptography as the practice of creating and understanding
codes that keep information secret. Ensuring secrecy and privacy has become a
complex task as adversaries possess resources and the capability of exploiting
weakness in a system. A fundamental problem in cryptography is how to
communicate securely in the presence of adversaries. This problem has become
even more important with the proliferation of ubiquitous smart devices, Internet
of Things and group communications. Often adversaries exploit design weaknesses
to gain illegitimate access to a system. Such types of attacks can be difficult to
correct as a solution may lie in redesigning of the system. A problem that has
plagued the field of cryptography is key theft. An attack on the cryptographic

keys can be sufficient to compromise the system.

1.1 RESEARCH MOTIVATION

Today there are more devices than the number of users on the internet.
This means many of us have more than one device which connects us to the
internet. As everyday objects like televisions and watches become internet capable
the importance of security cannot be denied. Despite constant research in the
field of cryptography, computation devices are still insecure. Numerous computer
security incidents are reported every year in which systems are attacked resulting
in financial loss, data theft and even threat to life [6]. With easy availability of
computation power and increased connectivity adversaries are now stronger than
ever before. For an adversary the motivation behind an attack could be to

compromise national security or to just create a low level nuisance.



1.2 THESIS STATEMENT

Emergence of high capacity networks has created many new applications
like teleconferencing, real-time information services and collaborative
environments which follow the group communication model. In this model one or
more authorized senders send messages to one or more authorized receivers.
Numerous devices are already being marketed for the Internet of Things
environment. The devices function collaboratively to enable the sharing of data
and information. A recent detailed study [7] shows that devices in the Internet of
Things are insecure and often lack the resources required for the provision of
security. To an adversary the group communication presents an attractive
environment which is abundant in devices and communication links. Hence
adversaries will attempt to gain access by exploiting flaws in security or system
design. Security schemes and protocols that require a cryptographic key assume
that the key is kept secret. This assumption alone is a weakness in any
cryptosystem as there are many ways for an adversary to capture the keys. If an
unencrypted cryptographic key is captured then the security of the system is
compromised. Thus cryptographic key theft is an Achilles Heel for any security
based system. The fact that an attack on cryptographic keys can lead to failed
security creates the impending case for a renewed approach for the provision of

security in group environments.

1.2 THESIS STATEMENT

Cryptographic schemes are based on publically available protocols and
algorithms while the security keys are kept secret. Hence the security of a system
lies in keeping the keys secret and not the underlying protocol. If at any point
the keys are captured then the system can be compromised. A password stored
in the human’s memory is secure and cannot be unwillingly known to any other
person. On the contrary, cryptographic keys are stored on the system which
makes them prone to both internal and external attacks. Cryptographers increase

the key size to make it difficult for an adversary to brute force a cryptographic
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key [8]. Increasing the key entropy as a method of deterring key theft is

impractical as there are numerous methods of capturing keys [6][9][10].

Cryptographic key theft in a group setting creates a unique environment
where there are multiple attractive targets which an attacker can capture. Once
a single system is compromised in a group then the attack can be escalated to
capture the entire group. Owing to the existence of multiple points of attacks,
group communications are at greater risk of being attacked. Similarly, when a
single message is communicated in the group environment, it traverses through a
large number of links which increases the possibility of the message being

intercepted by an adversary.

This research studies a comprehensive framework that provides security to
devices communicating in a group setting. The aim of this research is to put into
practice theories and concepts of the Integrated Circuit Metric (ICMetric)
technology in a multiparty environment. The research demonstrates that it is
possible to use the features of a device to create an identification that provides
security in the group setting. To achieve this the research investigates possible
properties and features which can be used for the creation of an ICMetric of a
device. The study aims to show evidence that the ICMetric technology can be
used to generate cryptographic keys for the provision of authentication,
confidentiality and integrity. The presented framework studies the ICMetric
technology in two ways one: as a method of key theft deterrence and two: as a

basis for cryptographic key generation.

1.3 THESIS CONTRIBUTIONS

This thesis investigates a set of topics to ensure security of devices
communicating in a multiparty environment. The contributions of this thesis
provide a means for enabling high levels of security in devices that perform
communications and computations in a group environment. This thesis provides
a secure framework which can be adapted to any environment where there are

4
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devices that function collaboratively. Conventionally, cryptography has relied on
stored keys for the provision of security. Stored keys are considered a vulnerability
as they can be captured by an adversary. Hence by incorporating a key theft
deterrent like the ICMetric technology provides a way of mitigating weaknesses

that plague the field of cryptography.

This thesis demonstrates that unique features of a device can be used to
provide an identity to a devices which can then be used for the provision of
security services. Hence, the first contribution of this thesis is that it explores
unique explicit and implicit features which can be used to generate a device
identity called the ICMetric. The ICMetric is a unique property which is why it
cannot be communicated or stored on the system. This forms a challenge since a
group ICMetric needs to be generated to identify devices communicating together

in a group.

The second contribution of this thesis is the provision of a scheme that
assists in the generation of a group ICMetric while preserving the properties of
the ICMetric. The research shows that the group ICMetric can be used for the

creation of cryptographic keys for the group.

The third contribution of this thesis is the creation of a symmetric key for
the group by using the group ICMetric. The symmetric key generation algorithm
relies on using the group ICMetric, well established security primitives and
algorithms to create a symmetric key for the group. The scheme is also composed

of an authentication method that facilitates ICMetric based authentication.

The fourth contribution of this thesis is the creation of a scheme that uses

the group ICMetric and RSA algorithm to generate asymmetric keys for the
group.
Perhaps the greatest contribution of this thesis is that it delivers high

levels of security without having to make drastic changes to existing security

systems. Thus the ICMetric technology can be integrated into any computation
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system with minimum impact on existing infrastructure or technology. The
ICMetric technology has been designed to integrate with conventional systems as

it has been designed as a distinct add-on layer.

1.4 SECURITY AIMS

At the heart of a cryptosystem are goals around which development takes
place. Each security goal must work in harmony with other security goals so that
the resulting system is fully secure. Security goals are central to this research as
system design choices are made based on the selected security goals. The security
framework proposed in this research aims to fulfil three basic security goals i.e.
authentication, confidentiality and integrity. Given below are the security goals
of the project and how they can be interpreted with reference to the problem

statement.
e Authentication — provide systems with an identity and verify the
correctness of the identity (machine authentication).
o Access Control — limit access to only authenticated entities. Thus
block unwanted or illegitimate access.
e Confidentiality — ensure that communications are accessible to only
authenticated entities.
o Integrity — in this security goals the aim is to ensure the purity and

trustworthiness of communications. Through integrity the system prevents
unauthorized systems from making contributions and modifications to
communications. Also prevent authorized participants from making

dishonest contributions and modifications to communications.

1.5 PHYSICAL ROOT OF TRUST

Adversaries now have access to high power computing with sufficient

resources to conduct a powerful attack. Therefore, researchers explore other
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supporting methods which can enhance the security of conventional
cryptography. Traditionally, cryptographic systems have relied on mathematical
intractability [11] of primitives to guarantee security. Mathematical intractability
is not sufficient to secure a system as often an adversary will not behave as
expected. An adversary will often employ methods which do not exploit
mathematical intractability like side channel and cold boot to attack a system.
Therefore, a new breed of methods and primitives are required that are based on
physical reasoning [12]. The use of physical reasoning to build a cryptographic
system can ensure higher levels of security because the system primitives are
rooted in the physical world. The physical root of trust in this research is the
Integrated Circuit Metric technology. The ICMetric technology uses physical
features of a device for the provision of cryptographic services. Figure 1.1 shows
the physical world and its connection to the physical root of trust i.e. ICMetric
technology. The physical root of trust is used to provide a basis for cryptographic
primitives. The cryptographic primitives form building blocks for a set of security

goals required for a secure multiparty environment.

A concept similar to ICMetric is physically unclonable functions which are
also used to provide hardware entangled security. A physically unclonable
function uses a challenge-response system as a unique identifying feature. Hence
a unique response to an input challenge is used to design systems based on the
physically unclonable function. The ICMetric technology does not rely on a
challenge-response system to create a device identification. Instead features are
directly accessed and processed to provide security. What sets the ICMetric
technology apart from physically unclonable functions is that the ICMetric
technology uses multiple device features (rather than one) and processes them as
a foundation for a range of services. The ICMetric technology can be used for

providing security services like authentication, key generation, confidentiality etc.
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Security goals

[ Authentication ][ Confidentiality ][ Integrity ]

Cryptographic Hash
Primitives Function PBKDE RNG RSA C]

Security

Secure Key Device Secure
Generation Authentication Execution

Physical
Root of
Trust

Figure 1.1. Relationship between the physical world, root of trust and

1.6

cryptography
THESIS STRUCTURE

In response to the challenges faced by devices in group environment this

thesis presents a comprehensive security framework that is based on the ICMetric

technology. The contributions are arranged into chapters as follows:

Chapter 2 focuses on literature related to group environment and the
security of devices in the group. The chapter begins with the description
of a communication suite for devices in the Internet of Things. The suite
is revisited so that it encompasses the ICMetric technology. The chapter
also introduces security concerns that need to be addressed when securing

devices in a group environment.

Chapter 3 introduces the ICMetric technology as a physical root of trust.

The chapter explores the concept of a bias in a MEMS accelerometer,
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gyroscope and strain gauge sensors. The chapter explores implicit and
explicit features of a wearable health sensor for ICMetric generation. A
detailed statistical study has also been presented for each MEMS sensor.
The statistical study shows that each sensor possesses sufficient bias which
can be used for ICMetric generation. After the creation of individual
ICMetric the chapter provides a detailed account of how a group ICMetric

can be generated using the ICMetric of individual devices.

In chapter 4 the creation of a symmetric key for groups of devices is
explored. The chapter explores using Password Based Key Derivation
Function to create a symmetric key for the group. This function is based
on security primitives like salting, hashing and a large iteration count. The
chapter explores these primitives and presents a novel algorithm that uses
the group ICMetric to create a symmetric key for the multiparty
environment. The chapter concludes with a performance analysis of the

proposed symmetric key generation algorithm.

Chapter 5 focuses on the creation of an asymmetric key for the group
environment. The proposed scheme uses the RSA algorithm with a group
ICMetric to create an asymmetric key for the group. The chapter concludes
with a performance analysis of the proposed asymmetric key generation

algorithm.

Chapter 6 presents a security analysis of the proposed schemes in the
standard model. Security proofs have been designed that test the proposed
schemes by deliberately placing adversaries while various entities interact.
The security proofs prove the security of the ICMetric technology,
symmetric key generation, asymmetric key generation and prominent

scheme primitives.

Chapter 7 closes the thesis with a conclusion and provides directions which

can be explored for future research.
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LITERATURE REVIEW

As computing devices became ubiquitous the next logical step in the
evolution of computers was to enable interconnectivity of devices for data and
information sharing. The interconnectivity of devices is not a new concept, but it
has come under renewed spotlight after the emergence of high capacity networks
and small sized devices. Whenever devices share data and resources, it is
important that both the communicating and the communicated are secure from
attacks. This chapter presents a bird’s eye view of earlier works in the field of
multiparty communications. A discussion on multiparty communications is
incomplete without referring to the internet of things and the many devices that
form part of the internet of things environment. Since internet of things is an
emerging field of research therefore a survey of possible attacks on devices in the
internet of things has been presented with focus on wearable technologies. This
chapter highlights two recent security advancements i.e. physically unclonable
functions and device fingerprinting. These two areas of secure computing form
the basis of the ICMetric technology. The chapter explains the design principles

of the ICMetric technology and how the features of a device can be used to form
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an identification of a device which is then used for the provision of cryptographic

services.

2.1 INTERNET OF THINGS

The Internet of Things (IoT) is a network of physical devices which collect
and exchange data through the many form of network connectivity [13][14]. Thus
the IoT is composed of multiple smart devices which can sense and communicate.
The smart devices are intended to be worn on the body, carried by the owner,
fitted on a wall or even installed ubiquitously. Hence the IoT presents a unique
environment where devices with varying capability and resources are generating
and sharing data. The emergence of IoT is a result of creating devices which are

interoperable, thus they can share data and information.

What sets IoT apart from regular computer networks is the fact that
devices in the IoT ecosystem are sensors, devices, objects which are not considered
computers. IoT devices are intended to be ubiquitous devices that function with
minimum user intervention. Hence IoT devices are both consumers and producers
of data. Broadly the IoT is the result of convergence of a number of technological

trends as follows:

e Ubiquitous computing — the creation of smart technology by embedding
microprocessors in everyday objects so they can communicate and sense
their surroundings.

e Universal internet connectivity — the use of IP based networking to
facilitate data and information sharing.

e Miniaturization of technology — the reduction in size of computing
technology owing to circuit miniaturization, microprocessors and
embedded systems.

e (loud computing — the rise of cloud technology which enables resource

sharing and also allows analytical feature aggregation via the cloud.

11
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e Data analytics — algorithms and processes that facilitate the creation of

knowledge from raw data obtained via the cloud.

Based on a recent research [15] the IoT can be depicted as a multitier
architecture with four layers namely perceptual layer, network layer, support
layer and application layer. The perceptual layer is closest to the physical world
while the top layers address issues related to data processing and information
retrieval. The perceptual layer is composed of sensors and devices that interact
with the physical world. The devices share data with the network layer so that
data can be communicated across various networks. The abstraction layer
supports the extraction of information from incoming datasets. The abstraction
layer presents data to the application layer for customized information services.
The application layer processes and presents the data provided by the abstraction

layer. Figure 2.1 is the four layer communication suite for the IoT.

Personalized information servic