1 Appendix

Proposition 3.1 If the loss function ¢ is L-Lipschitz and
all data points lie in a unit ball, then the Lo sensitivity of
the algorithm that computes VG (w;) from Dy, is at most
2L.

Proof. Let Dy, D) be any two data sets differing
in a single element. Without loss of general-
ity, we can assume that Dj; and Dj differ only in
their last element, with Dy = {(x%y*)}* and
D;c = {(Xllcvyllc)a"'v(X]]C\fkfl’y?\fkfl)’(X/]@wyy\?k)}' Let
VG, (wy) denote the gradient at w, of the cumulative loss
on Dj.

By definition, we have for datasets Dy, and D),

Ny,
VGi(wy) = Z¢ (yf“’;r k:)(y] J)
j=1
and
Nk 1
VG' (wy) Z ¢’ y;cW;r ¥ (yg J)+

o' (i w! x) (<))
Then we have

IVGr(wi) = VG(wy) |2
= H¢ yNkwt XNk)(yNkXNk)
¢ (yNkWt XNk)(yNk )Hz
|0 (yr, Wi XNk | I yNkXNk H2

|¢>/ yNkwt XNk | || ykaNk ||2

)

IN

< 2L

where the first inequality follows from triangle inequality
and the last inequality follows from the assumptions that ¢
is L-Lipschitz (which gives |¢'(z)| < L Vz), y¥ € {1},
and ||x§||2 <1. 0O O

Theorem 4.1 If ¢ is convex and doubly differentiable with
¢'(z) < 1and ¢""(z) < ¢ Vz, then Algorithm 4 is (e, §)-
differentially private.

Proof. The proof is similar in overall structure to the proof
of Theorem 9 of Chaudhuri et al. [4]; We provide the de-
tails here for completeness.

To prove (¢,0) differential privacy, we need the ratio
% of the densities of wgq, under two neighboring
data sets D and D’. As the objective function that Algo-
rithm 4 minimizes is convex, it has a unique minimizer and

hence one can show that there exists a bijection between

the noise that is added to the objective and the output of the
Algorithm. This allows us to write the ratios of the densi-
ties of getting any fixed vector as output for adjacent data
sets in terms of the ratios of the noises added to achieve that
particular output vector. Specifically, if w,p, is the output
of the algorithm, the following holds:

Pr(wgop|D) _ Pr(np|D) . |det(I(Weop = np| D))
Pr(wyp|D')  Pr(np/|D’) |det(J(Weop — np/ D))

where J(Wgop — M p|D) represents the Jacobian matrix
of the mapping from wy, to 7, whose (j, k)-th entry is
given by

_ o
5w(k)

gop

J(Wgop = Np|D)jk

‘We will first bound the ratio of the determinants.

Note that the mapping from wgop, to 77 is got by setting
the derivative of the perturbed objective function involving
the dataset D to zero. Thus we have for dataset D, the
following mapping.

N

Np = =N+ A)Weop + > ¢ (i WaopXi) (%) -
=1

Under this mapping, the (j,k)-th entry of the Jacobian
J(Weop = Mp|D) is given by

J(Weop = Mp|D)j = —N(A+ A)I(j = k)—
N

> 20" (yiwgpxi)at
=1

Define

N
A=NA+AI;+ Z yz~2¢"(yiw;pxi)xix;r

i=1

and

2 T o/ s
E = yNo" (YN WaopX N )XNX N —

2 T T
YN ¢”(yngopXN)XNXN

Thus we have, the ratio of the determinants of the Jacobians
equal to

[det(I (Weop = mpl D))~} _ |det(A + E)|
[det(I(Weop = mpy D)1~ [det(A)]

As the matrix E is of rank atmost 2, by Lemma 2 of [4],
this determinant ratio is equal to

|det(A + E)|

|det(A)] E)+02(A"'E)+0: (A 'E)0>(A™'E)]

=|14+6,(A



where 6; and 05 are the largest and second largest eigen-
values of the matrix A~ 'E in absolute value.

As ¢ is doubly differentiable and convex, the second term
in the definition of A is a positive semi definite matrix.
Thus it follows that the eigenvalues of A are greater than
N (X + A) which is the eigenvalue of the first term in the
definition of A. Hence we have

s B <

Now applying Lemma 3 of [4] gives us the following rela-
tions for the eigenvalues of the matrix E

11=1,2

101(E)| + [62(E)| < 2c¢
and
101(E)[.|02(E)| < ¢?

Substituting these in the bound above, we get

|det(A + E)| c 2
det(A)] = <1 TN A>>

It is easy to verify that the choice of A in Algorithm 4 im-
plies that the above quantity is bounded by e(¢=¢) . Thus
we have established the following:

|det(I(Weop = mp|D))| "
|det(J(Weop = np/ D))

é e(e—g)

Now if we can choose a variance for the Gaussian noise
such that the ratio % is bounded by ef, then we
have e-differential privacy overall. Unfortunately, unlike
the noise considered in [4], such a bound is not possible
with the Gaussian noise we use. Instead, for any given data
set D, we will show that the output space R? can be divided
into two sets 21, Qs such that Pr(A(D) € ;) < 4, and
for all data sets D’ that differ from D in one element, we
get % < ef for all w € y; this will allow us to
show (e, d) differential privacy for the Gaussian objective
perturbation algorithm.

To prove a (high probability) bound on the ratio of den-
sities, we proceed in the usual way. Let the noise that is
added to data sets D and D’ be i, and 1p,,. For now we
will assume each component of the noise vectors is cho-
sen independently from AN(0,02) without committing to
the exact value of o; this will be selected later. Then we

need to show
Pr(np) < ef
Pr(np) ~
Using the fact that the noise vectors are Gaussian, we will
consider when the following inequality holds:

1 €
exp (=55 (Inp > = mpel?) < €.

Equivalently we can consider when the following holds:

Inp|1* = lInp|* < 20%.

Consider the LHS of the above expression. This is equal to
Inp +np —npll* = Inpl?

)T

= lnp —npll” + Inpl* +2(mp —np) "np — npl®

which by Cauchy-Schwartz becomes
<llnp = npl? +2lnp = npl Inpl

To obtain Wy, as output for both D and D', we know from
before that we must have

N
Np =—N(A+ A)Wyop — Z O (yiWgopXi) (i)
i=1
and
Npr = —NA+ A)Wyop
N-1
— > (Wi WaopXi) (W)

Now by using the fact that |¢'(z)| < 1Vzand ||x;|| < 1Vi,
we have

Inp —npll <2.

After applying this bound to the previous step and a few
steps of algebra, we find that we need to consider when the
following holds:

0% —2

Inpll < ey

The above equation cannot be satisfied for all values that
the random variable ||7p|| can take. However, we can al-
ways choose a variance o such that

o2 —2
pr (Inoll < Z52) 215,

In particular, let o* = 0*(d, €, §) be the value that satisfies
the above relation with equality. Note that this corresponds
to choosing o* such that

2~ 2
Pr<Ug(”; 2) >_15.
g

where U is a x? random variable with d degrees of free-
dom. Now recall that the noise 77, that must be added to
the objective with data set D to get w as the output satisfies
the following

N

Np(W) = =N(A+ A)wgop + Z ¢,(yiw;pxi)(yixi) :
i=1



For a given a data set D, consider {21, 2o defined as below:

éo*? — 2
= {wer! | fmpwl > <2

Qy =R\ Q.

Clearly, if A(D) € g, then the corresponding Gaussian
noise 71 that was generated to perturb the objective satis-

fies the property ||| < €2=2. By choice of o*, this
happens with probability 1 — § as required. Putting these
arguments together with the bound on the Jacobian proves

that Algorithm 4 is (¢, §)-differentially private. O

Theorem 4.2 If on each iteration ¢ the third party receives
the sum of noisy gradients from all the parties in a cryp-
tographically secure manner, then Algorithm 1 (with o*
chosen as described in Procedure 3) is (¢, ¢)-differentially
private.

Proof. Note that the noise vector ¥ generated once by
each party Py, is sampled according to a multivariate Gaus-
sian, each component of which is drawn according to
N(0, "K ). Thus the overall noise added to the objective
minimized by the third party is also a multivariate Gaus-
sian, with each component drawn from A/(0, 0*?). As Al-
gorithm 1 can be viewed as Gaussian objective perturba-
tion,by Theorem 4.1 , it follows directly that Algorithm 1
is (e, §)-differentially private. O

Theorem 5.1 If ¢ is such that ¢/ (z) < 1Vz, ¢"(z) < ¢ Vz,
all the data instances x; lie in a unit ball and A = 0, then
with probability at least 1 — ¢’ (over the draw of D ~ QN
and randomization in the algorithm), the excess empirical
regularized risk of the perturbed classifier wg, learned by
Algorithm 4 over the minimizer w* of J(w) is bounded as

(c+ M) 5
T

2N2)2

where T := f(d7 €,0,0") satisfies the equation

r<U<T2>:1—§’
O-*

where U is a 2 random variable with d degrees of freedom
and o* = 0*(d, €, 0) is as chosen in Procedure [3].

J(Weop) < J(W7) +

Proof. By Taylor series expansion of .J, we have
J(W*) + (Waop — W) TV (W") +
W) TV2 (J(W)) (Weop — W)

J(Weop) =
1
3 (Weop —

for some w € R?. By definition V.J(w*) = 0.

By Cauchy-Schwartz, we have

[ (Waop) = J(W")| < 5l Weop = W [*[ V2T (W) (2)

where the norm with respect the V2.J(w) is the matrix Lo
norm. But

N
1 "
V2 (w) = N;¢ (ysw ' x3)xiX; + My
which implies
HVZ ( ) | = ” Z¢ Yiw X7)X,X + )\IdH

=1

Applying triangle inequality for matrix norms, we have
1 X
IV2J(w)|| < ||NZ¢ (yiw " x0)x;x; || + | ALl
i=1

Since |¢"(z)| < ¢, we have,

N
1
V27 (w)|l < CIINZXZ-XIII + AL
i=1
Again applying triangle inequality, we get

N
1
IV2T (W) < e D _lxix] || + ATl

i=1

Since x;’s lie in the unit ball, we have that |x;x; || < 1.
Also ||I4]| = 1. Thus we get,

V2T (W) < ¢+ A
Substituting this in Equation 2 gives

(c—l—)\)

S (Weop) < J(W7) + [Weop — w||?

Using Lemma 7 of [4], we can show that for objective per-
turbation, if A = 0, then we have

[mll
||Wg0p - W ||2 = N2)2
Thus we have
o, e+ |nlP
J(Wgop) S J(W ) + 2 NQ/\Q

We now can bound ||n||? using ”;7*‘12 which is x2 distributed
by equating the cumulative distribution function to (1 —¢")
to get the statement of the theorem. O



Proposition 5.2 The following bound holds for parameters
as in Theorem [5.1] and Algorithm 4

(d2 log(5) log(5)
€2

—

) V5,0 <

N e
Proof. Let U be a x? distributed random variable with d

degrees of freedom. Then the value of T=T (d,€,0,0") is
such that it satisfies the following equation.

Pr(U < T2):1—5’ 3)

= o

where o* = 0*(d, €, §) is chosen as in Procedure [3].

To see how the value of 7' grows with the parameters it
depends on, we use the following exponential tail bound
for a 2 random variable from corollary of Lemma 1 in

[9]:

If U is x? distributed with D degrees of freedom, for any
positive z,

Pr(U>D+2VDx+2x) <e ® ()

Substituting z = log(3;) and D = d in the above equation
yields us

1 1
Pr(U >d+ 2\/d10g(§) + 210g(§)) < ¢

Comparing the above two tail inequalities for U, we obtain

that
o *2 1 1
T < o™(d+2y/dlog(5;) + 2log(;)) ®)

As mentioned before, o* is chosen such that the following
holds

(0*2€ — 2)?

)=

Using the same tail bound as before, but substituting x =
log($), we have

1 1
Pr(U > d +24/dlog(5) +2log(5)) <6

It then follows by comparing the above two equations that

(0*2€ — 2)? 1 1
-~ < — —
152 7d+2\/d10g(5)+210g(5))

Expanding the LHS gives

o*2&? 1 1 1
—e< — —
1 +U*2 e_d+2\/dlog(5)+210g(6))

Dropping the second term from the bound, we get

4

€

4
U*ZSSR(S"'
€

where Ry is defined as (d 4 24/dlog(5) + 2log(3)) for

0<0<1

As g% would eventually dominate the above bound for o*2,
it implies that there exists some constant C' such that

1
o*? < C—Rs ©6)
€

Substituting the bound got here in Equation 5, we get

RsRs @)

Now consider the quantity Ry for some 6

1 1
Ro=d+ 2@/d10g(5) + 21og(5))

1 1
Ry <d—+ 2\/dlog(§) + 2d10g(5))

Now if § < % we have log(%) > 1. Thus in this case, we

have
1 1 1
Ry < dlog(é) + 2\/d10g(§) + 2dlog(§))

The above can now be written as

1
Ry < C/dlog(g)
for some C’

Substituting this in Equation 7 for ¢ and ¢’, it follows that
1

~ O, 1 1
< 2 - -
T < = d log(é)log(y) )

for some C”.

O

Theorem 5.3 Let ¢ be convex and doubly differentiable
with ¢'(z) < 1 and ¢”(2) < ¢ Vz. Then there exists a
constant x such that for any fixed weight vector wq , any
8 >0,if

wol|2 log(& 2 T3
N>max<|| ol log() clwoll [wolT*
T TE T



where T = f(d, €, 0, 6/) is as in Theorem [5.1], then with
probability at least 1 — 26’ (over D ~ QY and random-
ization in the algorithm), the output wgo, of Algorithm 4
satisfies

Exy~o [(b(yw;px)] —Exy~o [qﬁ(ywa—x)] ST

Proof. The proof of this theorem is similar to the proof of
Theorem 18 in [4].

We provide the proof here for completeness.

Let w. be the minimizer of the regularized expected risk
Je(w) and w* be the minimizer of the regularized empiri-
cal error objective J(w) for the dataset D:

w, = argmin J.(w)

where

A
(W) = B [l T) + 5wl

w* = argmin J(w) := argmin lz d(y;w ' x;)

w w

Let L(w) denote the expected risk associated with output
vector w.

L(W) = E(x7y)

~o [plyw )]

We are then interested in the quantity L(wgp)
which can be rewritten as follows:

— L(wo)

L(WgOP) - L(WO) = (Je(wgop) - Je(we))
+ (Je(we) — Je(wo))

A
+ S lwoll? = 5w

DN | >

Dropping the last term which is non-negative, we get

L(Wgop) — L(Wo) < (Je(Wgop) — Je(We))
+ (Je(we) — Je(wo))
A 2
§||W0||

Also as w, minimizes J., the second term on the right hand
side is negative and can be removed from the bound. Thus
we have

I (Waep) — L(w0) < (Je(ap) = Je(we)) + 1wl

From [6], we have the following result:

N
A
T n 2
> + 2wl ]

With probability 1 — §’,
Je(Waop) = Je(We) < 2(Jemp(Weop) —

+0O(

Jemp(Wemp))
log(57) )
NA

where W, is the non-regularized empirical risk minimizer
given by

Wemp = argv{/nin Jemp(W) 1= argmlnz H(ysw T x;)
i=1

Thus applying the above bound to the previous equation,
we have with probability 1 — ¢,

L(wgop) — L(wo) < 2(Jemp(wg0p) -
og (3 )
N

Jemp (Wemp ) ) (9)

Lo

A
)+ 5 llwol*(10)

Using Lemma 6 of [4] ,we can get the following bound for
the the quantity Jemp(Weop) — Jemp(Wemp) When A = 0

2
Jomy(Wemp) < 17 (11)

Jemp (Wgop) - NQ)\

It can be shown that if sufficiently large number of samples
are taken and A\ chosen appropriately, then the condition
for setting A = 0 in Algorithm 4 is satisfied. Precisely,

notice that when N > M and \ >
NX > 4. From definition of ¢, we have

T
W, we have

For these values of NV and A\, we have ¢ > 0 and hence
A = 0. Thus we can substitute the bound in Equation 11
in Equation 9 to get the following.

With probability 1 — §’,

log(%))

Il
<
wp) <2 +O( i)

L(Wgop) _L( N2\

A
+ §||VV0||2 (12)

Substituting A = T
probability 1 — ¢’,

H2 in the above equation, we get with

2 2 1 2
[nll*lwoll Lo 0g()l[woll )+ T

L(weep) — Llwg) < 1T -

We know thatif T is choAsen as in Theorem [5.1], with prob-
ability 1 — &', ||n||> < T. Applying this to the above equa-
tion, we now get with probability 1 — 2§’,

T|wol? log(57)woll*, | 7
L(Wg()p) — L(wo) < N2, N~ )+

+O(

As we want the bound on the righthand side to be less than
or equal to 7, we equate the first two terms on the righthand



side to 5 separately to get bounds on N. The first term

yields

N

_ 2V 7w
=

and the second term yields

log(57)l[woll*)

N =2
72

Ignoring constants in the above two equations and taking
the maximum value of N and combining with the con-
straint got for N imposed by the requirement that A = 0,
we get the statement of the theorem.

O



