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Eoggmvromm ﬁmoﬁaom 55:%5 carrier call detail H.ooowam in an czw_.mnmaogoa
return time. The results include Hemisphere mbquan work products and the data
is preformatted for Penlink and Analyst Notebook. With an administrative
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Tow Hemisphere Works

_‘ ,mng.wwrmwm Tmm_..mmnmmm to wm_mn_cggzwnmmobm,wcﬁmo_ﬂwm that are used by ﬁ&mn_og 2
providers to guide telephone calls. This switch network allows Hemisphere to pick

up the following types of calls, regardless of carrier: -
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R Results nmz @m amgﬂbmm in as :Em as an TOSH moH requests 5<o_<5m mx_mmﬁﬁ
w| - circu Bmﬁmﬁnmm\ with an m,coummo return Eﬁm of 2-5 days for routine nm@ﬁmmwm ,
4] ER .
®| 2 Resultscaninclude ﬁonoam made m<m;m§m os&\ 2 Toch mmﬂma the calls oEm_Bm_J
9 took n_mnm Ll . |
& Results mﬂm «mﬁbﬁma in ms mHanOEn moHBm» msa the ﬁd?m&\ Qm:<m3~ Bmwroa is
o email | il ,
_e e i ,?mn this B_mw:w“, L o
| G::dmﬁm_vc time s:: be saved ﬂrmw SOQE oﬁrmaﬁymm be spent
.. | waiting on toll records from a carrier that may or may notbe
- useful for the case at hand, and data is available that would :
- oﬁ:maiﬂmm take amu\m Q weeks to @m Hmnoama orn oSQ& tolls -
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Data Available to Requesto
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data are available in the Hemisphere database
& Temporary roaming and location data is provided to requestors along with call
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will still be available through Hemisphere
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Emgwmﬁrmam analysts are mEm to return a HEBUQ of csﬁﬁm ﬁnoa ucts ﬂm_mﬁma 8 the
am@cmm»oa nm: detail Hmnoﬁmo .ﬁrram ?.oacgv are offered atno mm ditional noi

| mwm&& .,_umng.mmH wzﬁcam“
"= Dropped _Huwgmm

+ Additional Phones
-+ Advanced Requests

(ﬁim this Hmmwm.

.ﬁrm mwmﬁﬁ mmmgama omm«ma by Emzamw?ko are services that are
m:rmﬁ offered by traditional carriers at an extreme cost, ornot
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Temporary Roaming and Location Data - Smrmsmgovmmﬁyosomm Smawzwonwo:a

home area, Hemisphere isable to provide location data on the phone that canaid
investigators in tracking targets and placing them in certain areas at certain times.

International Phones - Hemisphere provides CDRs for a tremendous amount of
international numbers that place calls through the Hemisphere switches. International
calls can be defined as: domestic to international, international to domestic, and -
international to international. This information is provided in response to the standard
Hemisphere administrative subpoena BN S
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e _Uaowﬁma E-o:ma - Imﬁ:mvwmwm uses vwmQ& mcmgﬁm that mbm_vﬁmm the om:5m

| . pattern of a previous target phone to find the new number. Hemisphere has @%x
BN acm«nwiw awocm a 90% success Swm when %3&::% for &33%& ESE\A r
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: & ,,._>m<m=nmn %mu&nm - Em:ﬁmwrmnm is able to ﬁaoSam two Fé&w Om call Qmﬁm:
- records for one target number by examining the direct contacts for the ozﬁﬁm_
7 target, mbm ambdmvsbm ﬁOmmHE% mwmamnma Bcgwonm that mdmz return Cmmmi
,ODWm : L R :
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wucnmnﬁsm the Emﬂzmvrmwm @aomﬂwa isa mOnaamEm 75 bmnmmmmw% nrmzmsmw
mmnmgm of the sensitive nature of the process, mmgaﬁrmﬂa has grmb the mozaaﬁnm
mnm@m 8 ﬂ.% and Wmmﬁ ﬂrm wnomwmg :Bmmn ?m Em&. o

o H«B:Sm -HIDT > Hmﬁ Points of Ooﬁnmnn rmﬁ been S,meQ by a noﬁzm_o& Zmﬁcmﬁwmam ‘
“- - instructor. This ﬁ,m:ﬁ:m mgﬂrmmﬁom Bm:ﬂoam msa Sﬁrzﬁc% putin Emnm to protect z:.
: vBmEB " , : :
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£ Use - Zmbdmﬁrmam nm@cmﬁm are <mﬁma %m&ﬁmﬁog chw mo :pnocmw the ammumbmﬂma Huo:# of
"+ Contact for their HIDTA ISC and then be supervised on any mcvmm@cmnn wmn:mmﬁm until Em
SR Hu O.C. feels noBHoHSEm with the @aomn_m:nv\ of the user. ‘ R

o mo:oixzﬁ E—osm nmzm - ﬂm@:omBnm are m%mﬁmgwﬁnm:% no:SQmQ HmmmaBm their
- Hemisphere experience. Munoﬁmnnbm nrm ?.omnmg is manﬁmmm& in omnr of ﬁrm mo:oi-cw
- ..H_.‘_vrosm calls. : = ,

‘_._m&a anmmzmmn:\m ,ﬂmnrnﬁsmv - ﬁmuamvwmnm users are trusted to use ?m Qmﬂm asa @933
- system for their cases. It is expected that all Hemisphere requests will be paralleled S:T a
mcguomsm for ﬂ_umm ?03 the official carrier for mSam:Umwv\ ﬁsJuo,xﬁ :
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As the mmd:mﬁrmnm ﬁaomﬂmg is no:mm out across the country, nrmnm are many _mm:mm
that must be addressed in order to ensure that mmghm@rmnm reaches the maximum
number of users while still maintaining the integrity of the information. For m:m
reason, mmnﬁmwrmnm wmm mm<m_owmm a :Qmwn the S.m::mn mﬁvnomnv , :

LAl mmﬁmm&@,m requests must be submitted .&Szmr a HIDTA Hmn

. Imgaﬁjmnm Points of Contact are established for all HIDTAs Qﬁocmﬁocn the noca&\
- by inviting various analysts to sz.:zm courses 7&& _u% a mepobm_ Emﬂ:mmrmﬂm ﬁm:ﬁma .
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Once trained, ﬁrm ISC POCs are then authorized to take the program back to their -

~ " home HIDTA and Bm% begin mngﬁ:s:m am@cmma 8 one of three Ems:mwrrnm

~ .. Regional Omamnm : -

_ n; “The POCs are &mo mﬁ:FEm to teach ogmn msmuv\mﬁm ?og their E:uﬁ? :oi to mEusEﬁ
chammurmam Hm@cmmnm and :#C,wemn the results. : : F

NF T

£

r dﬁozmroi :ﬁ mszmm process, mﬁ POCs will be mEm wo remind Em smi users mvocn
. protecting the program, and will be able to answer any questions new users may rm<m
" The POCs s:: &mo be able to noﬂmmnw their Emb\:mﬁrmnm trainers Q:mnz< 3 any time.

ZOHm Wmmﬁ&mmm of am&ﬁmmwob Em::wﬁwmam
nmmsmmnm Ecm» go through m_:HUH> ISC
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o Emﬁ:mﬁvmnm mmﬁm ;:: EAQ% wnoac,nm a variety of anmmamsﬁ leads mow. an array of nmmmv
~ These leads can be 50892% useful mOH case UEEE ﬁcqummm mba as mSamBSmQ
wﬁﬁﬁwmgmﬂﬂm | . | |

Eo$m<mb Emc&vwrmnm amnm S:: ODQ indicate nw:w 9&” Tﬁ the mmgﬁuroﬁ vEHﬂnrmm
nccwoozmﬂsm the nogﬁmﬁm CDRs m«OB the carrier is the only way to view all of the calls
made by the target. >&9aozm:$ a oc_uﬁOm:m to the carrier is the only method of OGS_SBW
the official subscriber information. %rmammon\ the only way to geta. noaﬁwm.ﬁo and accurate
picture. of the target’s s wrozm mnﬁSQ is 8 mcdwomwzm m:a review a nogﬁ_mﬂm set of ?m
Qﬁﬁmn m Quwm A s |

: ZLeﬁéJ

Srmd a complete mmw om CDRs are mﬁ@@ombmma ?09 mrm carrier, ﬁrm: all BmBOSmr\ma
H.mmmnmbnmm to relevant mbm ‘pertinent calls can be m&%ﬁmm to the carrier’s records, thus -
Sm:Em off” the information ogm_bm& from mmgmﬁvmg In other words, mmzdmwrmwm can
mww:% vm ?Qm@oa Q : is Smm& as a @o:;mw system 8 uncover ﬂm_méi numbers. |
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o ,;m official mzcﬁom:m ~.mmvobmm Aﬂmev from :5 carrier ‘should Um used H:m?ma

o _,: %mam are m:% @co#:ﬁv about roi to HB.OSQ ?m wﬂomamg or roS to nosbonn ?m e
~ dots” for reporting purposes, Emmnm call - I:u,w.\w 50 POC moh. o %,Q@.
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_. ._,HU_ certain Emﬂmﬂmmm.?abmﬁ@gww urgent homicide investigations, .ﬁgmmﬁm to
officers, etc.) we realize that it might not be possible to follow the preferred steps -
‘necessary to “wall off” the program. - AN SR K

‘However, when the mention Om Emgwmwrmunmwﬁw: official documentation or
" court testimony is unavoidable, ..N._Nmaamuwmwm should be nci:&.wﬁ immediately at
| If the situation arises after regular business hours, please contacl
- e (Also contact HIDTA

| abed

1SC POC)

. ..u,,,MZmnumwrmﬁm_EWFSQW with »rmww?_\mmﬂmmﬁouw wzm_wmmzﬁw the most effective Sm% to
lend proper case support while still protecting the program. In these special cases, -

‘Hemisphere analysts ‘will continue to work with the investigator throughout the
entire prosecution process in order to ensure the integrity of both Hemisphere and.

the case at hand. Hemisphere analysts might advise the investigator on WmmSmm.anT._

as report writing, presentation to the prosecutor, and the trial phase.
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oA 833@8& Img_mﬁrﬁ,m uomzmﬁ moﬂ? masBEm:.mem mccﬁogm\ and rider mrocE vw
faxed to the mﬁ_umomubmﬁm I HmHEmﬁTQm mmmpozmy Center by the ISC Huo:; of Contact.
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If %o: are interested i 5 mcwanﬁbm a mmgﬂmﬁrmum Hm&zmmm cE.. are m 2 first time

o user, the following ﬁnonmmm should be mxmmnﬁma

Point of Contact for %OE. region.

& ﬁobﬁmnﬁ your E:Uﬁ? Hmn mon wmmimzﬂm in mEQBm %m Qmﬁmﬂm ted EwBHmwrmmm

(PC Eﬂuﬁ» Intel gw_%mﬁ (D)(B).(d)(7)(C)

out to %05 Regional ImB_mﬁrmam Center for mcvﬁo#

1 %OE. HIDTA IsC nwgoﬁ tell you ‘who %OGH Huom: om Ooamnﬁ is, U\oc Bmv\ reach -

The _yo:: of Contact <5: help you Qmw.ﬁo the Bonmvmma\ subpoena mba Hm@: est
form. (T rm name of %05 Point of ﬂozﬁnn must be :m.ﬁmm on the anCmmﬁ 3&5;

If 5@,@ are any Huu.ogmgm with your i 55& mcgEmmHo? the I@BG@T@B
@woammmynm Team will reach out to you and the Qmmﬂmsmﬁmm Point of Ooswmnﬁ 50

that v\oc may make wrm appropriate nrmbmmm

Once ﬁrm results are 835@@ the Togm of Contact s:: <<m=A you zd.ozmr the

mde\Ev ﬁmOnmmm and dm there to mbms\mw mzv\. @ﬁmmsobm
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HIDTA ISC Point - Hemisphere mUSmcHomamﬁﬁ
OM | Oo,:g&_nﬁ o ,mﬂnmwMOdﬁ O,n.mw.ﬁmw_. P@ﬂDQo@

Law
Enforcement
~ Agencies.

/) 9bed -

_ — PRI btk . “ " “Hemisphere >3m_<w~

B b 2 The HIDTAISC o | responds to requests

el Agencies Point of Cantact “ .| and delivers results

‘generate request. | supervises the m_mo:os_om__,\
formsand - | request process for T T
subpoenas _ the Hemisphere

| Program
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mmnr zEﬁGmw mswadﬁmm ﬁo Emﬁ:mﬁrmwm s:: be anoﬁmwnﬁmm 2;55 wrm

_.,Ems:awrﬁm database ..
.ﬁ;m is an 535& anoﬁ?ncoz ?dnmmm

,, ‘.,“.H,_H.Hmwmmﬁ zcb‘&mnm\ as well mm o<m3\ bcn%ma wrmv\ call mﬁm 93 call 5@3 |
- will be cross checked mmm:sﬁ other EmB_mHurmam amms:m

e ,,.Zoﬁmnmﬁos will be by email if applicable L

<3 The mgma @Hoﬁamm noamnﬁ Emou,.gmsoﬁ moﬁ all am@zmmonm

£ .__mmbm;:\m case _aosﬁmﬁos is BmmeQ

_._.,_,rm EmBaw_Dmam Umnob?osos 5099@505 is a no:i@\ mw&mﬁ ci% |
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K8 Arm Emnzmwrmnm Pr oject is a law ma\a?mﬁmi mm:maém program | ?D&ma by OZUOT

© ‘H,Hrmam are three Wmmpos& EmBGﬁmem Omgmam >zmng Eocﬁo? m:& Los >5m£mm
S “Atlanta mnnmwnm Hmﬂcmmnm 955 all EMUHP Hmnm in the .>mmbﬂn and mmmnm_ﬁ time

. zones | E . ) 3 SRR

L ~ Houston mnnmﬁwm Hmnﬁmmﬂm mnog all SHD.?P Hmﬂm in zsm hmsﬁ.& and goﬁawg
- timezones . N e s |

o _v._._...ﬂom >=m£mm mnnmwwm nm@:mmﬁm @.,95 all EHOH> ISCs in nrm wmnHDP Emmrmn mnm

© .~ Hawaiian time zones as Emz as Nevada mnm Arizona. o

| _ ,n Wm@:amnm must mrémv\m be @c&d:#ma through a EHGH\? ISC zmwbm an m@m:.,o,\ma

‘Emm:mwrmam 193 of Contact -

ol .,ngﬂmﬁrmnm Hmmc:ﬁ can be wmﬁ: Dma via email 2:?5 an roE. om 9@ wcw@ombmm&
Rmnsmmﬁ .
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“The Emb:mﬁrmam amwmvmmm nobSEm call detail Hmnoam %mﬁ are m<m:m§m ina bmmn HmmT

o _._er basis. CDRs are m<m:mgm go hours after ?m call has dmnz placed.

‘The Eoﬁ:mwrowm Huaomam:u has mnnmmm up to Hc v\mmﬁ of OUZ amnm .

2 ._..“anpmwrmam can nmwgwm data wmmmpd:).m local nm:m _ozm n:mnmznm nw:o Eﬁﬁﬁmzoz&

L nm:m\ cellular nm:n

Hemisphere docs NOT n%ea -, 4 .  _égs.aﬁ_,
- information - Ce e L ‘_].,

Highlights om m:% basic HBSmm* SQEQm

temporary roaming . mbm _Onmﬁoﬁ Qmﬁm and traffic -

~ associated 2:7 535&53& bcawm?

3 ‘____Imgawrmum mmmn_& Features EnEQm maowﬁma Hu:oﬁm m:m_%mﬂm maa_SoB& wroso.
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