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1.
The primary goal of the TLS protocol is to provide privacy and data
integrity between two communicating applications.

RFC5246: The Transport Layer Security (TLS) Protocol Version 1.2
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(*1) how to Break MD5 and Other Hash Functions
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Certificate:
Data:
Version: 3 (0x2)
Serial Number:
60:77:fb:85:03:96:10:06:6c:62:ca:8a:f2:76:68:06
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=CN, O=WoSign CA Limited, CN=WoSign CA Free SSL Certificate G2
Validity
Not Before: Nov 27 07:13:30 2015 GMT
Not After : Nov 27 07:13:30 2016 GMT
Subject: CN=server2l.hokkaido.koulayer.com
Subject Public Key Info:
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openss| xb09 -pubkey -inserver.crt -noout > server_pubkey.pem

@E\Lﬁ%‘ﬁ@ .................................................... > ﬁﬁ:ﬁﬁ@

openssl rsa -pubout -in private.key -out private_pubkey.pem
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[ Chrome T2 X, Developer Tool THEEL TH %,
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SecCampZ2016 TLS Bot

- ANY R4V THEXERXDTLS7 L —LZ AL
TTLS/\> K> x147 %Z1T>Bot

. Server/Clientii 5 C&IZ X9,

. Clientld& @ IcHelloRequest®D 7 L —LZz A7 L
TH%B.

. NODE_DEBUG=seccamp2016 THAO 7L —A
@JSO % _Ij][./ck—g_o




SecCampZ2016 TLSBot

- npm install seccamp?2016-tls-exercise

. Server/Client Botd X2 U 7 ~ #1ERL

const SecCamp2016 = require('seccamp20 1 6-tls-exercise’); !

SecCamp2016.TLSBot(false); // client (& false

4> A N—=)LE N’ node module HED>Hh i

NoO

de_modules/seccamp?Z010b-tls-exercise/samples/

ICd—RKDHD X,
https://gist.github.com/shigeki/3f1 16a8689a60b3cbbf9ed86 1 8fae8ba

| 7

5 D X,



TLS Bot

1. screen

ohtsu@omb:seccamp2016$ node tls_client_bot.js
LSBot only supports TLS1.2(ECDHE-RSA-CHACHAZ20-POLY1305 with prime256vl and sha256 sig.)

Start with HelloRequest: 160303000400000000
LS Client> 160303000400000000
lientHello => 1603030045010000410303f273f7f6230674a0660ef854577132d35f48c3cbab1870940100
0016000b000201000000000400020017000d000400020401
LS Client>

1. screen

ohtsu@omb:seccamp2016$ node tls_server_bot.]js
TLSBot only supports TLS1.2(ECDHE-RSA-CHACHAZ20-POLY1305 with prime256vl and sha256 sig.)
TLS Server> 1603030045010000410303f273f7f623a674a660ef854577132d35f48c3¢cbab18709401005cf
6000b00020100000a000400020017000d000400020401
<= (ClientHello

=> 16030300320200002e03037955db3e56bbdf3b466a667c5c52c48e0@dda4d3d80feb1851ba
0b00020100

=> 16030302fadb0002f60002f30002f0308202ec308201d4020203e7300d060920864886f 70
55040613024050310e300c06035504080c05546f6b79613113301106035504070c0a436869796164612d6b75

() /A /0 AN 2010 A /() (/) a () LN (A UAN (A ~ (A A/ (A /] 2 [ ~ 2 L () - ~ 2{A1 A (AL (A




TLS bot Debug®— kK

export NODE_DEBUG=seccamp2016

ohtsu@omb:seccamp2016$ export NODE_DEBUG=seccamp2016
ohtsu@omb:seccamp2016$ node tls_client_bot. js
TLSBot only supports TLS1.2(ECDHE-RSA-CHACHA20-POLY1305 with prime256vl and sha256 sig.)
Start with HelloRequest: 160303000400000000
TLS Client> 160303000400000000
<=
SECCAMP2016 51091: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 45>,
Handshake:
{ HandshakeType: <Buffer 01>,
Length: <Buffer 00 00 41>,
ProtocolVersion: <Buffer 03 03>,
Random: <Buffer 4f e3 d6 88 e2 33 74 4c 34 b4 66 97 f6 el b2 9d d4 d2 00 b8 13 bf 34 e5 f7 e8 da 63 1b 58 4d d

SessionlID: <Buffer >,
CipherSuites: [ <Buffer cc a8&> ],
CompressionMethods: <Buffer 00>,
Extensions:
[ { Type: <Buffer 00 @b>, Data: <Buffer 01 00> },
{ Type: <Buffer 00 Qa>, Data: <Buffer 00 02 00 17> },
{ Type: <Buffer 00 @d>, Data: <Buffer 00 02 04 01> } ] },
remaining_buffer: <Buffer > }
ClientHello => 16030300450100004103034fe3d688e233744c34b4669716e1b29dd4d200b813bf34e5f7e8da631b584dd1000002cca80100
P016000b00020100000a000400020017000d4d000400020401




TLS/\> k> =17 (full handshake)

_ CIientHeIIoé:ServerHeIIod)\
ClientHello S | POERDTHALFAT BTLS
ServerHello N=V 3V PESEARBRE
Certificate 58T %o
ServerKeyExchange /
ServerHelloDone

ClientKeyExchange
ChangeCipherSpec
Finished

>

ChangeCipherSpec
Finished

Application Data
—_ >
Application Data
25t U7 7V EER
TOFT2RTTRAE

(FRXFEIFINY R 1Y)




TLS/\> K> =17 (resumption)

~

SessionIDIC X BTLStE Y ¥ 3
ClientHello(session, id) S DR,

ServerHello(session_id) SEASHASSTRRE M & X+ v 7,
ChangeCipherSpec )
Finished

<€

ChangeCipherSpec
Finished S

Application Datg

? iT]RTT'C“'é‘EB (FRXEIFNY RV A7)

N
O
\m.]_

,\J

B DRNATY




TLS/\> R 40 DEK

ClientHello/ServerHello/ServerHelloDone
TLSD 1= DEERAHA

IN—2 gy - B IBEA - IhaRIEER

Certificate
NFARRBER DX
T |\/ \/]// |\0)|:|1L,\

HHEERR

ChangeC|pherSpec
SHBDEK

Finished
INV Rz A 0 TFT—TDHSAFTVY

- /
{ ClientKeyExchange/ServerKeyExchange }




TLS1.20D15:5

ChangeCipherSpec (¥ 7:0x14)

|I> E TLS Record Layer 717
~|p (5/81 1) Alert (% 7:0x15)
I | 47 | N—=Y3y | E& -
5 ; (4 7%& (2byte) (2byte) I//\Jl/ EEEIEI
2]
) Handshake (¥ 7:0x16)
(1byte) —
msg% 1 7 RS INY R A7 T—4
(1 0%#E$|) (3/81 M R)
4 N — S
. _ App||cat|on Data msg&x{j INY R A0 T—5 DIEFE
TLS Record Layer7—% IC (51 7:0x17)
FEWT, X X T o — 0x00  |HelloR t
—DOWITNHHEEL , 0x01  |ClientHello
K / 0x02 ServerHello
Ox0b Certificate
- 0x0c ServerKeyExchange
0x0d CertificateRequest
TLS Handshakeld. Z® .
w1 Ox0e ServerHelloDone
1 OFEFRICTDN D, OxOf CertificateVerify
\ )
O0x10  |ClientKeyExchange
Ox14 Finished




TLSI\> >4 07 L —L%Z5D

ohtsu@ohtsu-mac:seccamp2016$ node tls_client.bot
TLSBot only supports TLS1.2(ECDHE-RSA-CHACHA20-P(
Start with HelloRequest: 160303000400000000
TLS Client> 160303000400000000

<

ClientHello => 1603030045010000410303b37686012c2¢
00020017000d000400020401
TLS Client>

5/81

4)\1 b

- h

Record Layer

Handshake (ClientHello)

type protocol length msg length client random
version (2byte) | type (3byte) version
major |minor major minor
Ox16 | Ox03 | Ox03 [0Ox00| Ox45 |0x01|0x00|0x00|0x41| 0Ox03 0x03 32 byte
w il == ~ 7 3
Ex=k | AR gRANA gt nsd




N
JEHE

. 2DOD0OANYRTAVY—ZFI)IZ2FHAWNWT—DIF
tls client bot.  5>—2I& tls server bot Zi#cE)
9 %,

. tls_client_bot [c HelloRequestz A7 LT, HAUL
J=ClientHelloz O E— U T server bot ICATUL &K

P,

. NODE_DEBUG=seccamp2016 OFBFE%Z LT
JSON ZHEFR L K 5o




ClientHello

~

ClientHello & ServerHello®
> P OED THNALFET BTLS
IN—=Y g3 U PEE{bEARGE

BRI %,

ClientHello

,/




ClientHello

18 5 e VP FTHEHORSG
R
client_version [uint8 major, uint8 minor 2 N/A
random uint32 gmt_unix_time, opaque 4 + 28 N/A
random_bytes[28]
session_id opaque SessionID <0..32> 1)1 b
cipher_suites |uint8 CipherSuite[2] <2..27°16-2> [2/)\1 k&
compression__ |null(0) <1..278-1> |1\ ~&
methods
extensions extension_type(65535), <0..2"16-1> |2/\1 +57
extension_data<0..2"16-1>
0/1/2(3/4/5/6|7|/8/9(0(1(2|3|4|5|/6/7|8(9/0/1|2|3|4/5|6(/7|8|9|0]1
type | 7— T—%5 type | 7 — T— type | 7 — T—5
55 55

5
AN

\ExtensionE]

ExtensionsT— % 4l




ClientHello

-

9247 NDFIBETES
BEEDTLS/\—Y 3 V&g
E. —/\NED/N—V'3
VEFESNHEIRT S

~

o &
Record Layer Handshake (ClientHello)
type | protocol |length msg length client random | sessi | cipher [comp| Exte
version |(2byte type (3byte) version on suite | ressi|nsion
majo |mino ) major |minor id on
r r
0x16 |0x03 [0x03| ?? | ?? 0x01 22?7 |??| Ox03 | 0x03 |32 byte| AIX | AIZ | HZE | AIR
N
Version A
0x03,0x00 = SSLv3
0x03,0x01= TLSv1.0
0x03,0x02=TLSv1.1
K()x03,0x03=TLSv1.2 )




ohtsu@ohtsu-mac:seccamp2016$ node tls_client.bot
TLSBot only supports TLS1.2(ECDHE-RSA-CHACHA20-POLY1305 with prim
Start with HelloRequest: 160303000400000000
TLS Client> 160303000400000000
<=
SECCAMP2016 53795: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 45>,
Handshake:
{ HandshakeType: <Buffer 01>,
Length: <Buffer 00 00 41>,
ProtocolVersion: <Buffer 03 03>,
Random: <Buffer f4 el 10 Se @d 1f d2 a9 b8 d2 6f df 6b b7 ac
SessionlD: <Buffer >,
CipherSuites: [ <Buffer cc a8> ],
CompressionMethods: <Buffer 00>,
Extensions:
[ { Type: <Buffer 00 @b>, Data: <Buffer 01 00> },
{ Type: <Buffer 00 @a>, Data: <Buffer 00 02 00 17> },
{ Type: <Buffer 00 @d>, Data: <Buffer 00 02 04 01> } ] },
remaining_buffer: <Buffer > }
ClientHello => 1603030045010000410303f4e1105e0d1fd2a9b8d26fdfobb7
000200170004d000400020401
TLS Client>




ServerHello

\
ClientHell ClientHello & ServerHello®d
cneo > | ©OIMDTRAHHAET BTLS
N g RS S
ServerHello s Y PRSEAHS
D/%\-g_%o
/

(FRXFEIFINY R 1Y)



ServerHello

18 H X 14X FTHEDORIFHR

server_version uint8 major, uint8 minor 2 N/A

random uint32 gmt_unix_time, opaque (4 + 28 N/A

random_bytes[28]

session_id opaque SessionID <0..32> 1
cipher_suite uint8 CipherSuite[2] 2 N/A
compression_method null(0) 1 N/A
extensions extension_type, <0..2"°16-1> 2/ ko

extension_data<0..27°16-1>

Record Layer(5bytes)

Handshake (ServerHello)

type protocol length | msg | length server random session id cipher compression
version (2bytes) | type | (3byte) version 32bytes suite
: . : . 2bytes
majo |minor major |minor
.
0x16 (0x03(0x03| ? + 4 | 0x01 ? 0x03 | 0x03 ? KI1byte 0x00,0x9c | K& 2bytes




SECCAMP2016 53794: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 32>,
Handshake:
{ HandshakeType: <Buffer 02>,
Length: <Buffer 00 00 2e>,

ProtocolVersion: <Buffer 03 03>,
Random: <Buffer be f9 cc Oc f5 45 76 33 c8 00 50 dl e9 dd ad e5 e
SessionlD: <Buffer >,
CipherSuite: <Buffer cc a8>,
CompressionMethod: <Buffer 00>,
Extensions: [ { Type: <Buffer 00 @Ob>, Data: <Buffer 01 00> } ] },
remaining_buffer: <Buffer > }
=> 16030300320200002e0303bef9ccOcf5457633c80050d1e9ddadeSe




Certificate

ClientHello

ServerHello
Certificate

O

(FRXFEIFINY R 1Y)



Certificate

%E%E%ZU)EEHH%F—Q %ii"éﬁ}

15 H BFR H4 X
certificate list |ASN.1Cert<27n24-1> <0..2"24-1>
FAIAER GIRE#£1R SERRETF— 4 #1 STERZ#2E SERRET— 4 #2

BAIELS Y —/ LB \zvauﬁMmﬁﬂ%%QEJ




SECCAMP2016 53794: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 02 fa>,
Handshake:
{ HandshakeType: <Buffer 0b>,
Length: <Buffer 00 02 f6>,
Certificates: [ <Buffer 30 82 02 ec 30 82 01 d4 02 02 03
06 13 02 4a 50 31 0e 30 Oc 06 O3 55 04 ... > ] } }
=> 16030302fa0b0002f6c0002f30002f0308202ec308201d/
035504080c05546f6b79613113301106035504070c0a436869796f64612d6
c0c544c532045786572636973653116301406035504030c0d4 6874737520
307e310b3009060355040613024050310e300c06035504080c05546f6b796
4792043616d70203230313631153013060355040b0c0c544c532045786572
f70d010101050003818d0030818902818100c70cdeb5036ecb4f613d86ebb
2585426674e7ea50016d181046312e486d89e@7c77edf65e15d11e78f9071
f6161074910ee70203010001300d06092a864886170d01010b05000382010
ea58b9279c82cbf859ed71b485326dal7ec569647599ac2bd@b378fc615da
e629f4548b7bb29606ea811e3a3¢c8220c925115d4ff2bd99562447981b5df
237¢c626c2de29301fe495173171173545bb219df7ee5a73448869a75d05b73
d93da3a7fd9ef410226d




Perfect Forward Secrecy(PFS)
s BIAMES

0

e I g VEIC—ENAGREEFES,
c NNV R IAVZEDERBET—YZHREINTWVWS L SRIK
MTH, MENGUWMEBRRBRED Y RV ICKHINT D,

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

—/ N .

Ephemeral: —RRJ7&
AT IR




DHE vs ECDHE

. DH: Diffe-Hellman BB 2B % 7

U fofEA i

((9”x) mod P)*y mod P = ((g”y) mod P)*x mod P = g”(xy) mod P

REP, VR =Y g, NHEBRFE. BF) BREDFERZ=RH, ECDHE

L DEBEEDNZ L,

- ECDHE : TEHE#H L TOMBONEUERE = FI 8 U 7o 3l

BRRAMDINTX—5 - ERZ AR CTHIE (secp256%F). NFHHE(IEE
15 E D ) & A, DHCJ: NIER - STEEN DR TITE,




ECDHED/\> ¥

: [%Hﬁ@%ﬁ%é% Lx\
e R Ll ] >

EXSEMEREEHE

ClientHello

ClientHello¥h5R Z &1 + elllpth—curves
+ ec_point_formats

ServerHello¥iik Z B0 J

ServerHello
+ ec_point_formats

TLS_ECDHE_RSA_WITH_AES_128_GcM_sHA256 Certificate

{CIient@ﬁﬁaﬁﬁE%%ﬁ

ChangeCipherSpec

Finished

lientKeyExchange

ServerKeyExchange

ServerHeIIofw
SRR 4 & Serve

-
> @@%ﬁ&%&ﬁ%}
\CiEfd

ChangeCipherSpec

P
-~

Application Data

Finished

NEEb A :

(FXENBMEES NS & T 2)

Z T INICE

Y OF-)




ECDHE ClientHellos 5k

e
) A MDA
iR Z B9 %

N D3 TR—
OHN S E YR fE M|

~NLUTWAEH]

¥R % 32 ' ServerKeyExchangePI T:&EIR L s H

RO X~ &Y —/NAllCEH. T —/NI&

0

1

6

7/

elliptic_curves(10)

JRA M

T—Y R

secp256rl1 (23)

0x00

Ox0a

0x00

0x04

0x00

0x02

0x00

Ox17




ECDHE Client/Server Hellolhik

ERES DO NHEOER
0 1 2 3 4 5
ec_point_formats(11) VA MK TR uncompressed(0)
0x00 Ox0b 0x00 0x02 0x01 0x00




ServerKeyExchange

ClientHello s
ServerHello
Certificate
ServerKeyExchange

(FRXFEIFINY R 1Y)



ECDHE ServerKeyExchange

RSAWZ#2 ¢ServerECDHParms & Randomz £4

ServerECDHParams Signature
ECParameters ECPoint algorithm
curve_type |named_curve| & public key RSA-SHA256 | Signature
X (HelloiihiRIEE DE) (OXO4,0X01)
named_curve (3) | secp256rl (23)

signature = sign(algorithm, ClientHello.random + ServerHello.random +
ServerECDHParams);




SECCAMP2016 53794: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 cd>,
Handshake:
{ HandshakeType: <Buffer 0c>,
Length: <Buffer 00 00 c9>,
ECCurveType: <Buffer 03>,
ECNamedCurve: <Buffer 00 17>,
ECPublic: <Buffer 04 f5 9e 63 7f 7f 08 3b c3 f6 4f ce 93 1f Oc
23 7d 80 9f 67 71 e9 85 4a 6d ad .
ECSignatureHashAlgorithm: <Buffer 04 01>,
ECSignature: <Buffer 28 09 19 cf 69 61 fd c2 99 b3 51 24 07 3¢
ec fa 60 bf 3e ae ee 07 e4 cd f2 79 ... > } }
=> 16030300cd0c0000c90300174104159e637f7f083bc3f¢
85406da01902120a98456d0ef1le@4e801b4dfc04010080280919¢cf6961fdc299b3!,
4¢cdf2796ed983d750e845dac39f3d0f3c9b27bfa24060f71a2f6614264709e4f6f¢
a8387818d8070d1caS5ff0ecd




ServerHelloDone

ClientHello s
ServerHello
Certificate
ServerKeyExchange

ServerHelloDone

O

(FRXFEIFINY R 1Y)



ServerHelloDone

C Z CServerHelloh #i< —ED/\> R4

JDRIFENR T UIcl & Z2FITE2EK

handshake
type

handshakef&

OxQ0e

0x00

0x00

0x00

-\

X

/( ServerHelloD#& T DEE
INY R T ANy 5 D

|




SECCAMP2016 53794: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,

Length: <Buffer 00 04>,
Handshake: { HandshakeType: <Buffer @e>, Length: <Buffer 00 00 00> } }
=> 16030300040e000000




TLS/\> k> =17 (full handshake)

ClientHello

>
ServerHello
Certificate
ServerKeyExchange

ServerHelloDone

ClientKeyExchange

g O

(FRXFEIFINY R 1Y)



ECDHE ClientKeyExchange

ClientECDHParams iClientKeyExchangecigJ
ECPoint BADINE (75N
=2 public key
(Hello¥hRIBEEDET)




SECCAMP2016 53795: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 46>,
Handshake:
{ HandshakeType: <Buffer 10>,

Length: <Buffer 00 00 42>,
ECPublic: <Buffer @4 6f fb 1b e6 2c 2b 65 fl c
cd 20 67 ab 52 b2 5¢ 91 9566 db ... > } }
ClientKeyExchange => 16030300461000004241046ffblbet
db@8ddadfdbaf7e32bb2e67d819f1b44




B | ECDHEAREBOST SN A DIEL

- ServerKeyExchange: AFEZEL
» ClientKeyExchange: D /= WXz

ESOLTTL&LD?



PreMasterSecret/MasterSecret

- TLSTHIET ZIV(FER Y ML), HH#. MACEDTF—4 7T

» MasterSecret|$48/\1 h K., PreMasterSecret®D & & [ K IC K
79 5,

 MasterSecreti&. PreMasterSecret. ClientRandom.
ServerRandom. BEEZNILDNSERKT 5,

* Clinet/ServerRandomiz£ THRE A, PreMasterSecretid. 9 55 L
TFSBWEWTHRW, SR ZWVWT B ETLSOLZEMHIEFETHE U v Ao

Freak/Logjam



TLS Client> .info
{ client_write_key:
server_write_key:

client_write_1iv:
server_write_1iv:
TLS Client> |}




ChangeCipherSpec

Client->Server

ClientHello S
ServerHello
Certificate
ServerKeyExchange

ServerHelloDone

ClientKeyExchange
ChangeCipherSpec

>

(RXFIEINY R A7)



ChangeCipherSpec

EETTNESHBZES, ZIRE LIRS
BIEZ1T Do
Record Layer ChangeCipherSpec
ContentTy Version length
P€ major minor (2byte)
Ox14 Ox03 Ox03 Ox00 |0x01 Ox01




SECCAMP2016 53795: { ContentType: <Buffer 14>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 01>,

ChangeCipherSpecMessage: <Buffer 01> }
ChangeCipherSpec => 140303000101




TLS/\> k> =17 (full handshake)

ClientHello

>
ServerHello
Certificate
ServerKeyExchange

ServerHelloDone

ClientKeyExchange

= ChangeCipherSpec
L Finished > O

(FRXFEIFINY R 1Y)



Finished
struct { %ﬂl I\EE]

opaque verify_data[verify_data_length];
+ Finished; e ™
NETDODIN\NYRY AU T—% (I
ZUBEREERS) DN\y V1 %ZEHE
TLS1.2Tld SHA256%fE S

/

verify_data = PRF(master_secret, finished_label,
Hash(handshake_messages))[0..11];

finished label: 272472 K&, "client finished". U —/\|d"server finished"
Finishedz=={E9%&. CNEFTEREURE/NYRY AT —IDSETE LB L EES
INY R T A7 T—IDPNHSAINTRHRWNT EEERT S,



SECCAMP2016 53795: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 10>,
Handshake:

{ HandshakeType: <Buffer 14>,
Length: <Buffer 00 00 0c>,
VerifyData: <Buffer 79 64 98 21 8d b2 5f 2a 05 79 61 1d> } }
ClientFinished => 1603030020e278b57b669f87e285e4302625aaa4eb4 783




ChangeCipherSpec

Server -> Client

ClientHello S
ServerHello
Certificate
ServerKeyExchange

ServerHelloDone

ClientKeyExchange
ChangeCipherSpec
Finished

>
ChangeCipherSpec

(FRXFEIFINY R 1Y)



<= Change(CipherSpec

TLS Server> 1603030020e278b57b669f87e285e430262
<= Finished

SECCAMP2016 53794: { ContentType: <Buffer 14>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 01>,
ChangeCipherSpecMessage: <Buffer 01> }
=> 140303000101




ServerFinished

ClientHello

ServerHello
Certificate
ServerKeyExchange
ServerHelloDone

>

ClientKeyExchange
ChangeCipherSpec

= Finished
~ x;/'__:_f_;."/-’,'-/ | )

ChangeCipherSpec
Finished

(FRXFIEINY R A7)



SECCAMP2016 53794: { ContentType: <Buffer 16>,
ProtocolVersion: <Buffer 03 03>,
Length: <Buffer 00 10>,
Handshake:
{ HandshakeType: <Buffer 14>,
Length: <Buffer 00 00 0c>,
VerifyData: <Buffer 3f af 5d 68 be f6 7b 5d 99 24 05 32> } }
=> 1603030020caf364cfb56beab53ec983b%ec@Sab24bf885¢

TLS Client> 140303000101

1603030020caf364cfb56beab53eco8




Application Data

ClientHello

ServerHello
Certificate
ServerKeyExchange
ServerHelloDone

>

ClientKeyExchange
ChangeCipherSpec
Finished

>

ChangeCipherSpec

Finished
<€

Application Data

>

(FRXFEIFINY R 1Y)



TLS Client> 'hoge'
ApplicationData => 17030300146063fc34990515a9b9dc708bfaab232¢c9206f711
TLS Client>

TLS Server> 170303001460631fc34990515a9b9dc708bfaab232¢c9206f711
<= ApplicationData hoge
TLS Server>




N==ok
P=Si=

TLS BotzfE>7c 1 X4 1 TLS

. ZA—HICHE > TBotZE > ETLSEEZ{TWE I, Client
1%, ServerfRzROTTF LN,

- FAMNIDXTT—Z2POERD ULEY, HE THREXDE
SN TEBRZEHETRLET,

ﬁ < TLSEE S 1B1E > N
L Bot Bot “’"

TLS Server> 17030300146063fc34990515a90b9dc/708bfaab232¢c9206171 1
<= ApplicationData hoge




A==
j=S==

J 7 )LMan-In-The-Middle

3A—HHICH > TBot={E > f-TLSEBEZITWE T, Clienti%.
/LJ\A’[X\ Server'[ngl%&b-t—lté L\

ERESSINESS

/11

 BAEENUTCTLS/I\Y R (0% 1TVWE T, =
DEFXFAMSEICEITHRUEXI,

R ICE A& TServer/ClientDBotZz =TT D 9 2
b&DO

™ = N
ge— 892

LBz U

71
il
Qu
71




20164F 6 Bkt T (RFC7905) U 1=
Tl_Sa)?F}: LWES AR

ChaChaZ0-Poly 1305

FAIEFSEMAR TIEBEWVWDTE
LHEDOEFEIEIAFYIUERT,



ChaChaZ0-Poly 1305

. ChaCha20: D. J. Bernstein(djb) K& R U 7
SAN RV ICSalsa20% FFER. ChaCha20IciR)

. Poly1305: djp ENEZ L 1=MACH(AES & $H
&1 1= AES-Poly1305TH)

EARME FMIZUH D, GoogledAdam Langley
E‘%b\ChaChaZO -Poly1305& LT2013/09IC K= 7
N TRz AN




ChaCha20-Poly1305 X TDHH

2005/03

Poly 1 3055 X F 2 (=& hR)

2008/01

2008/04

ChaCha20im X H 3= (=12 hR)
Salsa?20h%eStream®Finalist|cZEE

2010/12

ChaCha207% {E5 5 7= BLAKEA'SHA-3 D B4 (R [0 B 2013/06

2013/09

draft-agl-tls-chacha20poly1305-00 2k SnowdenZ

2013/11

Chromeh*ChaCha20-Poly1305% %%, Googler—tE X THIFHRA

OpenSSHMNYChaCha20-Poly1305% 524

201

4/02

TLS WGH 5 CFRGAChaCha20-Poly 13050t k1&5ZEH 5 Z & = E55

201

4/04

LibreSSLAYfork, ChaCha20-Poly1305% =3

201

4/06

BoringSSLAYfork, ChaCha20-Poly1305% 324

201

5/02

CloudFlareh*ChaCha20-Poy 13050 #|HE . OpenSSLA/ Ny FAE

2015/05

RFC7539 (ChaCha20-Poly1305{L#k) DA FH

2015/12

OpenSSL-1.1.0(alpha)h*ChaCha20-Poly 1305 % 5£%&

2016/03

Firefoxh'ChaCha20-Poy1305% 5%

2016/06

RFC7905 ChaCha20-Poly1305 Cipher Suites for Transport Layer Security (TLS)




AES & ChaCha20d tEER

AES ChaCha20

YAy 70w 7 (128bits) ¢1) ANY—LAL

R 128, 192, 256 bits  |##K: 256bits
A7 Nonce: 7& U Nonce: 96bits (djoiszid64bits)

ERA D5 —: I3 L #HER Ao > 5 —: 32bits
=5t NIST FIPS-197 RECIESge

(Salsa20ifestreamy 7 b7 = 7Ph3:#%E)

M A AES-NIAREEAN—RY T PICLDEE |BRISTEPSBOXARERL . ¥4 I VI HENRKELIC

SLIBDVAHE

<W, SIMDZ{ESTeERIRY 7 MU ZIEBHA]EE

N7/

/
il
l”“'ll
il
\\—l

4

YA FAIVTRETA RFrXRIL
WEICHIHUIEEETHD &

NonceZBFRALZEZWI &

*1 ATV —F—REBEHFEDLETRANY —LRBSE ULTHEDIATEE)
(*2 DJBDEwX http://cr.yp.to/chacha/chacha-20080128.pdf A 7JL T X LRE DS IRL)




ChaCha 1/4Z2 V> KiER |,

QuarterRound(a, b, c, d) ~

b, d”*=a, d<= 16

FENGLCEEREE
Constant Time

~H

d b?=c, bwk=12

b, d”*=a, d<= 8

~H

a,b,c,dICXTLT, &£T2[
BEENTHhNTWS,

d b?*=c, b= 7

~H

a, b, c ,d (& 32-bit unsigned int
X + V& (x+y) mod 2732, * (& XOR, << n lgnEy hEO—FTY 3V



Security Camp 2016 ChaCha2@ Workshopper

ChaCha20fg = %= 1 %

» ulnt320 ERINE

» uint32® XOR

uint32OnEy REO—F ¥ 3 v

ChaCha2@® Round

ChaCha20 QuaterRound

ChaCha20 Block Function

ChaCha2@ Encryption ANHDFRE
Polyl305 Mac

Poly1305 Key Generation

ChaCha20-Polyl1305 Encrypt

»
»
»
»
»
»
»
»

ANV7Z2RXRRT D
RTI3

sudo npm -g install seccamp?2016-chachaZ0-workshopper



4)8A1 b x4
a0 al az a3
a4 ab ab ar
a8 a9 alo all

al2 al3 al4 alb

256/\1 k
b0 bl b2 b3
b4 b5 b6 b7
b8 b9 b10 b11
b12 b13 b14 b15
256/\1

QuarterRound

a0 al

a4 ab ab a7’
a8 a9 alO all

al2 a

AV

b0 b1l b2 b3
b4 b5 b6 b7
b8 b9 b10 b11
b12 b13 b14 b15
256/\1 ~
cO cl c2 c3
c4 ch c6 c7
c8 c9 cl10 cll

cl? cl3 cl4 cl1b

256/\1



#JHEHChaCha State

= == N =
65 78 7061 6e 64 2033 322d62 79 7465 20 6b ERB(RIGET D)
expand 32-byte k

keyO key key?2 key3

#(32/\1 b R)
key4 keyo keyo key7
counter nonce0 nonce nonce?2 inceﬂ 2)\1 F@

ID5|REDHI VY — (41 hR)

ChaCha20 State

. s S2 s3
s4 sb s6 s/
FNZoY R+BZTo > R)x10
s8 s9 s10 sl
sl?2 sl13 sl4 slb

ChaChaZ20 Stream State



ChaChaZ0 State®

. L
EndianlcEFE
0 1 2 3 4 5 &) [ 8 QO 10 11 12 13 14 15

kO] ~ k[1] = k[2] k[3] Kk[4] k[5] k[6] k[7] Kk[8] = K[O]

K[10] K[11] k[12] K[13] k[14] K[15]

4)\1 M EICXY] 5

74 65 20 6b

K[15]k[14]k[13]k[12]

- Little Endian 65 78 70 61 be 64 20 33 32 2d 62 79
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ChaChaZ0 Block Function
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ChaCha20 Keystream
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Poly 1305
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GHASH & Poly1305

GHASH Poly1305

Wegman-Carter Construction
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Polynomial evaluation
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Wegman-Carter Construction

for Poly 1305
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TLSA 3 AES-GCM & ChaCha20-Poly 1305

AES-GCM

ChaCha20-Poly 1305
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N

RFC5288, RFC5289, RFC5487,

draft-ietf-tls-chacha20-poly 1305-04
(2016/03/28KF =IETF Last Call#)
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i A 1A RSA, DH, DHE, ECDHE ECDHE. DHE
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sudo npm -g install seccampZ2015-crypto-workshopper



