Let's Encrypt & ACME Overview



Let's Encrypt
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Let's Encrypt

o« UTOEEEZHE T BB

* free

e Automatic

® Secure

* TJransparent
e Open

e (Cooperative

o IRIELTWBDIZ Internet Security Research Group (ISRG)
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Let's Encrypt

o HRITSSLY—/NAEAAE(DV)ZAFIT S EHHFED

o FEITSNI/ALRAE OEXNEARIE 90 HFE
e IEM: https://letsencrypt.org/2015/11/09/why-90-days.html
o V—I)LDRREHKICEICELSIDTFES LW

e Domain validation [& ACME &EWS 70O K~ JJ)LICTEV T NS

e ACME(Automatic Certificate Management Environment)
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ACME (Automatic Certificate Management Environment)
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ACME

 |nternetdraft(- 2016/1/22)

e https://letsencrypt.github.io/acme-spec/

o Y—NN/UZA47 Y NETOIRAERTOF /RS ZHRE

o KRICAEPEFEZRITIRE)I 2XTICRKERDL S BFHRENVDE

* Register
e Authorizations
e New Cert (Revoke-cert)

o Uo7 MUDEEIE https://github.com/letsencrypt/letsencrypt (Python)
e CAIDZEZL(I https://github.com/letsencrypt/boulder (Golang)
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Directory

e TNZTNDFHE ICKWETR endpoint Z directory Tl
o VoA VKNIFEIT ZIZIZR T endpoint =iBIET %

X curl -sSL https://acme-v01 . api.letsencrypt.org/directory | jqg

{
"new—authz": "https://acme-v01.api.letsencrypt.org/acme/new—authz",
"new—cert": "https://acme-v0@1.api.letsencrypt.org/acme/new—cert"”,
"new—-reg": "https://acme-v0@1.api.letsencrypt.org/acme/new-reg",
"revoke-cert": "https://acme-v0O1.api.letsencrypt.org/acme/revoke-cert”
}
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Register

e 9 ACME Server@licy 247> NDEFZZITD
o RXDLSE "contact" 71 —ILRZE AT JSON Zix 3
e JWS(JSON Web Signature) TERAZ T2 NENH B

"resource": "new-reg",

"contact": |
"mailto:cert-admin@example.com",
"tel : +12025551212"

I,
}

o "key"' ZEATLLANYAH RS TL 2D TLUEDFREFEFNZE>T signature Z1ES
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Authorization

o IFHAERITORAIZIT>FiRS

¢ Domainvalidation Z&E ST EZIEEIT S

o RDLDIBEHTENEND

e SimpleHttp
e DNS
e DVSNI

* Proof of possession of a prior key

o BHDAE% "combinations" DECHI TIEET 5 Z & HYH
e combination DETZmic UcZEIC valid &£ 9%

hbstyle20151112 - Yoshikawa Ryota ( @rrreeeyyy ) 2015/11/12

L]

k5



o UUTXMDH

{
"status": "pending",
"identifier": {
"type": "dns",
"value": "example.org"
Y
"challenges": |
{
"type": "simpleHttp",
"uri": "https://example.com/authz/asdf/0",
"token": "Ilir fxKKXAsHtmzK29P j8A"
3
{
"type": "dns",
"uri": "https://example.com/authz/asdf/1"
"token": "DGyRe jmCefe7v4NfDGDK fA"
}
Y
"combinations": [
[0, 2],
[1, 2]
]
}
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Authorization (Challenges SimpleHttp/DNS)

e SimpleHttp
e HTTP(S) Ic TPV BRZITWKX A VITBZMERT %
o PV EAZTOHXIEFALI—RHULLIFAAMALI—RHOSRESINDS
o 7UTRAFED .well-known/acme-challenge/${TOKEN} Z R 3
o FHICIFFIED JSON ZANTEHL

e DNS
e DNSLIO—RZHAWTRXA VFIBZERT S

e _acme—challenge U7 RXA VD TXT LOA—R%ZEHIT 3
e E%Z TOKEN ICT 3

e ex.)_acme-challenge.example.com. 300 IN TXT "gfj9Xqg...Rg85nM"
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New Cert (Revoke-cert)

e HIIRMD Authorization M status H' valid 7RIFED AU T Z
e valid U»72WEE(E 403 EDURS

e New Cert (& /acme/new—cert (C CSR ZiXD DT 5
o 7im JWS TERATDUNEDNHD
o BAH IR DEREADILAAZZERTE S

e Revoke |& /acme/revoke-cert ICEEBAEZEZ1xD DI 5

e CRL/OCSP FCRMBHMNRHIND
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letsencrypt
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letsencrypt

o HIRD ACME DFEXR ZV > T< N3N R(python)

o EARHYIC SimpleHttp IC &2 Challenge ZH8E U TWAS1EER
¢ SIBN—RXATKRXAAVFED/INTGX—FZHKET S
e Apache ¥ Nginx DEREZ/\—AULDEZTMI D HHRKS

e Nginx & experimental, buggy and not installed by default &M Z &

e standalone Z1EE 9 % & BaseHTTPServer(http.server) Z{# > T Challenge 175
e 80 H/R— K% LISTEN HEZDREHNH S
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letsencrypt-auto

e letsencrypt AN KD 7w /\—
o E{TIBIITTHAP>TIND
o IRIBHEZE(yum/apt/brew & D virtualenv & DN pip &DY)

e (_gentoo_common.sh & o 71c)
e Virtualenv @ activate EDMHP>T< B
o NARFaAAXYIMTREINZFESIEICE T

Lml

[T
C
/

o [ pip install TREFANESAF v I LD ULTET
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letsencrypt-auto

e standalone TEEFAZEZHE L TH B
o d%EEHIEET DI & TSANs ITEHD RXAA UHEIN DIRER
o BANPHoIcdH& /ete/letsencrypt/ EE NICERARET 4 LI M UDERSE NS

o EMDIERAZE L /etc/letsencrypt/1ive/${DOMAIN_NAME} EC FICED LD

e /etc/letsencrypt/archive L FTDHDDI VR TV

./letsencrypt-auto \
—a standalone \
—d example.com \
—d www.example.com \
——server https://acme-v01.api.letsencrypt.org/directory \
——agree-dev-preview \
auth
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letsencrypt

e ssl_certificate ICld fullchain.pem Z1EE 9 5

e ssl_certificate_key ICIE privkey.pem ZIEE T 5

o IRTZH Postfix/Dovecot THEPAEFEZTLS

e iPhone/Android b I o7 —EHLLEHETET TS

e smtpd_tls_(certlkey)_file FIC[EBRICIEET BT

*

FE/RWEREBSH) H—U) dovecot TIEDRISFEBRIBIC;EENNE

p -

hbstyle20151112 - Yoshikawa Ryota ( @rrreeeyyy ) 2015/11/12 17



PR

o HRITDVIERAZENAFTE DRATRWVEIFN
o BEOIAELMSHEERCHATETNS
o BRHARNESZD TEFHEEITHABTNT B
e ACME ZOKMJJILDME L DNSSEC ICWIGULIED LIEANREZS

e https://letsencrypt.github.io/acme-spec/#integrity-of-authorizations
e ED5THWWITERMED CloudFlare (&7 > 2 1) w7 7TDNSSEC P> T< 5

e https://blog.cloudflare.com/introducing-universal-dnssec
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e https://letsencrypt.org

e https://letsencrypt.org/about

e https://letsencrypt.org/howitworks/technology

e https://letsencrypt.org/2015/10/19/lets-encrypt-is-trusted.html

e https://letsencrypt.org/2015/11/09/why-90-days.html

e https://letsencrypt.github.io/acme-spec/

e https://github.com/letsencrypt/boulder

e https://github.com/letsencrypt/letsencrypt

e https://acme-v01.api.letsencrypt.org/directory

e https://letsencrypt.github.io/acme-spec/#integrity-of-authorizations

o http://jxck.hatenablog.com/entry/letsencrypt-acme
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