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: ${self:provider.stage}-your—-domain.${env:CUSTOM DOMAIN NAME }
: ${env:CERTIFICATE_NAME }

: ${self:provider.stage}

: 'regional’
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V=T 74 ABEH & HEREITHY—IN\—DIFSICHEET S
AL ZED AT XD WA H HEZ D TEIRRICH DS
- CTIPHIFR AT HE
HSBWEEZDLATP—THhFI5D?ELHEDEITH

[ = serverlessdo

AWS R 1 X~ K » Amazon API Gateway » BiF#& 771 K » Amazon API Gateway T® REST APl D{ERL. 7704, B LUVMETH U » APl Gateway T®D REST API AD 77 Z 2 DFfH & EE »
Amazon API Gateway J VYV —ZR) ¥—%ZER LT APINDO 77 LA ZHIHT 3

Amazon APl Gateway Y Y —RARKJ I—ZERAULT APIND 77 A ZFHIHT S

# Resource Policy

Resource policies are policy documents that are used to control the invocation of the API. Find more use

Amazon APl Gateway @ U Y —Xif > —E, JSONRU I —RF 21XV NTT, BESNLTIYVINIL (BE. IAM A—H—FclFO—)L) T cases from the Apigateway Resource Policies documentation.
APl ZIUOHEZ DN ESHCH DD ST, HHT S APIICFZY Yy FUET, APl Gateway VYV —ARY V—%FEAT S L. API ZLUTHSELICH
CHIZENTEZXT,

e BESNFAWS PAHDU Y NDIA—H— provider:

« BESNKY—XIP7RLAGEEXIZ CDR 7OV Y namesaws

. #8E &Nz Virtual Private Cloud (VPC) F7cld VPC T RRA ¥ h (EBOF ATV 1) .

resourcePolicy:
- Effect: Allow

APl Gateway DIRTD API TV RIRA Y KN A T (FF7A4R—b, Ty IRE. V—I3av)DIVY—-RRYI—%ZFEATEEXT,

FSAR—h APl DBEIE. UY—ZKUY—% VPCTY RRA Y FRUY—E EBIBERLT. EOTFYVIIULREDYY —ZPFIS Y Princtpat:

Action: execute-api:Invoke

K7V EATEZh EFETZENTEXT, FEMICDOWTIE. TAPI Gateway D T 544 R—K API BIC VPC TV RiRA > MR Y —%ERT Resource:
%) Z2RULTLLEZ W, - execute-api:/*/*/*
Condition:
)Y —ZARY—% APl [C7Z v FF3ICiE. AWS >V —)b, AWS CLI, F7zld AWSSDK ZFERULZE T, IpAddress:
aws:SourceIp:
APl Gateway VYV —RARY Y—F IAMRY Y —EBEBDFT, IIMRUY—REIAMIYT 1T« (A—H—. JIL—7 £iFO-I) K75y - lesdesdasias

FEIN, INSDIVTATATRITTEDR 7V aveEVY—REEHRUVEXT, APl Gateway VY —RARYY—RBUY—-RILF7IvFEnZx
3‘0 747‘/7‘«(7‘4’\—;( (IAM) DRY =B LTV Y —RARY o —OEOFMBEERICOVWTIRR, PATYT4 T4 R—ADKRIY>—&Y

-— —_— - - LA T — s LN .
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Q4: Admin

-AFRICRELVUTWSAPIE FRIICEBREREZED TcWIiTh &, HEEPER
Z1ESITE D
CLIYV =W ZED. BHET—IN—DSDH7 I ZARREICLKLD
- TVPCI Y Rk > MEHRTAPI
Gatewaylc 77 & X 5 gE
. serverlessTHendpointTypeE WS /INY XA —=HFTHR—k2NTWS

add PRIVATE endpointType #5080

AWS F:F aAXYy I\ » Amazon API Gateway » Ffﬁ%%jj’r l\“ » Amazon API Gateway T REST API o)ﬁzﬁﬁx 5'\71:' ’f\ 3‘3:}: U@U\‘\tﬂ [J » Amazon API Gateway C REST API ‘&1’!5532’9*6 » API horike37 merged’[ commit into serverless:master from ijin:private-endpoint @- on Jul 3, 2018
Gateway @ REST APl v k7 v 7% #H#{t 9% » Amazon APl Gateway T/ 54—k APl Z{ERT S

I

Amazon API Gateway "5‘7-3 ‘r’\“_ I\ API Eﬂsﬁﬁj‘% t&J Conversation 13 - Commits 1 & Checks 0 [A Files changed 3 13 -3 mmmm
! ijin commented on Jun 27, 2018 - edited ~ Contributor  +(@) -+ Reviewers

Amazon APl Gateway Z{#fH3 5 &, 15 —7 x4 A VPC TV RiRA > % {#EHT % Amazon Virtual Private Cloud (VPC) S U 77 EAT What did you implement: iy nories7 7

ERWSFAR—K RESTAPI Z{ERTEX T, 1 VY —T A1 AVPCIY RRAL Y ME, VPCARICERTZIVRRA YRRy NT—014V% pcded PRIVATE endooitType for APl Gatevay Assignees

—7 AR (EN)TY, VY—RRIY—FEALT, BRULILVPCELV VPCIY RRA YN (BED AWS P HU Y RED) HS APIANDTF Y No one assigned

EREHFAEIRIEETEET, STV RRAY MEFERLTEED 75 4R— K AP IC PV R TEE T, AWS Direct Connect ZEFRLT, 7 Closes o063 o062

v = ARy NT7—2H5 Amazon VPC ‘:gﬁﬁﬁgﬁ L. %@?ﬁﬁﬁﬂi??%(’\‘— NAPIICPZ I ERTBIEHTEXT, b\?“n@b‘%‘é%\ How did you implement it: L:;enl_sreview

TZ7AR—KNAPIND T 74V 7 EREBEHRZER L. Amazon DRy R T—7ONICIEEFEA. NTU VT4V 5—3Fy DS ISRRRES

n_(\'\ i 3_0 Added PRIVATE to validEndpointTypes const variable with more specific tests. Projects

None yet

How can we verify it:
TZAR—K APIADT7 7 2R ICIE. ROBICRTLSIC. APl Gateway DA VY F—T7 A AVPCIV RIRA Y M ZERBRALET, 77M/R—}b

DNS 75‘\%-%‘:7;9_(\1\%%%‘1\ 73’{’\“_ I‘iﬁ:‘i/\oj\ 1) ‘y7 DNS %’i’ﬁﬁﬁ LJ_C API ‘:77tXT“g i?o 73’{/\“_ I\ DNS b{ﬁ%“:faj—c service: private-endpoint-test MiIeStOIw_
W3IBS, /XTYU Y Y DNS ZOHEFERTEET, anes s
runtime: nodejs6.10
:EEE endpointType: : private Notifications Customize
4LR
functions: «) Subscribe
API Gateway 75 ’r’\\\— l\ API ‘;\ TLS 1.2 O)J}%-‘j—/_ﬁ— I\ lJ i?o uﬁﬁ@ TLS /(‘— :/‘\3 \/‘i-ij-n{— I\ é nt L\iﬁ/\lo he;;:gc{;}?:handler.hello You're not receiving notifications from
events: this thread.
n = Ettp:
rmammmm AN Aadaicsms Cmssin - path: hello
method: get 10 participants

Lo -1~ B el ]
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-EBEAXRICDynamoDBZ{ES A#HTI . YL —a3F NN EaT—5%Z/S
=T EL
-RDB(RDS)ICBR5 Y IC7 7 AT S
-LambdazVPCAICEE S 5 HEINR/INY —> (serverlessTDHR—
N6 3 % D TLLERY S )

AWS R 2 X >~ » AWS Lambda » BIEEH A K » B O AWS Lambda BIE » VPCRD YUY =R I 7V AT B &S5 IC Lambda BEZERET 3 n

VPCADIY —=RICTP71ATS&SIC Lambda BAH%ZERTET S

= = serverless docs

# VPC Configuration

You can add VPC configuration to a specific function in serverless.yml by adding a vpc object property in

77> N D Virtual Private Cloud (VPC) DTS5AR— MG TRY MCEHRITBAESICBEAHERTEIT DI ENTEZET, Amazon Virtual Private the function configuration. This object should contain the securityGroupIds and subnetIds array
Cloud (Amazon VPC) EEAELT. 7—__9,\_1\ YV AAVRAIVA, Ei- ‘iWEK"j— E2BEDYY —-ZADTSAR—REZYy KT—4 H1E properties needed to construct VPC for this function. Here's an example configuration:

BUXT, BITPICTFTAR—KNIYY—RICFI7ERATBIciE. BE¥%E VPC ICERLET,

Lambda (&, BE®D VPCRERDEF 2V T IL—FEH TRy NOESEDLE S & IC Elastic Network Interface ZEFELE T, cO7OEX # serverless.yml

K1 IEEDDDET, ALY TRY MCEROBEENPERINTVWREA, RYNT—I4Y9—T 14 R dEHFINZ 1%, Lambda TE e e

BANERYRNT—IA4V9—T 14 ADBICHEET 2 TRy MNOBIMBEEESET 2ANRINCEERTT, BHROBNZWVESY, FEEIC

FERRINEVEEN B BI5EE. Lambda TEIMDRY KT—I 1Y 5—7 24 ABMERES B ENB D ET, fnerens

Lambda B¥id. BHAVRYVADTF > U—EFHERALT VPC K EEERT 22 LR TEE A, BHVPCOYUY —RICERET3ICE. 77 SO

AWNKRDFFYY—T2EBD VPCICE7EBELED, e
- securityGroupId2

VPC ;:’._ l\ IJ 7}[0 subnetIds:

- subnetIdl
- subnetId2

e Fa—NMUF7JL: Amazon VPC T Amazon RDS IC PV A TE S LS IC Lambda BEZRET S
e Fa1—KkYFJL: Amazon VPC T Amazon ElastiCache IC 77 A TE B LS IC Lambda BA¥%%ET S

Or if you want to apply VPC configuration to all functions in your service, you can add the configuration to

- " . - the higher level provider object, and overwrite these service level config at the function level. For example:
ERTO-LELTLI—Y =TI BRHT i
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\

- —2DMNDLamdal TRDBAD 7T —5 =S8 /EHUL D DOHNEBAPIZIN< &5
BINY—>
' WHWEICED Zhb b h @, BRBRICKES
- AWS BlogD U FiLE TFIRIIMBBHUICERINTVEIDTH L BREK

aWS N = - . 2 __ v =5 - ~ v R iy s o
> W|EERIISES > YR—-b HAGE Thork V=S

BR Yai—i3r HE RfaAsbd FE  /N—bF— AWSMarketplace HRIV—FKE ISICHLKRS Q

VPC ® Lambda B#~ADA 94—V 7o
AR I B A REHBATIEZN,

RAREHH: 20195 7 A 22 H

Amazon Virtual Private Cloud (Amazon VPC) x50 AWS Lambda BEADA > F—Ryb 7o REFAILIEWTT, E5TNIEKNTT
m?

fS B /55 BA Kien 5. VPC @ Lambda BB DA 5 —%

Lambda BEMNSTS5A4 X—k VPC UY—2R (7=&ZI£. Relational Database Service (Amazon RDS) DB 4> 24> X* Amazon Elastic ST ORAEHA S SR ERALET

Compute Cloud (Amazon EC2) A RV R) IC7 R TRIEMNTEET, CNERTETBICIL, BE%E VPC D 1 DULEDTSAR— T
FYNBEMFRDLENHVET ., BBBICA > I—R VT O EREFHRITSICIE. BEET S VPC H3/87 Uy o8 T RyMI NAT ' —bozA (Fi=
[ENAT ARV R) > TNDBEDNHYET,

BT RINSTSAR=bDINTVY DR, FDIV—T =T IUKVET . KTV I YT RYMIRBA Y = yb T —bO A ERT IV - BHY.,
TIAR— T RYMIBHYEE A,

BRRTE

BX7ED VPC #FEALTWAI5E1E. VPC OV R—RUMDERMDSIEDH T, NAT =k A %#HD/18T Vo8 T Ryb&E 1 DU EDTSAR—k
YT RUNEERLET BEFD VPC [ NAT =Rz A 2F DTNy o8 T Rubd 1 DULEDTSAR— T RUNST TICHBIHE L.
Amazon VPC Fi® Lambda R{TO—)LOERKICEA TESN,

ZDEYRTYTICEHUW VPC 2ER T 318813, VPC U4 —REFERLTHS [NTVvIY T RYNTSAR— T Ryb%#D VPC] %2E4R
LEd(Amazon VPC OV =)L TlE, YT RYPDERII/STVY OB T RYNIETTSAR— T RYMIICAEYET ), &IC. Amazon VPC A
? Lambda £fTA—JILDERICERF T,

VPC OV R—FRMEERRT S
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.serverlessFHTIHAbD &EFE>TLWzCloudFormationlcEZ2I|CMm =

B RhEI

LUITFTDAZ=ZARY M(CFn&serverless)z2&E CR/IVMBR = ERX

stevecaldwell77 / desc.md «) Subscribe * Star | 14 YFork 1

Last active 8 months ago « Report abuse

<> Code Revisions 2 Stars 14 Forks 1 Embed v | <script src="https://gic E& [  Download ZIP
desc.md Raw

CloudFormation snippet to create a VPC to be used for lambda functions. Qualities of the VPC:

¢ 4 subnets: 2 public, 2 private (lambda functions should be attached to the private ones).
¢ 2 Elastic IPs that can be used to identify traffic coming from lambda functions (e.g. for firewall holes).

¢ Security group that can be used for lambda functions.
Notes:

¢ uses regions us-east-1a, us-east-1b
¢ uses ip block of 10.15.0.0/16 for VPC

lambda-vpc.json Raw

{
"Resources": {

"VpcLambda": {
"Type": "AWS::EC2::VPC",
"Properties": {

"CidrBlock": "10.15.0.0/16"

}

+

"SubnetLambdaPublic1": {
"Type": "AWS::EC2::Subnet",
"Properties": {

https://qist.github.com/stevecaldwell77/b2e9f9179b4e52235fcee24cf37¢c8dc9

L] ittus / aws-lambda-vpc-nat-examples

<> Code Issues 2 Pull requests 9 Actions Projects 0

Branch: master v aws-lambda-vpc-nat-examples / serverless.yml

9 ittus Clean serverless.yml
-

1 contributor

156 lines (155 sloc) 4.45 KB

service: serverless—elasticache-vpc-nat

provider:

name: aws

runtime: nodejs6.10

region: us—east-2

stage: development

profile: default

environment:
REDIS_ENDPOINT:

Wiki

© Watchv 5 % Star | 63 Y¥Fork 9

Security Insights

Find file = Copy path

f29efff onDec1, 2017

Raw Blame |History [J #

"Fn::Join"™: [":", ["Fn::GetAtt": [ServerlessElasticacheCluster, RedisEndpoint.Address], "Fn::GetAtt": [ServerlessElastica

functions:
hello:
handler: handler.hello
vpc:
securityGroupIds:
- "Fn::GetAtt": ServerlessSecurityGroup.GroupId
subnetIds:
- Ref: ServerlessPrivateSubnetA
events:

https://github.com/ittus/aws-lambda-vpc-nat-examples/blob/master/serverless.ymi
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https://github.com/ittus/aws-lambda-vpc-nat-examples/blob/master/serverless.yml
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Schedule

This event allows you to set up scheduled invocations of your function.

The plugin automatically configures a trigger and rule to connect your function to the trigger feed from the

alarm package.

src/functions/EC2Start. 1ndex # Configuration

The schedule event configuration is controlled by a string, based on the UNIX crontab syntax, in the format
cron(X X X X X).This can either be passed in as a native string or through the rate parameter.

« cron(@ 1 *x *x ? x)

# Simple

The following config will attach a schedule event and causes the function crawl to be called every minute.

src/functions/EC2Stop.1ndex

functions:

handler: crawl

events:

: cron(@ 2 % x ? x)
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