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Usefulness of digital forensic investigation focusing on digital
evidence recovery from wiped SMR HDDs

Dai Shimogaito'®

Abstract: Digital forensic investigations are sometimes conducted on PCs that have been wiped to destroy evidence in cases of
data theft or other crimes. However, the recovery rate of digital evidence has declined recently due to the widespread use of SSDs,
which make it difficult to recover deleted data. In contrast, SMR HDDs could be a medium of interest for forensic investigations
because they may contain data areas without LBAs, potentially allowing the recovery of digital evidence even after erasure. This
paper investigates the number of physical sectors on SMR HDDs to estimate the capacity of these data areas. It also reports on a
demonstration experiment where confidential files were recovered from wiped drives purchased in Japan and the U.S., highlighting
the potential of SMR HDDs for supporting victims in digital forensic cases.
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Make Capacity Date Capacity
# Factor
( Sectors )
1 A 2.5 500GB 2020/10/07 976,773,168
2 A 2.5 500GB 2020/10/08 976,773,168
3 A 2.5 ITB 2018/07/23 1,953,525,168
4 A 2.5 1TB 2019/05/15 1,953,525,168
5 A 2.5 ITB 2018/11/25 1,953,525,168
6 A 2.5 1TB 2019/09/04 1,953,525,168
7 A 2.5 ITB 2020/08/17 1,953,525,168
8 A 2.5 1TB 2018/11/19 1,953,525,168
9 B 2.5 ITB 2018/08/21 1,953,525,168
10 B 2.5 1TB 2019/09/08 1,953,525,168
11 C 2.5 500GB 2019/03/19 976,773,168
12 C 2.5 500GB 2020/03/15 976,773,168
13 C 2.5 500GB 2019/09/08 976,773,168
14 C 2.5 500GB 2019/07/13 976,773,168
15 C 2.5 1TB 2017/05/17 1,953,525,168
16 C 2.5 ITB 2017/04/13 1,953,525,168
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3 YES | &t 7 # x00 732
4 - #9 1.8MB DR & B &, 42T x00. 3,012
5 YES | &t 7 # x00 2,881
6 YES | &i#it s 4 x00 175
7 YES | &t s 4 x00 4,372
8 YES | &t 7 # x00 1,659
9 YES | &t s 4 x00 4,804
10 - NTFS FIIE 7 4. 28 & fIE 42 C x00. 1,816
11 - NTFS #I#Hb# 4. 2% & fEIE 4T xFA. n/a
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13 YES | &t s & x30 1,024
14 | YES | 2t ¥ xD4 4
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16 - NTFS WL H 7». 2% & fEiIT 42 C x00. 14,942
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1 500,107,862,016 780,496,310,272 | 280,388,448,256 | 56.07%
2 500,107,862,016 781,435,535,360 | 281,327,673,344 | 56.25%
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