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Abstract 
Article reviews the challenges education administrators and teachers face when turning to online exam 
proctoring. However, we suggest a use case involving human monitoring with cutting-edge technology, 
paving the way for test administration for greater ease of administration while maintaining stability. Given 
the growing trend of distance learning in universities, training schools, distance learning platforms, it is 
necessary to put in place some sort of appropriate control to avoid cheating and to have a fair evaluation. 
Indeed, human monitors therefore play a vital role, i.e., they can watch live feeds and identify any potentially 
harmful activity that automated algorithms might miss. In conclusion, the results show that the human-
surveillance-technology combination is more effective in detecting fraud than using an addition of one or the 
other type only. 
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1. Introduction 

Firstly, artificial intelligence (AI) and machine learning (ML) 

have revolutionized many sectors including education [1]. 

Indeed, traditional surveillance methods requiring the 

physical presence of supervisors are not adapted to the 

virtual environment, hence the need for advanced 

technological solutions. However, remote monitoring [2] of 

exams has emerged as an innovative solution to ensure the 

integrity of remote assessments. Remote proctoring, or 

proctoring, consists of supervising exams remotely to 

ensure their integrity and prevent cheating. However, 

remote monitoring of assessments poses considerable 
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challenges in terms of detecting fraud [3], ensuring 

reliability, stability [4] of assessments to ensure integrity, 

fairness and credibility of assessments. 

 

2. Online examination monitoring 

Initially with the development of online learning [4], 

monitoring of online exams has become an essential aspect 

in the evaluation process. Indeed, many studies are being 

done to find innovative solutions to combat cheating during 

online exams. However, these solutions seek to cover all 

possible aspects, notably the authentication system, as 

indicated by the authors, Wang et al. have [4] proposed a 
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continuous authentication system for online exams based 

on machine learning algorithms and rules [2]. Obviously, 

this detects any inappropriate behavior to limit and prevent 

fraud.  

 

Therefore, this continuous approach uses machine learning 

algorithms to multivariate sequential monitoring 

procedures to detect questionable behavior during testing, 

to automated online monitoring systems using audio and 

visual tracking components, to the implementation of 'a 

microservices architecture [5] for fault-tolerant online exam 

proctoring systems. Additionally, behavioral biometrics and 

smart exam proctoring tools help analyze student 

interactions during exams. These machine learning 

techniques detect cheating behavior [6] with high accuracy. 

Indeed, the advancements aim to improve the integrity, 

reliability and security [7] of online exams by effectively 

monitoring candidates and preventing fraudulent activities 

[8]. 

3. Assessing confidence in surveillance 

Meaning of Notations Used in the Following 

Code Mean 

𝑇𝐸𝑖,𝑗
𝑐  

Evaluation of the confidence of the 

surveillance of candidate i by supervisor 

j in a context c 

𝐵𝑀𝑖
𝑐 Memory of the supervisor in a context c 

𝑏ℎ𝑖,𝑘
𝑐  

Behavior of a candidate i during an 

interaction k in a context c 

𝑙𝑔𝑖,𝑐 
The interactions between candidate i and 

the supervisor in a context c 

𝑢𝑖  
User i i.e. candidate i 

𝑐 Context c 

𝑎𝑐𝑐𝑖,𝑘 
The degree of anomaly of candidate i in 

an interaction k 

𝑑𝑒𝑙𝑎𝑦𝑖,𝑘  
The gap in an interaction k between a 

supervisor and a candidate i 

𝑅𝑖
𝑐 Reliability of candidate i in context c 

𝑆𝑖
𝑐  Stability of candidate i in a context c 

𝐿_𝑇𝑃𝑖
𝑐 

Local profile of user i in context c 

𝑟𝑐,𝑘
𝑖  

The degree of confidence of candidate i 

during an interaction k in a context c 

𝑐𝑑𝑓,𝑘
𝑖  The waiting time factor 

−𝑐𝑎𝑓,𝑘
𝑖  The anomaly factor 

𝑡𝑞  Time to the interaction q 

∆𝑡𝑞 
Time difference between the times of an 

interaction k and an interaction q 

𝜃 The forgetting factor 

𝑇𝐸𝑖,𝑗
𝑐 =< 𝐵𝑀𝑖

𝑐 , 𝐿_𝑇𝑃𝑖
𝑐 >   (1) 

Assessing the trustworthiness of online exams [6] is crucial 

to ensuring honesty [3], fairness, reliability and even quality 

of learning in assessment processes. The level of confidence 

in exam success varies according to the measures used in 

our model. The aim of advanced monitoring is to guarantee 

the integrity of the exam and prevent any fraud or cheating. 

Having an experienced invigilator when invigilating an exam 

is essential to guarantee the integrity [9] and smooth 

running of the tests.  

 

So that an experienced supervisor [10] can quickly identify 

suspicious behavior and effectively manage unforeseen 

situations. Thanks to their knowledge [11] of the 

regulations, they can intervene appropriately to prevent 

cheating while maintaining a calm environment conducive 

to the concentration of candidates. Additionally, their 

experience [10] allows them to reassure students by 

answering their questions with confidence and clarity, 

helping to reduce exam-related stress and anxiety. In short, 

their expertise is a major asset in ensuring the justice and 

fairness of the evaluation. Since this monitor's confidence 

can be strengthened by using reliable and effective 

monitoring tools [9] that reduce uncertainty and errors in 

judgment. 

4. Trust Model 

For example, the evaluation of confidence [12] to follow up 
on the surveillance of a candidate i by a supervisor j in a 
context c is expressed in the form of a tuple in (1) composed 
of the abilities of the supervisor formulated by 𝐵𝑀𝑖

𝑐 in (2), 
which is a register or memory which stores all the 
information of the entire session and the attitudes of the 
candidates denoted by their local trust [13] profile  𝐿_𝑇𝑃𝑖

𝑐  
in (4) to emerge the reliability and stability of candidates. 

𝐵𝑀𝑖
𝑐 = < 𝑏ℎ𝑖,𝑘

𝑐 > i ɛ [1, M] k ɛ [1, 𝑙𝑔𝑖,𝑐] (2) 
In other words, the candidate's behavior is monitored 

throughout the exam phase as well as the various 

interactions made during the session [14]. In short, 

everything saved in the memory 𝐵𝑀𝑖
𝑐 of the supervisor 

which records all interactions with the candidate 𝑢𝑖 in 

context c. 

𝑏ℎ𝑖,𝑘
𝑐 =< 𝑢𝑖 , 𝑐, 𝑎𝑐𝑐𝑖,𝑘 , 𝑑𝑒𝑙𝑎𝑦𝑖,𝑘 > (3) 

𝑏ℎ𝑖,𝑘
𝑐  denotes the behavior of the candidate materialized by 

a quadruplet in (3) involving the users, the context, the 

degree of anomaly noted during the session [14], and the 

deviation noted in an interaction between the proctor and 

the candidate. The memory size symbolizes lgi,c through the 

interactions of the recorded 𝐵𝑀𝑖
𝑐 session. 

 

In (3) 𝑎𝑐𝑐𝑖,𝑘 reveals the degree of anomaly noted following 

an interaction [15] "k" so that 𝑎𝑐𝑐𝑖,𝑘 tends towards zero (0) 

[𝑎𝑐𝑐𝑖,𝑘→0] if the behavior is too questionable and one (1) 



[acc →1] if the behavior is normal. 𝑎𝑐𝑐𝑖,𝑘 ɛ [O,1], 

𝑑𝑒𝑙𝑎𝑦𝑖,𝑘determines the gap in an interaction between the 

invigilator and the candidate 

5. Trust Evaluation Method 

As this waiting time can significantly affect the effectiveness 

and efficiency of online proctoring [16]. Therefore the 

register used is the memory of the monitor which 

memorizes the past responses or behavior of the user to 

adjust the monitoring strategy to respond to new threats 

[10] or tactics used by fraudsters. Based on 𝐵𝑀𝑖
𝑐, the 

monitor 𝑣𝑡 can determine the user's local profile in 

terms of reliability (𝑅𝑖
𝑐) and stability (𝑆𝑖

𝑐). The local profile 

𝐿_𝑇𝑃𝑖
𝑐 can be written in the form: 

𝐿𝑇𝑃𝑖
𝑐 = (𝑢𝑖 , 𝑐, 𝑅𝑐

𝑖 , 𝑆𝑐
𝑖) (Eq 4) 

𝑅𝑐
𝑖 = {𝑟𝑐,𝑘

𝑖 |𝑘 ɛ [1, 𝑙𝑔𝑖,𝑐]} (Eq 5) 

 

Reliability is a crucial aspect that ensures that the results 

obtained are accurate, fair and representative of the skills 

and knowledge of the candidates. So, the monitor's 

memory, that is, their ability to remember past incidents 

and detect suspicious patterns [17] of behavior, can 

improve the reliability of online monitoring.  

or 𝑟𝑐,𝑘
𝑖 =

1

1+𝑒
−𝑐𝑎𝑓,𝑘

𝑖 𝑐𝑑𝑓,𝑘
𝑖  (Eq 6)  

In addition, the degree of confidence of candidate i during 

an interaction k in a context c in online monitoring considers 

the measure of credibility and reliability that the online 

monitoring system grants to candidates. However, this 

degree of confidence [12] will be determined by the 

following factors: the candidate's past behavior, the 

consistency of their responses, the authenticity of their 

actions and compliance with predefined rules. 

 

But the anomalous element of surveillance is essential for 

detecting suspicious activity, identifying potential threats, 

preventing fraud, improving accountability [11] and 

analyzing emerging trends. By integrating anomaly 

detection mechanisms into our model, we strengthen 

security and effectively protect our digital assets and their 

users against surveillance threats. For the abnormal factor 

refers to the ability of our model to detect and report 

behavior or activity that deviates from the norm or he is 

considered unusual or suspicious. Indeed, a calm and 

organized atmosphere builds confidence, while a chaotic or 

stressful environment can undermine confidence [11]. The 

abnormal factor 𝑐𝑎𝑓,𝑘
𝑖  is given in (7). 

 

𝑐𝑎𝑓,𝑘
𝑖 = 1 − 𝑒− ∑ (𝑎𝑐𝑐𝑖,𝑞𝑥𝜃∆𝑡𝑞)𝑘

𝑞=1  (Eq 7) 

θ is a factor of forgetting. The forgetfulness factor refers to 

the ability of the monitoring system to consider the time 

elapsed since the collection of a certain piece of data took 

place. As a result, it is essential to understand that not all 

information maintains the same relevance or value over 

time. Thus, the forgetting factor comes into play to 

determine when and how data should be forgotten, 

updated or archived in our monitoring system. 

 

∆𝑡𝑞=𝑡𝑘 − 𝑡𝑞  (Eq 8) where 𝑡𝑞  is the time of the 𝑞𝑖è𝑚𝑒  

interaction.  

Let's mention the latency factor in online monitoring refers 

to the period between the detection of a suspicious event 

or activity and the intervention or decision-making of the 

monitor or automated system. Thus, this waiting time can 

have a significant impact on the effectiveness and efficiency 

of online proctoring. The latency [18] factor in online 

monitoring refers to the amount of time between the 

detection of a suspicious event or activity and the 

intervention or decision-making of the monitor or 

automated system [15]. Adequate wait time allows the 

supervisor to make informed and accurate decisions with 

sufficient information to assess the situation. Therefore, a 

hasty reaction [19] due to too short a waiting time can lead 

to hasty decisions or errors in judgment. The waiting time 

factor is evaluated using the following formula in (9). 

 

𝑐𝑑𝑓,𝑘
𝑖 = 1 − 𝑒− ∑ (𝑑𝑒𝑙𝑎𝑦𝑖,𝑞𝑥𝜃∆𝑡𝑞)𝑘

𝑞=1  (Eq 9)  

In other words, stability in (10) refers to the ability of a 

monitoring system to maintain consistent and reliable 

performance [19] under varying and changing conditions. 

Thus, it is crucial to ensure consistent, reliable and secure 

system performance, as well as to ensure the accuracy and 

reliability of monitoring measurements over time.  

 

A strong proctor memory can also help detect anomalies or 

unusual behavior that could indicate malicious or 

fraudulent activity by questioning the proctor's experience. 

Based on these, the monitor can more quickly identify alarm 

signals and take preventive measures to maintain the 

stability of the system affiliated with reliability by impacting 

the confidence level factor [11]. The stability in (10) is 

calculated based on the following formula: 

𝑆𝑐
𝑖 = 1 −

∑ (|𝑟𝑐,𝑘+1
𝑖 −𝑟𝑐,𝑘

𝑖 |)
𝑙𝑔𝑖,𝑐
𝑘=1

𝑙𝑔𝑖,𝑐−1
 (Eq 10)  

This is why the evaluation of the local confidence of the 

supervisor is evaluated in (11) which requires the histories 

concerning the expertise of the stakeholders (monitoring 

and supervisor) combined with current and historical [20] 

factors to assess the level of confidence. A confident 

supervisor will intervene appropriately and proportionately 

if suspicious behavior occurs. 

𝑙𝑜𝑐𝑎𝑙_𝑇𝑐
𝑗(𝑖) = 𝜔𝑐𝑢𝑟𝑟,𝑖 . 𝑐𝑢𝑟𝑟_𝑇𝑐

𝑗(𝑖) + 𝜔ℎ𝑖𝑠𝑡,𝑖 . ℎ𝑖𝑠𝑡_𝑇𝑐
𝑗(𝑖) 

(Eq 11) 

ℎ𝑖𝑠𝑡_𝑇𝑐
𝑗(𝑖) =  ∑ (𝑟𝑐,𝑣

𝑖 𝜑𝑣

∑ 𝜑𝑟
𝑙𝑔𝑖,𝑐
𝑟=1

)
𝑙𝑔𝑖,𝑐

𝑘=1  (Eq 12) 

The history is evaluated against a series of data relating the 

reliability standardized to the factor of waiting time or 

forgetting throughout the session. In our context [21] the 

defined time interval is 0.5. 

 

𝜑𝑣 = 2−(𝑡−𝑡𝑖,𝑣) (Eq 13) 

𝑐𝑢𝑟𝑟_𝑇𝑐
𝑗(𝑖) = (𝑂. 5 + 𝑔(ℎ𝑖,𝑗

𝑐 ). (𝑟𝑐,𝑙𝑔𝑖,𝑐

𝑖 − 0.5)) . 𝜀 (Eq 14) 

Although the invigilator may detect abnormal or suspicious 

behavior [22] and intervene or monitor candidates more 

closely. Therefore, the behavior of a supervisor, fluid and 

respectful communication with candidates indicate mutual 



trust, while a tense or conflicting conversation can be a sign 

of a lack of trust. So, the latter can lead to increased anxiety 

[15] or suspicion and create tense dynamics between 

stakeholders.  

 

The latter can become nervous, which can paradoxically 

lead to even more suspicious behavior [2] or to involuntary 

errors, reinforcing the impression of abnormality. Since 

many detected deviations may force the monitor to apply 

more severe corrective or disciplinary measures, thereby 

increasing the difference in stakeholder behavior. Although 

this may include more interrogations, identity checks or 

trips to the examination room, or even sanctions [2]. 

𝑔(ℎ𝑖,𝑗
𝑐 ) = {

⋋ ℎ2 , 𝑠𝑖 0 ≤ ℎ ≤
1

√2⋋2

1, 𝑠𝑖𝑛𝑜𝑛
  (Eq 15) 

𝜖 = {
1, 𝑠𝑖 𝑟𝑐,𝑙𝑔𝑖,𝑐

𝑖 > 0.5 

0, 𝑠𝑖𝑛𝑜𝑛
 (Eq 16) 

 

That is why the memory [5] of the supervisor plays a key 

role in the reliability and stability of the monitoring control 

work, which facilitates the detection of deviations [20], the 

ability to adapt to changes, consistency decisions and the 

development of supervisor skills. Strong memory can 

improve the overall performance of the system and 

increase its ability to meet the ever-changing challenges 

[23] of surveillance. The memory will allow:  

- Recognize the faces and voices of students authorized to 

take the exam. Because this can help detect any 

unauthorized presence or identify suspicious behavior. 

- Detect unusual behaviors in students, such as constant 

head movements, frequent glances at another screen, or 

suspicious [24] facial expressions, which could indicate an 

attempt at cheating. 

- Know the exam instructions such as rules on the use of 

allowed resources, deadlines for completing each section, 

etc. This can help them quickly identify any violations of the 

exam rules [2]. 

- Monitor the communications of students who 

communicate with each other during the exam, whether by 

chat, video conference [14] or other means. This memory 

can facilitate the detection of unauthorized collaborations. 

6. Numerical experiments 

Experimental Result 

Scenario 1: Variation in reliability as a function of the 

number of interactions. 

Case 1: Number of attempts = 100, memory length = 50, 

number of interactions = 10 

Trust Evaluation 0.999999999033467 

 
7. Note 1: Following the simulation carried out after 

scenario 1, we note that the reliability tends towards 

100% when the number of interactions increases. 

From 50, we are already 100% confident. Which means 

that the cheating rate is almost zero when supervision 

is more rigorous. 

 

The point is that reliability stabilizes as a function of the 

number of iterations. As a result, it tends towards 

99.99999%. The error rate has become too low: 

0.000000008. 

Scenario 2: Variation in reliability as a function of the 

number of interactions. 

Case 2: Number of attempts = 100,  

memory length = 250, number of interactions = 100 

 

Variation in stability as a function of memory size 

 
Scenario 3: Variation in reliability as a function of the 

number of interactions. 

Case 2: Number of attempts = 100, memory length = 50, 

number of interactions = 10 



 

8. Conclusion and future work  

Ultimately, the delicacy [22] of exam monitoring no longer 

needs to be demonstrated, especially since it strongly 

influences the future of learners [9]. In other words, the 

scourge of cheating partly innates to human beings in a 

tendency to seek ease leads to a poor reflection of 

competence [15]. Thus, it introduces a biased assessment of 

the results of the candidates' performances. In addition, it 

is important to succeed in formalizing the level of 

confidence or reliability [25] of exam monitoring.  

 

First, online consultation of exams has multiple benefits, 

such as increased flexibility and accessibility for students. 

However, it also raises major challenges regarding data 

privacy, fairness and security. In addition, it is essential to 

put in place clear protocols to ensure the integrity [26] of 

exams while preserving the rights of candidates, to use 

reliable technologies and to raise participants' awareness of 

ethical [27] issues. To conclude, by taking these elements 

into account, online monitoring [16] can be transformed 

into an effective and fair tool for remote assessment [1]. 
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