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Abstract

Al tools are becoming more commonly used in a variety of application domains. In this paper,
we describe a system named FATE that combines state of the art Al tools. The goal of the
FATE system is decision support with use of ongoing human-Al co-learning, explainable Al
and fair, bias-free and secure usage of data. These topics are societally very relevant for the
update of Al-based support systems, but the manner in which to bring these together into a
working system is far from trivial. We describe the various functional components that
comprise the system, share our experience with the set-up of such a system, explain how it can
be used in a variety of use cases, taking into account multiple user roles. Finally, we reflect on
this and provide an outlook for the continuation of this development.
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1. Introduction

Al tools are becoming more advanced and ubiquitous in a wide variety of application domains. Yet, as
of now they tend to be fairly specialized and not necessarily tailored towards a large variety of (naive)
users. Moreover, the application of Al tools in a fair, bias-free and explainable manner remains a big
challenge. The FATE (FAir, Transparent, Explainable) system aims to unify a set of Al tools addressing
these issues into a ready-to-use decision support system that can be utilized by end users in various
roles and domains.

FATE combines machine learning with knowledge engineering methods to establish human-Al co-
learning for ongoing human-Al performance improvements. We develop Al capabilities to provide
classifications, predictions, advice and decisions in a fair, understandable-trustworthy, controllable and
secure manner [1]. Fairness is realized through bias management (i.e., prevention, identification and
mitigation) [2]. Adequate human understanding and trust is realized by the capability to provide
personalized explanations [3] alongside the Al-generated output. Meaningful human control is
supported by the capability to integrate (explicit) human knowledge into the ongoing learning process,
i.e., knowledge engineering, for instance via the provision of new concepts in the input of the machine
learning and by adding causal relations for explanations [4]. And finally, secure learning is realized
through federated learning [20], which will dictate additional constraints on the other capabilities (i.e.,
bias management, personalized explanations, knowledge engineering).

The FATE system is conceived in a generic manner, meaning that the system is domain-agnostic.
By applying it to a number of use cases in different domains, the system becomes populated with data,
knowledge and user preferences. The currently targeted use cases are diabetes type 2 risk prediction
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and management (healthcare), industrial predictive maintenance (industry) and risk assessment of
convicts’ fleeing chance (justice and security).

The creation of the FATE system was a challenge, because combining the different Al research areas
as well as maintaining a generic system has not yet been done before. The method of socio-cognitive
engineering [5] is used to perform research and development of the FATE system in an incremental
manner. In this paper we share our experience with creating such a system.

In the next section we describe the different components of the FATE system. Following that, we
reflect on the process and experiences of the first year of working on the system and we conclude with
an outlook towards future work.

2. Components of the FATE system

The FATE system is conceived as a generic decision support system, that can be applied within a variety
of different domains and use cases. Through application to a specific use case, the FATE system
becomes instantiated for this particular context. A working use case is for example decision support for
diabetes type 2, in which the system can give health-related advice to both healthcare professionals and
patients, tailored towards their respective contexts. Thus, the use case specifies the user roles, domain
knowledge, data sources and advice type.
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Figure 1: Overview of the integrated FATE system with functional modules.

The individual components that constitute the FATE system are developed in a modular fashion.
Typically, these are research topics themselves for which we utilize state-of-the art insights and craft
these into a functional module that forms a building block in the integrated FATE system (see Figure 1
for a schematic illustration). The creation of these modules is a combination of implementing the latest
scientific insights into a working software module and original research. The functional modules



contribute to five research topics that are currently explored within FATE: I) Fair Al, 1) Hybrid Al, 111)
Explainable Al, 1V) User interaction & Co-learning and V) Secure learning.

1)

1)

Fair Al, through bias identification, evaluation and mitigation as to ensure a fair and
trustworthy system (Module 3, Figure 1). Bias has been touted as the Achilles heel for many
Al systems, as it can easily skew predictions into unwanted directions [2]. In some cases
you want to avoid bias, for instance when having ML models trained on a particular user set
making predictions for another group of users, while in other cases bias can be exploited,
i.e. by making more accurate predictions when the system is aware of existing biases. To
ensure a fair and trustworthy Al model, the Al developer takes the following steps to detect
and mitigate bias: (1) collect the knowledge for risks, requirements and expectations from
experts and stakeholders; (2) with the knowledge, inspect the data for bias risks; (3) based
on data and knowledge, priorities in bias risks are selected. The scope, the metrics and the
necessary model features are determined; (4) detect bias in impact by running a baseline
model and visualizing metrics; (5) act upon the bias risk detection and perform bias
mitigation; and finally, (6) evaluate the system by the metrics and use the audit of the process
for communication and documentation.

Hybrid Al, in which we combine knowledge and data-driven approaches to obtain enriched
predictions. In Module 1 “Interactive knowledge modelling”, domain knowledge is captured
in a formal representation by the Al developer and domain expert(s). They keep the
knowledge model updated with the latest insights during the system’s lifecycle. In Module
2 “Human-driven data shaping” the Al developer transforms the raw data into data that can
be used to train the machine learning model. Domain knowledge from Module 1 is used to
extract useful and meaningful features. In Module 4 “Domain knowledge integration”,
domain knowledge is then used to improve predictions that would in a sole data-driven
approach perform less well, and/or to provide constraints through which the generated
advice can be improved/tailored towards the user-specific context. Domain knowledge can
also aid in dealing with bias (topic I) and help with generating explanations of predictions
(topic II). Currently, domain knowledge is added to the Machine Learning component
(Module 5 in Figure 1) by using a Graph Neural Network [8, 9]. Both knowledge and data
are combined into one graph and used to make predictions [21].

I11) Explainable Al. Al-generated advice — particularly coming from modern approaches such

as deep learning models —may be fairly hard to comprehend for (lay) users. However, to
obtain an appropriate level of (i.e., calibrated) trust in the system, it is of utmost importance
that the system is able to provide adequate explanations that are comprehensible and
acceptable to its users [10]. For instance in a healthcare context, both a healthcare
professional (e.g., a doctor) consulting an Al-driven prediction system, as well as a patient
who may obtain health-related advice from said system need to be able to understand the
Al-generated predictions. Not to do so could severely undermine the trust that user place in
the system, which can easily result in less effective use. To cater effectively for these
different types of user, user modelling is conducted in Module 6 “User modelling”.
Knowledge about users is captured in two ways: (1) a formal user model containing data of
a specific user (e.g., demographics, preferences, interaction history with the system), which
is used to personalize explanations, and (2) documentation of user research findings, which
is used to inform the user interface design. Based on input from the user module (Module
6), domain knowledge (Module 4) and prediction models (Module 5), explanations are
generated in Module 7 “Generating explanations”. Information for a variety of explanations
(e.g., feature-based, example-based, contrastive) is extracted from the machine learning
model. Explanations are personalized based on the user model. An interpretable confidence
estimation [7] is also calculated. The generated explanations help users understand the Al
model and its predictions. The confidence estimation is particularly useful for trust
calibration, because it allows users to adapt their level of trust to the Al’s certainty level on
a case-by-case basis.



IV) User interaction & Co-learning. Users may interact with the system in various capacities
and roles. We can identify the following archetypical user roles, although this can vary for
different use cases: 1) Al developers/data scientists: persons who train the algorithms and
interact with the system from a research/engineering perspective, 2) expert users: persons
who interact with the system in their capacity as a professional and as such can provide
domain knowledge and expertise that can be incorporated for future iterations, and 3) lay
users: persons who interact with the system from a more lay position and/or receiving role,
e.g. a patient. For each of these roles, the manner of interaction and mode of presentation
should be tailored, also taking into account a particular context derived from the application
domain. Particularly for the expert and lay user roles, it may be important to endow the
system with appropriate social capabilities, as this can aid in effective application of ML/AI
approaches in a social context [6]. Users interact with the system through a user interface
(Module 8), which allows them to interactively explore the Al output through user interface
components that are embedded in larger applications (e.g., an Al for medical decision
support might be embedded in an Electronic Medical Record). The user interface is designed
according to user-centered design principles to ensure that users can use the Al output to
reach their goals effectively, efficiently, and enjoyably.

V) Secure learning. In many cases, the input data will be sensitive. Various approaches exist
to prevent or considerably reduce the risk of information leakage. In the health domain,
federated learning is used often for horizontally partitioned data, which is also the case for
the use case described in the next section. While this approach provides good protection, it
is still possible to extract information from the models that are trained in federated locations.
Therefore, we explore how additional approaches, like Multi Party Computation or
Differential Privacy, may be used to make the training process more secure.

While the above topics each provide challenges in their own right, it is relevant to integrate these
functionalities into one system because there is considerable interplay between them. This may include:

e Explicitly modelled world knowledge is not only used to improve the Hybrid Al
component, but will also be needed to more effectively guide the bias detection component,
to explicitly model user preferences for the interaction part, and to make better explanations
towards the user.

¢ Bias mitigation measures that are taken by the bias component should be an integral part in
the Explainable Artificial Intelligence component: since the user should be warned that
either the prediction is inaccurate because of bias, or that this has been accounted for.

e The choice of explanations and the way it is presented to the user, will have impact on the
effect. Some types of explanations will not be understood so the system may want to
conclude that other forms would be more effective.

e When secure learning methods are used, information is effectively hidden so that only the
necessary information is actually known. This puts limits on requirements like transparency
and explainability. For instance, explanations using actual examples from the training set
may become impossible. Another effect may be that bias identification is not possible when
it was not an explicitly formulated information element in a secure learning procedure.



3. Afirst prototype

To establish sustained progress in the decision-making and task performance for complex problems,
hybrid Al-solutions are being proposed and researched that complement and reinforce human’s
cognitive work [11,12]. We developed a first prototype of the FATE hybrid system that incorporates
basic functionalities for bias management, personalized explanations, knowledge modelling and
federated learning in order to establish ongoing, effective and fair, human-Al co-learning.

The research and development of such hybrid intelligence is transdisciplinary by nature (cf, [13]),
requiring transdisciplinary system modelling (cf. [14]). The FATE project team comprises the diverse
disciplines for researching the relevant topics with their dependencies (such as human factors, agent
modelling, machine learning, human-computer interaction, behaviour change, chronic diseases). For
establishing the joint project objectives, the research questions and the research & development
methods, we are developing an easy-to-understand modelling language with a common vocabulary that
describes the envisioned co-learning solution as re-usable design patterns (cf., [15,16,17]). In addition
to this design approach, for the evaluation we specified and assessed the first set of evaluation methods
and metrics, focusing on understandability and trust of explained Al-output [18].

We used the socio-cognitive engineering method [5] to facilitate a common ground between the
team members from different disciplines, and to integrate the relevant technical, human factors, and
operational aspects into a coherent problem description and solution direction.

The design of the scenario and corresponding prototype forced the project team to harmonize the
machine learning and knowledge modelling, to collaborate on the transdisciplinary research topics of
fairness and explainable Al, and to integrate AI’s input and output into a coherent set of interaction
design patterns (cf. [19]). For example, explanations can help to become aware of bias risks and to
mitigate biases, with the specific roles of Al-developer, domain expert (Health Care Professional, HCP)
and layperson (patient) in a diabetes use case.

Docker! was used to integrate the different modules from Figure 1 into a single FATE prototype.
The user interface module was built using Dash? and Bootstrap® and contains a set of Ul components
that can be combined in a way that is tailored to the user interacting with the system (e.g., a HCP may
require different components than a patient). Figure 2 shows a screenshot of the prototype, including
Ul components for the certainty of an Al prediction, evidence for and against a prediction, a contrastive
explanation, an example-based explanation, and the performance of the Al model for a specific
prediction.

1 Docker, Inc (n.d.). Docker: Empowering App Development for Developers. https://www.docker.com/
2 Plotly (n.d.). Introduction to Dash. https://dash.plotly.com/introduction
% Bootstrap — The most popular HTM, CSS, and JS library in the world. (n.d.). https://getbootstrap.com/



FATE Healthcare professional

Patient list (2] Name: Mercedes Borghese  Age: 24

Prediction: High diabetes risk

Certainty: - 0

Evidence for and against

Evidence for (total)

Evidence against (total)

DiabetesPedigreeFunction = 0.652
Pregnancies =3

SkinThickness = 33

Bl =372

BloodPressure = 52

Age=24

Glucose =162

Insulin=0

Nene High

Relevance for prediction
Comparison to other predictions

For the prediction to be | Low dizbetes risk = instead of 'High diabetes risk', the following needs to be true:

Pregnancies <=3
Glucose <= 154
Insulin <=0

Age <= 22

Comparison to other cases

Al perfarmance
The performance of the system for the prediction ‘High diabetes risk’ on the validation dataset,

Sensitivity: 61% Specificity: 88%

Gold standard
High diabetes risk Other
Al prediction High diabetes risk True positive: 120 (22%) False positive: 44 (8%)

Other False negative: 76 (14%6) True negative: 313 (57%)

Figure 2. Screenshot of the FATE prototype for the HCP user role. This example shows Ul components
for the certainty of an Al prediction, evidence for and against a prediction, a contrastive explanation,
an example-based explanation, and the performance of the Al model for a specific prediction (from top
to bottom).



4. Outlook

The FATE project is a multi-year research project that is continuing in 2021. Compared to last year,
there will be a stronger focus on the user-roles and the interaction that they will have with the system.
In particular, we will focus more on the research topics of of fairness, explainable Al, co-learning, and
secure learning. We continue the goal of building a generic system, meaning that it needs to be able to
deal with a wide variety of different contexts. Context can change, depending on both different user
roles and different use cases. The three user roles remain the same, but we generalize these more so that
they can be applied within use cases in (very) different domains:

1) Researcher (a domain researcher, e.g. a medical researcher, a criminologist, a sociologist),

2) Consultant (advisor of a subject, e.g. a medical doctor, a judge, a civil servant),

3) Subject (affected person, e.g., a patient/consumer, a convicted person, a naive users, etc.).

Each of these user roles will place specific demands on the system with respect to the type of interaction
that will occur over time.

The system will be adaptive towards the users, learn from the interaction and the feedback that users
provide and from additional data that may become available as scenarios unfold, and thus evolve
towards an increasingly personalized and optimized support system that can provide advice in a fair
and secure manner.
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