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Abstract

Mitigation methods increasing radiation hardness of the FPGA-based Readout
of the ALICE Inner Tracking System

Over the years 2019-2020, the ALICE experimental apparatus will undergo a major
upgrade. A key element of the modernization is the construction of a new Inner Tracking
System (ITS) consisting of 24,120 monolithic active pixel sensors (MAPSs). The sensors’
constrained power budgets limit their data line driving capability, forcing the readout
electronics to be located as close as possible to the detector in a hostile radiation envir-
onment. The readout system serves many various functions. It configures, monitors and
reads out data from the detector and interfaces with the trigger and power systems. It
also preprocesses and packetizes the received data, and streams the packets out to the
data acquisition system. Because of the tasks that it performs, it requires powerful and
flexible processing units. Also, as new functionalities are usually implemented over time,
it is required that the readout system can be upgraded. Modern FPGA devices meet all
of the aforementioned requirements. Unfortunately, dedicated radiation-hard by design
FPGASs cannot be utilized, as they are either limited in resources or too expensive. Con-
versely, commercial-grade SRAM-based FPGAs offer a large amount of logic resources and
transceivers, and their price is low enough to be used in large quantities. Although they
are susceptible to ionizing and non-ionizing radiation, there exist radiation mitigation
methods that can be employed to increase the radiation hardness.

Mitigation methods that increase the radiation hardness of non-radiation-hardened
SRAM-based FPGAs are the subject of this dissertation. The author verifies the hypo-
thesis that it is possible to design and deploy the readout system employing commercial,
non-radiation-hardened SRAM-based FPGAs for the upgraded ALICE Inner Tracking
System. The design functional error rate estimation methodology is proposed, which is
followed by the explanation of concepts of various radiation mitigation methods based
on: spatial redundancy, refreshing of configuration memory of SRAM-based FPGAs, and
triplication of inputs and outputs. Basic building blocks of an SRAM-based FPGA design

(combinational and sequential circuits, Block RAM, Finite State Machines) were imple-
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mented with various mitigation methods employed, and experimentally evaluated via fault
injection and irradiation tests. Finally, implementation guidelines based on the obtained
experimental results were formulated for the application in the FPGA-based Readout of
the upgraded ALICE Inner Tracking System.

In the dissertation the author also includes the description of the prototype readout
electronics that were utilized as the main platform for radiation testing and various de-

velopment activities while designing the ITS Readout System.

Key words: CERN, LHC, ALICE, Inner Tracking System (ITS), MAPS, readout
system, SRAM-based FPGA, radiation, SEE, SEU, SET, SEFI, fault injection, irradi-

ation.



Streszczenie

Metody zwickszania odpornosci radiacyjne; dla wewnetrznego systemu $lado-

wego opartego na uktadach FPGA w eksperymencie ALICE

W latach 2019-2020 eksperyment ALICE w CERN przejdzie gruntowng modernizacje,
podczas ktorej zostanie zainstalowany nowy wewnetrzny system sladowy (Inner Tracking
System - ITS). Bedzie sie on skladal z 24,120 sensoréw wykonanych w technologii Mono-
lithic Active Pixel Sensor (MAPS). Ze wzgledu na fakt, ze sensory pikselowe zostaly zapro-
jektowane 7z uwzglednieniem jak najnizszego poboru energii elektrycznej, nie sa w stanie
transmitowaé¢ danych na duza odleglto$¢. W zwigzku z tym system odczytu danych do
detektora I'TS musi zostac¢ zlokalizowany mozliwie blisko niego - w §rodowisku gdzie wyste-
puje promieniowanie jonizujace i niejonizujace. System odczytu danych peini wiele funkcji
dotyczacych sterowania, kontroli i odczytywania danych z detektora, wstepnego przetwa-
rzania oraz komunikacji z systemami zasilania, wyzwalania i akwizycji danych. Wykorzy-
stanie reprogramowalnych uktadéw FPGA pozwala na implementacje skomplikowanych
funkcjonalnosci oraz umozliwienie modyfikacji pracy systemu wraz z czasem uzytkowa-
nia. Odporne na wplyw promieniowania uktady FPGA nie moga zosta¢ wykorzystane ze
wzgladu na niewystarczajaca ilos¢ zasobow logicznych lub zbyt wysoki koszt. Natomiast
uktady FPGA oparte o pamie¢ konfiguracyjng typu SRAM, ktore oferuja wystarczaja
ilo§¢ zasobow logicznych i szybkich peryferii do transmisji danych, nie sa odporne na
promieniowanie jonizujace i niejonizujace. Istnieja jednak metody, ktére pozwalaja na
zwickszenie odpornosci radiacyjnej uktadow SRAM FPGA.

Niniejsza praca doktorska dotyczy metod zwigkszania odpornosci radiacyjnej struktur
logicznych implementowanych w komercyjnych uktadach SRAM FPGA, ktore nie zostaly
zaprojektowane do pracy w srodowisku, gdzie wystepuje promieniowanie jonizujace i nie-
jonizujace. Autor poddal weryfikacji teze o tym, ze system odczytu danych do detektora
ITS moze zosta¢ skonstruowany w oparciu o komercyjne uktady SRAM FPGA, ktore
nie zostaly przystosowane do pracy w $rodowisku radiacyjnym. W tym celu zostala
zaproponowana nowatorska metodologia pozwalajaca na szacowanie czestosci wystepo-

wania bledow funkcjonalnych w strukturach logicznych zaimplementowanych w SRAM



FPGA. Przedstawione i opisane zostaly metody zabezpieczania struktur logicznych oparte
na redundancji przestrzennej, wykorzystaniu kodow korekcji btedow, od$wiezaniu pa-
mieci konfiguracyjnej uktadow SRAM FPGA oraz potrajaniu ukladow wejscia-wyjscia.
Zaprezentowane zostaly rowniez metody testowania polegajace na sztucznym wstrzykiwa-
niu bledéw do pamieci konfiguracyjnej uktadow SRAM FPGA oraz napromieniowywaniu
za pomocy testowych wiazek czastek. Opracowana metodologia pozwala na testowanie
odpornosci radiacyjnej struktur implementowanych w uktadach SRAM FPGA w laborato-
rium, bez koniecznosci wykorzystywania drogiego i czasochlonnego napromieniowywania
skracajac tym samym czas i obnizajac koszt testowania. Autor eksperymentalnie te-
stuje podstawowe typy ukladow logicznych implementowanych w SRAM FPGA (uktady
kombinacyjne i sekwencyjne, pamie¢ blokowa, maszyny stanow) z zastosowaniem r6z-
nych technik zabezpieczania przed promieniowaniem. Nastepnie przeprowadzona zostaje
analiza danych eksperymentalnych dla wielu réznych struktur testowych i na podstawie
wynikow zostaja sformulowane zalecenia dotyczace implementacji finalnego projektu dla
uktadu SRAM FPGA, ktory bedzie pracowal w systemie odczytu danych dla nowego
detektora I'TS.

W rozprawie doktorskiej autor zamieszcza rowniez opis zaprojektowanego i urucho-
mionego przez siebie prototypowego systemu odczytu danych dla detektora ITS. Byl on
wykorzystywany jako glowne narzedzie stuzace do prowadzenia testéw radiacyjnych oraz

prac rozwojowych podczas opracowywania systemu odcezytu danych do detektora ITS.

Stowa kluczowe: CERN, LHC, ALICE, wewnetrzny system sladowy (ITS), MAPS,
system odczytu danych, SRAM-FPGA, promieniowanie, SEE, SEU, SET, SEFI, wstrzy-

kiwanie bledéw, napromieniowywanie.
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Preface

Motivation, subject and scope of the thesis

The development of particle detectors and electronic systems for high-energy physics
(HEP) experiments at accelerator facilities (e.g. CERN Large Hadron Collider [1]) is
driven by their dedicated physics research programs. Analyzing rare particle collision
events with high recurrence and precision pushes towards constant modernization of the
experimental apparatus. Following new research objectives, the continuous development
of novel solid-state particle sensors for high-energy physics experiments allows for tracking
more complex collision events at higher rates and with better precision. However, the
aforementioned technology advancements pose many demanding design challenges. First
of all, an increase in beam luminosity results in higher radiation levels in the experimental
areas where specialized electronic equipment operates. What is more, the mentioned
increase in beam luminosity and a higher detection resolution lead to a significant increase

of data throughput that have to be captured and processed.
Over the years 2019-2020, the ALICE experimental apparatus will undergo a major

upgrade. A key element of the modernization is the construction of a new Inner Tracking
System (ITS) consisting of 24,120 monolithic active pixel sensors. The sensors’ constrained
power budgets limit their data line driving capability, forcing the readout electronics to
be located as close as possible to the detector in a hostile radiation environment. The I'TS
Readout System serves various functions. First of all, it configures, monitors and reads
data out from the detector. Furthermore, it interfaces with the trigger and detector power
systems, preprocesses and packetizes the received data, and streams the packets out to
the data acquisition system for storage and detailed analysis. Because of the abundance
of tasks that it performs, it requires powerful and flexible processing units. To allow for
the implementation of new functionalities over time, the Readout System is required to be
upgraded. Modern FPGA devices meet all of the aforementioned requirements. They of-
fer a large amount of logic resources, high-speed signal transceivers, and re-configurability
to modify or extend functionalities during the lifetime of an experiment. Also, develop-

ing an FPGA design is faster and cheaper than designing a custom ASIC. As it has been
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already mentioned, the ITS Readout System has to be in close proximity of the detector in
radiation environment. Unfortunately, dedicated radiation-hard by design FPGA devices
cannot be utilized, as they are either limited in resources or too expensive. Conversely,
commercial-grade SRAM-based FPGAs offer a large amount of logic resources and trans-
ceivers, and their price is low enough to be used in large quantities. However, they are
susceptible to ionizing and non-ionizing radiation effects, which have limited their employ-
ment so far. Thus, as commercial-grade non-radiation-hardened SRAM-based FPGAs can
significantly contribute to the development of the Readout Systems, there is a strong in-
terest in evaluating the possibility of using these devices in radiation environments similar
to the one in which the ALICE ITS Readout will operate.

Mitigation methods increasing radiation hardness of non-radiation-hardened SRAM-
based FPGAs are the subject of this dissertation. In order to characterize the operation
of different FPGA design logic modules in the radiation environment, the design func-
tional error rate estimation methodology is proposed. It is followed by the explanation
of concepts of various radiation mitigation methods based on: spatial redundancy, re-
freshment of configuration memory of SRAM-based FPGAs, and triplication of inputs
and outputs. Later, basic building blocks of an SRAM-based FPGA design (combina-
tional and sequential circuits, Block RAM, Finite State Machines) are implemented with
various mitigation methods employed. Then, they are experimentally evaluated via fault
injection and irradiation tests. Finally, implementation guidelines based on experimental
results are formulated for the application in the FPGA-based Readout of the upgraded
ALICE Inner Tracking System. However, the presented design functional error rate es-
timation methodology and following radiation mitigation methods can also be applied to
other HEP systems, space instrumentation, or to other electronic systems that operate in

a radiation environment.

Structure of the thesis

The doctoral thesis consists of 8 chapters and 3 additional appendices. In Chapter 1
the Large Hadron Collider at CERN is briefly presented. Then, the ALICE experiment
is shown and its main electronic systems are explained. The description is followed by
the introduction of the ALICE Inner Tracking System (ITS) Upgrade Project. Later, a
construction of the new detector is explained. Then, the design of the Readout System
for the ALICE Inner Tracking System is presented and its main design constraints are
emphasized. Finally, the environment where the ITS Readout System will operate is
discussed. Chapter 2 describes radiation effects on FPGA devices. First, FPGA archi-

tectures and their application areas are presented. Then, radiation-induced effects are
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discussed. Finally, the operation of SRAM-based FPGA devices in different radiation
environments is shown and potential risks are indicated. Chapter 3 contains the motiva-
tion for this dissertation, which is followed by a definition of the hypothesis. Then, thesis
objectives are formulated and discussed. Chapter 4 presents the methodology of design
functional error rate estimation. Later, the designed Emulator and experimental testing
techniques are shown and discussed. Chapter 5 describes different Single Event Upset
mitigation methods based on spatial redundancy, configuration memory scrubbing, and
inputs-outputs triplication. Chapter 6 describes the design of the hardware prototype
platform. First, the motivation and design objectives are formulated. Later, architecture
and implementation details are depicted. Chapter 7 describes in detail testing methodolo-
gies that were employed while evaluating basic building blocks of an SRAM-based FPGA
design. The description is followed by a presentation of the experimental setup that was
employed during fault injection and irradiation tests. Later, various testing designs, their
evaluation and experimental results are shown and discussed. Chapter 8 summarizes
the experimental results and discusses the main contributions to the Readout System of
the ALICE ITS. Additional information that are not presented in the main body of the

dissertation are included in the Appendices.
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Chapter 1

Introduction

1.1 The Large Hadron Collider

The Large Hadron Collider (LHC) [1] is a circular synchrotron. It was installed in an
existing 26.7 km long tunnel, located from 50 m to 75m under ground level in the Geneva
area across the Swiss-French border, which had been previously built for the CERN Large
Electron-Positron Collider machine. The LHC became operational in 2008 and is the latest
upgrade of the CERN’s accelerator complex presented in Fig. 1.1.

The LHC accelerates and collides two counter rotating beams of protons or heavy ions.
Greatly simplifying, it consists of two vacuum beam pipes integrated into numerous super-
conducting magnets, and accelerating cavities, which respectively control and accelerate
the trajectory of the particles. There are in total 1232 custom-designed, state-of-the-art
bending dipoles. Each of them is 14.3m long, weighs 35t, and contains two independ-
ent vacuum beam pipes. The magnetic field of 8.4T, required to bend the accelerated
particles, is generated by an electric current of 11,700 A flowing though niobium-titanium
superconductive coils cooled down to 1.9 K. The cooling is provided by the liquid helium
cryogenic installation. Before particles are collided, they go through a series of steps in
which their energy is gradually increased. First, they are accelerated to 50 MeV by a
linear accelerator LINAC 2. Next, they are injected to the circular Proton Synchrotron
Booster where their energy is further increased to 1.4 GeV. Then, they are transferred
to the Proton Synchrotron Booster. When they reach a 25 GeV energy, they are injected
to the Super Proton Synchrotron, which further accelerates them to 450 GeV before the
final injection to the LHC, where the final energy of 6.5 TeV per beam is reached. Each
proton beam consists of bunches of 1.15- 10! particles. Each bunch is 30 cm long, and
the spacing between two bunches in the vacuum pipe equals 7.5m. The bunch crossing
interval equals 25 ns (40 MHz).

At four Interaction Points positioned along the LHC at regular intervals, the special-
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CERN's Accelerator Complex
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Figure 1.1: Accelerator complex at CERN (CERN copyright).

ized groups of three quadropole magnets (called the inner triplets) focus the two counter-
rotating beams so that they can collide in well-defined positions, where the particle de-
tectors are installed. The particles are collided with a maximum centre-of-mass energy of
up to 13 TeV in the Interaction Points in the center of the detectors. The products of the
particle interactions are recorded by the detectors, and then data analysis algorithms are
employed to analyze collisions. A Toroidal LHC Apparatus (ATLAS) [2] and Compact
Muon Solenoid (CMS) [3] detectors are dedicated to carrying out experimental tests of
supersymmetry [4] and the Higgs mechanism [5,6]. The Large Hadron Collider beauty
(LHCD) [7] is designed to study the CP violation and physics of the B meson. A Large
Ton Collider Experiment (ALICE) [8] is described in detail in Section 1.2,

1.2 The ALICE Experiment

A Large Ton Collider Experiment (ALICE) [8], whose general layout is shown in Fig. 1.2,
is a general-purpose, heavy ion collision detector. The physical dimensions of the exper-

imental apparatus are 16m x 16 m x 26 m, and it weighs approximately 10,000t. It has
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been specifically designed to investigate the physics of strongly interacting matter and the
Quark-Gluon Plasma [9] at high values of energy density and temperature in relativistic
nucleus-nucleus collisions. Data taken during proton-proton runs at the top LHC energy
provides reference data for the heavy ion programme and addresses a number of physics
observables for which ALICE is complementary to the other LHC detectors. The ALICE
experiment consists of 18 different sub-detector systems grouped into a central barrel and
forward section. Their design was driven by the unique physics requirements (the extreme
particle multiplicity anticipated in central Pb Pb collisions) and the experimental con-
ditions expected at the LHC. Each one was customized in terms of design requirements
and construction technology. The different subsystems were optimized both to provide
high-momentum resolution and particle identification over a broad range in momentum,

up to the highest expected multiplicities.

=
“Ragt] o0

Figure 1.2: ALICE experimental apparatus after LS2 (ALICE Collaboration copyright).

There are eight central sub-detectors within the central barrel (Inner Tracking Sys-
tem, Time-Projection Chamber, Transition Radiation Detector, Time-Of-Flight Detector,
High-Momentum Particle Identification Detector, Photon Spectrometer, Electromagnetic
Calorimeter, ALICE Cosmic Ray Detector) which measure hadrons, electrons, and photons.
Five other detectors cover the forward direction (a muon spectrometer, Zero Degree Calor-
imeter, Photon Multiplicity Detector, Forward Multiplicity Detector, VO detector, TO
detector) and are used for detecting muons, global event characterization, and triggering.

The ALICE is equipped with a dedicated multilevel trigger system. The Central
Trigger Processor (CTP) triggers the detectors. Later, the High-Level Trigger (HLT)
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filters and compresses the data received from the detectors, and transmits them to the
Data Acquisition System (DAQ). Selected events are permanently stored for later analysis
by the Offline computing system. The Detector Control System (DCS) provides control
and online monitoring of all the detectors in the experiment.

The operational conditions for the front-end and readout electronics systems installed
near the experimental apparatus are demanding, especially because of ionizing and non-
ionizing radiation which may lead to a Single Event Effect disrupting a correct operation,
or to destructive latch-up conditions [10]. Also, the presence of a magnetic field imposes

many design limitations for electronic systems.

Figure 1.3: ALICE experimental apparatus with solenoid magnet door opened (ALICE
Collaboration copyright).

1.3 The Upgraded ALICE Inner Tracking System

During the Second Long LHC Shutdown (LS2) [11] in the years 2019 2020, the ALICE
experimental apparatus will undergo a major upgrade. A key element of the modern-
ization is the construction of a new ultra-light, high-resolution Inner Tracking System
(ITS) [12]. It is the innermost barrel detector of the ALICE apparatus (Fig. 1.2), closest
to the Interaction Point. Its main functions are tracking charged particles produced in
collisions, and reconstructing primary vertices of primary beam collisions and secondary
vertices from the decay of short-lived particles produced in the primary collisions. To meet

the physics requirements in terms of spatial resolution and tracking speed, the upgraded
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ITS shown in Fig. 1.4, has been designed as a barrel detector arranged in 7 concentric
layers of different lengths to optimize solid angle coverage. The Inner Barrel (IB) consists
of the three innermost layers, while the Outer Barrel (OB) contains the other four layers.
They are azimuthally segmented into units called staves, which are electrically and mech-
anically independent. The staves within each group of layers share a common design and
are fixed to the end-wheels, which serve as precision support structures. Cooling pipes

and cabling enter only from one side of the detector, simplifying its maintenance.

Outer Layers (OL)

Middle Layers (ML)

Inner Layers (IL)

Beam pipe

Figure 1.4: Layout of upgraded Inner Tracking System detector [12].

One of the most innovative aspects of the new ITS is the use of Monolithic Active Pixel
Sensor ASICs to operate within its entire surface [13,14]. The very same sensor design is
used across the entire ITS, both in the IB and OB, even though they clearly differ in terms
of the expected tracks density. It has been specifically designed for the ALICE experiment
and it is implemented in 0.18 pm TowerJazz CMOS Imaging Technology [15]. The sensor
size is 30mm x 15mm with about 28 pm pixel pitch, and it is thinned down either to
50 pm on the Inner Layers or to 100 pm on the Outer ones. It embeds s high-speed serial
data interface and a bidirectional control bus for configuration and monitoring. There are
a total of 24,120 sensors in the ITS, creating a detection surface of about 10m?, which is
segmented into 12.6 billion pixels.

The Inner Barrel (IB) layers consist of staves which incorporate Hybrid Integrated
Circuit (HIC), a space frame, and a cold plate (Fig. 1.5). The IB HIC (Fig. 1.6) is equipped
with 9 pixel sensors which are glued and wire-bonded to the Flex Printed Circuit (FPC).
The HIC is glued to the carbon fibre space frame, which provides mechanical fixation and
cooling. There are 48 staves within layers 0, 1 and 2 which utilize 432 pixel chips in total.
The length of the IB HIC is 30 cm. The pixel sensors within the IB HIC share common
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clock and control signals, and they have their own high-speed serial outputs running at

1.2 Gbps. Block diagram of the Inner Barrel Module is shown in Fig. 1.7.

1x9 pixel sensors \

Cold plate 0*. =

HIC

Space frame

Figure 1.6: Inner Barrel Module physical design.
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Figure 1.7: Block diagram of Inner Barrel Module.

The Outer Barrel (OB) layers also consist of staves. Each OB stave incorporates 2 half-
staves installed on a common carbon fibre space frame. Each OB half-stave incorporates
OB HICs, a power bus, a bias bus, and a cold plate (Fig. 1.8). The OB HIC (Fig. 1.9)
contains 2 rows of 7 pixel sensors which are glued and wire-bonded to the FPC. To
minimize the number of connections in the direction of the Readout System, one sensor
(per row) operates in master mode, which propagates clock and control signals to the
other sensors in the row and collects their data via a shared inter-chip bus. The HICs
in the half-stave share clock and control signals. Power to the OB HICs within the same
half-stave is delivered by a shared power bus. Each OB HIC has two data outputs (one
for each master chip) running at 400 Mbps. Block diagram of the Outer Barrel (OB)
Module is shown in Fig. 1.10. One Middle Layers half-stave consists of 4 HICs, and the
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Outer Layers one of 7 HICs. There are 23,688 pixel sensors utilised in the Outer Barrel
layers. There are 144 staves in total (54 for Middle Layers and 90 for Outer Layers). The

corresponding lengths are 84 cm and 150 cm.

Power bus __/_—_——
FPC
HIC {

2x7 pixel sensors

1"["«
X/ '/‘00//" ”

> o h l

Space frame

\ _g

Figure 1.8: Outer Barrel stave design.

Figure 1.9: Outer Barrel Module physical design.
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Figure 1.10: Block diagram of Outer Barrel Module.
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1.4 Readout of the Upgraded ALICE Inner Tracking
System

The ITS Readout System (RS), illustrated in Fig. 1.11, is composed of 192 Readout
Units (RUs) and 168 Power Boards (PBs). They are all located about 5m from the
detector’s end-wheels. The RUs configure and control the pixel sensors, receive and
assemble data, and manage the PBs. The pixel sensors are controlled and monitored
via 624 bidirectional, differential lines, and the clock signals are also distributed via 624
lines. Their data are read out via 3816 differential high-speed lines. These are made
of segments of microstrip tracks on the FPCs and of micro-twinax cables [16] from the
staves’ edges to the RS. Between the detector and the RS, the interconnection lines are
grouped into the micro-twinax ribbon cables, each carrying 12 differential pairs. Expected
data rates generated by the I'TS for the two baseline modes of operation, 50 kHz Pb Pb
and 200 kHz pp respectively, are detailed in [17]. The Readout System interfaces with the
ALICE Online and Offline computing system (ALICE O?) [18] and the Central Trigger
Processor (CTP) via the Gigabit Transceiver (GBT) optical links [19]. Each RU has one
downstream optical control link, one downstream trigger link, and three upstream data
links. The PBs deliver and monitor power to the detector. A summary with the number

of resources used per layer is presented in Table 1.1.
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Figure 1.11: Architecture of ITS Readout System.

24



Layout Optical fibers

Micro-twinax

Layer Staves ribbon cables RUs PBs Trigger Data Control
0 12 12 12 6 12 36 12
1 16 16 16 8 16 48 16
2 20 20 20 10 20 60 20
3 24 96 24 24 24 72 24
4 30 120 30 30 30 90 30
) 42 168 42 42 42 126 42
6 48 192 48 48 48 144 48
Total 192 168 192 576 192

Table 1.1: Usage of micro-twinax ribbon cables, Readout Units (RUs), Power Boards
(PBs), and optical fibers by ITS Readout System.

1.5 Operational environment

The ITS Readout System will be installed in the underground ALICE experimental cavern.
Like all experiments installed at the LHC, the entire ALICE apparatus operates in the
harsh radiation environment resulting from the beams interactions [20]. The expected
radiation levels at the position where racks with the electronic Readout Units and Power
Boards will be located are as follows: a Total Tonising Dose (TID) of 10krad (including a
safety factor of 10) and a 1 MeV ng, fluence of 1.6 - 10" em™. The main concern for the
readout electronics comes from the Single Event Effects induced by charged hadrons of
energy greater than 20 MeV. The high-energy hadron flux is expected to be approximately
10®em~2s71 [21]. The radiation field expected in the experiment is shown in Fig. 1.12.
Another requirement for the readout electronics is to operate in a constant magnetic field
of 0.5T.
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Figure 1.12: Flux of high-energetic hadrons (FEyg, > 20MeV) in ALICE experimental
cavern after LS2 [21]. Position of ITS Readout System (RS) is marked.
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Chapter 2

Radiation effects on FPGA devices

2.1 FPGA devices and areas of their application

2.1.1 FPGA devices architecture
A Field-Programmable Gate Array (FPGA) is an advanced, configurable semiconductor
device whose final functionality is defined after its manufacturing [22]. Its simplified ar-

chitecture is presented in Fig. 2.1. It consists of a logic fabric, global routing network, a
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Figure 2.1: Simplified FPGA architecture.

ring of I/O blocks, and various functionally predefined components (FPC) [23]. A logic
fabric contains a matrix of logic blocks (I.B) that can be configured to execute com-

binational functions of different levels of complexity. A global routing network connects

27



various FPGA components together, and it usually occupies about 80 % of the total device
area. There are two different global routing network architectures: hierarchical [24] or
island-style [25,26]. The latter one is the most commonly used among academic and
commercial FPGAs, where logic blocks are arranged on a 2D grid and are interconnec-
ted by a programmable routing network [27]. The I/O blocks interface off-chip signals
operating in different I/O standards to the internal FPGA routing network. A function-
ally predefined component can be: a built-in memory block or external memory control-
ler; an embedded DSP block, multiplier or processor; clock Phase-locked Loop (PLL) or
Delay-locked loop (DLL); high-speed serializer-deserializer, data transceiver; analog-to-
digital converter. Usually these components are optimized for speed, performance, power

consumption, and occupied area on the die.

2.1.2 Technology choice for FPGA devices
SRAM-based FPGAs

Presently, SRAM, flash and antifuse technologies are employed to implement program-
mable switches that configure all FPGA components and interconnections. Because of
re-programmability and usage of standard CMOS manufacturing process, SRAM pro-
gramming technology has become the most common approach for modern FPGA devices.
As the implementation of SRAM cells does not require any special integrated circuit pro-
cessing steps beyond standard CMOS process, Xilinx, Intel (previously Altera Corp.), and
Lattice Semiconductors offer devices exploiting the latest semiconductor technology with
smaller geometries, which brings significant advantages, such as increased integration level
and operational frequency, and lower dynamic power consumption [23,27]. Fig. 2.2 shows a
reference 6-transistor CMOS SRAM memory cell which is distributed all over the SRAM-
based FPGA die. These cells configure logic fabric and multiplexers steering interconnect
signals. In comparison to other programming technologies SRAM-based FPGAs can be
configured an indefinite number of times, even during circuit operation [28,29]. SRAM
memory is volatile, which means that at every power-up all configuration cells have to be
programmed. For some applications this requirement can constitute a drawback because
storing configuration data requires an external flash or EEPROM memory component,
increasing both price and system complexity. What is more, since the configuration data
must be loaded into the device at power-up, there is a risk that the configuration inform-
ation might be intercepted. However, FPGA vendors managed to address this issue by
employing encryption mechanisms to protect the configuration process for the applications
requiring increased security level. Also, for the applications requiring reduced complexity,
there are SRAM-based FPGAs that embed on-chip banks of flash memory to hold the
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Figure 2.2: Static memory cell used in SRAM-based FPGA devices [27].

configuration data.

Vendors of SRAM-based FPGA devices proposed different naming and architectures of
their logic blocks. Xilinx employs Configuration Logic Blocks (CLB) [30], while Intel uses
Adaptive Logic Modules (ALM) [31]. Both logic blocks contain a Look-up Table (LUT),
whose simplified 4-input architecture is presented in Fig. 2.3a. Some key components of
an LUT are an SRAM-based LUT-mask and a set of multiplexers which select the CRAM
bits that drive the output [32]. In general, a k-input LUT consists of 2¥ memory configur-
ation bits and can implement any k-input boolean function. The shown LUT (Fig. 2.3a)
incorporates 16 SRAM configuration bits to implement any 4-input boolean function.
Fig. 2.3b shows simplified architecture of the ALM employed in the Intel Arria V, which
consists of an 8-input LUT, two adders, four multiplexers, and two registers. To optimally
utilize available 8-input LUTs, the ALM can implement, for example, two independent
4-input functions, or a 5-input function and a 3-input function with independent inputs.
However, to reduce the number of required configuration SRAM bits, 8-input LUT can
implement at most 6-input function [31]. One or many adjacent ALMs implement a logic
function, depending on its complexity. In Xilinx 7-series FPGAs, each CLB is divided
into two slices. All slices contain four 6-input LUTs, wide multiplexers, carry logic chain
and eight flip-flops. The 6-input LUT can implement a 6-input function or two 5-input

functions with common or independent inputs [30].

Flash-based FPGAs

Another type of FPGA employs non-volatile flash-based programming technology. In

those devices, flash cells are distributed throughout the die to connect signal lines to
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Figure 2.3: Simplified architectures of Look-up Table (a) and Adaptive Logic Block (b).



inputs and outputs of logic blocks. Fig. 2.4 shows an example of a flash-based switch [33].
It consists of two transistors sharing a common floating gate which stores the programming
information. The first transistor writes and verifies the floating gate voltage, whereas the
second one (the switching transistor that connects or separates routing nets) configures

logic fabric and erases the floating gate. Flash-based FPGAs are non-volatile, which

& Switch in
Floating
Gate
on
g o
2 :| }74{ |: Switching
(o]
w2
Word >
& Switch out

Figure 2.4: Flash-based switch used in flash-based FPGA devices [33].

means that they do not require any external memory device to keep their configuration
data. They also operate immediately after power-up. Although flash-based cells can be
reprogrammed, this process can be repeated only a limited number of times due to a charge
buildup in the oxide that eventually prevents a flash-based device from being properly
erased and programmed [34]. Fig. 2.5 shows the architecture of the VersaTile logic block
employed in Microsemi ProASIC3 flash-based FPGA. The VersaTile can implement a
3-input logic function, a single D-type flip-flop with enable, clear or set inputs, or a latch
with clear or set inputs. Compared to an SRAM-based logic block, a flash-based one

embeds much simpler logic capabilities.

Antifuse FPGAs

An alternative to SRAM and flash-based programming technologies is antifuse technology.
Instead of reprogrammable switches, it is based on one-time programmable connections.
Activated by a high-current pulse, they create a permanent, passive, low-impedance path
that connects different components together. Fig. 2.6 shows the interconnection elements
employed in Microsemi RTAX antifuse FPGAs [35]. Their basic logic block is called the
SuperCluster (Fig. 2.7¢), and it consists of two clusters, each containing two combinational
cells (C-cell), a single register cell (R-cell), two Transmit (TX) and two Receive (RX)
routing buffers (Fig. 2.7). The C-cell (Fig. 2.7a) can implement up to 5-input logic
function, whereas the R-cell (Fig. 2.7b) is a physically triplicated register, which to the

user, appears as a single D-type flip-flop.
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Figure 2.5: Architecture of VersaTile logic block in Microsemi ProASIC 3 [33].

2.1.3 FPGA application areas

FPGAs are available in various hardware configurations: different number of logic ele-
ments, built-in memory cells, clocking resources, physical inputs and outputs, and high-
speed serial data transceivers. The variety of devices well suit the needs of both customer
and professional applications. The main areas of their usage are:

e aerospace and defense: avionics; communication systems; guidance systems for air-
craft, ship, missile, munitions, rocket and satellite; radars and sonars;

e ASIC prototyping;

e audio: professional audio equipment; Software Defined Radio applications;

e audio and video broadcasting systems;

e automotive: driver assistance systems; in-vehicle infotainment systems; high-resolution
video and image processing systems; vehicle connectivity and networking systems;

e consumer electronics;

e data centers, data storage, high-performance computing: high-bandwidth, low-
latency servers; data storage systems; high-speed trading applications; cryptocur-
rency mining applications;

e industrial: imaging and surveillance systems; automation systems; motor control
applications;

e medical: diagnostic applications (ultrasound, computer-tomography, MRI, PET,

X-ray); surgical video systems;
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Figure 2.6: RTAX interconnect elements [35].

e security: access control and safety systems;
e video and image processing;
e wired and wireless communications: networking equipment (routers, switches, gate-

ways, firewalls, base station RF transceivers).

SRAM Flash Antifuse
Manufacturing process Standard CMOS Flash Antifuse
Configuration Volatile Non-volatile Non-volatile
Reprogrammability Yes Yes No
Operable on power-up No Yes Yes
In-system programmable Yes Yes No
Area of basic storage element 6 tr;I;Irfi}Sltors 11\ffa(ilesri::(e)r 0 traI;lc;?;tors
Amount of logic resources High Medium Low

Table 2.1: Comparison of different FPGA technologies [23].

Table 2.1 compares different FPGA technologies [23]. Although the SRAM cell em-
ploys up to 6 transistors, the utilization of modern CMOS manufacturing process with
the smallest geometries allow SRAM-based FPGAs to offer the highest density of logic
resources and functionally predefined components. Abundance of logic resources, recon-
figurability, and high performance make them a compelling solution for parallel data

acquisition and processing systems for high-energy physics experiments. However, very
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Figure 2.7: RTAX C-Cell (a), R-Cell (b) and SuperCluster (c) [35].

often electronic systems at those experiments must operate in a hostile, radiation envir-
onment. Sections 2.2 and 2.4 describe radiation-induced effects on FPGA devices and

their operation in different radiation environments.

2.2 Radiation-induced effects

Integrated circuits operating in hostile radiation environments are susceptible to effects
caused by interaction of ionizing and non-ionizing particles with their silicon lattice. There
are two main categories of radiation-induced effects for electronic components: cumulative
effects and Single Event Effects (SEEs) [36-41]. Cumulative effects lead to a progress-
ive degradation of the component electrical parameters, while SEEs include a variety of

different types of events induced by a single, energetic particle.

2.2.1 Cumulative effects

Cumulative effects include relatively stable, long-term changes in the electrical character-
istics of electronic components, which are caused by ionization and interaction with atoms
of the irradiated material. Usually the changes are irreversible and eventually lead to a
functional failure. Cumulative effects can be further classified into Total Tonising Dose

(TID) and Displacement Damage, also known as Total Non-lonizing Dose (TNID) [39].
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Total Ionizing Dose

Total Ionising Dose (TID) effects result from the energy deposited through ionization
by particles such as electrons, protons, or heavy ions [42]. Ionizing radiation creates
in material electron-hole pairs. Holes are transported and trapped in the bulk of the
dielectric or in its interface layers. This localized charge buildup changes device electric
parameters like flatband or threshold voltage, leakage current, or timing skew [39,43].
Fig. 2.8 illustrates charge buildup changes due to the irradiation. As the holes’ mobility
is reduced compared to electrons [44], they tend to accumulate in the gate oxide, which
gradually increases its overall positive charge. It results in the progressive shift of the
threshold voltage. At first, TID effects manifest themselves as the degradation of device

electrical parameters and can result in a functional failure [45]. The unit of TID is gray
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Figure 2.8: Radiation-induced charging of gate oxide in N-channel MOSFET: (a) normal

operation and (b) post-irradiation [43].

[Gy], and another non-ST unit often used in the field of radiation hardness community is
rad [rad] (1 Gy = 100rad).

Total Non-Ionizing Dose

Total Non-Tonizing Dose effects are induced by non-ionizing transfer of energy. Particles
penetrating a semiconductor crystal lattice displace the atoms from their original pos-
itions. The resulting empty spaces and surplus atoms in the crystal lattice eventually
lead to stable and electrically active defects [46]. Usually, ASICs and FPGAs are not
susceptible to TNID [39].



2.2.2 Single Event Effects

Single Event Effects (SEEs) are induced by the passage of charged particles through a

device or a sensitive region of a microcircuit (Fig. 2.9). They can be generated either by

Charged Particle

Figure 2.9: Single Event Upset in FPGA [47].

direct ionization or secondary particles issued from nuclear reactions or elastic collisions,
either with charged or electrically neutral primary particles like neutrons [39]. SEEs can
be classified into two main categories: soft recoverable errors or hard non-recoverable
errors [48]. Fig. 2.10 presents different types of SEEs. Comprehensive definitions of soft
errors are presented in the JEDEC Standard No. 89A [49]. Modern FPGA devices are in
general sensitive to Single Event Transient, Single Event Upset, Single Event Functional
Interrupt, and Single Event Latch-Up. The following paragraphs describe the most rel-
evant types of SEEs for modern FPGAs operating in a radiation environment similar to
the one of the ALICE experiment.

Single Event Transient

A Single Event Transient (SET) is a temporary voltage or current spike at a node of an
integrated circuit, which is induced by a single charged particle ionizing a semiconductor
material while traversing through or next to an electrically sensitive junction. If the width
and amplitude of the pulse is adequate, the glitch can propagate through the circuit [50].
It becomes a Single Event Upset if latched into a storage cell when arriving at data input
during clock edge. An SET is a non-destructive and recoverable error, which may develop

into a Single Event Upset or Single Event Functional Interrupt [51].

Single Event Upset

A Single Event Upset (SEU) is a change of state of a storage element like: flip-flop, latch,
or SRAM memory cell. A change of state in an SRAM memory cell is illustrated in
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Figure 2.10: Types of Single Event Effects [48].

Fig. 2.11. The studies in [36,37,52, 53] describe in detail the SEU mechanism. An SEU

G

(s

Figure 2.11: SEU in SRAM memory cell.

is a non-destructive and recoverable error, which can lead to a Single Event Functional
Interrupt. The change of state of only one bit is called a Single Bit Upset (SBU). Whereas,
if two or more bits within the same memory word are altered (Fig. 2.12a), the event is
classified as a Multiple Bit Upset (MBU). Furthermore, if two or more bits are flipped
within two adjacent memory words (Fig. 2.12b), then it is called a Multiple Cell Upset
(MCU).

Single Event Functional Interrupt

A Single Event Functional Interrupt (SEFI) is a non-destructive error that results in the
interference of normal operation of a complex digital device or system.

In the case of FPGA devices, a SEFT is often associated with an upset in a control bit
or register [49,54]. It is usually related to a failure in the embedded circuits of memory
configuration or re-configuration, or power-on-reset [47]. To restore correct operation after

a SEFI, a full reconfiguration or power-up cycle is required.
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Figure 2.12: Visualization of Multiple Bit Upset (a) and Multiple Cell Upset (b) [39].

Single Event Latch-Up

A Single Event Latch-Up (SEL) is a non-recoverable hard error, which results from trig-
gering parasitic P-N-P-N or N-P-N-P structures widely existing in CMOS circuits [39,41].
When triggered, the structure remains in a conductive, low-resistance state, which results
in a high current flow. If not turned off quickly enough, the device can be permanently
damaged due to the resulting thermal runaway. Usually, a SEL can be detected by a

sudden increase in current draw.

2.3 Radiation environments

Due to the advantages that modern FPGA devices offer, they are widely used in many
different applications, as explained in Section 2.1.3. Various environments in which those

devices are incorporated also include radiation environments, in particular:

e particle accelerators and high-energy physics experiments;

e space environment: Low Earth Orbit, Geostationary Orbit, and deep space;
e high-altitude environment;

e nuclear plants and nuclear research facilities;

e nuclear medicine and imaging apparatuses;

e weapons and military applications.
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Space radiation environment

Because of the constant progress in space exploration and high-altitude Earth observa-
tion, the space radiation environment has become a field of intense research over recent
decades [55 58]. The natural radiation sources in space can be grouped into two main
categories:

e charged particles (protons, electrons, and heavy ions) trapped by the planetary
magnetic field inside the inner and outer belts surrounding the planet (Van Allen
belts for Earth);

e transient particles generated by solar events (solar flares, solar wind, coronal mass
ejections), or coming from outside the solar system, called galactic events (galactic
cosmic rays).

Trapped radiations show a predictable behavior, while solar events are mostly random,
even if there is a strong correlation to the solar cycle. Galactic events also have random
distribution, including unpredictable high-energy events. They are however many orders

of magnitude less frequent than solar events [59].

High-energy accelerators radiation environment

The radiation environment of high-energy hadron accelerators is different than the one
found in space [60,61]. There are three main sources of radiation at high-energy acceler-
ators:

e the particle collisions at experimental areas and the residual collision products;

e beam interception and collimation, which is performed to avoid distributed losses
in other critical machine locations (e.g. in case of the LHC protecting the super-
conducting magnets so that they do not heat up and go out of superconducting
state);

e beam interactions with residual gas inside the beam pipe and the X-ray radiation
produced at beam bendings.

The resulting radiation comprises a wide range of particles and energies, and it is therefore
called a mixed-field radiation environment. It is composed of charged and neutral hadrons
(protons, pions, kaons and neutrons), photons, electrons, positrons and muons [20, 58,60,
62]. In mixed-field radiation environments of high-energy accelerators SEEs are usually
induced by [60, 63]:

e indirect energy deposition events from nuclear interactions between radiation en-
vironment hadrons of energy greater than 20 MeV and components nuclei in their
sensitive volumes;

e neutrons of energies from 0.2 to 20 MeV, which may generate high-LET secondaries
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through elastic and inelastic interactions with nuclei in or in close proximity of
device sensitive volume.
Fig. 2.13 presents parameters of mixed-field radiation environment at various sites at the
CERN accelerator complex. The LHC machine electronics is installed in protected and
shielded locations, or in the tunnel. Depending on the position it has to withstand the
annual High-Energy Hadron (HEH) fluence from 10° to 102 cm~2.
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Figure 2.13: TID, HEH flux and 1MeV n fluence at different sites at CERN accelerator

complex compared to aerospace environments [62].

Terrestrial radiation environment

Although the Earth’s magnetic field provides a natural radiation shield, some solar particles
(high-energy protons, products of coronal mass ejections) and high-energy cosmic rays
enter upper atmosphere, where they interact with atoms of nitrogen and oxygen [58, 64—
67]. These interactions create a shower of secondary particles that further interact with
the atmosphere particles at lower altitudes. Protons, electrons, neutrons, heavy ions,
muons, and pions are generated; some of them are long-lived and find their way down to
the Earth’s surface, as shown in Fig. 2.14. Particles reaching the Earth’s surface include
high-energy neutrons and low altitude-dependent percentage of protons. As already de-
scribed in Section 2.2, high-energy neutrons may indirectly interact with sensitive regions
of electronic active components and create alpha particles, or other charged nuclei that
generate electron-hole pairs. If the charge is high enough, it may lead to an SEU.
Electronic components are evaluated for susceptibility to neutrons via accelerated
beam testing [64,68 71] or via exposition to natural radiation sources like at the Rosetta
Experiment [72]. Another concern is alpha particles emitted by isotopes present in plastic

molding compounds used in semiconductor packaging. Package-originated effects of alpha
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Figure 2.14: Schematic diagram of Cosmic Ray Shower [64].

particles are impossible to avoid because these materials are in close proximity to the

semiconductor die [73].

Parameters describing radiation environment

For the purpose of this dissertation, the following radiation environment parameters are
described, as they are later intensively used while describing experimental testing with
particle beams:

e particle fluence @ is a quantity describing how many particles (dn) passed through

a given area da:

d
o= TZ [em™?] (2.1)
e particle flux F'is a fluence per time unit dt:
do
F= O [em™2s7! (2.2)
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2.4 SRAM-based FPGA operation in radiation environ-

ment

FPGA devices are employed in various electronic systems because of their numerous ad-
vantages like short development time of a logic circuit, re-configurability, and abundance
of logic resources and functionally predefined components. Although new generations
of SRAM-based FPGA devices show a gradual decrease in susceptibility to ionizing and
non-ionizing radiation [74,75], their operation can still be compromised by such SEE phe-
nomena like [76,77]: SET, SEU, SEFI, or SEL. SEUs in configuration memory (CRAM)
can modify the routing, logic, clocking, or other aspects of a user design [78-81|. Fig. 2.15
shows how a logic function f7; that is programmed by a configurable LUT-mask gets

affected by an SEU, and in consequence is transformed into fy,.

C D A B C D
LUT-Mask LUT-Mask

0 CRAM Bit y 1
0| | Comvinn Z o
0 CRAM Bit 0 CRAM Bit
0 CRAM Bit N 0 CRAM Bit

0

H
0 CRAM Bit 0 CRAM Bit (—
0 CRAM Bit 0 CRAM Bit [~
0 CRAM Bit 0 CRAM Bit —
0 CRAM Bit 0 CRAM Bit

=0
J— Y
o 1

1 CRAM Bit 1 CRAM Bit
1 CRAM Bit 1 CRAM Bit [~
1 CRAM Bit 1 CRAM Bit
1 CRAM Bit 1 CRAM Bit

0

1
1 CRAM Bit 1 CRAM Bit
1 CRAM Bit 1 CRAM Bit
1 CRAM Bit 1 CRAM Bit [~
1 CRAM Bit 1 CRAM Bit [~

le(A,B,C,D) '= fL2(A3B5C,D)

Figure 2.15: SEU affecting LUT-Mask content in SRAM-based FPGA.

FPGA devices based on different switch technologies have been successfully deployed
in various radiation environments [82,83]. There is a well documented history of FPGAs
deployment in space systems [84]. As in many other missions, SRAM-based FPGAs were
utilized in Mars Exploration Rover’s Spirit and Opportunity landers [38]. Also, SRAM-

based FPGAs were incorporated in the numerous satellite instruments [84, 85].
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FPGA devices are also widely employed in data readout systems in HEP experiments.
However, so far FPGA-based systems were only located in radiation-free areas, while front-
end systems operating in a radiation environment were based on custom-designed ASICs.
To the author’s knowledge, the ALICE Time-Projection Chamber Readout was the first
large-scale FPGA-based system to continuously operate in a radiation environment. The
system employs 216 FPGA-based Readout Control Unit (RCUs). The first version of the
RCU (named RCU1) utilized SRAM-based Xilinx Virtex-II [86]. Then, it was replaced
by the RCU2 employing flash-based System-on-Chip Microsemi SmartFusion2 [87].

Tab. 2.2 lists parameters (TID, HEH flux, 1MeV ng, fluence) of various radiation
environments in which existing or planned data readout systems operate. To the author’s
knowledge within all of the Readout Systems listed in the Tab. 2.2, the development of
the ALICE ITS Readout is the most advanced, and in the case of the other Readout
Systems the final decision, about which FPGAs (SRAM-based, flash-based, antifuse) will
be employed, has still not been made. The ALICE ITS Readout System will be the first
one to continuously operate in the HEH flux 5 times higher than the already existing
applications. Tab. 2.3 presents the resulting mean time between SEUs in CRAM of
SRAM-based FPGAs operating at different locations. The data for the Readout Systems
other than the ALICE ITS are shown only as examples so that a reader can visualize how
different HEH fluxes impact the mean time between SEUs. The results are presented for
the Xilinx XCKUO060 which will be finally used in the ITS Readout. Also, reference data
for the Xilinx XC7K325T are shown, which was employed as the main processing unit
in the prototype readout electronics for the I'TS presented in Chapter 6. In the case of
the ALICE ITS Readout, the mean time between SEUs for the single Xilinx XCKU060
equals 2611.2s. As already described in Section 1.4, ALICE ITS Readout consists of 192
Readout Units, each utilizing Xilinx XCKUQ060. Tab. 2.4 presents mean time between
SEUs in CRAM of 192 FPGAs. On average in the entire ALICE ITS Readout System
there will be an SEU in the CRAM of the SRAM FPGAs every 13.60s.

Thus, as every SEU might potentially lead to a logic design functional error, radiation
mitigation methods must be employed to provide a reliable operation of the final ALICE
ITS Readout System. Radiation mitigation methods will be discussed and experimentally

evaluated in the following part of this dissertation.
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Readout System TID HEH flux* 1MeV n.q fluence Reference

(krad)  (em™2s71) (cm™2)
Existing
ALICE TPC 0.3 (®) 2102 101! [88]
Planned
LHCD Outer Tracker 30 4.3 102 410 [89]
CMS HCAL FEE © 10 8.19 - 10? 2.10'2 [90]
ALICE ITS 10 10° 1.6 - 10" [21]
ATLAS Liquid Argon 2.07 "4 6.4.10° D 1041012 0D _
(LAr) Calorimeter 13.8(€)  52.10% () 7.14 - 10'2 () 7
LHCh RICH sub-detector 200 10O 3-10'2 [91-93]
CBM ToF 0.1to10®  10* 100 to 10" (&) [94]

2 Fyin > 20MeV (kinetic energy)
b Integrated over 10 years

¢ Front-end electronics

4 Endcap electronics

¢ Barrel electronics

f Calculated for 5 year operation

& Integrated over 1 year

Table 2.2: Comparison of different radiation environments in which FPGA-based readout

systems operate.
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Readout System Mean time between SEUs

XC7K325T XCKUO060

(5 ()
Existing

ALICE TPC 14720.9 13056.0
Planned

LHCb Outer Tracker 6846.9 6072.6
CMS HCAL FEE @ 3594.9 3188.3
ALICE ITS 2944.2 2611.2
ATLAS Liquid Argon 4600.3 (® 4080.0 (™
(LAr) Calorimeter 566.2 () 502.2 ()
LHCb RICH sub-detector 2944 261.1
CBM ToF 294.4 261.1

® Front-end electronics

b Endcap electronics

¢ Barrel electronics
Table 2.3: Mean time between SEUs in CRAM of SRAM-based FPGAs operating in
different readout systems locations in HEP experiments. Calculations are depicted in

Appendix A.

Readout System Mean time between SEUs
XC7K325T XCKUO060
(s) (s)
ALICE ITS 15.33 13.60

Table 2.4: Mean time between SEUs in CRAM of 192 SRAM-based FPGAs operating
within ITS Readout System. Calculations are depicted in Appendix A.



2.5 Validation methods of SRAM-based FPGAs

Systems employing SRAM-based FPGAs that are intended to operate in radiation en-
vironments must be first validated to see if they meet the imposed constraints in terms
of reliability and availability in the target hostile environment. The susceptibility to
radiation of an SRAM-based FPGA must be characterized. Also, Single Event Latch-
Up (SEL) occurrences in the target radiation environment and a TID limit must be
measured [39,41,95-97]. Furthermore, SEU cross-sections of configuration (CRAM) and
block (BRAM) memories must be calculated. Finally, after the logic design is implemented
in the target SRAM-based FPGA, its susceptibility to radiation must be investigated.
As not every SEU leads to a design functional error, a detailed experimental validation
is required to characterize the anticipated design functional error rate. To the author’s
knowledge a unified and complex methodology for a design functional error rate estimation
has not been developed yet.

Calculation of an SEU cross-section requires counting the number of upsets that occur
while exposing a Device Under Test (DUT) to a given number of ionizing particles [98,99].
A DUT can be a memory, an FPGA logic design, or a device. An SEU cross-section
oggy unit is in respect to area, and depending on a DUT it is expressed in cm? bit™!,
em? design™!, or em? device™ . In order to calculate the oggy the number of error events
during a DUT irradiation must be counted and divided by the number of ionizing particles
per unit area (fluence) of exposure. Eq. 2.3 shows the simplest form of the equation used
for calculating a oggy (Where Nypset events 15 the number of error events during irradiation,

® is the fluence, F is the average flux, and T is the time of exposure to the beam).

OSEU = o = FT
Fig. 2.16 presents the available SRAM-based FPGA validation methods. One can

Nupsetievents Nupsetievents [ 12]

(2.3)

distinguish analytical and experimental validation methods.

| SRAM-based FPGA validation methods
[

Analytical methods | | Experimental methods
Ground level Acce!er.a ted Fault Laser
testin radiation injection testin;
g testing J g

Figure 2.16: SRAM-based FPGA validation methods [39,95].

Analytical methods are based on the analysis of a topology of a logic circuit imple-
mented in the SRAM-based FPGA and identifying the paths sensitive to soft errors. The
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analysis is coupled with the target radiation environment parameters and the anticipated
failure rate is estimated [39,100].

Experimental methods include ground level testing, accelerated radiation testing, fault
injection, and laser testing. Ground level testing is based on the long-term exposure
to natural radiation which can reveal valuable information about the sensitivity of a
device to TID and SEE effects. An example of the ground level testing is the Rosetta
experiment by Xilinx [72]. Several hundreds of SRAM-based FPGAs are installed at
different altitudes and in different locations around the world, and their configuration
memories are monitored to detect upsets.

Accelerated radiation testing employs artificial radiation environments with different
kind of particles which are usually generated in facilities such as synchrotrons, cyclotrons,
or linear accelerators [101-104]. Particle fluxes used during accelerated radiation testing
are several orders of magnitude higher than in the natural environment, which allows for
collecting statistically meaningful data in much shorter time with respect to ground level
testing [39,41,95,96]. Accelerated radiation testing is often used in SRAM-based FPGAs
characterization to measure [95]:

e SEU cross-section of the configuration memory (CRAM),

e SEU cross-section of the embedded Block RAM (BRAM),

e SET cross-section of events affecting global clock and reset lines, or any other com-

ponents susceptible to SETs,

e SEFI cross-section of events disturbing the operation of the functionally predefined

components such as configuration control logic or power-on reset circuit.
What is more, accelerated radiation testing is used to experimentally measure the para-
meters important from the point of view of deploying the SRAM-based FPGA device in
a radiation environment:
e TID limit within which the device does not show any degradation of parameters,
e SEL threshold that specifies the minimum LET value that the particle must have
to induce a SEL.
Another experimental method of SRAM-based FPGA evaluation is fault injection [39,41,
95,96]. This method relies on an injection of faults into the FPGA configuration memory
(CRAM) where bit flips emulate SEUs. Two approaches are possible within this method:

e faults are injected to a bitfile offline, and then an FPGA is programmed with the

corrupted data,

e an FPGA is programmed with a golden bitfile and faults are injected to the CRAM

while the FPGA operates.
Multiple fault injection test systems were developed [105 108]. Also, more advanced
tools, such as JTAG Configuration Manager [109,110] or Flipper [111], which allow for
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the execution of various operations on the CRAM - like fault injection or scrubbing, are
available. There is also a documented history of fault injection methodology employ-
ment during research and development of data readout systems for high-energy physics
detectors [112,113] and space instrumentation [114].

The last experimental validation method is laser testing. It is often used in conjunction
with an accelerated radiation testing. It allows for the induction of SEUs with great

precision so that sensitive locations on the die can be mapped and investigated [115,116].

48



Chapter 3

Motivation and hypothesis

3.1 Motivation

The upgraded Inner Tracking System (ITS) Readout, as presented in Section 1.5, will
continuously operate in the radiation environment resulting from particle collisions at the
interaction point of the ALICE experiment. The employment of reconfigurable FPGA
devices, described in detail in Section 2.1, facilitates the realization of the Readout Sys-
tem. Although dedicated radiation-hard by design FPGAs are available on the market,
they cannot be utilized because they are either limited in resources or too expensive.
Conversely, commercial-grade non-radiation-hardened SRAM-based FPGAs offer a large
amount of logic resources and required high-speed data transceivers, and their price is
low enough to be used in large quantity. Although they are susceptible to ionizing and
non-ionizing radiation, there exist radiation mitigation methods which can increase the
radiation resiliency of the implemented design so that operational conditions in terms of
reliability and availability are met.

As explained in detail in Section 2.2, SRAM-based FPGAs deployed in radiation en-
vironments experience Single Event Effects, which influence operation of the implemented
digital designs. According to Table 2.2, the ITS Readout System will operate in the HEH
flux 5 times higher than any other readout system deployed earlier in a high-energy phys-
ics experiment. Within the designed Readout System, as calculated in Section 2.4, on
average there will be one SEU in CRAM of a single SRAM-based FPGA every 2611.25s,
which corresponds to an SEU in the entire system every 13.6s. The resulting SEU rate,
which may lead to a functional failure of the implemented digital circuit, is not negli-
gible, so in order to provide stable system operation during a data taking run, radiation
mitigation methods must be incorporated into the final FPGA design.

The literature review and the experimental results in Chapter 7 show that a correct

implementation of radiation mitigation methods is not a straightforward task. If incor-
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porated incorrectly, they may lead to:

e unnecessary resource utilization,

e timing degradation,

e increase of power consumption,

e increase of radiation susceptibility.
Thus, in order to correctly choose and incorporate radiation mitigation techniques into
the final FPGA design, it becomes obligatory to characterize and quantitatively compare

them before the final implementation.

3.2 Hypothesis and goals

Taking into account the motivation explained in Section 3.1, the following hypothesis is

formulated:

To support the above-mentioned hypothesis and demonstrate the practical utility of
the proposed solution, two partial objectives are established:
e claboration of a methodology allowing for the estimation of functional error rates
of SRAM-based FPGA design modules;
e evaluation and quantitative comparison of main SRAM-based FPGA mitigation
methods and proposition of a guideline for the final FPGA design implementation.
The successful realization of the partial objectives will confirm the hypothesis and demon-
strate the advantages of the developed methodology. The presented dissertation is of a
highly practical nature and strongly contributes to the subject of utilization of SRAM-

based FPGA devices in radiation environments.
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Chapter 4

Design functional error rate estimation

methodology

4.1 Methodology

As explained in Chapter 2, SRAM-based FPGAs operating in radiation environment
experience Single Event Effects. However, not every Single Event Upset (SEU) occurrence
in either CRAM or BRAM leads to a digital circuit functional error. Thus, if an SRAM-
based FPGA is intended to operate in a radiation environment, it becomes essential to
estimate the susceptibility of the implemented digital circuit to SEUs, so that system
designers can verify its performance and estimate its final reliability. The final FPGA
design radiation susceptibility can only be estimated after the digital circuit is entirely
implemented. However, testing and characterizing separate design modules directs and
shortens the main development. The literature review shows that a generic methodology
and testing framework for functional error rate estimation of SRAM-based FPGA design
modules is unavailable. Thus, a custom methodology, shown in Fig. 4.1, has been proposed
to address the above-mentioned issue. The methodology consists of the following elements:

e Radiation environment parameters (particle fluz and fluence, TID) where an SRAM-
based FPGA device will operate, are explained in detail in Section 2.3;

e SRAM-based FPGA radiation parameters and qualification describe device perform-
ance (CRAM, BRAM, SEFI, and SEL cross-sections) and general device qualifica-
tion for operation in radiation environment;

e SRAM-based FPGA is a target device which is also used for the Emulator imple-
mentation and experimental testing;

e FEmulator is an FPGA design where the tested design module is implemented. It is
described in detail in Section 4.2;

e FPGA design module and SRAM-based FPGA mitigation methods is the evaluated
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module with or without mitigation methods employed;
e FPGA design module functional error rate is the experimentally-derived functional

error rate.

SRAM-based FPGA
radiation parameters
and qualification

CRAM, BRAM, SEFI, SEL
cross-sections

A

particle flux,
Radiati fluence, .

en;r;i;?:n " TID SRAM-based SEUmte | o lator FPGA design module

FPGA device i’ functional error rate
parameters

y
Radiation N FPGA
mitigation methods "1 design module

Figure 4.1: Design module functional error rate estimation methodology for SRAM-based
FPGAs.

The generic methodology flow is presented in Fig. 4.2. The starting point is a defi-
nition of the radiation environment parameters, in which an SRAM-based FPGA device
will operate. Secondly, it is required to calculate the SEU rate resulting from the particle
flux and experimentally measured CRAM and BRAM cross-sections of the target SRAM-
based FPGA. The SEU rate gives an overview of how many faults on average will occur
in both CRAM and BRAM over a given period of time. It is also an important parameter
while experimentally testing via fault injection or beam irradiation. Also, SRAM-based
FPGA device has to be verified in terms of SEFT rate and Single Event Latch-Up (SEL)
occurrence before being deployed in the intended radiation environment. Both SEL-free
operation and TID tolerance within the specified LET and TID range must be investig-
ated. Then, the user has to estimate the minimum Mean Time Between Failures of the
FPGA design module, which will be required to define the testing parameters. The next
step is an integration of the investigated module into the Emulator design, which is the
developed testing framework. Later, a set of experimental tests is carried out. During a
single test execution, an operation of the implemented digital circuit is monitored, while
particle irradiation or fault injection dynamically modifies the content of both CRAM and
BRAM. The last step is an analysis of the received error counters data and estimation of
the resulting functional error rate of a tested design module. The practical utilization of
the developed methodology is presented in Chapter 7 in an example of the basic building
blocks of the SRAM-based FPGA design for the ALICE Inner Tracking System Readout.
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Figure 4.2: Design functional error rate estimation methodology flow.

4.2 Emulator

The Emulator, presented in Fig. 4.3, is an FPGA design which is used for FPGA design
modules testing. It has a generic and modular architecture to facilitate implementation
of various design modules and instantiation in different SRAM-based FPGAs. It contains
many identical modules, called lanes, and an error readout module. The parameterizable
error readout module consists of n-bit error counters. Their size is set depending on the
investigated FPGA design module and the selected testing parameters. As many lanes as
possible are instantiated to maximize the available logic resources utilization in the FPGA.
Each lane consists of a triplicated pattern generator, a chain of the Logic Test Structures
(LTSs), and a triplicated pattern checker. The chain of the LTSs may comprise one or
more replicated test structures. The chain with more than only one LTS is instantiated
to increase the ratio between the utilized resources by the investigated test structures
and both the pattern generator and pattern checker. The higher the ratio the greater the
probability that the investigated test structures are influenced by particle irradiation or
fault injection rather than the circuitry used for carrying out the testing.

After the reset signal is deasserted, the pattern generator starts outputting test vec-
tors which are pushed through the chain of the LTSs. After the circuit initialization,
the pattern checker either verifies the data at the output from the chain of the LTSs or
compares them to the reference data outputted by the pattern generator via an optional

connection shown in Fig. 4.3. When the pattern checker finds an error in the operation of
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the chain of the L'TSs, or there is a discrepancy while comparing by the pattern checker, a
pattern error signal is asserted on the PAT ERR output. Furthermore, when a discrep-
ancy is found during voting in the triplicated pattern generator, or the internal voter of
the triplicated pattern checker, a lane warning signal is asserted on the LANE WARN
output. Both signals increment corresponding error counters in the error readout module.
During particle irradiation or fault injection testing, the values stored in the error coun-
ters are periodically read out via a USB interface and saved. Depending on the available
hardware platform, other interfaces like UART or Ethernet can be employed to stream
out the data. During later data analysis, it is possible to recognize how many lanes were
affected by SEUs or distinguish whether the error was in the error readout module. Tests
where the error readout module failed due to SEUs or injected faults are excluded from

the analysis.

Error
LANE Chain of LTSs readout
module
Pattern LTS 0 LTS 1 » LTS n Pattern PAT_ERR
generator |/ - - - 0 checker f
H
" LT\ LANE_WARN
1
e e 0
n-bit
: error
LANE Chain OfLTSS counters
Pattern LTS 0 LTS 1 o LTS n Pattern PAT_ERR
generator |/ - - - 4 checker f
T
A LT\ LANE_WARN
1

Figure 4.3: Emulator design architecture.

4.3 Testing and functional error rate estimation

After the Emulator containing investigated design module is implemented in the target
SRAM-based FPGA, a set of experimental tests is executed. The testing flow is presented
in Fig. 4.4. The first step is to define test parameters:

e time of exposure to a particle beam,

e number of faults to inject,

e and number of test runs to carry out.
The number of SEUs induced to the CRAM Ngrgr c¢p during a single irradiation test can

be estimated using Eq. 4.1 (where ocram is the CRAM cross-section, ® is the integrated
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Figure 4.4: Testing execution flow.

A 4

beam fluence, F' is the beam average flux, T is time of exposure to the particle beam, and
Ngg is the number of CRAM bits).

Nerr B = 0craM®Nep = ocramF'T'Neg (4.1)

While the number of SEUs induced to the BRAM Nggg gp during a single irradiation
test can be estimated using Eq. 4.2 (where opray is the BRAM cross-section, ® is the
integrated beam fluence, I is the beam average flux, T is time of exposure to the particle

beam, and Npg is the number of BRAM bits).
Nerr BB = 0BRAMPNBB = 0rAM [T Npp (4.2)

After testing parameters are established, a set of test runs is executed and controlled by
the developed software running on a PC. In each run, after the device is configured, the
Emulator design starts operation, and SEUs are induced to the CRAM and BRAM by
a particle beam or faults are injected to the CRAM. Testing with particle beams and
via fault injection is explained in detail in Section 2.5. Each test run is terminated after
either:

e a time of exposure to a particle beam expired,

e a specified number of faults was successfully injected,

e or there was an error in the communication between the Emulator and software

reading the error counters running on a PC.

Also, while executing a test run it is possible to enable an external mitigation method

called memory scrubbing, which is explained in detail in Section 5.1.2.
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After a specified number of test runs have been successfully carried out, the number
of lanes that showed an incorrect operation are checked. While beam testing or fault
injection faults are randomly induced to the CRAM and BRAM, it is not possible to
exclude the pattern generators, pattern checkers, and the error readout module from the
testing. Thus, although those modules are implemented with the TMR, they can also
be influenced by the induced SEUs or injected faults, and in consequence, stop operating
reliably. In order to correctly estimate the design module functional error rate, the test
runs in which modules other that the chain of the LTSs showed incorrect operation must
be excluded from further analysis. A custom data analysis algorithm was developed that
performs an iterative Poisson probability distribution fit and cuts off the outliers outside
the 3 o range. The lane is considered faulty after its pattern checker asserts the pattern
error signal (PAT ERR) and there are not any errors in the error readout module. A
detailed analysis of the error counters behavior allows for the study of the operation of

different mitigation methods in the tested design modules.

A cross-section of the lane oy, is calculated using Eq. 4.3 (where N is the number of
conducted irradiation or fault injection tests, FE is the derived number of faulty lanes in a
single test run, NNy, is the number of lanes in the given Emulator design, ®; is the fluence,

F; is the average flux, and T; is the time of exposure to the beam during a single test).

N N
> Ei > Ei
oL = IZIN = 1:;] [cm2 lane_l] (4.3)
NLY &  NoY ET
i=1 i=1

From the lane cross-section, it is possible to derive the lane functional error rate fg,
at a given particle flux using Eq. 4.4 (where o, is the lane cross-section, F' is the beam
flux).

fier = oLF [s7'] (4.4)

In the Emulator design, it is impossible to distinguish multiple errors occurring in the
same lane. To keep the occurrence of this condition negligible, the total number of injected

errors must be kept low!.

'The number of actual errors in respect to the number of lanes that demonstrated faulty operation

(because of one or more injected errors to that lane) may be underestimated and it can be calculated

Np—EBp,
using the following formula (“m balls in n bins” probability problem): E = n( o ) (
In I—TL

number of actual errors, Ny, is the number of lanes, and Fj, is the number of faulty lanes).

where F is the
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4.4 Discussion

In this section, advantages and limitations of the developed testing methodology are
discussed. The main novelty brought by this methodology is a step by step approach of
estimating a radiation hardness of an FPGA design module. Secondly, the employment
of only one FPGA substantially simplifies the experimental testing. What is more, the
utilization of the methodology directs and speeds up the main SRAM-based FPGA design
development. However, as the final FPGA design is implemented differently depending
on the target FPGA device, synthesizer and placer settings, the developed methodology
has also some limitations. First of all, for every investigated FPGA module a user has to
develop a pattern generator, pattern checker, and the Emulator. However, it is possible to
reuse available FPGA design service modules to shorten the development time. Secondly,
the derived functional error rate is related to the entire lane structure and corresponding
part of the error readout module, not only to the investigated FPGA module. However,
as it is shown in Chapter 7, analysis of the cross-sections of the lanes containing chains of
the LTSs with different mitigation methods employed allows for the drawing of conclusions

about radiation protection effectiveness and guiding the development.
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Chapter 5
Single Event Upset mitigation methods

As already discussed, commercial SRAM-based FPGA devices offer an abundance of logic
resources and functionally predefined components, which make them suitable candidates
for processing units in multi-channel data readout systems in high-energy physics ex-
periments. However, as these systems must often be located close to particle detectors,
they operate in radiation environments. As described in Chapter 2, the operation of
SRAM-based FPGAs, which do not contain radiation-hard by design circuits, can be
compromised by radiation-induced effects. This chapter presents methods and techniques
that can be employed to mitigate Single Event Upsets, and in consequence allow for the

utilization of SRAM-based FPGAs in systems operating in radiation environments.

5.1 Mitigation methods

An FPGA design without radiation mitigation methods employed, when implemented in
an SRAM-based FPGA operating in radiation environment, will have a substantial soft
error rate disrupting its correct work and may not satisfy the requirements of some critical
applications [98]. However, if radiation mitigation methods based on logical masking and
correction circuits are incorporated, then the functional error rate resulting from opera-
tion in radiation environment can be decreased, and a commercial SRAM-based FPGA
may be a candidate for system use [117,118]. Various radiation mitigation methods have
both advantages and penalties, so the best way to protect digital circuits implemented in
SRAM-based FPGASs is to use a combination of complementary mitigation techniques [39].
Experimental results showing benefits brought by employment of different radiation meth-

ods are presented and discussed in detail in Chapter 7.
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5.1.1 Spatial redundancy

Spatial redundancy is a mitigation method based on replicating sensitive functional design
modules and comparing their outputs together in order to detect discrepancies [39]. This
mitigation method is not intended to correct soft errors [95], such as SEUs in the CRAMs
of the SRAM-based FPGAs. Instead it is used to:
e detect occurrencies of soft errors modifying the expected operation of the circuit,
e mask soft errors and their propagation through the circuit.
Spatial redundancy incorporates additional design module instances with other auxiliary
components like comparators or voters. As the mismatch between results outputted by
different module replicas is detected by either a comparator or voter, they become a

critical part of these architectures.

Dual modular redundancy

The Dual Modular Redundancy (DMR) scheme, presented in Fig. 5.1, can be applied both
to combinational and sequential logic. In the DMR two identical design blocks operate
in parallel and the comparator detects discrepancies in the outputted results, which are
caused by SEEs. As the comparator detects faults but does not correct them, the DMR
is often called a fail-stop architecture [39,119]. When both results are identical, then the
comparator does not report any error. Conversely, if the outputted results are different,
then the comparator asserts an error signal and it is up to the designer to foresee a circuit
response to such an error. The potential solutions are either to mark the result as faulty

and continue operation, or stop and repeat.
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Figure 5.1: Dual Modular Redundancy architecture.

Triple modular redundancy

The Triple Modular Redundancy (TMR) is one of the most popular and most user-
applied data path mitigation method [39,98], that produces low-cost reliability [120]. In
the TMR, a base design block is replicated three times and a majority voter votes for the

correct output. In commercial-grade FPGAs a user can implement TMR using proper
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HDL instantions [121]. Similarly as in the DMR, the TMR does not correct soft errors.
Instead it masks them, so that the instantiated circuitry can operate without interruption.
The optimal TMR implementation depends on the circuitry that the SRAM-based FPGA
implements [122]. The various types of TMR techniques are differentiated by the portions
of circuitry that are replicated and where the voters are placed [98,119, 123—-126]. There
are several different TMR schemes:

e No-TMR, shown in Fig. 5.2, a basic block is implemented without TMR. No addi-

tional logic is added to the design pertaining to SEU mitigation.

+ Basic block 7@

n n

Figure 5.2: Basic block implemented without TMR.

e Local-TMR (LTMR), shown in Fig. 5.3, is a scheme where only flip-flops are trip-
licated and data-paths stay singular. Voters are placed after the flip-flops. Combi-
national logic paths, clock and reset lines are shared, and they are single sources of
failure. With this mitigation scheme only the effects of flip-flop SEUs are reduced,

as they are masked. SETSs in data-paths of combinational logic can be captured by

>Reg —L

Combinatorial Majority
7@ — 7@
logic Reg voter

n J" n
Reg

Figure 5.3: Local Triple Modular Redundancy architecture.

endpoint flip-flops.

e Block-TMR (BTMR), shown in Fig. 5.4, is a scheme where complex functions con-
taining combinational logic or flip-flops are triplicated, and majority voters are
placed at the output of the triplets. In the BTMR it is not required that the in-
puts come from a common source. However, if the I/Os are not fanned out to the
replicated blocks from a common source, then voting will be unreliable due to syn-
chronization issues. The outputs of the replicated block are voted and the voter can
have an additional warning output that informs the surrounding circuitry that not
all the blocks output identical data. The BTMR only provides masking capability

and does not correct soft errors. Thus, this technique is only practical for design
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modules that can be regularly reset. In this case soft errors (SETs in data-paths
and SEUs in flip-flops) are regularly flushed, and the design blocks can be forced to

reach a deterministic state.
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Figure 5.4: Block Triple Modular Redundancy architecture.

e Distributed-TMR (DTMR), shown in Fig. 5.5 and Fig. 5.6, is a scheme where all
functional logic is triplicated except for global routes: clocks, resets, and high-fanout
enables. This scheme reduces data path upsets, but since the global routes are not
mitigated, SETs on global routes can still disrupt the system. In the DTMR voters
are placed after the flip-flops.

/| Combinatorial Majority /
/ logic _’>Reg — ) veter !/
S
/| Combinatorial Majority /
M logic - Reg »»  voter M
T
/| Combinatorial Majority /
logic ’__’>Reg voter
n n
CLK T
RST

Figure 5.5: Distributed Triple Modular Redundancy architecture.

e Global-TMR (GTMR), shown in Fig. 5.7, is a scheme where the entire design is
triplicated including all global routes: clocks, resets, and high-fanout enables. The
GTMR reduces data path upsets. However, modern FPGA devices employ addi-
tional logic outside of the data-path that cannot be mitigated. Incorporating the
GTMR reduces the upset rate, but still has some points of failure.

As the TMR only masks soft errors and does not correct them, the affected circuit replicas
may remain faulty or unsynchronized with each other. For some applications, bare TMR

implementation does not provide enough mitigation. Thus, to further increase the TMR
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Figure 5.6: Architecture of Distributed Triple Modular Redundancy with feedback paths.
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Figure 5.7: Global Triple Modular Redundancy architecture.

performance, it can be implemented with various synchronization mechanisms [78,127] and
CRAM reconfiguration [128]. The TMR implementation is not a straightforward task, and
its improper insertion can jeopardize the system radiation performance [124]. Placement
of the voters can directly affect the radiation susceptibility of the TMR design [129].
Various difficulties with TMR insertion are explained in detail in [96,130]. In Section 7.2

experimental testing results of different TMR topologies are presented and discussed.

5.1.2 Configuration memory scrubbing

Spatial redundancy methods, described in Section 5.1.1, only mask soft errors and do
not correct SEUs in the CRAM of the SRAM-based FPGAs. In order to keep spatial re-
dundancy methods working reliably, they must often be complemented with an additional

mitigation method called scrubbing which avoids fault accumulation and restores the cor-
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rect CRAM content. Scrubbing is a mitigation method that relies on periodic cycles of
simultaneous writing to the CRAM with the intent of correcting bit errors, while the
device’s functional logic area is still operating [39,41,76,119,131]. Scrubbing prevents the
accumulation of configuration upsets and significantly reduces the probability that two
SEUs may overcome TMR. Tt is possible because modern SRAM-based FPGAs offer a
functionality called Partial Reconfiguration [132-135], where part of the design can be in-
dependently reconfigured. An example of the configuration interfaces and circuitry inside
the Xilinx 7 Series FPGAs is presented in Fig. 5.8. The configuration module manages
the configuration memory consisting of frames [136,137], which are the smallest address-
able elements. The configuration memory could be accessed and modified via Select MAP,
JTAG, or ICAP interfaces. As explained in detail in [139], apart from CRAM scrubbing,
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ICAP Configuration Module [
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Configuration Registers

Configuration Frame 2

Configuration Frame 0
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Readback CRC Configuration Memory

Figure 5.8: Configuration interfaces and circuitry [137,138].

the content of the BRAM can be also scrubbed.
Scrubbers’ classification is presented in Fig. 5.9 and it is explained in detail in [39,

41,131, 140]. They can be categorized depending on the scrubbing system architecture or

| Scrubbers classification |

I
[ ]
| Architecture | | Methodology |

| Scrubber circuitry location | |Scrubber implementation| | Operation type | | Scrubbing granularity |
Software | Blind scrubbing | Configuration memory frame |

Hardware | Readback scrubbing | Design module |

Error-driven scrubbing | Device |

Task-driven scrubbing

Figure 5.9: Scrubbers classification [140].

adopted scrubbing methodology. Depending on the selected scrubbing architecture, there

are internal, external, and hybrid CRAM scrubbers. They can be implemented either in
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software and run on a processor, or be instantiated in a programmable logic and operate
in an FPGA. However, depending on the operation type that the scrubber executes, there
are blind, readback, error and task driven scrubbers. The blind scrubber reads golden
configuration data from an external non-volatile memory and writes it back to the CRAM
of the SRAM-based FPGA. In this method it is impossible to gather information about
how many SEUs were induced to the CRAM. On the other hand, the readback scrubber
first reads back the configuration frame data from both the SRAM-based FPGA and
the external non-volatile memory. Next, the scrubber controller compares the data using
either a direct comparison or Error Correction Codes (ECCs). If a discrepancy is found,
the faulty configuration frame of the SRAM-based FPGA is rewritten using golden data
stored in the external memory.

While using the readback scrubber, it is possible to count the number of induced SEUs
and get valuable information about the radiation environment where the target application
operates. Also, it allows for verifying simulated radiation environment parameters with
the real ones. Depending on the scrubbing granularity, scrubbers operate on a different
sizes of memory blocks. In a single run, they can process either only one configuration

frame, one design module, or the full device.

Internal Scrubber

The scrubbing controller in the internal CRAM scrubber is implemented either as an
on-chip hard core or is created out of user fabric blocks located inside the target SRAM-

based FPGA. The internal scrubber architecture is presented in Fig. 5.10. The scrubbing

SRAM-based | Scrubbing
FPGA Controller

Reliable Memory

Figure 5.10: Architecture of internal scrubber.

controller is connected to the internal CRAM of the SRAM-based FPGA via a dedicated
configuration interface. It can also optionally interface with an external non-volatile
memory holding the golden copy of the configuration data. Usually, internal scrubbers
use Single Error Correct Double Error Detect (SEC-DED) technique together with the
ECC codes embedded in the configuration frames to detect and correct SEUs, and detect
MBUs. The configuration frames containing MBUs are rewritten by fetching correct data
from the external memory holding the golden bitstream.

An example of the internal scrubber that can be instantiated in modern Xilinx SRAM-

based FPGAs is the Soft Error Mitigation Controller which delivers functionality of cor-
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recting both SEUs and MBUs [141, 142]. There also exist other implementations of in-
ternal scrubbers. One example is the internal scrubber based on a coarse grain TMR
FPGA design. Although each TMR branch is implemented in a different FPGA region,
it uses the same configuration data. Thus, any configuration frame of the TMR branch
can be repaired using the data from the other identical branches [140, 143, 144]. Also, as
demonstrated in [145], the internal scrubber can be implemented in a system that requires

Partial Reconfiguration functionality.

External Scrubber

The scrubbing controller in the external scrubber is located outside the target SRAM-

based FPGA. External scrubber architecture is presented in Fig. 5.11. External scrubbers

Reliable Memory

Configuration interface

SRAM-based
FPGA

Scrubbing

Al L4
General purpose interface
¢ N Controller

Figure 5.11: Architecture of external scrubber.

are created out of user fabric blocks located inside the antifuse or flash-based FPGAs [119],
or are implemented as standalone radiation-hardened ASICs [146]. As demonstrated, the
external scrubbers have better performance than the internal ones [147, 148].

External scrubbers usually operate in either blind or readback mode. An example of
blind scrubber implementation in a high-energy physics experiment is the CBM Readout
Controller board [149]. Tt is equipped with the Xilinx Virtex-4 SRAM-based FPGA [150],
which operates as the core data processing device. It is continuously scrubbed by a
flash-based Microsemi ProASIC3 A3P125 FPGA [151], which reads golden configuration
data from an on-board, non-volatile flash memory. Another example of blind scrubber
implementation is the Readout Board of the ALICE Inner Tracking System detector. Its
architecture is presented in Fig. 5.12. The Xilinx Ultrascale XCKU060 [152] SRAM-based
FPGA is continuously scrubbed by the flash-based Microsemi ProASIC3 A3PE600L [153].

Although the architecture of the readback scrubbers is more complicated than the
design of the blind scrubbers, they are also implemented because they provide useful
statistics on the number of induces SEUs. An example of the readback scrubber imple-
mentation is the Readout Control Unit [86, 154] utilized within the TPC detector at the
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Figure 5.12: Scrubber architecture implemented in Readout Board of ITS Readout Sys-

tem.

ALICE experiment. The CRAM of the SRAM-based Xilinx Virtex-IT [155] is monitored
and refreshed by Microsemi ProASIC APA075 [156].

External flash memories utilized within scrubbing architectures are susceptible to radi-
ation and they increase the complexity of the system. Because of this, external scrubbers
that do not need access to the golden bitstream were implemented. The first example
is the external scrubber for the system with triplicated SRAM-based FPGAs [157]. The
external scrubber continuously compares the CRAMs of the three FPGAs, and if a discrep-
ancy is found, then the faulty configuration frames of the affected device are reconfigured
using the data retrieved from other FPGAs. Another example of the external scrubber is
a solution based on the Error Detection and Correction mechanism, which does not re-
quire an access to the golden configuration data [158]. Yet another example is the JTAG
Configuration Manager (JCM), which is the external scrubber that can operate as both
blind and readback scrubber [110].

Hybrid Scrubber

The hybrid scrubber, whose architecture is presented in Fig. 5.13, has got two controllers.

The internal controller is usually implemented as an on-chip hard core inside the target

Reliable Memory

Configuration interface
4

SRAM-based | Internal Scrubbing| [* General murmose interface External Scrubbing
FPGA Controller PP Controller

Figure 5.13: Architecture of hybrid scrubber.

SRAM-based FPGA. It provides the SEC-DED functionality, and by using the ECC
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codes embedded in each configuration frame, it corrects SEUs and detect MBUs. When
the internal controller finds a configuration frame containing an MBU, its address is sent
to the external controller. It fetches the correct configuration frame from an external
memory and rewrites the faulty data frame using either JTAG, SelectMAP, or PCAP
interfaces [109,110]. The external controller of the hybrid scrubber is usually:

e implemented with fabric blocks located inside the antifuse or flash-based FPGAs,

e is implemented in the processor of a System-on-a-chip [138] or in the external

System-on-a-chip [109, 110],

e is realized as a dedicated software running on a PC [159,160].

An example of the hybrid scrubber implementation in a high-energy physics experi-
ment is the readout board of the TOF detector at CBM experiment [160]. The readout
board is equipped with the SRAM-based Xilinx Artix-7 FPGA. The FPGA employs the
Xilinx SEM Controller [141], which operates as the internal controller of the hybrid scrub-
ber. The controller corrects SEUs and detects MBUs in the CRAM. While the MBUs are
repaired by the dedicated software, which interfaces with the JTAG port of the SRAM-
based FPGA via the radiation-tolerant GBT-SCA adapter [161]. The external controller
of the hybrid scrubber is implemented in software, which runs on a PC located in the

radiation-free area.

5.1.3 Inputs-outputs triplication

In order to increase the reliability of a system, all single points of failure should be
removed. As explained in Section 5.1.1, the TMR methodology is known for increasing
system reliability. When it is employed, all circuit replicas should have their own set
of signals, so that a failure at the input is not propagated through all the redundant
paths [122]. Thus, if one input is affected by a soft error, it will affect only one redundant
block. The input triplication scheme is shown in Fig. 5.14. The single ended signal is
brought to the three separate FPGA input pins. Then, each redundant logic is fed with
the input signal coming from a separate input buffer IBUF [162].

As the TMR design generates critical logic paths in triplicate, there must be a method
to bring triple logic paths back to a single path that does not create a single point of
failure. This can be accomplished with the triplicated outputs. The output triplication
scheme is shown in Fig. 5.15. The TMR output in the Xilinx FPGAs is designed using
the generic 3-state output buffer OBUFT [162]. Each signal coming from the triplicated
circuitry inside the FPGA has got its own output buffer, which is controlled by the
minority voter that compares the primary signal to the two other signals. If the primary
signal is in the majority, then the minority voter enables the corresponding output buffer,

which allows the data on its primary path to be driven out through the OBUFT and onto
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Trace on PCB

P . .
RI Minority /

Package pin

Figure 5.15: Minority voted TMR FPGA outputs [122].

the package pin. Otherwise, if the signal is in the minority, the minority voter disables
the corresponding output buffer by placing its output in a high-impedance state allowing
the redundant outputs to drive the correct data. Externally from the FPGA on the PCB,

the three outputs are hardwired together. This scheme does not cause any contentious

states because only paths that agree with others are actively driven.

5.2 Discussion

In this chapter, different radiation mitigation techniques were presented and discussed.
It must be mentioned that the approach toward mitigation methods implementation in
SRAM-based FPGAs is different than in ASICs. First of all, the designers must take
into account that SRAM-based FPGAs contain the susceptible to radiation configuration
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memory which configures all the device functionalities. On the other hand, while design-
ing an ASIC designers can utilize radiation-hard CMOS technology such as the 65nm
CMOS by ST Microelectronics [163]. The selection of specific mitigation methods is up
to the system designer, and depends both on the target radiation environment and the
required system reliability. Often different mitigation methods are utilized together. The
examples can be spatial redundancy and partial reconfiguration [164], spatial redundancy

and scrubbing, or Error Correction Codes and scrubbing.
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Chapter 6

Hardware prototype platform

6.1 Motivation and design objectives

The ITS Readout System, described in Section 1.4, is a fully customised electronic appar-
atus consisting of 192 Readout Units (RUs). Due to the unique functions that it serves
and the necessity to operate in the radiation environment, a dedicated electronic solution
has been developed. However, before designing and commissioning the final system, all of
the functionalities must be tested and verified. Thus, to address many different research
and development activities regarding the design of the I'TS Readout System, the Proto-
type Readout Unit [165] has been designed. It is an electronic platform, whose versatile
architecture allows for testing and verification of:

e the interface between a single pixel sensor installed on a dedicated carrier card,
or Inner Barrel (IB) or Outer Barrel (OB) Hybrid Integrated Circuit (HIC) and
readout electronics,

o the signal integrity and data transfer reliability over 5m long twinax cables,

e the interface to the Power Boards and the ALICE Online and Offline computing
system,

e the triggering capabilities,

e the FPGA’s operation in a radiation environment,

e the methods for mitigation of radiation effects.

6.2 Architecture and implementation

The hardware prototype platform consists of the Prototype Readout Unit and the custom
FMC mezzanine card. The architecture of the Prototype Readout Unit is presented in
Fig. 6.1. The SRAM-based Xilinx Kintex-7 XC7K325T [166] FPGA is the main pro-

cessing unit. It receives data from the single pixel sensor or the pixel sensor module (1B
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Figure 6.1: Architecture of ITS Prototype Readout Unit (ITS RU v0).

or OB HIC) either via high-speed tranceivers or differential GPIO inputs. The FPGA
accesses the sensor’s differential control interface either via an MLVDS buffer or a direct
AC-coupled connection. The adjustable power supply section generates and monitors the
voltages for the pixel sensor modules. In order to provide communication with a PC for de-
bugging or sending out data, the board has been equipped with the Cypress FX3 USB 3.0
controller. An FMC slot is installed to interface with the GBTx-FMC board [167] that
allows for communication with a DAQ or trigger system via the versatile GBT link [19].
Also, an SFP optical transceiver module has been installed to enable the implementa-
tion of the GBT-FPGA project [168]. Multiple FPGA configuration schemes have been
foreseen to support both the initial programming and scrubbing. The FPGA can be con-
figured either by a JTAG programmer, GBT-SCA JTAG master controller [161], or via a

flash-based memory.

A versatile clock tree allows the FPGA to operate using either a local 160 MHz clock, an
LHC 40 MHz machine clock received by the GBTx chip, or an externally provided clock.
Shunt resistors at the outputs of the power converters with easily accessible terminals
facilitate power monitoring and characterization. The Prototype Readout Unit provides
a dedicated interface to control the ITS Power Boards. Most of the unused transceivers

and clock inputs can be accessed from outside to further increase flexibility. The I'TS
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Prototype Readout Unit is a 6U' VME form factor, 10-layers electronic board. Its physical

implementation is presented in Fig. 6.2.

Y s

Figure 6.2: ITS Prototype Readout Unit (ITS RU v0). (1) Board power section, (2)
Sensor powering section, (3) Transceivers and clock input ports, (4) Connectors for Samtec
Twinax ribbon cables and termination networks, (5) USB 3.0 interface, (6) Xilinx Kintex-
7 XCTK325T FPGA, (7) FPGA configuration interface, (8) Clock input for clocking tree,
(9) Connectors for interface to I'TS Power Board, (10) FMC slot for GBTx-FMC mezzanine
card and optical SFP module.

The Prototype Readout Unit was used as a main hardware platform for characterizing
the ALPIDE pixel sensor for qualification during the Production Readiness Review. Tt
was also used as a primary prototyping base to test and verify different functionalities of
the ITS Readout System during its Engineering Design Review.

The GBTx-FMC is shown in Fig. 6.3. Its architecture and connection with the Proto-
type Readout Unit v0 is presented in Fig. 6.4. The FMC hosts the GBTx and GBT-SCA
chips. VTRx and VTTx optical modules provide optical communication with the Central

1233 mm x 160 mm
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Trigger Processor and ALICE Online and Offline computing system. The FMC interfaces
with the SRAM-based Kintex-7 FPGA via FMC-HPC connector.

Figure 6.3: GBTx-FMC mezzanine card. (1) VIRx bidirectional optical communication
module, (2) VT'Ix one-directional optical communication module (unmounted), (3) GBT-
Slow Control Adapter, (4) GBTx chip, (5) FMC-HPC connector.
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Chapter 7

Experimental testing of the mitigation

methods

As described in Section 1.4, the ALICE Inner Tracking System Readout will utilize SRAM-
based FPGA devices, which are susceptible to ionizing and non-ionizing radiation. The
final logic design operating simultaneously in 192 FPGAs will consist of:

e long combinational and sequential processing pipelines,

e memory components based on Block RAM,

o Finite State Machines (FSMs).
Thus, before deploying the Readout System in the target radiation environment of the
ALICE experiment, it was essential to characterize the aforementioned logical structures
using the design functional error rate estimation methodology described in Chapter 4,
and experimentally evaluate and quantitatively compare effectiveness of main SRAM-
based FPGA mitigation methods. The experimental results have been summarized into
an implementation guideline for the final FPGA design. The following Chapter presents:

e the design of the setup used during experimental testing,

e the developed testing designs,

e the obtained experimental results from fault injection and irradiation tests,

e the discussion of the obtained experimental results.

7.1 Experimental setup

The following Section presents the hardware setup, which was employed in all of the
experimental tests described in this Chapter. The irradiation experiments were conducted
at the isochronous cyclotron [102] at the Nuclear Physics Institute of the Academy of
Sciences of the Czech Republic in Re%, near Prague. The machine provides a proton beam

with an energy range from 6 to 37 MeV. The available proton flux ranges from 10* to
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10" em~2s7!, over a uniform area of about 2.5 x 2.5cm?. All the experimental tests were
carried out with a 30 MeV proton beam at the target’s surface at Linear Energy Transfer
(LET) of 1.469 - 1072 MeV cm? mg~'. In order to continuously monitor the beam intensity
during the irradiation tests, a dedicated dosimetry system [101,102] was used.

The experimental setup, presented in Fig. 7.1, was installed on a remotely controlled
X-Y platform to allow for the precise beam alignment before each set of irradiation tests.
The hardware platform [165,169], described in detail in Chapter 6, was installed behind
a 10 mm aluminum shield which stops all protons and protects the active electronic com-
ponents on the board. Only the Xilinx Kintex-7 325T [166] SRAM-based FPGA can be
exposed to the proton beam. FPGA’s exposure to the beam is managed by a remotely
controlled pneumatic shutter. The test setup connections are shown schematically in
Fig. 7.2. All of the irradiation tests are automated by the custom software running on
a PC located in a bunker 5m away from the radiation zone. The software operates as
described in Section 4.3. The status of the testing design is periodically read out over
USB and UART interfaces. A back-up UART connection is used to read out the testing
design status in case of error readout module failure. The FPGA can be programmed
and reconfigured via a JTAG programmer [170,171] or an external scrubbing device. The
JTAG Configuration Manager (JCM) [110] is used as an external scrubbing device. The
controlling software commands the power supply and the beam shutter controller. The
supply current was continuously monitored, even though no latch-up events were expected

with a 30 MeV proton beam.

Beam shutter

FPGA

ITonisation chamber

10mm alumminium shield

Movable X-Y platform

Figure 7.1: Test setup used during proton irradiation tests [169].

The fault injection tests were also carried out using the aforementioned hardware
platform. The Prototype Readout Unit vO was connected to the controllable power sup-
ply, and either to the JTAG programmer or JCM. All of the fault injection tests were

automated by the custom software running on a PC.
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Figure 7.2: Diagram of beam test setup connections.
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7.2 Combinational and sequential circuits testing

The testing design [169], based on the design functional error rate estimation method-
ology described in Chapter 4, has been developed to test for radiation susceptibility of
combinational and sequential circuits implemented using FPGA’s Look-up Tables (LUTS)
and registers (FFs). It allows for the study of different topologies of Triple Modular Re-

dundancy (TMR), and the refreshment of configuration memory (scrubbing).

7.2.1 Testing design architecture and theory of its operation

The architecture of the developed testing design is presented in Fig. 7.3. The design
contains many identical modules, called lanes, and an error readout module. Each lane
consists of a triplicated pattern generator, a chain of Logic Test Structures (LTSs), a
triplicated pattern checker, and a triplicated discriminator. The pattern generator outputs
test vectors that are periodically repeated 6 bits wide sequences from 0 to 63. A width
of the test vector was set to 6 bits because the input of LUTs in the Xilinx Kintex-7 are
also 6 bits wide [30]. The LTS is replicated 64 times, forming a chain that shifts the test
vectors. The basic LTS, shown in Fig. 7.4, consists of a hard-coded LUT transfer function
(Combinational Logic) and an output register (R). The combinational logic increments
the input data by 1 and the output register holds the incremented value for one clock
cycle. In order to test different spatial redundancy topologies in the LTS, it is possible
to employ various TMR schemes described in detail in Section 5.1.1. The TMR can be
employed either in the combinational logic (Fig. 7.6), the output register (Fig. 7.5), or
both (Fig. 7.7). Also, the data voter between the combinational logic and the output
register (Fig. 7.8), or the full chain of the basic L'TSs (Fig. 7.9) can be implemented with
TMR.

; Error
LANE Chain of LTSs readout
i module
Pattern /' Pattern Discri- PAT_ERR
generator | /¢ LTS_0 LTS_1 * LTS_63 764 checker 7]4 minator / (over USB 3.0)

‘ LT\ LANE_WARN

6 ]

; 32-bit
LANE Chain of LTSs
counters
Pattern /i Pattern Discri- PAT_ERR
generator | LTS 0 LTS_1 * LTS 63 764 checker 7]4 minator 1

‘ LT\ LANE_WARN

6 ] 4

Figure 7.3: Architecture of combinational and sequential circuits testing design.
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Combinational R
logic
6 8 6 6
Hard-coded “+1" adder Qutput
implemented in LUT table register

Figure 7.4: Basic Logic Test Structure design.

R
6
Combinational ]
. R Voter
logic —
6 6 6 6
Hard-coded “+1” adder
implemented in LUT table
R
6
Triplicated output
register

Figure 7.5: Logic Test Structure design in which only output register is triplicated.

Combinational
logic

Combinational
logic —

Voter R

Qutput
register

Combinational
logic

Hard-coded “+1" adder
implemented in LUT table

Figure 7.6: Logic Test Structure design in which only combinational logic is triplicated.

After the reset signal is deasserted, the pattern generator starts outputting test vectors
which are pushed through the chain of the LTSs at a frequency of 100 MHz. 64 clock cycles
later, data at the output from the chain of the LL.TSs are copies of the data outputted by
the pattern generator. This condition remains true unless a soft error occurs either in the
pattern generator, the chain of the LTSs, or the routing between those modules and the
pattern checker. The pattern checker compares the output from the chain of the L'TSs
to the reference output from the pattern generator. If a discrepancy is found, a pattern
error signal is asserted on the PAT _FERR output. The discriminator receives that signal

and increments the corresponding error counter only once per the full pattern generator
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Combinational R
logic
g 6 6
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Figure 7.7: Logic Test Structure design in which both combinational logic and output

register are triplicated.

Combinational
. Voter R
logic
6 6
Combinational |
. Voter R Voter
logic —
6 6 6 6
Combinational
. Voter R
logic
6 6
Hard-coded “+1" adder Triplicated output
implemented in LUT table register

Figure 7.8: Logic Test Structure design in which both combinational logic and output

register are triplicated. They are connected via 3 redundant voters.

LTS 0 [— LTS_1 | LTS 63
6
—/—H> LTS | LTSI |+ LTS_63 —~— Voter > o
6 6 6
LTS.0 > LTS_1 | » LTS_63 | ' 7 Joer

Figure 7.9: Triplicated chain of Logic Test Structures.

sequence. Also, when a discrepancy is found during voting in the pattern generator,
pattern checker, or discriminator, a lane warning signal is asserted on the LANE _WARN
output.

During beam or fault injection test, the values stored in the error counters are peri-
odically read out via a USB interface and saved. During later analysis, it is possible to

recognize how many lanes were affected by soft errors or whether the error was in the
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error readout module. Tests where the error readout module failed are excluded from the
further analysis.

The utilization of resources by different implementations of the logic test structures in
the Kintex-7 FPGA is presented in Tab. 7.1. In order to replicate either the combinational
logic or register, it is necessary to add a voter. Resources required to implement it and
other components of the lane are shown in Tab. 7.2. Tt takes 6 LUTSs to add a single 6 bits
voter to any LTS design. The implementation of the basic LTS requires 4 LUTs and 6 FFs,
while the most resource-demanding one utilizes 36 and 18, respectively. To implement the
topology where the full chain of the basic L'TSs is triplicated (Fig. 7.9), 774 LUTs and 1152
FFs are required. Depending on the selected TMR topology of the logic test structure,
6 different testing designs with 256, 160, 128, or 64 lanes were implemented to utilize as
many FPGA resources as possible, thus maximizing the area susceptible to radiation. In
Tab. 7.3 the utilization of resources by different implementations of the testing designs
is presented. Also, the numbers of essential bits per different testing designs variants
were extracted. Essential bits are utilized CRAM bits that are responsible for the correct
configuration of the circuit implemented in the SRAM-based FPGA device [172]. In the
testing FPGA design where the full chain of the LTSs was triplicated and the redundant
voter was used, the utilization of essential bits per lane is the highest and equals 0.49 %.
Meanwhile, in the testing design where nothing was triplicated, utilization of the essential

bits per lane is the lowest and equals 0.1 %.

Logic Test Structure (LTS) Figure Resources

LUT FF
Nothing triplicated Fig. 7.4 4 6
Register triplicated Fig. 7.5 10 18

Combinational logic

triplicated Fig. 7.6 18 6

Combinational logic .
Fig. 7. 1 1
and registers triplicated ig. 7.7 8 8

Combinational logic
and registers triplicated, Fig. 7.8 36 18
redundant voter

Table 7.1: Utilization of resources, in Xilinx Kintex-7 325T, by logic test structures with
different TMR topologies employed.
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Block Resources

LUT FF

Triplicated pattern generator 40 24

Triplicated pattern checker 13 3

Triplicated discriminator 7 6

Voter
3 x 6 bits to 6 bits

Table 7.2: Utilization of resources by different functional blocks in Xilinx Kintex-7 325T.

Firmware Lanes Used resources per design Essential bits
LUT LUT FF FF Test;mg Lane
per lane per lane  design
Nothing triplicated 256 57% 0.22% 35% 0.14% 259% 0.1%
Registers triplicated 160  74% 046% 52% 0.33% 37% 0.23%

Combinational logic

- 128 80% 0.63% 18% 0.14% 322% 0.25%
triplicated

Combinational logic

. . 128 81% 0.63% 42% 0.33% 322% 0.25%
and registers triplicated

Combinational logic
and registers triplicated, 64 0% 1.25% 21% 0.33% 31.1% 0.49%
redundant voter

Full chain of LTS
triplicated

128 69% 0.54% 42% 0.33% 28.7% 0.22%

Table 7.3: Utilization of resources, in Xilinx Kintex-7 325T, by testing design with differ-
ent schemes of replication (values presented as percentages of total amount of resources in
device). Lowest and highest utilization of essential bits per lane within developed testing

designs with radiation mitigation methods employed is marked.
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7.2.2 Fault injection and proton irradiation testing results
Tests without CRAM scrubber

Tests without the CRAM scrubber were carried out both in proton irradiation and fault
injection tests. The number of SEUs induced to the CRAM Nggr cp during a single
irradiation test was estimated using Eq. 7.1 (where ocgan is the CRAM cross-section, ®
is the beam fluence, F' is the beam flux, 7" is time of exposure to the beam, and Nc¢g is
the number of CRAM bits).

Nerr B = 0craM®Nep = ocram T Nep (7.1)

It was calculated that, during the 120 s long irradiation test at the flux of 107 cm=2s7!

(fluence equals 1.2 - 10° cm™2), on average 408 and 100 errors are induced to the CRAM
and BRAM, respectively (on average an error is induced the the CRAM every 0.29s).
Then, during fault injection tests, the same number of faults were injected to the CRAM
using the Xilinx Soft Error Mitigation Controller [141]. It is important to mention that
during the irradiation tests, SEUs were induced both to the CRAM and BRAM, while
during the fault injection tests, faults were injected only to the CRAM. To obtain the
required statistics, fault injection and beam tests for each of the testing designs were
repeated 500 and 50 times, respectively. Lower statistics of the irradiation measurements
are a result of both availability issues and the high price of beam testing. In each test, the
number of faulty lanes was monitored. The lane was considered faulty after its pattern
checker asserted the pattern error signal (PAT ERR). After carrying out fault injection
and beam tests, the data were processed and the cross-section of the lane oy, for different
testing designs was calculated using Eq. 7.2 (where N is the number of conducted irradi-
ation or fault injection tests, E is the number of faulty lanes in a single test, Ny, is the
number of lanes in the given testing design, ®; is the fluence, Fj is the average flux, and

Ti is the time of exposure to the beam during a single test).

N N
> B > B
o = e = —— (7.2)
NLY @ NoY KT
i=1 i=1

The results are presented in Tab. 7.4. The largest lane cross-section was measured for
the testing design where only the output register of the LTS is implemented with TMR.
This result was expected because the 6-bit voter cross-section is larger than the single bit
register one, thus increasing the total LTS cross-section. The lowest lane cross-section
was measured for the testing design where the full chain of the LTSs is triplicated.

Fig. 7.10 visualises the operation of the testing design with triplicated chains of the

basic LTSs. The upper plot shows the results of comparisons (PAT _FERR signals) of
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the data voted from the triplicated chains of the LTSs and the reference outputs from
the pattern generators. Lack of marks on the plot means that the comparison operation
was correct. The bottom plot shows warnings while voting the outputs by the pattern
generators, the chain voters, the pattern checkers, or the discriminators (LANE_WARN
signals). Without scrubbing, errors in the CRAM are not corrected and the lanes affected
by SEUs stay faulty until the end of the test.

Testing with CRAM scrubber

The testing design was also tested with two different CRAM scrubbers. During fault in-
jection tests, the errors were injected to the CRAM using the Xilinx Soft Error Mitigation
Controller. First, the controller was switched into the fault injection mode in order to
inject a single error to a randomly selected position in the CRAM. Then, the controller
was switched into observation and correction mode so that the injected error could be
automatically localized and corrected. The number of repetitions of this sequence was
calculated using Eq. 7.1.

During the proton irradiation tests, the JCM scrubber [110] was employed and con-
figured to operate as a blind scrubber. As it performs a blind scrub cycle every 2s, the
duration of a single irradiation test and beam intensity were set to 480s and 10% cm=2s7!
respectively, so that on average an SEU was induced to the CRAM every 2.94s. This
means that the entire CRAM content was refreshed 1.5 times between occurrences of an
SEU. The corresponding fluence of 4.8 - 103 cm™ was 2.5 times less than the fluence of
the conducted irradiation tests without the scrubber employed.

Fig. 7.11 and Fig. 7.12 visualise the operation of the testing design with triplicated
chains of the basic LTSs. The presented tests were carried out with the JCM scrubber
employed at the flux of 10°cm=2s7! and 107 em 257!, respectively. The upper plots show
when the lanes no longer generate the correct outputs (PAT _ERR signals). The bottom
plots show errors while voting the outputs in the pattern generators, the chain voters, the
pattern checkers, or discriminators of each lane (LANE WARN signals). The striking
difference in respect to Fig. 7.10 is that the warning outputs due to the errors in the lanes
are continuously reset by the operation of the scrubbers (bottom plot). Without errors
accumulating in the lanes (as it is in the case of the operation without any scrubber shown
on Fig. 7.10) the TMR topology ensures that the voted lane outputs stay error-free for
the whole irradiation period. It can be seen that the increase of the flux induces more
errors to the CRAM, which are anyway corrected by the external scrubber. Although
warnings in voting by different modules are detected, the pattern checkers do not report
any errors.

The measurement results are summarized in Tab. 7.5. The highest increase in radiation
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hardness can be observed for the testing design where the full chain of the basic LTSs

was triplicated.

7.2.3 Discussion

Among all of the evaluated testing designs, the one with the full chains of the basic LTSs
implemented with TMR is the least susceptible to radiation. Although the full chain of
the basic L'TSs is triplicated, the utilization of resources per lane is the lowest within
the developed testing designs with TMR employed. The reason for this is the amount of
implemented voters. In this particular design it is necessary to add only one voter per
lane, while in other architectures, voters must be added at every local point of triplication.
Furthermore, adding a voter requires not only additional LUTSs, but also many routing
resources which increase the total number of utilized essential bits and in consequence
lead to the increase of radiation susceptibility. As for any other TMR topology, the
employment of the scrubber is mandatory to keep the system operating correctly.
Analyzing the obtained lane cross-sections and resource utilization of the tested designs,
a conclusion could be drawn that the higher the ratio between the amount of resources of

the triplicated circuit and those of the voter, the higher the protection efficiency.
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Fault injection Errors Lanes Faulty lanes Lane o Error jo
Mean  SD (cm2 lane’l) (cm2 lane’l)
Nothing triplicated 408 256 23.72  6.07 7.99 .10 1.03-10712
Register triplicated 408 160  19.83 4.84 10.70-10"'* 1.29-10712
Combinational logic
408 128 6.00 2.53 4.04-1071 0.89-10712
triplicated
Combinational logic B B
408 128 559  3.00 3.76 - 1071 0.97-10712
and registers triplicated
Combinational logic
and registers triplicated, 408 64 2.80 1.70 3.78 10711 1.03-10712
redundant voter
Full chain of LTS .
408 128 097 1.04 0.65-107'" 0.32-107"2
triplicated
Proton irradiation tests Fluence
(cm™2)
Nothing triplicated 1.2-10° 256 28.1  6.85 9.70 - 101 3.22-10712
Registers triplicated 1.2-10° 160 23.43 589 12.20-107't  4.85-107!2
Combinational logic _ _
1.2-10° 128 555 287  3.61-107'"  2.62-107"2
triplicated
Combinational logic B 7
1.2-10° 128 464 213 3.11-107'"  1.85-107'2
and registers triplicated
Combinational logic
and registers triplicated, 1.2-10° 64 232 1.7 3.08-1071 3.25.10712
redundant voter
Full chain of LTS
1.2-10° 128 0.95 086 0.62-10"' 0.65-107*2

triplicated

Table 7.4: Comparison of lane cross-sections obtained from proton irradiation and fault
injection tests without CRAM scrubber.
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Figure 7.10: Visualization of testing firmware operation with full chains of basic LTSs
triplicated (Fig. 7.9). Test parameters are: T' = 120s, F' = 10" cm™2s7!, CRAM scrubber
not employed. Upper plot shows when voters at end of lanes no longer generate cor-
rect outputs (PAT ERR signals). Bottom plot shows warnings while voting outputs by
pattern generators, chain voters, pattern checkers, or discriminators (LANE_WARN sig-
nals). As no CRAM scrubber is employed, functional errors caused by SEUs accumulate,

causing more lanes to fail.
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Fault injection Errors Lanes Faulty lanes Lane o Error do

(SEM IP scrubber) Mean  SD (cm?lane™")  (cm*lane™")
Nothing triplicated 408 256 22.58  5.19 7.60- 10711 1.26 - 10712
Register triplicated 408 160  19.88 539 10.70-10"'' 1.81-107%2
Combinational logic
408 128 5.98 2.49 4.03- 1071 1.19-10712
triplicated
Combinational logic I 12
408 128 5.39 2.5 3.63 - 10~ 1.09- 10~

and registers triplicated

Combinational logic
and registers triplicated, 408 64 2.87  1.65 3.86 - 1071 0.56 - 10712

redundant voter

Full chain of LTS

triplicated

408 128 041 078 0.28-107''  0.30-107'2

Proton irradiation tests Fluence

(JCM scrubber) (cm™2)
Nothing triplicated 0.48-10° 256 1350 3.15  10.60-10"''  6.04-10"12
Registers triplicated 0.48 - 10° 160 9.50 3.32 11.60-10"'* 967-10712

Combinational logic
0.48-10° 128 1.56  1.25 2571071 4.80-10712
triplicated

Combinational logic .
0.48-10° 128 247 1.39 4.04-1071 5.19-10712
and registers triplicated

Combinational logic
and registers triplicated, 0.48 - 10° 64 1.16  1.07 3.77-1071 7.99 10712

redundant voter

Full chain of LTS

triplicated

0.48 - 10? 128 0.06 024 0.09-107'  092-10712

Table 7.5: Comparison of lane cross-sections obtained from proton irradiation and fault
injection tests with CRAM scrubbers.
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Figure 7.11: Visualization of testing design operation with full chains of basic LTSs trip-
licated (Fig. 7.9). Test parameters are: T = 480s, F' = 10%cm 257!, JCM scrubber
employed. Upper plot shows when lanes no longer generate correct outputs (PAT ERR
signals) and how the malfunctions are corrected. Bottom plot shows warnings while

voting outputs by pattern generators, chain voters, pattern checkers, or discriminators
(LANE_WARN signals).
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Figure 7.12: Visualization of testing design operation with full chains of basic LTSs trip-
licated (Fig. 7.9). Test parameters are: T = 240s, F = 10"cm~2s~!, JCM scrubber

employed. Upper plot shows when lanes no longer generate correct outputs (PAT ERR

signals) and how the malfunctions are corrected. Bottom plot shows warnings while

voting outputs by pattern generators, chain voters, pattern checkers, or discriminators
(LANE_WARN signals). After 228 s JCM scubber is turned off and it can be seen that

errors are no longer repaired. In bottom plot, continuous warning is visible. Single branch

in triplicated pattern generator was affected and then repaired by scrubber. However, as

no synchronisation mechanism is implemented between branches of the pattern generator,

voter will constantly report warning because of out-of-sync branch.
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7.3 Built-in Xilinx Kintex-7 Block RAM testing

FIFO memories are essential elements of almost every single FPGA design. In modern
SRAM-based FPGAs they are implemented using either hard built-in macros, on-chip
Block RAM, shift registers, or distributed RAM. Usually deep depth FIFOs employ on-
chip BRAM, which, similar as CRAM, is implemented using SRAM cells that are sus-
ceptible to ionizing and non-ionizing radiation.

The typical radiation mitigation techniques employed to protect BRAM are either spa-
tial redundancy or Error Correction Codes (ECCs). In the case of Xilinx 7 Series FPGAs
Hamming code, error correction [173] is employed, which is a Single Error Correct Double
Error Detect (SEC-DED) mechanism. Although the BRAM is protected, the Hamming
Error Injection and Correction Checking mechanism, consisting of encoder, decoder and
correction units, is still susceptible to radiation. The BRAM of the Xilinx Kintex-7 has
already been experimentally evaluated in [71,75,174,175] but the available studies did not
directly test the performance of the Hamming Error Injection and Correction Checking
mechanism. Thus, the main motivation for implementing the testing design and conduct-
ing the experimental testing is to characterize the radiation susceptibility of the FPGA’s
built-in Hamming ECC mechanism and its usefulness for a final FPGA design for the
ALICE Inner Tracking System Readout.

7.3.1 Testing design and theory of its operation

The developed testing design is based on the methodology explained in Chapter 4. Its
architecture is presented in Fig. 7.13. The design consists of 4 replicated lanes and the
common error readout module. Each lane contains the triplicated 32-bit pattern gener-
ator, a chain of FIFOs, and the triplicated pattern checker.

After the reset signal is deasserted, the pattern generator starts outputting test vectors
which are pushed through the chain of FIFOs at a frequency of 100 MHz. The chain of
48 FIFOs is presented in Fig. 7.14. Between separate FIFO instances, a dedicated glue
logic module reads data and writes them to the next FIFO only when the previous one
is almost full. It allows as much BRAM content as possible to be exposed to radiation.
Each FIFO embeds two 36 kB blocks of BRAM protected with the Hamming code. The
data checker reads data from the chain of the FIFOs. It increments the previous data
word by 1 and compares it with the current one. The incremented data word and the
current one are equal unless a soft error occurs either in the pattern generator, the chain
of the FIFOs, or the routing between those modules and the pattern checker. If the
incremented data word and the current one are different, then an error pulse is asserted

on the COMP_ ERR output and the corresponding error counter is incremented. Outputs
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Figure 7.13: Architecture of BRAM testing design.

FIFO 0

~—/%  ECC enabled

32 2 x 36kb BRAM
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2 | 2x36kbBRAM |32 | 2x36kb BRAM | 32
I I I SBIT_ERR
48 / DBIT_ERR R

Figure 7.14: Architecture of chain of 48 FIFOs.

48

from the ECC mechanism informing of single bit upset (SBIT_ERR) or double bit upset

(DBIT ERR) are monitored. Also, the voter warning signals from the data generators

are logged. Error counters are periodically read out over USB interface. The utilization of

resources by the testing design is presented in Tab. 7.6. The implemented testing design
utilizes 88 % of the available Block RAM in the Xilinx Kintex-7 325T.

Lanes Used resources per design Essential bits
- .
ror YT rurram rr FF O pran IOHBE g
per lane per lane design
4 18% 45% 1% 17% 4.25% 8%  151% 3.775%

Table 7.6: Utilization of resources, in Xilinx Kintex-7 325T, by testing design (values

presented as percentages of the total amount of resources in device).

94



7.3.2 Proton irradiation testing results

The testing design was evaluated in a series of irradiation experiments. Tests with and
without a CRAM scrubber were conducted. Tests without a CRAM scrubber were con-
ducted at the flux of 107 cm~2s~!. It was calculated that, during the 120s long irradiation
test at the flux of 107 ecm=2s7! (fluence equals 1.2 - 10% em~2), on average 408 and 100 er-
rors are induced to the CRAM and BRAM, respectively. Data obtained during testing
without a CRAM scrubber are presented in Tab. 7.7. In each test, the ECC mechanism
reported the number of successfully corrected single-bit errors. The ECC mechanism did
not report any multi-bit error in the data read from the chain of FIFOs.

Tests with CRAM scrubbers were conducted at the flux of 10®ecm=2s~!. The hybrid
scrubber described in Appendix C and the JCM scrubber were employed. Tt was calculated
that, during the 480s long irradiation test at the flux of 10%cm=2s~! (fluence equals
0.48 - 10°cm™2), on average 163.2 and 40 errors are induced to the CRAM and BRAM,
respectively. Data obtained during testing with CRAM scrubbers are presented in Tab. 7.8
and Tab. 7.9.

7.3.3 Discussion

The testing design allowed for the experimental evaluation of the embedded Hamming
Error Injection and Correction Checking mechanism. Also, BRAM cross-section was cal-
culated (Appendix B.1) and compared with other measurements available in the literature.

The Hamming ECC circuitry managed to successfully correct all of the single-bit
errors, and did not report any multi-bit errors in the data read from the chain of FIFOs.
Thus, it was deemed robust enough to be employed in the final FPGA design. However,
detailed analysis of errors reported by the pattern checker on the COMP_ERR output
shows that input and output routing from the BRAM is susceptible to radiation and
additional mitigation methods must be implemented. Detailed descriptions of available

solutions that can be employed are presented in [176].
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Errors

Test Flux Time I* IIP

(em™2s7h)  (s)

- 107 120 91
- 107 120 72
- 107 120 77
- 107 120 80
- 107 120 82
- 107 120 71
- 107 120 68
- 107 120 83
- 107 120 65
- 107 120 43
- 107 120 79
- 107 120 100
- 107 120 96
- 107 120 96
- 107 120 88
- 107 120 85
- 107 120 74
- 107 120 68

TEST_2, run_0
TEST_2, run_1
TEST_2, run_2
TEST_2, run_3
TEST_2, run_4
TEST_2, run_8
TEST_2, run_9
TEST_2, run_10
TEST_2, run_13
TEST_2, run_14
TEST_2, run_16
TEST_2, run_17
TEST_2, run_19
TEST_2, run_20
TEST_2, run_21
TEST_2, run_ 22
TEST_2, run_23
TEST_2, run_24

I = T = S e e T e T T T e T e S S S e S
o O O O ©o O O O O O O o o o o o o o

2 Single-bit BRAM error repaired by the ECC mechanism.
b Multi-bit BRAM error not repaired by the ECC mechanism.

Table 7.7: Data obtained during beam test for testing design without CRAM scrubber

employed.
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Errors Active scrubber

Test Flux ~ Time I* II' SBU° MBU! CRCe SO UPPer
lifetime’
(em™2s7h)  (s) (s)
TEST 0,run 0  1-10° 480 39 0 154 7 0 480
TEST 0,run 1 1-10° 480 40 0 179 10 0 480
TEST 0,run 2 1-105 480 40 0 111 6 1 337.54
TEST 0,run 3 1-105 480 34 0 8 2 1 227.69
TEST 0,run 5  1-105 480 37 0 21 3 1 41.87
TEST 0,run 6  1-10° 480 28 0 164 8 0 480
TEST 0,run 7  1-105 480 45 0 141 7 0 480
TEST 0,run 8  1-10° 480 30 0 165 12 0 480
TEST 0,run 9  1-10° 480 38 0 156 4 0 480
TEST 0,run 10  1-10° 480 29 0 174 6 0 480
TEST 0,run 11  1-10° 480 34 0 156 0 0 480
TEST 0,run 12 1.105 480 42 0 115 7 1 298.97
TEST 0,run 13 1-10° 480 41 0 40 0 0 480
TEST 0,run 14  1.106 480 33 0 148 4 0 480

 Single-bit BRAM error repaired by ECC mechanism.

b Multi-bit BRAM error not repaired by ECC mechanism.

¢ Single Event Upset (number of SBUs before SEM IP reported CRC error).

4 Multiple Bit Upset (number of MBUs before SEM IP reported CRC error).
¢ Cyclic Redundancy Check (CRC) error reported by SEM IP.

! Time after which SEM IP reported CRC error and suspended its operation.

Table 7.8: Data obtained during beam test of testing design with active scrubber em-

ployed.
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Errors

Test Flux Time I* II°

(em™2s7h)  (s)

- 106 480 32
- 106 480 45
- 106 480 27
- 108 480 35
- 106 480 29
- 108 480 33
2108 480 35
- 106 480 27
- 106 480 31
- 106 480 42
107 120 85
107 120 75
107 120 88
107 120 116

TEST 1,run 0
TEST 1,run 1
TEST 1, run 2
TEST 1,run 3
TEST 1,run 4
TEST 1,run 5
TEST 1,run 6
TEST 1,run 7
TEST 1,run 8
TEST 1,run 9
TEST 2,run 0
TEST 2,run 0
TEST 2,run 0
TEST 3, run 1

= = = e e e e e e e e e e

0
0
0
0
0
0
0
0
0
0
0
0
0
0

a Single-bit BRAM error repaired by the ECC mechanism.
b Multi-bit BRAM error not repaired by the ECC mechan-

ism.

Table 7.9: Data obtained during beam test for testing design with JCM scubber employed.
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7.4 Finite State Machine testing

Finite State Machines (FSMs) are used to control operational flow in logic circuits. As
they greatly simplify the design and verification process, they are widely implemented in
synchronous designs [177]. Synchronous FSMs store their current state in DFFs and utilize
combinational circuits to implement next state transition logic. As SRAM-based FPGAs
are susceptible to ionizing and non-ionizing radiation, operation of FSMs implemented
in those devices can be compromised by SEEs and may lead to an undesirable condition
when an FSM transitions to a wrong state. FSM functional errors can occur from either
data-path SETs, DFF SEUs, clock or reset SETs, SEEs in the next state transition circuit,
or SEUs in a circuit routing [177].

FSM mitigation methods based on TMR and Error Detection and Correction (EDAC)
have already been studied in [177-180]. However, the presented testing designs were not
implemented in the target SRAM-based FPGA and not all of the available mitigation
methods were investigated. Thus, the main motivation for implementing the testing
FSM designs and conducting the experimental testing is to quantitatively compare FSM

mitigation methods and evaluate their performance.

7.4.1 Testing design architecture and theory of its operation

The FSM testing design is based on the methodology explained in Chapter 4. Its archi-
tecture is presented in Fig. 7.15. The design consists of many identical modules, called
lanes, and an error readout module. As many lanes as possible were implemented in each
testing design to maximize the utilization of the available FPGA logic resources. The
testing designs operate at a frequency of 100 MHz. In order to reduce the number of
pattern generators, each of them simultaneously writes test vectors to 4 lanes. Fig. 7.16
shows the 12-state test sequence that is continuously outputted by the pattern generators.
Each lane consists of a chain of 458 FSMs and a triplicated pattern checker. Four different
FSM architectures were implemented to evaluate the following mitigation methods:

e no mitigation (Fig. 7.18),

e the Hamming code encoding (Fig. 7.19),

e TMR (Fig. 7.20),

o TMR with redundant voters (Fig. 7.21).
The implemented Hamming mechanism operates in a single error correct (SEC) mode. In
the evaluated FSMs, a combinational circuit generating output signals is not implemented,
because the current 3-bit state code is outputted. All of the investigated FSMs perform
the same logic operation whose state diagram is shown in Fig. 7.17.

After the reset signal is deasserted, the pattern generators start outputting the defined
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Figure 7.15: FSM testing design architecture.
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Figure 7.16: 12-state test sequence generated by pattern generator.

3-bit test sequences (Fig. 7.16). The first FSMs in the chains read the test sequences and
transition to the next state according to the state flow diagram presented in Fig. 7.17.
They simultaneously output their current state code which is read by the next FSMs in the
chains. Then, the test sequences are propagated through the chains of the FSMs. As the
generated test sequence has 12 states, and each chain consists of 458 FSMs, 38 repetitions

of the test sequence are required so that the data outputted by the chains are the same
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Figure 7.21: Triplicated FSM architecture with redundant voters.

as the test vectors outputted by the pattern generators. Unless a soft error occurs either
in the pattern generator, the chain of FSMs, or the routing between those modules and
the pattern checker, the data outputted by the chains are the same as the test vectors
outputted by the pattern generators. If an FSM or the routing between FSMs are affected
by a soft error or an invalid input data is read, the FSM transitions into the error state
and outputs the error state code. Then, the next FSM in the chain reads the error state
code (outputted by the previous FSM) and transitions into the error state and outputs
the error state code. Such a mechanism allows for the propagation on the error state
code by the remaining FSMs in the chain up to the pattern checker. The pattern checkers
at the end of each lane compare the output from the chains to the reference outputs
from the pattern generators. If a discrepancy is found, the pattern checker reports either
a state or comparison error. The state error is asserted on the STATE FERR output
when the error state code is read from the chain of the FSMs. On the other hand, the
comparison error is asserted on the COMP__FRR output when the inconsistency is found
in the outputted state sequence. When error signals are asserted either on STATE ERR
or COMP_ ERR outputs, the corresponding error counters are incremented. During beam
or fault injection tests, the values stored in the error counters are periodically read out
via a USB interface and saved. During later analysis, it is possible to recognize how many
lanes were affected by soft errors or whether the error was in the pattern generator or
error readout module. The test runs, in which the pattern generator or the error readout

module fail, are excluded from the analysis.

The summaries of the utilized logic resources by different FSMs and testing designs
are shown in Tab. 7.10 and Tab. 7.11, respectively. The FSM implemented with TMR

with triplicated voters utilizes the most logic resources among the tested architectures.
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Logic test structure Figure Resources

LUT FF
No mitigation Fig. 7.18 3 3
Hamming Fig. 7.19 17 6
TMR Fig. 7.20 12 9

TMR

Fig. 7.21 1
with triplicated voters 8 8 )

Table 7.10: Utilization of resources, in Xilinx Kintex-7 325T, by FSMs with different

mitigation schemes employed.

Firmware Lanes Used resources per design

LUT LUT perlane FF FF per lane
No mitigation 128 92% 0.72% 48 % 0.38%
Hamming 24 93% 3.88% 18% 0.75 %
TMR 32 88 % 2.75% 34 % 1.06 %
TMR 99 % 4.13% 26 % 1.08 %

with triplicated voters

Table 7.11: Utilization of resources, in Xilinx Kintex-7 325T, by FSM testing designs with
different mitigation methods employed (values presented as percentages of total amount

of resources in device).

7.4.2 Fault injection and proton irradiation testing results

The developed testing designs were evaluated in a series of fault injection and irradiation
tests. Experiments with and without a CRAM scrubber were carried out. Tests without a
CRAM scrubber were conducted at the flux of 107 cm™2s~!. It was calculated that, during
the 120s long irradiation test at the flux of 107cm=2s~! (fluence equals 1.2 - 10° cm~2),
on average 408 and 100 errors are induced to the CRAM and BRAM, respectively. Data
obtained without a CRAM scrubber during testing are presented in Tab. 7.12.
Experimental tests with a CRAM scrubber were carried out, as well. Tt was calculated,
that during the 480s long irradiation test at the flux of 106cm=2s™! (fluence equals
0.48 - 10° cm™2), on average 163.2 and 40 errors are induced to the CRAM and BRAM,
respectively. The JCM [110] scrubber was employed as a blind scrubber. As it performs a
blind scrub cycle every 2, the duration of a single irradiation test and beam intensity were
set to 480s and 105 cm=2s7! respectively, so that on average an SEU was induced to the

CRAM every 2.94s. This means that the entire CRAM content was refreshed 1.5 times
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2 was 2.5 times

between occurrences of an SEU. The corresponding fluence of 4.8 - 10% cm™
less than the fluence of the conducted irradiation tests without the scrubber employed.

Data obtained with CRAM scrubbers during testing are presented in Tab. 7.13.

Fault injection Errors Lanes Faulty lanes Lane o Error do

Mean SD (01112 lane_l) (cm2 lane_l)

No mitigation 408 128 30.19 920 1.96-107'° 599.1071
Hamming 408 24 3.96 1.82 1.37-1071%  6.31-1071
TMR 408 32 4.04 1.86 1.05-1071° 4.85.107U
TAR 408 24 0.23 042 8.10-107'2 147-107%

with triplicated voters

Proton irradiation tests Fluence

(cm~2)
No mitigation 1.2-10° 128  39.92 11.26 2.59-107'0 7.33.1071
Hamming 1.2-10° 24 6.30 251 219-107°  870-107"
TMR 1.2-10° 32 517 312 206-1071° 12.5-1071

TMR
1.2-10° 24 021 042 7.44-107'2 145.1071
with triplicated voters

Table 7.12: Comparison of lane cross-sections obtained from fault injection and proton
irradiation tests without CRAM scrubber.

7.4.3 Discussion

Four different FSM testing designs were experimentally evaluated via fault injection and
proton irradiation tests. Analyzing the obtained experimental data in Tab. 7.12 and
Tab. 7.13, a clear conclusion can be drawn that the FSM implemented with TMR with
triplicated voters is the least susceptible to soft errors at the cost of the highest utilization
of logic resources.

Obtained experimental results in Tab. 7.13 show that employment of the scrubber did
not bring significant improvement. Such an outcome was anticipated. Once an FSM loses
its synchronization, the scrubbing does not restore the correct operation state, because the
feedback and synchronization paths were not implemented. Further increase of radiation
hardness can be achieved by implementing a synchronization mechanism between the
registers holding the state data [181]. Also, as scrubbing restores the correct content of

the configuration memory, it is recommended to be employed.
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Fault injection Errors Lanes Faulty lanes Lane o Error do

(SEM IP scrubber) Mean  SD  (cm?lane™") (cm?lane™)
No mitigation 408 128 30.52 516 1.99-107° 3.35.107U
Hamming 408 24 2.91 1.80 1.01-107% 6241071
TMR 408 32 382 216 9.93-107"  5.61-1071"
TMR

408 24 0.21 041 7.15-107'% 141-107"

with triplicated voters

Proton irradiation tests Fluence

(JCM scrubber) (em™2)

No mitigation 0.48-10° 128  16.07 590 2.61-107'° 6.57-1071
Hamming 0.48-10° 24 3.00 152 260-107° 1.32.10710
TMR 0.48-10° 32 215 128  140-107%  833-1071
TMR

0.48 - 10° 24 0.21 043 1.86-107'' 3.69-1071
with triplicated voters

Table 7.13: Comparison of lane cross-sections obtained from fault injection proton irra-
diation tests with CRAM scrubbers.
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7.5 Discussion

Testing designs based on the methodology presented in Chapter 4 were developed to
evaluate the combinational and sequential circuits, Block RAM, and Finite State Ma-
chines. Next, they were experimentally tested via fault injection and irradiation, and
cross-sections of the lanes employing different mitigation methods were calculated.

To quantitatively visualize the improvement brought by radiation mitigation methods
in case of the ALICE ITS Readout System, mean times between failures (MTBEFs) of the
testing designs implemented in 192 Xilinx Kintex-7 FPGAs and operating in the target
radiation environment were calculated. Tab. 7.14 shows the MTBF's of the testing designs
embedding different logic structures that were implemented with and without mitigation
methods.

Without mitigation methods, the MTBF of the testing designs containing combina-
tional and sequential circuits equals 0.11 h. However, if mitigation methods are employed
and the full chains of LTSs are triplicated, the MTBF draws out to 12.56 h. Whereas, if
mitigation methods are employed in the testing designs containing FSMs, then the MTBF
extends from 1.82h to 50.59 h.

MTBF

Logic structure Without mitigation With mitigation

Combinational 0.11h 12.56 h
and sequential circuits
(Section 7.2)

Finite State Machines 1.82h 50.59h
(Section 7.4)

Table 7.14: Mean Time Between Failures (MTBF) for testing designs, described in Sec-
tions 7.2 and 7.4, operating in target radiation environment of ALICE Inner Tracking

System Readout.

A final FPGA design implementation guideline based on the obtained experimental
results is depicted in Tab. 7.15. First, it is recommended that combinational and sequen-
tial circuits are implemented with Block-TMR and CRAM scrubbing. What is more,
it has been shown that TMR and CRAM scrubbing bring the greatest improvement in
radiation hardness in case of an FSM implementation. Furthermore, it was experiment-
ally evaluated that the embedded ECC mechanism can be employed in the final FPGA
design. However, circuits that interface with the Block RAM must be implemented with

mitigation methods.
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Structure Recommendation

Combinational and sequential Block-TMR & scrubbing

circuits
Finite State Machines TMR with redundant voters & scrubbing
Block RAM Embedded ECC protection mechanism

is reliable, however writing and reading
circuits must be implemented with
mitigation methods

Table 7.15: Final FPGA design implementation guideline based on obtained experimental

results.
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Chapter 8
Summary

Mitigation methods increasing radiation hardness of non-radiation-hardened SRAM-based
FPGAs are the subject of this doctoral thesis. The dissertation is of a highly practical
and experimental nature, and it delivers key design information for the realization of the
ALICE Inner Tracking System Readout.

The hypothesis stating that it is possible to design and deploy the readout system
employing commercial, non-radiation-hardened SRAM-based FPGAs for the upgraded
ALICE Inner Tracking System, has been proven by successful realization of the two par-
tial objectives described in Section 3.2. First, the design functional error rate estimation
methodology was elaborated and its practical utility was shown by the implementation
and evaluation of various testing designs. Secondly, models of various radiation mitigation
methods based on spatial redundancy, refreshing of configuration memory of SRAM-based
FPGAs, and triplication of inputs and outputs were evaluated and quantitatively com-
pared. The basic building blocks of an SRAM-based FPGA design (combinational and
sequential circuits, Block RAM, Finite State Machines) were implemented with various
mitigation methods employed. Then, they were experimentally evaluated via fault injec-
tion and irradiation tests. Finally, an implementation guideline based on experimental
results was formulated for the application in the FPGA-based Readout of the upgraded
ALICE Inner Tracking System.

The main novelty brought by this doctoral thesis is the design functional error rate es-
timation methodology. Tmprovements brought by utilization of the aforementioned meth-
odology while designing the Readout System for the upgraded ALICE Inner Tracking
System are presented in Tab. 8.1. First of all, a guideline for implementation of basic
building blocks of SRAM-based FPGA design was prepared. It gives hints about the
way the basic building blocks should be implemented to be the least radiation suscept-
ible. Secondly, a guideline about the employment of radiation mitigation methods was

proposed. It suggests what kind of methods should be employed in order not to unneces-
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sarily complicate the system design. Finally, a consistent testing methodology and tools

were provided so that radiation susceptibility of the FPGA design can be evaluated.

Without methodology With methodology
Implementation of basic No guideline Guideline provided
logic structures of Improper implementation together with experimental

SRAM-based FPGA design can decrease radiation resilience results

Employment of radiation No guideline Guideline provided
mitigation methods Improper implementation together with experimental
can unnecessarily complicate results

system design

Testing methodology No consistent Testing methodology
testing methodology and tools provided

Table 8.1: ITmprovements brought by utilization of design functional error rate estimation

methodology.

The presented dissertation strongly contributes to the subject of utilization of SRAM-
based FPGA devices in radiation environments. Although the target application was the
Readout System of the particle detector at the HEP experiment, the developed meth-
odology can be used at any system employing SRAM-based FPGAs that operates in a
radiation environment.

The list of author’s contributions to the ALICE Inner Tracking System Upgrade Pro-
ject include the following achievements:

e design and evaluation of the Prototype Readout Unit,

e elaboration of the methodology allowing for estimation of functional error rates of

SRAM-based FPGA design modules,

e cvaluation and quantitative comparison of various SRAM-based FPGA mitigation

methods,

e testing methodology via fault injection or particle irradiation,

e guideline for the final SRAM-based FPGA design implementation.
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Quark-Gluon Plasma
Random-Access Memory
Readout Board

Readout Control Unit
Radio frequency
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RS Readout System

RU Readout Unit

SBU Single Bit Upset

SCA Slow Control Adapter

SDR Software Defined Radio

SEC Single Error Correct

SEC-DED Single Error Correct Double Error Detect
SEE Single Event Effect

SEFI Single Event Functional Interrupt
SEL Single Event Latch-Up

SEM Soft Error Mitigation

SET Single Event Transient

SEU Single Event Upset

SFP Small Form-Factor Pluggable
SoC System-on-a-chip

SPS Super Proton Synchrotron
SRAM Static Random-Access Memory
TID Total Tonising Dose

TMR Triple Modular Redundancy
TNID Total Non-Tonizing Dose

TOF Time-Of-Flight Detector

TPC Time-Projection Chamber

TRD Transition Radiation Detector
UART Universal Asynchronous Receiver-Transmitter
USB Universal Serial Bus

VME Versa Module Eurocard bus
ZDC Zero Degree Calorimeter
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Appendix A

SEU rate calculation

The following Appendix shows the calculation of the mean time between SEUs tyrgseu
for two SRAM-based FPGA devices. Tab. A.1 presents the number of BRAM Ngp and
CRAM Ng¢g bits in Xilinx Kintex-7 XC7K325T and Kintex Ultrascale XCKU060 which
was calculated according to [182]. The mean time between SEUs can be calculated us-

ing Eq. A.1.

Configuration bits XC7K325T XCKUO060

BRAM (Ngg) 16,404,480 39,813,120
CRAM (Ncp) 75,144,416 153,186,144
Total 91,548,806 192,999,264

Table A.1: Number of BRAM and CRAM bits in Xilinx Kintex-7 XC7K325T [137, 166]
and Kintex Ultrascale XCKU060 [136, 152] FPGAs.
IMTBSEU = S (A1)
ocramNep F
The CRAM cross-section ocram for the Kintex-7 XC7K325T equals 4.52 - 1071 cn =2 bit !
[71,75,174,175]. Whereas, the CRAM cross-section for the Ultrascale XCKU060 equals
2.50 - 107 em~2bit~! [69,70,75,183,184].
The HEH flux F at the position where the ALICE Inner Tracking System (ITS)

2571, Thus, the mean time between SEUs tyirpspy

Readout will be installed equals 103 cm ™
for the Xilinx Kintex-7 XC7K325T and Kintex Ultrascale XCKUO060 operating in the
target radiation environment equals 2944.20 s and 2611.20s, respectively. However, as the
ALICE ITS Readout will utilize 192 SRAM-based FPGAs, the mean time between SEUs
for the Readout System based on the Xilinx Kintex-7 XC7K325T or Kintex Ultrascale

XCKU060 decreases to 15.33s or 13.60 s, respectively.
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Appendix B

Radiation testing

B.1 CRAM and BRAM cross-section measurements

The Xilinx Kintex-7 325T [166] was irradiated at the isochronous cyclotron [102] in several
radiation campaigns using a 30 MeV proton beam at Linear Energy Transfer (LET) of
1.469 - 1072 MeV ecm? mg~!. The measured CRAM cross-section of the FPGA at the given
LET equals (4.52 4+ 0.03) - 107" em? bit~!. Also, the BRAM cross-section was measured
to be (5.07 4 0.08) - 1071% cm? bit~!. The systematic error for the calculated cross-sections
is 10 %, due to the uncertainty in the flux measurement. Both measurements are consistent

with other tests carried out using this same device [71,75,174,175].
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Appendix C

Hybrid scrubber

The custom active scrubber (Fig. C.1), based on [160], consists of the Xilinx Soft Error
IP [141] and a dedicated Python-based software running on the PC. The SEM IP oper-
ates in the repair mode which means that it corrects configuration memory frames with
single-bit errors. It also covers the correction of multi-bit upset events when errors are
distributed one per frame as a result of configuration memory interleaving. The software
continuously processes the output data sent by the SEM IP over UART interface. All
the single bit errors that are reported by the SEM IP (Listing C.1) are logged. Before
operating the custom active scrubber, partial bitfiles must be generated. These are bitfiles
(Fig. C.2 (b)) which contain only configuration data for one configuration frame. When
a multiple-bit bit error is detected, then, based on the logical address in the SEM IP out-
put message (Listing C.2), a correct partial bitfile is fetched. Next, the physical address
(PA) corresponding to the logical address (LA) is written to the frame address register
(FAR) in the partial bitfile. Finally, the edited file is written to the FPGA over JTAG
interface using Xilinx Impact configuration tool and the programming script presented on
Listing C.3.

Correction of the single-bit upset takes 610ps [141] and repairing the multiple-bit
upset (updating the entire configuration frame) takes 2s. Thus, 2 is the maximum time

that the flipped CRAM bit remains uncorrected.

FPGA pPC Partial bitfiles

JTAG Fetch the cor.responding
configuration frame

FPGA design N Partial bitfile
SEM IP Controller

SEM IP UART S~ Configuration
Write the
frame #0

physical address

v

Figure C.1: Custom active scrubber architecture.
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Bitfile header

Frame Address Reg (FAR)

FDRI: WORD_COUNT =N

Payload beginning

Conf. frame LA =0
Size: 101 * 32b =3232b

Bitfile header

Frame Address Reg (FAR)

Conf. frame LA =1

FDRI: WORD_COUNT =1

Conf. frame LA =2

Conf. frame LA =3

Conf. frame LA =n
Size: 101 * 32b=3232b

Conf. frame LA =N

Dummy conf. frame
Size: 101 * 32b = 3232b

Footer

Footer

(a) Main bitfile

(b) Partial bitfile

Figure C.2: Main bitfile and partial bitfile architectures.

Listing C.1: Report on correcting single bit error.

SC 04

SED 0K

PA 01C00080
LA 00005AC9
WD 4B BT 07
COR

WD 4B BT 07
END

FC 00

SC 08

FC 40

SC 02

0>
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Listing C.2: Report on detecting 2-bit ECC error.

SC 04

DED

PA 00041923
LA 00001F63
COR

END

FC 60

SC 08

FC 60

SC 00

>
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21

22

23

24

26

27

Listing C.3: Bash sript to load partial bitlife to an FPGA

#!/bin/bash

# Loads the bitfiles vta Impact/JTAG cable.

# Usage: loadbit.sh <bitfile>
BATCHFILE=temp_load.impact
if [ ${#} 1=11]
then
echo ’Specify the bitfile!’
exit 1
fi

BITFILE=${1}

rm -f ${BATCHFILE}

echo setmode -bscan >> ${BATCHFILE}
echo setcable -p auto >> ${BATCHFILE}

echo addDevice -p 1 -file ${BITFILE} >> ${BATCHFILE}

echo program -e -p 1 >> ${BATCHFILE}

echo quit >> ${BATCHFILE}

/opt/Xilinx/14.7/LabTools/LabTools/bin/1in64/impact -batch ${BATCHFILE}

wait

rm -f ${BATCHFILE}
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