Principal Risks

Principal Risks are risks that:

(i) may affect the achievement of WHO's objectives (including GPW14 implementation), and
(ii) require alignment and coordination in their response and mitigation across the three levels of
the Organization.

The Principal Risks annual assessment went through a thorough review exercise to ensure that the
Organization’s corporate risks reflect an updated view of potential uncertainties threatening WHO’s
objectives. The 2024 review was completed with a particular attention to the challenges faced by the
Organization in a complex Global environment with growing economic, social and political challenges,
in light of the implementation of WHO’s 14" Global Programme of Work.

The annual identification of Principal Risks in 2024 is based on the “bottom-up” risk identification
captured in WHO'’s Risk Management Tool and the “top-down” review conducted by the Global Risk
Management Committee following a robust process involving three level consultation, benchmarking
and analysis of risk and internal oversight reports.

Following the identification process the Global Risk Management Committee rated the Principal Risks
using a five-point scale (very high, high, medium, low and very low) aimed at measuring the impact on
WHQO'’s Key Success Factors (as defined in its risk appetite framework) and the probability of seeing
those risks materializing. This assessment process resulted in classifying the identified Principal Risks
by level of criticality (i.e. a product of probability and impact).

Principal Risks have been classified into two lists based on their criticality levels:

e Top 10 risks, with the highest level of criticality and,
e 10 Risks to Watch with lower levels of criticality.

The annual Risk assessment is intended to help the Organization focus its communications and efforts
with its different stakeholders (Member States, Partners, Staff etc.) on risks which would derail WHO’s
objectives if they were to materialize. This helps aligning expectations, controls (through risk
indicators) and therefore resources required to manage the top Principal Risks to acceptable levels in
pursuit of Impact (in application of WHO'’s Risk Appetite Framework).

As part of WHQ's risk management journey, risk descriptions and related action plans are continuously
refined and discussed among networks within WHO, to facilitate the operationalization and monitoring
of the residual risk exposure by Global risk owners.

The update of Principal Risks is therefore a dynamic and iterative process. As a result, the list below
provides a snapshot of WHO risk profile, at the date of publication. The risks are discussed and updated
regularly under the leadership of the Global Risk Management Committee, following changes in WHO’s
internal and external environment.

The following list of risks is classified in alphabetical order. Risk identification numbers do not reflect
the relative importance of the risks. They are used for ease of reference only.



RISK
ID

RISK SHORT NAME
(in alphabetical order)

RISK DESCRIPTION

TOP 10 RISKS (by risk criticality)

Abuse of power and
harassment

BMS Transition

Cybersecurity breach

Fraud and Corruption

Inability to
demonstrate results
and impact

Mistrust in science
and WHO

Sexual misconduct
and harassment not
prevented or
addressed

Simultaneous Grade 3
emergencies

Strained workforce
mental health and
well-being

Abuse of power and harassment in WHO's workplace may
lead to deterioration of WHQ's staff well-being and the
establishment of an environment of acceptance impacting the
reputation of the Organization as a United Nations health
agency.

BMS falling short on delivering its expected operational and
process efficiency results in disruption in operations and
inefficiencies in the transition towards a new way of working,
ultimately leading to falling behind in the quality and efficacy
of supporting functions and processes.

Risk of a large cybersecurity attack significantly compromising
critical HQ, Regional, and/or Country information systems,
WHO digital assets or critical data leading to discontinuity of
operations, financial losses, legal proceedings, or damaged
reputation.

Fraud and corruption cases involve the misuse of funds by
staff and non-staff potentially leading to inability to
implement WHO activities in an effective, efficient and
economical manner and to major donor and Member States
outrage and loss of confidence in WHQ's ability to manage
funds.

Poor data or unavailability of data in health may affect the
ability of the WHO and its partners to identify public health
needs, respond to them effectively and demonstrate results
and impact.

Mistrust in science and in the positive impact of WHQO's health
activities, with misinformation and disinformation campaigns
amplified by social media targeting health, may result in
decreased effectiveness and reach of WHQO's health policies
and guidelines in certain communities and in loss of public and
Member States trust.

Inability to prevent, detect and manage cases of sexual
exploitation, abuse and harassment and other forms
of misconduct thereby harming people and affects the
reputation of the Organization.

Failure to adequately manage multiple, simultaneous or
consecutive Grade 3 emergencies affecting the Organization’s
reputation.

Strained WHO workforce well-being and mental health may
result in lack of motivation, mental strain, physical health
deterioration, and staff burnout which ultimately results in
reduced organizational performance as well as reputational
damage as a UN health agency.
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10

Unsustainable
financing

Core organizational mandate cannot be
implemented because of key functions, projects
or programmes being persistently underfunded, suffering
sudden funding interruptions or funding in short-term cycles,
with consequent impact on WHQ's continuity of operations,
the recruitment and retention of skilled staff and
effective long-term planning and delivery.

RISKS TO WATCH

Breach in data
protection and
privacy/Lack of
appropriate data
protection
mechanisms

Business services
disruptions

Fragmented
communication

Global health and
WHO's legitimacy
undermined

Inability to attract,
recruit and

maintain/retain a fit
for purpose qualified

workforce

Ineffective partner
engagement

Missed opportunities

for Innovation

Leakage and misuse of personal identifiable information and
WHO confidential information (within WHO or as shared by
Member States or third parties) perpetrated by external
actors or intentional internal leakage of data, due to a lack of
appropriate data protection mechanisms impacting the
reputation of the Organization as a United Nations health
agency.

Events/incidents that can interrupt or halt the normal
functioning of essential services within WHO, may lead to
severe consequences for the continuity of operations
including financial losses, delay in delivery of programmes,
harm to staff safety, and loss of data.

Fragmented and inconsistent communications across the
three levels leading to WHO not being perceived as a united
body with a consistent point of view, with potential
reputational damage from inadequate statements, and
endangered WHO's neutral and non-aligned status.

Global health and WHOQ's legitimacy undermined due to
geopolitical instability and tensions between Member States
leading to skepticism towards multilaterality and WHO's
inability to leverage its consensus-based mechanisms.

Difficulty in attracting the right talent and skillset as well as
retaining high-performing talent to sustain current and future
WHQO's activities may lead to a decrease in the technical
quality of WHO's staff, and delays in building a qualified
workforce, which may hamper WHQ's ability to become a
relevant player in new health areas

An ineffective partner engagement strategy and model may
lead to duplication of efforts, competition among agencies,
and an inability to leverage each other's strengths to
effectively address health topics.

The Organization may be slow in adapting to the increased
speed of changes in the health arena, including technological
advances (e.g. Al and digital health) as well as emerging cross-
cutting topics (climate change and migrations) which may lead
WHO to being potentially unable to maintain its leadership
role.
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Unintended
consequences of
WHO's work and
recommendations on
climate health

Weak capacity of
implementing
partners

WHO's leadership on
the effects of Climate
Change in health
challenged

Unwanted environmental and social consequences from the
delivery of health programmes and WHQO's recommendations
may have adverse ecological and social impacts on the
environment, the communities and to gender equality, human

rights and equity aims.

Dependency on implementing partners with limited capacity
(including Ministries of Health) may lead to incomplete
execution of WHO's delivery of programmes.

Missed opportunity to position WHO as the technical leader
in addressing the health impacts of climate change may
damage WHO's position as the global health leader.

Office of Compliance, Risk Management and Ethics (CRE)

World Health
Organization



