arXiv:2310.13985v1 [cs.CL] 21 Oct 2023

HateRephrase: Zero- and Few-Shot Reduction of Hate Intensity in Online Posts using Large Language Models

Vibhor Agarwal

University of Surrey Guildford, Surrey, UK v.agarwal@surrey.ac.uk

Yu Chen

Rensselaer Polytechnic Institute Troy, New York, USA hugochan2013@gmail.com

Nishanth Sastry

University of Surrey Guildford, Surrey, UK n.sastry@surrey.ac.uk

ABSTRACT

Hate speech has become pervasive in today’s digital age. Although there has been considerable research to detect hate speech or generate counter speech to combat hateful views, these approaches still cannot completely eliminate the potential harmful societal consequences of hate speech — hate speech, even when detected, can often not be taken down or is often not taken down enough; and hate speech unfortunately spreads quickly, often much faster than any generated counter speech.

This paper investigates a relatively new yet simple and effective approach of suggesting a rephrasing of potential hate speech content even before the post is made. We show that Large Language Models (LLMs) perform well on this task, outperforming state-of-the-art baselines such as BART-Detox. We develop 4 different prompts based on task description, hate definition, few-shot demonstrations and chain-of-thoughts for comprehensive experiments and conduct experiments on open-source LLMs such as LLaMA-1, LLaMA-2 chat, Vicuna as well as OpenAI’s GPT-3.5. We propose various evaluation metrics to measure the efficacy of the generated text and ensure the generated text has reduced hate intensity without drastically changing the semantic meaning of the original text.

We find that LLMs with a few-shot demonstrations prompt work the best in generating acceptable hate-rephrased text with semantic meaning similar to the original text. Overall, we find that GPT- 3.5 outperforms the baseline and open-source models for all the different kinds of prompts. We also perform human evaluations and interestingly, find that the rephrasings generated by GPT-3.5 outperform even the human-generated ground-truth rephrasings in the dataset. We also conduct detailed ablation studies to investigate why LLMs work satisfactorily on this task and conduct a failure analysis to understand the gaps. Finally, we discuss remaining gaps and the ideas to ensure LLMs perform better to have safer content on the web.

CCS CONCEPTS

• Computing methodologies → Natural language generation; • Information systems → World Wide Web.

Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. Copyrights for components of this work owned by others than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, or republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. Request permissions from permissions@acm.org. Conference acronym ’XX, June 03–05, 2018, Woodstock, NY © 2023 Association for Computing Machinery. ACM ISBN 978-1-4503-XXXX-X/18/06. . . $15.00 https://doi.org/XXXXXXX.XXXXXXX

KEYWORDS

Hate Speech, Hate Intensity Reduction, Large Language Models

ACM Reference Format:

Vibhor Agarwal, Yu Chen, and Nishanth Sastry. 2023. HateRephrase: Zeroand Few-Shot Reduction of Hate Intensity in Online Posts using Large Language Models. In Proceedings of Make sure to enter the correct conference title from your rights confirmation emai (Conference acronym ’XX). ACM, New York, NY, USA, 8 pages. https://doi.org/XXXXXXX.XXXXXXX

1 INTRODUCTION

Hate speech in social media has become a deeply concerning and pervasive problem in today’s digital age. A lot of research [6, 25, 28, 37] has been conducted on automatic detection of hate speech, which in turn, helps in moderation by possibly deleting the hateful comments. However, manual moderation cannot be fully avoided, leading to a severe psychological toll on moderators [29, 36].

A complementary line of research is in the generation of counter speech [4, 10] to normalize hate speech by countering/replying with a positive outlook. However, counter speech can still have the potential of harmful societal consequences, especially if there is a delay in deleting or countering the hate speech.

More recently, rephrasing hate speech content has been shown to be a more proactive and a viable option in the literature [21]. Logacheva et al. [20] proposed datasets and methodology for detoxification of the toxic comments. However, in the case of hate speech, converting hate speech to non-hate speech text can be challenging without changing the contextual meaning. Masud et al. [21] proposed the hate speech normalization task that aims to weaken the intensity of hatred exhibited by an online post.

Both rephrasing and countering hate speech consist not just of detecting that a content contains hate speech, but actually generating a new content. Until recently, generating content of acceptable quality has been difficult, but with the advent of Large Language Models [12], it has become exceedingly easy to generate new text.

This paper asks the question whether it is possible to generate acceptable alternatives to hate speech using available Large Language Models, but without changing its meaning. To this end, we carefully design prompts that can be used for zero-shot and fewshot generation of rephrasings of hate speech text.

We start with a dataset created by Masud et al. [21], in which human annotators generate a ground truth rephrasing of hatespeech in order to decrease its hate intensity. We then prompt several large language models (LLaMA-2-chat, Vicuna, GPT-3.5, etc.) to generate rephrasings. We evaluate using a comprehensive list of metrics ranging from BLEU and perplexity scores to cosine similarity, fluency and hate intensity reduction score. We also perform human annotations in which two annotators are asked to rate different rephrasings which are presented to them blindly (i.e., without revealing the source that authored or generated the rephrasings). Surprisingly, we find that the rephrasings generated by GPT-3.5 outperform even the human-generated ground-truth rephrasings and that the annotators prefer the GPT-3.5 generated rephrasings over the human generated ground truth.

The contributions of our work are as follows:

• We perform zero-shot hate intensity reduction in online social media posts using large language models for the first time to the best of our knowledge.

• We propose various evaluation metrics to measure the reduction in hate intensity, but at the same time keeping the contextual meaning of the rephrased sentence similar to the hateful comment.

• We conduct extensive evaluation with open source LLMs such as LLaMA-1, Vicuna and LLaMA-2 as well as OpenAI’s close source GPT-3.5 model. Also, we perform automatic as well as manual evaluation of the generated hate rephrased text and perform ablation studies to investigate why LLMs work considerably well for this task. Towards the end, we conduct failure analysis and identify remaining gaps and future directions to improve the LLMs performance on hate speech rephrasing.

This paper is structured as follows. Section 2 discusses the related work on hate speech detection, mitigation and application of LLMs in social media. Section 3 describes the hate speech rephrasing task and discusses the methodology and prompt designs for zero-shot rephrasing of the hateful posts. Section 4 discusses the experimental setup, evaluation metrics and the results. It also discusses the human evaluation method and the corresponding findings. In Section 5, we present several case studies to investigate why LLMs perform well on this task, compare their generations, and identify failures and remaining gaps to improve the performance. We finally conclude the paper in Section 6.

2 RELATED WORK 2.1 Hate Speech Detection and Mitigation

Hate speech in social media has become deeply concerning and pervasive in today’s digital age. Hate speech is any content that promotes violence or hatred against individuals or groups based on certain attributes, such as race or ethnic origin, religion, disability, gender, age, veteran status and sexual orientation/gender identity [9]. There is a fine line between what is and what is not considered to be hate speech and therefore, it is difficult to detect. A lot of research has been conducted on automatic detection of hate speech [1, 2, 6, 8, 9, 37]. Although hate speech detection helps in the automatic moderation of online platforms by possibly deleting the hateful comments, it is not a proactive approach [20].

Another line of research to mitigate hate speech is to respond to it with counterspeech [10, 11, 27] in order to normalize hate speech by replying to it [22]. Researchers have worked on automatically generating this counterspeech to reply to hate speech text [3, 40].

However, these approaches are not proactive and still have the potential of harmful societal consequences, especially if there is a delay in deleting or countering the hate speech [20]. More recently, rephrasing hate speech content is shown to be more proactive and a viable option in the literature [21]. Logacheva et al. [20] proposed datasets and methodology for detoxification of the toxic comments. They fine-tuned BART-base model on their proposed ParaDetox parallel corpus for detoxification task. Kostiuk et al. [15] proposed hate speech translation dataset in Spanish and proposed various baselines such as RNN, BART, and T5 to translate hate into nonhate speech text in Spanish. However, converting hate speech to non-hate speech text is very challenging, especially without changing the meaning of the text. Masud et al. [21] proposed hate speech normalization task that aims to weaken the intensity of hatred exhibited by an online post. They also proposed a parallel corpus of hate speech and hate normalized comments, along with NACL framework with a generator-discriminator setup trained on their proposed dataset to generate text with reduced hate intensity.

2.2 Application of LLMs in Social Media

With humongous amount of training data and computing power availability, large language models exhibit strong capabilities to understand natural language and solve complex tasks via text generation [19, 39]. Zhu et al. [41] tested the capabilities of ChatGPT in various social computing tasks such as stance detection, sentiment analysis, hate speech detection, and bot detection. Although the performance is not as good as humans, LLMs perform considerably good in various text classification tasks using different prompts [7, 30]. Hartvigsen et al. [12] proposed LLM generated dataset for implicit hate speech detection. Wang et al. [34] evaluated LLMs to generate explanations for hate content moderation. Others have used LLMs to automatically generate counterspeech against hateful comments via prompting [3, 31]. To the best of our knowledge, we are the first ones to use LLMs to solve the challenging task of hate speech rephrasing in a zero-shot setting using different prompting techniques. We conduct comprehensive experiments on various open source LLMs such as Vicuna [5], LLaMA-2 [33], etc. as well as OpenAI’s GPT-3.5 [24] for hate speech rephrasing task using 4 different kinds of prompts. We also propose various referencebased and reference-free evaluation metrics and conduct extensive evaluation of the generated hate rephrased text.

3 METHODOLOGY

To reduce the hate intensity via hate speech rephrasing in a zeroshot setting, we experiment with 4 different pre-trained large language models on 4 different kinds of prompts. We consider opensource as well as GPT-like language models for our zero-shot hate rephrasing task. We begin with describing the problem statement in Section 3.1 and then we describe various LLMs and different kinds of prompts we experimented with in Sections 3.2 and 3.3 respectively.

3.1 Problem Statement

Hate Speech Rephrasing task aims to translate hate speech into a non-hate speech text such that both the texts have similar meanings. In case translation to non-hate speech is not possible without

HateRephrase: Zero- and Few-Shot Reduction of Hate Intensity in Online Posts using Large Language Models Conference acronym ’XX, June 03–05, 2018, Woodstock, NY

considerably changing the meaning, it aims to rephrase the hate speech text to reduce the overall hate intensity of the text.

3.2 Large Language Models

We experiment with the following open-source as well as OpenAI’s language models in a zero-shot setting by supplying different prompts.

LLaMA-1: We use open-sourced pre-trained LLaMA-1 model released by Meta AI [32] with 7 billion parameters.

LLaMA-2-chat: We use open-sourced LLaMA-2 [33] model finetuned on the publicly available instruction datasets with 7 billion parameters.

Vicuna: We use open-sourced Vicuna [5] model with 13 billion parameters obtained after fine-tuning a LLaMA base model on usershared conversations collected from ShareGPT.com. GPT-3.5: We also experiment with GPT-3.5 [24] model accessed through OpenAI API.

3.3 Prompt Design

We experiment with four different kinds of prompts with LLMs for hate speech rephrasing task. We describe the prompts in the following subsections.

3.3.1 Task description. We start with a simple prompt describing the hate rephrasing task.

Convert the following hate speech text into a non-hate speech text by modifying only the text spans which contain hate speech. Do not change the meaning of the original text. If you cannot convert the original text into a non-hate speech text, just convert it into a text with reduced hate intensity. Hate Speech: {text} Non-hate Speech:

3.3.2 Task definition with description. Next, we also provide the definition of hate speech followed by the task description as the prompt.

Hate speech is an abusive or threatening speech or writing that expresses prejudice on the basis of ethnicity, religion, sexual orientation, or similar grounds.

Convert the following hate speech text into a non-hate speech text by modifying only the text spans which contain hate speech. Do not change the meaning of the original text. If you cannot convert the original text into a non-hate speech text, just convert it into a text with reduced hate intensity. Hate Speech: {text} Non-hate Speech:

3.3.3 Few-shot demonstrations. Along with the task description, we provide 3 examples or demonstrations of the hate rephrasing task providing hate speech sentences with their corresponding hate rephrased sentences.

You will convert a hate speech text into a non-hate speech text by modifying only the text spans which contain hate speech. Do not change the meaning of the original text. If you cannot convert the original text into a non-hate speech text, just convert it into a text with reduced hate intensity. Below are some demonstrations:

Hate Speech: It is incredible what we did in these years. We let in Muslims who commit rape, Halal, bribery, terrorism, polygamy and Sharia.

Non-hate Speech: It is incredible what we did in these years. We let in some muslims who commit crimes.

Hate Speech: If they love Sharia law so much, why do not they go off and live in a Muslim country?

Non-hate Speech: If they love Sharia law so much, why do not they live in another country?

Hate Speech: Islam=evil. Islam is invading us and trying to take over countries. It does not follow the scriptures that say ’you shall not envy anyone anything’ Stop islam!

Non-hate Speech: Some Muslims who misinterpret their scriptures are invading us and trying to control our countries. They do not follow the scriptures that say ’you shall not envy anyone anything’ Now, you will convert the following text into non-hate speech. Hate Speech: {text} Non-hate Speech:

3.3.4 Chain-of-Thought. In chain-of-thought [35] prompt, we provide the reasoning/thought along with the task demonstrations for each of the 3 examples.

You will convert a hate speech text into a non-hate speech text by modifying only the text spans which contain hate speech. Do not change the meanings of the original text. If you cannot convert the original text into a non-hate speech text, just convert it into a text with reduced hate intensity. Below are some demonstrations:

Hate Speech: It is incredible what we did in these years. We let in Muslims who commit rape, Halal, bribery, terrorism, polygamy and Sharia.

Thought: The original text contains the following hate speech text spans: rape, Halal, bribery, terrorism, polygamy and Sharia. I will only modify these text spans to convert them to non-hate speech or reduce their hate intensity, but keep the remaining parts of the original text unchanged.

Non-hate Speech: It is incredible what we did in these years. We let in some muslims who commit crimes.

Hate Speech: If they love Sharia law so much, why do not they go off and live in a Muslim country?

Thought: The original text contains the following hate speech text spans: go off and live in a Muslim country. I will only modify these text spans to convert them to non-hate speech or reduce their hate intensity, but keep the remaining parts of the original text unchanged. Non-hate Speech: If they love Sharia law so much, why do not they live in another country?

Hate Speech: Islam=evil. Islam is invading us and trying to take over countries. It does not follow the scriptures that say ’you shall not envy anyone anything’ Stop islam!

Thought: The original text contains the following hate speech text spans: Islam=evil, take over countries, Stop islam. I will only modify these text spans to convert them to non-hate speech or reduce their hate intensity, but keep the remaining parts of the original text unchanged.

Non-hate Speech: Some Muslims who misinterpret their scriptures are invading us and trying to control our countries. They do not follow the scriptures that say ’you shall not envy anyone anything’

Now, you will convert the following text into non-hate speech directly without giving any thought. Hate Speech: {text} Non-hate Speech:

4 EXPERIMENTS AND RESULTS 4.1 Dataset

For hate speech rephrasing task, we use the dataset proposed by Masud et al. [21]. It is a parallel corpus of 3, 027 hateful samples and their corresponding normalized samples, together with intensity scores and annotations for hate spans within the samples. Normalized samples are rephrased hateful comments with reduced hate intensity. The authors observed that only a few phrases within a sentence convey major hatred in their dataset and hence, they only rephrased those hateful spans to reduce the overall hate intensity.

4.2 Experimental Setup

Since our experiments are conducted in a zero-shot setting, we consider the entire parallel corpus of 3, 027 samples. For generating hate rephrased sentences, we experiment with 4 different kinds of prompt templates and input them into LLMs. For LLaMA- 1, LLaMA-2-chat and Vicuna, we use their open-source implementations after downloading the model weights of 7 billion parameters for LLaMA-1 and LLaMA-2-chat and 13 billion for Vicuna. For OpenAI’s GPT-3.5, we use their official API^1. We set a temperature of 0.7 and maximum number of tokens for generation to 256. Baseline: As a baseline, we use BART-ParaDetox [20] model from Huggingface^2 which is a BART base model fine-tuned on ParaDetox dataset, a parallel corpus of toxic comments and their detoxified counterparts.

4.3 Evaluation Metrics

Evaluating hate speech rephrasing task is challenging as we need to make sure that the generated hate rephrased text has considerably reduced hate intensity as well as its contextual meaning is similar to that of the hate text. We perform both reference-based and reference-free automatic evaluations of the generated text alongside human annotations. For reference-based evaluation, we compare the generated hate rephrased text with the ground truth hate normalized samples in the dataset and use the following metrics:

• BLEU score – a score between 0 and 1 that measures the similarity of the rephrased text to a high quality reference text.

• Perplexity – perplexity is a measurement of how well a probability model predicts a sample. A low perplexity indicates the probabilistic model is good at predicting the sample.

• Cosine similarity – cosine similarity of the Sentence-BERT [26] embeddings of the generated hate rephrased text with the ground truth hate normalized samples. This metric makes sure that the contextual meaning of the generated rephrased text is similar to that of the ground truth normalized text.

For reference-free evaluation, we use the following metrics:

1https://openai.com/product, last accessed 1 Sep 2023. 2https://huggingface.co/s-nlp/bart-base-detox, last accessed 1 Sep 2023.

• Hate Intensity Reduction (HIR) – measures the reduction in hate intensity of the generated text with respect to the hate speech. HIR is the difference between toxicity scores (between 0 and 1) obtained from Google Jigsaw’s Perspective API [14] for both the generated and the hate speech text.

• Style Transfer Accuracy (STA) – percentage of non-toxic generated outputs identified by a style classifier [20] which is a RoBERTa model fine-tuned on Jigsaw toxicity classification dataset and available on Huggingface^3.

• Fluency – percentage of fluent sentences identified by a RoBERTalarge classifier of linguistic acceptability trained on the CoLA dataset [16]. We use the fluency model available on Huggingface^4.

• Hybrid score – For hate speech rephrasing, it is important to reduce the hate intensity but at the same time, cosine similarity should be high enough so that the rephrased text is contextually similar to the original hate speech text. Hybrid score is the average of HIR and cosine similarity when HIR is greater than 0.2. In case HIR is less than or equal to 0.2 (selected by looking at the histogram of HIR distribution of the hate rephrased posts), we consider these rephrased posts as completely failed instances because they still have very high hate intensity and therefore, we assign them a score of 0 while calculating the hybrid score.

4.4 Human Annotations

Besides automatic evaluations, we also perform human annotations for the subset of the generated instances. We consider 4 anonymous systems for annotations having randomly selected instances generated by the well performing model like GPT-3.5 and LLaMA- 2-chat for few-shot demonstrations prompt as well as baseline model BART-ParaDetox and ground truth hate normalized texts from the dataset [21]. Overall, 120 instances (30 instances from each of the systems) were annotated by 2 annotators. Therefore, we get 240 annotations in total. Every instance is annotated by annotators on the basis of three metrics – hate intensity reduction (HIR), hallucination, and relevance. HIR measures the extent of reduction in the hate intensity. Hallucination is the addition of extra information by the LLM that is not present in the input hate speech sentence. Relevance measures the extent to which the rephrased sentence is semantically relevant to the input sentence. Every instance is assigned a score between 1 and 5 (1: poor, 2: marginal, 3: acceptable, 4: good, 5: excellent) for each of the three metrics. Higher the score, the better it is for HIR and relevance metrics. For hallucination, lower the score the better is the performance. To measure the inter-annotator agreement, we get a cohen’s kappa score of 0.71 between the two annotators denoting a substantial agreement [23]. We discuss annotation results in the next section.

4.5 Results

Automatic Evaluation. Table 1 shows the scores for various evaluation metrics for hate rephrased generations by different LLMs and different prompts. The baseline BART-ParaDetox model gives

3https://huggingface.co/s-nlp/roberta_toxicity_classifier, last accessed 1 Sep 2023 4https://huggingface.co/cointegrated/roberta-large-cola-krishna2020, last accessed 1 Sep 2023.

HateRephrase: Zero- and Few-Shot Reduction of Hate Intensity in Online Posts using Large Language Models Conference acronym ’XX, June 03–05, 2018, Woodstock, NY

LLM Prompt Type BLEU Perplexity Cosine sim. HIR Average Hybrid (𝑇 = 0.2) STA Fluency BART-ParaDetox – 0.4650 19284.48 0.7675 0.2493 0.5084 0.2965 0.7086 0.7780

LLaMA-1

Task description 0.2503 14997.05 0.4996 0.1674 0.3335 0.0987 0.5345 0.8986 + definition 0.2541 13906.70 0.5099 0.1514 0.3307 0.0953 0.5117 0.8956 + demonstrations 0.0645 16220.88 0.2231 0.3723 0.2977 0.2198 0.7737 0.9650 + chain-of-thought 0.0612 18954.02 0.2188 0.3571 0.2880 0.2096 0.7612 0.9518

LLaMA-2-chat

Task description 0.1137 23533.06 0.2750 0.3568 0.3159 0.2046 0.7446 0.9253 + definition 0.1100 32382.08 0.2753 0.3220 0.2986 0.1904 0.7014 0.9277 + demonstrations 0.0206 26465.19 0.1089 0.5348 0.3218 0.2966 0.9382 0.9832 + chain-of-thought 0.0265 22345.13 0.1306 0.4894 0.3100 0.2763 0.8930 0.9736

Vicuna

Task description 0.1336 6902.98 0.6242 0.2301 0.4272 0.2400 0.6234 0.9353 + definition 0.1404 6108.74 0.6217 0.2559 0.4388 0.2639 0.6591 0.9415 + demonstrations 0.0702 10356.50 0.3878 0.3249 0.3564 0.2513 0.7651 0.9577 + chain-of-thought 0.0452 10238.31 0.2818 0.3048 0.2933 0.2184 0.7263 0.9346

GPT-3.5

Task description 0.1628 14694.87 0.6518 0.4147 0.5333 0.4386 0.9035 0.9326 + definition 0.1583 15057.00 0.6431 0.4309 0.5370 0.4510 0.9280 0.9306 + demonstrations 0.1357 12890.81 0.6527 0.4194 0.5361 0.4408 0.9134 0.9610 + chain-of-thought 0.2046 9064.62 0.6803 0.3728 0.5266 0.4088 0.8552 0.9319 Table 1: Evaluation scores for hate rephrased generations by different LLMs and different prompts.

high BLEU score and cosine similarity of 0.4650 and 0.7675 respectively along with moderate STA and fluency scores. However, it gives a poor hate intensity reduction (HIR) score of 0.2493. We observed that in many cases, it generates the rephrased text which is very similar to the original text without reducing its hate intensity. For LLaMA-1, task description and definition prompts give HIR score of even worse than the baseline model and consequently, the hybrid score is also poor even though the cosine similarity is reasonably higher. However, LLaMA-1’s demonstrations and chainof-thought prompts gives little higher HIR and the hybrid score. LLaMA-2-chat performs better than LLaMA-1 in terms of the higher HIR and hybrid scores but does not keep similar semantic meanings (cosine similarity). Vicuna does better job in maintaining the semantic meanings (higher cosine similarity) but lower HIR.

Overall, for all the 3 open-source LLMs – LLaMA-1, LLaMA-2- chat and Vicuna, few-shot demonstrations and chain-of-thought prompts perform better than mere task description and definition prompts. Out of these two, few-shot demonstrations prompt performs the best in terms of reducing the hate intensity and having the highest STA and fluency scores. We anticipate that chain-of-thought prompt probably confuses the model by adding additional explanations and the thought process along with few-shot examples.

GPT-3.5 performs way better than the baseline and all the opensource LLM models in reducing the hate intensity and preserving the semantic meanings with 9.45 percentage points better HIR score than the open-source Vicuna model for few-shot demonstrations prompt. Overall, we do not find any major performance differences among four different prompt types for GPT-3.5 model as it performs reasonably well for all of them.

Manual Evaluation. Table 2 shows average evaluation scores for human annotations for 4 different systems. We compare the generations of LLaMA-2-chat and GPT-3.5 with the ground truth and the BART-ParaDetox baseline generations using annotations from

System HIR Hallucination Relevance Ground truth 3.50 1.33 4.30 BART-ParaDetox 2.50 1.43 3.30 LLaMA-2-chat 1.46 1.83 2.90 GPT-3.5 4.47 1.32 4.60 Table 2: Evaluation scores for human annotations for 4 different systems.

2 different human annotators. We find that the fine-tuned BART- ParaDetox baseline performs moderately well as compared to the ground truth with an HIR score of 2.50, hallucination score of 1.43 and relevance score of 3.30. On the other hand, LLaMA-2-chat performs worse than the fine-tuned baseline for few-shot demonstrations prompt. It just gives an overall average HIR of 1.46 out of 5 which is poor and a low relevance score of 2.90. It also has the highest hallucination score of 1.83. Interestingly, GPT-3.5 generations are not only better than the fine-tuned BART-ParaDetox baseline but also from the ground truth reference sentences in the dataset. GPT-3.5 achieves a very high HIR score of 4.47 which is almost 1 point higher than the ground truth HIR score. It also achieves a high relevance score (4.60) and the lowest hallucination score (1.32), making it the best performing model using few-shot demonstrations prompt for hate speech rephrasing task. GPT-3.5 is able to reduce hate intensity in online posts reasonably well preserving the semantic meanings of the text.

5 CASE STUDIES 5.1 Why do LLMs work well for hate speech rephrasing?

To investigate the reason of the good performance of LLMs on hate speech rephrasing, we decompose hate speech rephrasing task into 3 smaller tasks: hate speech detection, hate span identification, and

Task GPT-3.5 Response Hate Speech Islam looks like a cult more than like a religion. It is beliefs make people rape children and commit violence. It should not be accepted in our country.

Hate Speech Detection The text appears to express hate speech towards the religion of Islam and its followers. The statement makes generalized and false claims about the beliefs of Islam, associating it with heinous crimes. Additionally, it suggests that Muslims should not be accepted in the country, which can be seen as discriminatory and exclusionary. Therefore, the classification of this text is hate speech.

Hate Span Identification Yes, there are several hateful statements in the given text. Here are a few examples: "Islam looks like a cult more than like a religion." This statement suggests that Islam is not a legitimate religion and implies that it is a dangerous, secretive group. "Its beliefs make people rape children and commit violence." This claim is a gross overgeneralization and an unfounded accusation that demonizes the religion and its followers. "It should not be accepted in our country." This statement implies that people who practice Islam are not welcome in the speaker’s country, promoting discrimination and exclusion based on religion.

Hate Speech Rephrasing Islam looks like a group more than like a religion. Its beliefs can be misinterpreted to make people commit crimes. It should be scrutinized in our country.

Table 3: GPT-3.5 responses for different sub-tasks for hate speech rephrasing.

then rephrasing the hateful spans. We find that LLMs work well on these sub-tasks using prompts with task-specific instructions and consequently, perform well overall in hate speech rephrasing task. Table 3 shows a hate speech example and how GPT-3.5 responds to each of the 3 sub-tasks. We can clearly see that GPT-3.5 has a good understanding of the meanings of the entire text as well as which parts of the text contain hate speech. Besides, GPT-3.5 is able to rephrase the hate speech parts of text to reduce its hate intensity while preserving its original meanings as much as possible.

5.2 Comparison of LLM generations with respect to different prompts

Table 4 shows the hate rephrased text generated by GPT-3.5 for different prompts. Upon comparing with hateful text, we notice that rephrased text generated using task description and definition prompts change contextual meanings considerably by adding some extra information based on their knowledge from the web. On the other hand, few-shot demonstrations and chain-of-thought prompts perform considerably well in reducing the hate intensity and at the same time, preserving the contextual meanings with chain-of-thought prompt performing slightly better in terms of preserving the sentence structure and contextual meaning.

Table 5 shows the hate rephrased text generations for different LLMs using few-shot demonstrations prompt since it performs consistently better for all LLMs. Compared to the hate speech text, BART-ParaDetox baseline just replaces the word “menace” with “threat” and therefore, unable to reduce the hate intensity. LLaMA- 1 outputs the same sentence and thereby, not been able to understand the instructions well. Even though LLaMA-2-chat and Vicuna make better generations and reduce the hate intensity, they change the meaning of the sentence considerably. GPT-3.5 generates the best rephrased text with reduced hate intensity as well as does not change the meaning of the sentence considerably.

5.3 Comparison of failure rates for different LLMs and prompts

We mark generated rephrased posts as failed instances when they have an HIR score of less than 0.2 selected by looking at the histogram of HIR distribution for online posts. It means they negligibly reduce the hate intensity with some outliers wherein they even increase the hate intensity. Table 6 shows the failed generations for different LLMs for chain-of-thought prompt. For both the examples, we have the hate speech sentence and the ground truth which is a hate intensity-reduced reference sentence. In the first example, LLaMA-2-chat generates the text with increased hate intensity instead of reducing it by making high intensity of hateful remarks against Islam. Even GPT-3.5 does not reduce the hate intensity either. Similarly for the second example, the baseline BART- ParaDetox and GPT-3.5 make hateful generalizations about whole Islam religion and muslims and therefore, they fail in reducing the hate intensity.

5.4 Remaining gaps and future directions

After error analysis of the LLM generations for hate rephrased text, we identify key challenges even though LLMs perform considerably well on this task. LLaMA-1 does not understand instructions well and therefore, does not make meaningful generations. One of the key challenges is that LLMs like LLaMA-2-chat and Vicuna change the original meanings of the text in order to reduce the hate intensity of the hateful post. They sometimes add extra information based on their domain knowledge from the web leading to hallucinations [13, 38]. In some other cases, they fail to reduce the hate intensity in order to preserve the contextual meanings. Therefore, it is important to maintain a right balance between the hate intensity and the cosine similarity of the generated text with respect to the hateful posts. In general, few-shot demonstrations and chainof-thought prompts work much better in maintaining this balance, especially for GPT-3.5. But still they struggle to perform well for tricky instances as discussed in Section 5.3. To further reduce the gap and improve the performance on hate speech rephrasing task,

HateRephrase: Zero- and Few-Shot Reduction of Hate Intensity in Online Posts using Large Language Models Conference acronym ’XX, June 03–05, 2018, Woodstock, NY

Prompt GPT-3.5 Generation Hate Speech Islam looks like a cult more than like a religion. It is beliefs make people rape children and commit violence. It should not be accepted in our country.

Task description Islam may sometimes appear different from traditional religions, but it is a belief system followed by millions of people around the world. Unfortunately, there have been instances where individuals who identify as Muslims have engaged in harmful actions, such as child abuse and violence. However, it is important to remember that these actions do not represent the entire religion or its followers. Instead of rejecting Islam entirely, we should strive for understanding and acceptance in our multicultural society.

+definition Islam may sometimes be misunderstood as a cult rather than a religion by some individuals. Some people associate certain beliefs within Islam with acts of violence and the mistreatment of children. However, it is important to promote understanding, tolerance, and acceptance of all religions in our country.

+demonstration Some people perceive Islam as a cult rather than a religion. There are individuals who misinterpret its beliefs and engage in harmful actions. There are concerns about its acceptance in our country.

+chain-of-thought Islam may sometimes be perceived as a cult rather than a religion. Some individuals misinterpret its beliefs, leading to acts of violence and child abuse. We should carefully evaluate its acceptance in our country.

Table 4: GPT-3.5 generated hate rephrased text for different prompts.

LLM LLM Generation Hate Speech The western society is in danger, because of the islamic menace. BART-ParaDetox The western society is in danger, because of the islamic threat. LLaMA-1 The western society is in danger, because of the islamic menace. LLaMA-2-chat We have a big problem, because of the islamic menace. Vicuna The western society is facing a threat from a certain group of people. GPT-3.5 The western society faces challenges due to certain extremist interpretations of Islam.

Table 5: Hate rephrased text generations for different LLMs for demonstrations prompt.

LLM Failed Generation Hate Speech Even if all religions bring death, Islam is the worst one. Islam does not lead to anything but death. LLaMA-2-chat This religion of Islam is nothing but a death cult.

GPT-3.5 Even if all religions have negative consequences, Islam is one of the most problematic ones. Islam does not lead to anything positive.

Ground Truth Even if all religions bring death, misinterpretation of Islam is the worst one. It does not lead to anything but harm.

Hate Speech Muslims conceived the slave trade. BART-ParaDetox Islam conceived the slave trade.

GPT-3.5 Muslims contributed to the history of the slave trade. Ground Truth Some Muslims might have conceived forced labour. Table 6: Failed generations for different LLMs for chain-of-thought prompt.

fine-tuning of the LLMs on task-specific instructions may be helpful. Moreover, soft-prompting [17] and prefix-tuning [18] may also be helpful in designing the best performing prompts for zero-shot hate speech rephrasing.

6 CONCLUSIONS

This research showcases the effectiveness of Large Language Models (LLMs) in reducing hate intensity in online posts through text rephrasing, as demonstrated by extensive experiments and comprehensive evaluation. The LLM-based approaches outperform existing methods and offer a viable solution to the pervasive problem of hate speech on the internet. Furthermore, the analysis and discussions conducted in this study shed light on the future directions for combating online hate speech effectively and fostering more inclusive and respectful online communities. While challenges and gaps persist, this work lays the foundation for continued efforts in this crucial domain.

REFERENCES

[1] Vibhor Agarwal, Sagar Joglekar, Anthony P Young, and Nishanth Sastry. 2022.

GraphNLI: A Graph-based Natural Language Inference Model for Polarity Prediction in Online Debates. In Proceedings of the ACM Web Conference 2022. 2729– 2737.

[2] Vibhor Agarwal, Anthony P. Young, Sagar Joglekar, and Nishanth Sastry. 2023. A Graph-Based Context-Aware Model to Understand Online Conversations. ACM Trans. Web (sep 2023). https://doi.org/10.1145/3624579 [3] Mana Ashida and Mamoru Komachi. 2022. Towards automatic generation of messages countering online hate speech and microaggressions. In Proceedings of the Sixth Workshop on Online Abuse and Harms (WOAH). 11–23.

[4] Mudit Chaudhary, Chandni Saxena, and Helen Meng. 2021. Countering online hate speech: An nlp perspective. arXiv preprint arXiv:2109.02941 (2021).

[5] Wei-Lin Chiang, Zhuohan Li, Zi Lin, Ying Sheng, Zhanghao Wu, Hao Zhang, Lianmin Zheng, Siyuan Zhuang, Yonghao Zhuang, Joseph E. Gonzalez, Ion Stoica, and Eric P. Xing. 2023. Vicuna: An Open-Source Chatbot Impressing GPT-4 with 90%* ChatGPT Quality. https://lmsys.org/blog/2023-03-30-vicuna/ [6] Thomas Davidson, Dana Warmsley, Michael Macy, and Ingmar Weber. 2017. Automated hate speech detection and the problem of offensive language. In Proceedings of the international AAAI conference on web and social media, Vol. 11. 512–515.

[7] Bosheng Ding, Chengwei Qin, Linlin Liu, Lidong Bing, Shafiq Joty, and Boyang Li. 2022. Is gpt-3 a good data annotator? arXiv preprint arXiv:2212.10450 (2022).

[8] Nemanja Djuric, Jing Zhou, Robin Morris, Mihajlo Grbovic, Vladan Radosavljevic, and Narayan Bhamidipati. 2015. Hate speech detection with comment embeddings. In Proceedings of the 24th international conference on world wide web. 29–30.

[9] Paula Fortuna and Sérgio Nunes. 2018. A survey on automatic detection of hate speech in text. ACM Computing Surveys (CSUR) 51, 4 (2018), 1–30.

[10] Joshua Garland, Keyan Ghazi-Zahedi, Jean-Gabriel Young, Laurent Hébert- Dufresne, and Mirta Galesic. 2020. Countering hate on social media: Large scale classification of hate and counter speech. In Proceedings of the Fourth Workshop on Online Abuse and Harms. 102–112.

[11] Joshua Garland, Keyan Ghazi-Zahedi, Jean-Gabriel Young, Laurent Hébert- Dufresne, and Mirta Galesic. 2022. Impact and dynamics of hate and counter speech online. EPJ data science 11, 1 (2022), 3.

[12] Thomas Hartvigsen, Saadia Gabriel, Hamid Palangi, Maarten Sap, Dipankar Ray, and Ece Kamar. 2022. ToxiGen: A Large-Scale Machine-Generated Dataset for Adversarial and Implicit Hate Speech Detection. In Proceedings of the 60th Annual Meeting of the Association for Computational Linguistics (Volume 1: Long Papers). 3309–3326.

[13] Ziwei Ji, Nayeon Lee, Rita Frieske, Tiezheng Yu, Dan Su, Yan Xu, Etsuko Ishii, Ye Jin Bang, Andrea Madotto, and Pascale Fung. 2023. Survey of hallucination in natural language generation. Comput. Surveys 55, 12 (2023), 1–38.

[14] Google Jigsaw. 2023. Perspective API. https://www.perspectiveapi.com/. [15] Yevhen Kostiuk, Atnafu Lambebo Tonja, Grigori Sidorov, and Olga Kolesnikova.

2023. Automatic Translation of Hate Speech to Non-hate Speech in Social Media Texts. arXiv preprint arXiv:2306.01261 (2023).

[16] Kalpesh Krishna, John Wieting, and Mohit Iyyer. 2020. Reformulating Unsupervised Style Transfer as Paraphrase Generation. In Proceedings of the 2020 Conference on Empirical Methods in Natural Language Processing (EMNLP). 737–762.

[17] Brian Lester, Rami Al-Rfou, and Noah Constant. 2021. The power of scale for parameter-efficient prompt tuning. arXiv preprint arXiv:2104.08691 (2021).

[18] Xiang Lisa Li and Percy Liang. 2021. Prefix-tuning: Optimizing continuous prompts for generation. arXiv preprint arXiv:2101.00190 (2021).

[19] Yiheng Liu, Tianle Han, Siyuan Ma, Jiayue Zhang, Yuanyuan Yang, Jiaming Tian, Hao He, Antong Li, Mengshen He, Zhengliang Liu, et al. 2023. Summary of ChatGPT-Related Research and Perspective Towards the Future of Large Language Models. Meta-Radiology (2023), 100017.

[20] Varvara Logacheva, Daryna Dementieva, Sergey Ustyantsev, Daniil Moskovskiy, David Dale, Irina Krotova, Nikita Semenov, and Alexander Panchenko. 2022. Paradetox: Detoxification with parallel data. In Proceedings of the 60th Annual Meeting of the Association for Computational Linguistics (Volume 1: Long Papers). 6804–6818.

[21] Sarah Masud, Manjot Bedi, Mohammad Aflah Khan, Md Shad Akhtar, and Tanmoy Chakraborty. 2022. Proactively Reducing the Hate Intensity of Online Posts via Hate Speech Normalization. In Proceedings of the 28th ACM SIGKDD Conference on Knowledge Discovery and Data Mining. 3524–3534.

[22] Binny Mathew, Punyajoy Saha, Hardik Tharad, Subham Rajgaria, Prajwal Singhania, Suman Kalyan Maity, Pawan Goyal, and Animesh Mukherjee. 2019. Thou shalt not hate: Countering online hate speech. In Proceedings of the international AAAI conference on web and social media, Vol. 13. 369–380.

[23] Mary L McHugh. 2012. Interrater reliability: the kappa statistic. Biochemia medica 22, 3 (2012), 276–282.

[24] Long Ouyang, Jeffrey Wu, Xu Jiang, Diogo Almeida, Carroll Wainwright, Pamela Mishkin, Chong Zhang, Sandhini Agarwal, Katarina Slama, Alex Ray, et al. 2022. Training language models to follow instructions with human feedback. Advances in Neural Information Processing Systems 35 (2022), 27730–27744.

[25] María Antonia Paz, Julio Montero-Díaz, and Alicia Moreno-Delgado. 2020. Hate speech: A systematized review. Sage Open 10, 4 (2020), 2158244020973022.

[26] Nils Reimers and Iryna Gurevych. 2019. Sentence-BERT: Sentence Embeddings using Siamese BERT-Networks. In Proceedings of the 2019 Conference on Empirical Methods in Natural Language Processing and the 9th International Joint Conference on Natural Language Processing (EMNLP-IJCNLP). 3982–3992.

[27] Carla Schieb and Mike Preuss. 2016. Governing hate speech by means of counterspeech on Facebook. In 66th ica annual conference, at fukuoka, japan. 1–23.

[28] Anna Schmidt and Michael Wiegand. 2017. A survey on hate speech detection using natural language processing. In Proceedings of the fifth international workshop on natural language processing for social media. 1–10.

[29] Ruth Spence, Antonia Bifulco, Paula Bradbury, Elena Martellozzo, and Jeffrey DeMarco. 2023. The psychological impacts of content moderation on content moderators: A qualitative study. Cyberpsychology: Journal of Psychosocial Research on Cyberspace 17, 4 (2023).

[30] Xiaofei Sun, Xiaoya Li, Jiwei Li, Fei Wu, Shangwei Guo, Tianwei Zhang, and Guoyin Wang. 2023. Text Classification via Large Language Models. arXiv preprint arXiv:2305.08377 (2023).

[31] Serra Sinem Tekiroğlu, Helena Bonaldi, Margherita Fanton, and Marco Guerini.

2022. Using Pre-Trained Language Models for Producing Counter Narratives Against Hate Speech: a Comparative Study. In Findings of the Association for Computational Linguistics: ACL 2022. 3099–3114.

[32] Hugo Touvron, Thibaut Lavril, Gautier Izacard, Xavier Martinet, Marie-Anne Lachaux, Timothée Lacroix, Baptiste Rozière, Naman Goyal, Eric Hambro, Faisal Azhar, et al. 2023. Llama: Open and efficient foundation language models. arXiv preprint arXiv:2302.13971 (2023).

[33] Hugo Touvron, Louis Martin, Kevin Stone, Peter Albert, Amjad Almahairi, Yasmine Babaei, Nikolay Bashlykov, Soumya Batra, Prajjwal Bhargava, Shruti Bhosale, et al. 2023. Llama 2: Open foundation and fine-tuned chat models. arXiv preprint arXiv:2307.09288 (2023).

[34] Han Wang, Ming Shan Hee, Md Rabiul Awal, Kenny Tsu Wei Choo, and Roy Ka- Wei Lee. 2023. Evaluating GPT-3 Generated Explanations for Hateful Content Moderation. arXiv preprint arXiv:2305.17680 (2023).

[35] Jason Wei, Xuezhi Wang, Dale Schuurmans, Maarten Bosma, Fei Xia, Ed Chi, Quoc V Le, Denny Zhou, et al. 2022. Chain-of-thought prompting elicits reasoning in large language models. Advances in Neural Information Processing Systems 35 (2022), 24824–24837.

[36] Richard Ashby Wilson and Molly K Land. 2020. Hate speech on social media:

Content moderation in context. Conn. L. Rev. 52 (2020), 1029.

[37] Wenjie Yin, Vibhor Agarwal, Aiqi Jiang, Arkaitz Zubiaga, and Nishanth Sastry.

2023. Annobert: Effectively representing multiple annotators’ label choices to improve hate speech detection. In Proceedings of the International AAAI Conference on Web and Social Media, Vol. 17. 902–913.

[38] Yue Zhang, Yafu Li, Leyang Cui, Deng Cai, Lemao Liu, Tingchen Fu, Xinting Huang, Enbo Zhao, Yu Zhang, Yulong Chen, et al. 2023. Siren’s Song in the AI Ocean: A Survey on Hallucination in Large Language Models. arXiv preprint arXiv:2309.01219 (2023).

[39] Wayne Xin Zhao, Kun Zhou, Junyi Li, Tianyi Tang, Xiaolei Wang, Yupeng Hou, Yingqian Min, Beichen Zhang, Junjie Zhang, Zican Dong, et al. 2023. A survey of large language models. arXiv preprint arXiv:2303.18223 (2023).

[40] Wanzheng Zhu and Suma Bhat. 2021. Generate, Prune, Select: A Pipeline for Counterspeech Generation against Online Hate Speech. In Findings of the Association for Computational Linguistics: ACL-IJCNLP 2021. 134–149.

[41] Yiming Zhu, Peixian Zhang, Ehsan-Ul Haq, Pan Hui, and Gareth Tyson. 2023.

Can chatgpt reproduce human-generated labels? a study of social computing tasks. arXiv preprint arXiv:2304.10145 (2023).