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Further Investigation on Differential Properties of the

Generalized Ness-Helleseth Function

Yongbo Xia∗, Chunlei Li †, Furong Bao‡, Shaoping Chen§, and Tor Helleseth †

Abstract

Let n be an odd positive integer, p be a prime with p ≡ 3 (mod 4), d1 = pn
−1

2
− 1

and d2 = pn − 2. The function defined by fu(x) = uxd1 + xd2 is called the generalized
Ness-Helleseth function over Fpn , where u ∈ Fpn . It was initially studied by Ness and
Helleseth in the ternary case. In this paper, for pn ≡ 3 (mod 4) and pn ≥ 7, we provide
the necessary and sufficient condition for fu(x) to be an APN function. In addition, for
each u satisfying χ(u + 1) = χ(u − 1), the differential spectrum of fu(x) is investigated,
and it is expressed in terms of some quadratic character sums of cubic polynomials, where
χ(·) denotes the quadratic character of Fpn .

Keywords APN functions, differential cryptanalysis, differential uniformity, differential
spectrum.
MSC (2020) 94A60, 11T71, 11T06, 05-08

1 Introduction

Let Fpn be the finite field with pn elements and F
∗
pn = Fpn \ {0}, where p is a prime number

and n is a positive integer. Let F (x) be a function from Fpn to itself. The derivative function

of F (x) at an element a in Fpn , denoted by DaF (x), is given by

DaF (x) = F (x+ a)− F (x).

For any a, b ∈ Fpn , let δF (a, b) = |{x ∈ Fpn | DaF (x) = b}|, where |S| denotes the cardinality

of a set S. The differential uniformity of F (x) is defined as

δ(F ) = max{δF (a, b) | a ∈ F
∗
pn , b ∈ Fpn}.
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A function F (x) is said to be differentially δ-uniform if δ(F ) = δ. Differential uniformity is an

important concept in cryptography introduced by Nyberg [14], which can be used to quantify

the security of the block cipher with respect to the differential attacks if F (x) is used as an

S-box in the cipher. The lower the differential uniformity of F (x), the better is its resistance

against a differential attack. In particular, when δ(F ) = 1, F (x) is said to be a perfect

nonlinear (PN) function; when δ(F ) = 2, F (x) is known as an almost perfect nonlinear (APN)

function. During the last 30 years, PN and APN functions have been thoroughly investigated.

They are of importance in cryptography [13, 14], and also useful in coding theory [20, 17, 19]

and mathematics [4, 2, 3, 7, 5]. Recent research on PN and APN functions can be found in

[1, 9, 8] and the references therein.

Compared with the differential uniformity, the differential spectrum of a nonlinear function

reflects more information about its differential property. Its definition is given as follows.

Definition 1 Let F (x) be a function over Fpn with differential uniformity δ, and define

ωi = |{(a, b) ∈ F
∗
pn × Fpn | δF (a, b) = i}|, 0 ≤ i ≤ δ.

The differential spectrum of F (x) is defined to be an ordered sequence

S = [ω0, ω1, . . . , ωδ].

According to Definition 1, the differential spectrum S satisfies the following two identities:

δ
∑

i=0

ωi = (pn − 1)pn and
δ

∑

i=0

(i× ωi) = (pn − 1)pn, (1)

where the first identity stems from the number of pairs (a, b) ∈ F
∗
pn × Fpn and the second

one comes from the number of pairs (a, x) ∈ F∗
pn × Fpn . These two identities are useful in

calculating the differential spectrum of F (x).

Note that when F (x) is a power function, i.e., F (x) = xd for some positive integer d, one

can easily see that δF (a, b) = δF (1, b/a
d) for all a ∈ F

∗
pn and b ∈ Fpn. Thus, the differential

spectrum of a power function f(x) = xd can be simplified as S = [ω0, ω1, . . . , ωδ], where

ωi = | {b ∈ Fpn | δF (1, b) = i} |, 0 ≤ i ≤ δ.
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It is an interesting topic to determine the differential spectra of cryptographic functions with

low differential uniformity. However, this problem is relatively challenging, and currently

remains largely unexplored. Up to now, the known results are primarily concerned with power

functions, with only a few studies addressing polynomials. For more details, the reader is

referred to the recent work [18].

Let n be an odd positive integer, p be an odd prime satisfying p ≡ 3 (mod 4), d1 =
pn−1

2 −1

and d2 = pn − 2. Define

fu(x) = uxd1 + xd2 , (2)

where u ∈ Fpn . The function fu(x) was originally studied by Ness and Helleseth in the ternary

case [12], and was further investigated in [18], where it was called the ternary Ness-Helleseth

function. For general odd primes p, we call fu(x) the generalized Ness-Helleseth function in

this paper. For pn ≡ 3 (mod 4) and pn ≥ 7, the differential properties of the generalized

Ness-Helleseth function fu(x) were partly studied by Zeng et al. in [21] and by Zha in his Phd

dissertation [22]. Let χ(·) denote the quadratic character of Fpn which is defined by

χ(x) =















1, if x is a square in F
∗
pn ,

−1, if x is a nonsquare in F
∗
pn ,

0, if x = 0.

Their results are summarized as follows.

Theorem 1 [21] Let pn ≡ 3 (mod 4), pn ≥ 7 and u be an element in Fpn such that χ(u+1) =

χ(u−1) = −χ(5u+3) or χ(u+1) = χ(u−1) = −χ(5u−3). Then, the generalized Ness-Helleseth

function fu(x) defined in (2) is an APN function.

Theorem 2 [22] Let pn ≡ 3 (mod 4). Then, the differential uniformity of the generalized

Ness-Helleseth function fu(x) defined in (2) is equal to 3 when u satisfies χ(u+1) = χ(u−1) =

χ(5u+ 3) = χ(5u− 3). Moreover, such an element u exists if pn > 19.

For simplicity, we introduce the following sets:



































U0 = {u ∈ Fpn | χ(u+ 1) 6= χ(u− 1)},
U1 = {u ∈ Fpn | χ(u+ 1) = χ(u− 1)},
U10 = {u ∈ Fpn | χ(u+ 1) = χ(u− 1) = −χ(5u+ 3)},
U11 = {u ∈ Fpn | χ(u+ 1) = χ(u− 1) = −χ(5u− 3)},
U12 = {u ∈ Fpn | χ(u+ 1) = χ(u− 1) = χ(5u+ 3) = χ(5u− 3)}.

(3)
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It can be verified that when pn ≡ 3 (mod 4), we have Fpn = U0∪U1, U0∩U1 = ∅, {0,±1,±3
5} ⊆

U0, U1 = (U10 ∪ U11) ∪ U12 and (U10 ∪ U11) ∩ U12 = ∅. Moreover, we have that |U1| = pn−3
2 ,

|U10| = |U11|, |U10 ∪ U11| = pn−1+2χ(5)
4 and |U12| > 0 if pn > 19 (see Remark 1).

In the present paper, we continue to investigate the differential properties of the generalized

Ness-Helleseth function under the condition that pn ≡ 3 (mod 4) and pn ≥ 7. Note that the

condition pn ≥ 7 means that when p = 3, we should add the condition n ≥ 3. This condition

ensures |U10 ∪ U11| > 0. Similarly, pn > 19 indicates that we require the condition n ≥ 3 when

p = 3 or 7. When u = 0 (0 ∈ U0), fu(x) is exactly the power mapping xp
n−2. The differential

spectrum of xp
n−2 was completely determined in [23].

Theorem 3 [10, 6, 23] Let p be an odd prime and f(x) = xp
n−2 be the power function over

Fpn. Then, the differential uniformity δ(f) of f(x) is given as follows

δ(f) =















3, if p = 3,

2, if pn ≡ 2 (mod 3),

4, if pn ≡ 1 (mod 3).

Moreover, the differential spectrum of f(x) is given by

(i)
[

ω0 =
3n−1

2 , ω1 = 0, ω2 =
3n−3
2 , ω3 = 1

]

if p = 3;

(ii)
[

ω0 =
pn−1

2 , ω1 = 1, ω2 =
pn−1
2

]

if pn ≡ 2 (mod 3);

(iii)
[

ω0 =
pn+1
2 , ω1 = 1, ω2 =

pn−5
2 , ω3 = 0, ω4 = 1

]

if pn ≡ 1 (mod 3).

Based on these known results, in order to completely determine the differential uniformity of

the generalized Ness-Helleseth function fu(x), it remains to calculate the differential uniformity

of fu(x) for u ∈ U0 \ {0}. This problem has been solved for p = 3 in [18]. In this paper, we

will deal with this problem for general primes satisfying pn ≡ 3 (mod 4).

The rest of this paper is organized as follows. In Section 2, we introduce some auxiliary

results which will be used in the subsequent sections. In Section 3, by investigating the

derivative equation of fu(x) and utilizing the theory of quadratic character sums, we determine

the differential uniformity of fu(x) for u ∈ U0 \ {0}. As a byproduct, the differential spectrum

of fu(x) for u = ±1 is also calculated. In Section 4, for each u ∈ U1, the differential spectrum of

fu(x) is studied and expressed in terms of some quadratic character sums of cubic polynomials.

Section 5 concludes our study.
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2 Preliminaries

Throughout this paper, we always assume that p is an odd prime. It is well-known that

χ(−1) = −1 when pn ≡ 3 (mod 4). For a square element s ∈ Fpn , we use ±√
s to denote the

two square roots of s. Let Fpn[x] denote the polynomial ring over Fpn. We recall some results

about the quadratic character sums of the form
∑

x∈Fpn

χ(f(x)) with f(x) ∈ Fpn [x].

Lemma 1 [11, Theorem 5.48] Let f(x) = a2x
2 + a1x + a0 ∈ Fpn [x] with p odd and a2 6= 0.

Put d = a21 − 4a0a2 and let χ(·) be the quadratic character of Fpn. Then

∑

x∈Fpn

χ(f(x)) =

{

−χ(a2), if d 6= 0,

(pn − 1)χ(a2), if d = 0.

Assume that f(x) is a cubic polynomial in Fpn [x] with distinct roots in its splitting field.

Let E(Fpn) be the elliptic curve over Fpn defined by

E(Fpn) : y
2 = f(x),

and |E(Fpn)| denote the number of Fpn-rational points (with the extra point at infinity) on the

curve E(Fpn). By Application 1.3 in [15, P. 139, Chap. V], we have

|E(Fpn)| = pn + 1 +
∑

x∈Fpn

χ(f(x)).

The above relation allows for calculating quadratic character sum of some f(x) for which the

number of Fpn-rational points on the curve E(Fpn) is known.

The following theorem provides lower and upper bounds for the character sum
∑

x∈Fpn

χ(f(x)).

Theorem 4 [11, Theorem 5.41] Let ψ(·) be a multiplicative character of Fpn of order m > 1

and let f ∈ Fpn [x] be a monic polynomial of positive degree that is not an mth power of a

polynomial. Let d be the number of distinct roots of f in its splitting field over Fpn. Then for

every a ∈ Fpn we have
∣

∣

∣

∣

∣

∣

∑

x∈Fpn

ψ(af(x))

∣

∣

∣

∣

∣

∣

≤ (d− 1)
√
pn.
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Let C0 and C1 denote the sets of squares and nonsquares in F
∗
q, respectively. For 0 ≤ i, j ≤ 1,

the cyclotomic number (i, j) is defined as (i, j) = |{(xi, xj) ∈ Ci × Cj |xi + 1 = xj}|. The

following results about the cyclotomic numbers (i, j) are well-known.

Lemma 2 ([16, Lemma 6]) The cyclotomic numbers (i, j) are given as follows:

(i) if pn ≡ 1 (mod 4), then

(0, 0) =
pn − 5

4
, (0, 1) = (1, 0) = (1, 1) =

pn − 1

4
;

(ii) if pn ≡ 3 (mod 4), then

(0, 0) = (1, 0) = (1, 1) =
pn − 3

4
, (0, 1) =

pn + 1

4
.

Remark 1 Let U1 and U1i (i = 0, 1, 2) be the sets defined in (3). Using Lemma 2, we can

show that |U1| = pn−3
2 . By Lemma 1, we can prove |U10 ∪U11| = pn−1+2χ(5)

4 . By Lemma 1 and

Theorem 4, we can derive that |U12| > 0 when pn > 19. This has been proved in [22].

3 The differential uniformity of fu(x) when u ∈ U0 \ {0}

In this section, we will determine the differential uniformity of fu(x) for each u ∈ U0 \ {0}.
First we investigate the derivative equation of fu(x):

Dafu(x) = u(x+ a)
p
n
−1

2
−1 + (x+ a)p

n−2 − ux
p
n
−1

2
−1 − xp

n−2 = b, (4)

where (a, b) ∈ F
∗
pn ×Fpn. Let Nu(a, b), Nu,1(a, b) and Nu,2(a, b) denote the number of solutions

of (4) in Fpn , {0,−a} and Fpn \ {0,−a}, respectively. Then, we have

Nu(a, b) = Nu,1(a, b) +Nu,2(a, b). (5)

In what follows, for each (a, b) ∈ F
∗
pn × Fpn and u ∈ Fpn, we will determine the values of

Nu,1(a, b) and Nu,2(a, b).

By taking x = 0 and x = −a into the derivative equation (4), we have

Nu,1(a, b) =















2, if u = 0 and b = a−1,

1, if u 6= 0 and b = a−1(1± uχ(a)),

0, otherwise.

(6)
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When x /∈ {0,−a}, the derivative equation (4) can be reduced into

bx2 + (ab+ uτ0 − uτa)x+ a(uτ0 + 1) = 0, (7)

where τa = χ(x+a) and τ0 = χ(x). Following the same methodology as we did in our previous

work [18], the derivative equation (7) can be reduced to four cases in Table 1 for b = 0 and to

four quadratic equations in Table 2 for b 6= 0. In each table, we present necessary information

about the reduced equations, including their solutions x in Fpn and the associated values x+a.

In Table 2, each reduced equation is quadratic, and the product of the two solutions x1, x2,

denoted by x1x2, is also listed. Notice that the solution(s) listed in each case of Tables 1 and

2 are not guaranteed to satisfy the corresponding condition on (τa, τ0). This means that the

reduced equations in Tables 1 and 2 may have extraneous solutions with respect to (7). In the

following, a solution of certain reduced equation in Tables 1 or 2 is termed a desired solution

if it indeed satisfies (7), or equivalently, if it satisfies the corresponding condition on (τa, τ0).

Table 1: Four reduced equations of (7) for b = 0

Case I II III IV

(τa, τ0) (1, 1) (1,−1) (−1, 1) (−1,−1)

Equation a(u+ 1) = 0 2ux+ a(u− 1) = 0 2ux+ a(u+ 1) = 0 a(u− 1) = 0

x - −a(u−1)
2u (u 6= 0) −a(u+1)

2u (u 6= 0) -

x+ a - a(u+1)
2u (u 6= 0) a(u−1)

2u (u 6= 0) -

Table 2: Four reduced equations of (7) for b 6= 0

Case I II III IV

(τa, τ0) (1, 1) (1,−1) (−1, 1) (−1,−1)

Equation bx2 + bax+ a(u+ 1) = 0 bx2 + (ab− 2u)x− a(u− 1) = 0 bx2 + (ab+ 2u)x+ a(u+ 1) = 0 bx2 + bax− a(u− 1) = 0

x
−ab±

√
a2b2−4(u+1)ab

2b
2u−ab±

√
a2b2−4ab+4u2

2b
−2u−ab∓

√
a2b2−4ab+4u2

2b

−ab±
√

a2b2+4(u−1)ab

2b

x+ a
ab±

√
a2b2−4(u+1)ab

2b
2u+ab±

√
a2b2−4ab+4u2

2b
−2u+ab∓

√
a2b2−4ab+4u2

2b

ab±
√

a2b2+4(u−1)ab

2b

x1x2
a(u+1)

b −a(u−1)
b

a(u+1)
b −a(u−1)

b

x(x+ a) −a(u+1)
b

2u2−ab±u
√
a2b2−4ab+4u2

b2
2u2−ab±u

√
a2b2−4ab+u2

b2
a(u−1)

b

According to the information in Tables 1 and 2, we can get the following results: Lemmas
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3, 4 and 5. Their proofs are similar to those of Lemmas 3, 4, 5 and 6 in [18], and thus we omit

them here.

Lemma 3 With the notation introduced above and the information in Table 1, for any a ∈ F
∗
pn

we have

Nu,2(a, 0) =















pn−3
4 , if u ∈ {±1},

0, if u ∈ U0 \ {±1},
1, if u ∈ U1.

(8)

Lemma 4 With the notation and information in Table 2, we have the following results:

(i) the reduced equation in Case I in Table 2 contributes exactly one desired solution to (7) if

χ
(

a2b2 − 4(u+ 1)ab
)

= 1 and χ

(

a(u+ 1)

b

)

= −1,

and no desired solution otherwise;

(ii) the reduced equation in Case IV in Table 2 contributes exactly one desired solution if

χ
(

a2b2 + 4(u− 1)ab
)

= 1 and χ

(

a(u− 1)

b

)

= 1,

and no desired solution otherwise.

Lemma 5 With the notation and information in Table 2, we have the following results:

(i) if x is a solution in Case II, then −(x+a) is a solution in Case III, and vice versa. Moreover,

x,−(x + a) cannot both be desired solutions, and thereby Cases II and III can contribute at

most two desired solutions in total;

(ii) when u ∈ U1, the two reduced equations in Cases II and III in Table 2 contribute exactly

one desired solution if

χ(a2b2 − 4ab+ 4u2) = 1,

and no desired solution otherwise.

The following lemma is very useful in proving the main result of this paper.
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Lemma 6 With the notation and information in Table 2, we further have the following results:

(i) when u ∈ U0 \ {±1}, the two reduced equations in Cases II and III in Table 2 contribute

two desired solutions if







χ(a2b2 − 4ab+ 4u2) = 1,

χ
(

2u2 − ab± u
√
a2b2 − 4ab+ 4u2

)

= −1,
(9)

exactly one desired solution if















χ
(

a(u+1)
b

)

= 1,

a2b2 − 4ab+ 4u2 = 0,

χ
(

2u2 − ab± u
√
a2b2 − 4ab+ 4u2

)

= −1,

(10)

and no desired solution otherwise;

(ii) when u = ±1, the reduced equation in Case II (resp. III) contributes exactly one desired

solution if

χ (4− 2ab) = −1 and χ (2b) = 1 (resp. χ (4− 2ab) = −1 and χ (2b) = −1) , (11)

and no desired solution otherwise.

Proof: (i) When u ∈ U0 \ {±1}, we have χ(u + 1) = χ(1 − u) ∈ {±1}, which further implies

χ
(

a(u+1)
b

)

= −χ
(

a(u−1)
b

)

∈ {±1} for any (a, b) ∈ F
∗
pn×F

∗
pn. Thus, in what follows we consider

two separate cases: χ
(

a(u+1)
b

)

= 1 and χ
(

a(u+1)
b

)

= −1.

Case 1 : χ
(

a(u+1)
b

)

= −1. Then χ
(

a(u+1)
b

)

= −χ
(

a(u−1)
b

)

= −1. In this case, the

discriminant of the two reduced equations in Cases II and III is not equal to zero. Otherwise, we

have (ab− 2u)2 = −4ab(u− 1), which implies χ(−ab(u− 1)) = −χ
(

a(u−1)
b

)

= 1, contradicting

the previous condition −χ
(

a(u−1)
b

)

= χ
(

a(u+1)
b

)

= −1. Thus, we only consider that case

where χ(a2b2 − 4ab+4u2) = 1. Then the reduced equations in Cases II and III both have two

distinct solutions in Fpn \ {0,−a}. Let x1 and x2 be the two solutions of the reduced equation

in Case II. According to Table 2,

χ(x1x2) = χ

(

−a(u− 1)

b

)

= −1. (12)

9



By Lemma 5 (i), −(x1 + a) and −(x2 + a) are the solutions of the reduced equation in Case

III. Then,

χ ((x1 + a)(x2 + a)) = χ

(

a(u+ 1)

b

)

= −1. (13)

From (12) and (13), we get χ(x1(x1 + a)x2(x2 + a)) = 1, which implies that

χ(x1(x1 + a)) = χ(x2(x2 + a)) = 1

or

χ(x1(x1 + a)) = χ(x2(x2 + a)) = −1.

If the former holds, then χ(xi) = χ(xi + a), i = 1, 2, and thus the reduced equations in Cases

II and III contribute no desired solution. If the latter holds, we can assume, without loss of

generality, that χ(x1) = −1 and χ(x2) = 1. Then we have







(χ(x1), χ(x1 + a)) = (−1, 1),

(χ(x2), χ(x2 + a)) = (1,−1).

According to the information in Table 2, one knows that x1 is the desired solution from Case

II and −(x2 + a) is the desired solution from Case III.

The arguments above show that when u ∈ U0 \ {±1} and χ
(

a(u+1)
b

)

= −1, Cases II and

III can contribute two desired solutions in total (actually each of them contributes one desired

solution) or no desired solution. When they contribute two desired solutions iff χ(a2b2− 4ab+

4u2) = 1 and χ(x1(x1+a)) = χ(x2(x2+a)) = −1. By Table 2, χ(x1(x1+a)) = χ(x2(x2+a)) =

−1 is equivalent to χ(2u2 − ab± u
√
a2b2 − 4ab+ 4u2) = −1. This yields the conditions (9) in

this case.

Case 2 : χ
(

a(u+1)
b

)

= 1. Then χ
(

a(u+1)
b

)

= −χ
(

a(u−1)
b

)

= 1. If χ(a2b2 − 4ab+ 4u2) = 0,

then the reduced equations in Cases II and III both have a unique solution in Fpn \ {0,−a}.
Let x be the solution of Case II, then −(x + a) is the unique solution of Case III. Note that

χ(x(x+a)) = 1 or −1. We thereby consider two subcases. If χ(x(x+a)) = 1, then Cases II and

III contribute no desired solution. If χ(x(x + a)) = −1, we have (χ(x), χ(x + a)) = (−1, 1) or

(χ(x), χ(x+a)) = (1,−1). If the former holds, then x is a desired solution of Case II; if the latter

10



holds, then −(x+a) is a desired solution of Case III. Thus, when u ∈ U0\{±1}, χ
(

a(u+1)
b

)

= 1

and χ(a2b2−4ab+4u2) = 0, the reduced equations in Cases II and III can contribute at most one

desired solution in total, and when they contribute exactly one desired solution if χ(x(x+a)) =

−1. According to Table 2, this condition holds iff χ
(

2u2 − ab± u
√
a2b2 − 4ab+ 4u2

)

= −1.

This leads to the conditions in (10).

If χ(a2b2 − 4ab + 4u2) = 1, then the reduced equations in Cases II and III both have two

distinct solutions in Fpn \ {0,−a}. Let x1 and x2 denote the two solutions of the reduced

equation in Case II. In a way similar to Case 1, we have

χ(x1x2) = 1, χ ((x1 + a)(x2 + a)) = 1 and χ (x1x2(x1 + a)(x2 + a)) = 1.

Then, there are two possibilities:

{

χ (x1(x1 + a)) = 1,

χ (x2(x2 + a)) = 1,
(14)

and
{

χ (x1(x1 + a)) = −1,

χ (x2(x2 + a)) = −1.
(15)

If (14) happens, there is no desired solution from Cases II and III. Next we consider the

case that (15) happens. Since χ(x1x2) = 1, we have (χ(x1), χ(x2)) = (1, 1) or (−1,−1). If

(χ(x1), χ(x2)) = (−1,−1), then x1 and x2 are the desired solutions of Case II; if (χ(x1), χ(x2)) =

(1, 1), then −(x1 + a) and −(x2 + a) are the desired solutions of Case III. This means that if

(15) happens, Cases II and III can contribute exactly two desired solutions in total. To ensure

(15) holds, it suffices to have χ
(

2u2 − ab± u
√
a2b2 − 4ab+ 4u2

)

= −1.

The arguments in Cases 1 and 2 show that when u ∈ U0 \ {±1}, the two reduced equations

in Cases II and III of Table 2 contribute two desired solutions if (9) holds, one desired solution

if (10) holds, and no desired solution otherwise.

(ii) First suppose that u = 1. Then, the reduced equation in Case II becomes bx2 + (ab−
2)x = 0, which has two solutions x = 0 and x = 2−ab

b . Only x = 2−ab
b can be a desired solution.

According to Table 2, it is a desired solution of Case II iff

χ

(

2− ab

b

)

= −1 and χ

(

2

b

)

= 1,
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which is equivalent to the condition

χ (4− 2ab) = −1 and χ (2b) = 1.

Similarly, for the reduced equation in Case III, when u = 1, only x = −2
b can be a desired

solution, and it is a desired solution iff

χ (4− 2ab) = −1 and χ (2b) = −1.

When u = −1, the results can be derived in the same way as before. �

With the above preparations, we are able to calculate the differential uniformity of fu(x)

for each u ∈ Fpn . As we mentioned before, we only need to consider the case U0 \ {0} due to

the known results. We first present the results for u = ±1 ∈ U0 \ {0} in Proposition 1 below.

Proposition 1 Let fu(x) be the generalized Ness-Helleseth function defined in (2). Then,

f1(x) and f−1(x) have the same differential uniformity and differential spectrum. Their dif-

ferential uniformity is pn+1
4 , and the differential spectrum is given by

[ω0 =
(pn − 1)(pn + 1− Γp,n)

8
, ω1 =

(pn − 1)(2pn − 2 + Γp,n)

4
,

ω2 =
(pn − 1)(pn + 1− Γp,n)

8
, ω3 = 0, · · · , ω pn−3

4

= 0, ω pn+1

4

= (pn − 1) ],

where Γp,n =
∑

x∈Fpn

χ (x(x+ 1)(x+ 4)).

Proof: Note that

fu(−x) = −(−uxd1 + xd2) = −f−u(x)

since d1 = pn−1
2 − 1 is even and d2 = pn − 2 is odd. Thus, fu(x) and f−u(x) have the

same differential uniformity and differential spectrum. Hence, we only need to investigate the

differential properties of f1(x). According to (6) and (8) in Lemma 3, when u = 1, for each

pair (a, b) ∈ F
∗
pn × Fpn , we have

N1,1(a, b) =

{

1, if b = a−1(1± χ(a)),

0, otherwise,
(16)

12



and

N1,2(a, 0) =
pn − 3

4
. (17)

Next we determine N1,2(a, b) for (a, b) ∈ F
∗
pn × F

∗
pn with the help of Table 2. When u = 1,

by Lemmas 4, 5 and 6, we have the following results:

(a) Case I in Table 2 has a desired solution if

χ(a2b2 − 8ab) = 1 and χ(
2a

b
) = −1 (18)

and no desired solution otherwise;

(b) Case IV in Table 2 has no desired solution;

(c) Cases II in Table 2 contributes exactly one desired solution if

χ (4− 2ab) = −1 and χ (2b) = 1 (19)

and no desired solution otherwise;

(d) Cases III contributes exactly one desired solution if

χ (4− 2ab) = −1 and χ (2b) = −1 (20)

and no desired solution otherwise.

Note that the conditions in (19) and (20) cannot hold simultaneously. Thus, we conclude that

for each (a, b) ∈ F
∗
pn × F

∗
pn ,

N1,2(a, b) =



























2, if (a, b) satisfies (18) and (19), or (18) and (20),

1, if (a, b) satisfies only one of the conditions

in (18), (19) and (20),

0, otherwise.

(21)

By (5), (16), (17) and (21), we can get the values of N1(a, b) for each(a, b) ∈ F
∗
pn × Fpn as

follows

N1(a, b) =















































pn+1
4 , if b = 0,

2, if (a, b) satisfies (18) and (19), or (18) and (20),

1, if b = 2a−1,

1, if (a, b) satisfies only one of the conditions

in (18), (19) and (20),

0, otherwise.

(22)
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Therefore, the differential uniformity of f1(x) is
pn+1

4 and the number of pairs (a, b) ∈ F
∗
pn×Fpn

such that N1(a, b) =
pn+1
4 is equal to pn − 1.

In what follows, we determine the number of pairs (a, b) ∈ F
∗
pn×Fpn such that N1(a, b) = 2.

According to (22), N1(a, b) = 2 iff one of the following two conditions holds:

(i) χ(a2b2 − 8ab) = 1, χ(2ab) = −1, χ(4− 2ab) = −1 and χ(2b) = 1,

(ii) χ(a2b2 − 8ab) = 1, χ(2ab) = −1, χ(4− 2ab) = −1 and χ(2b) = −1.

Note that one of them holds iff

χ(a2b2 − 8ab) = 1, χ(2ab) = −1 and χ(2ab− 4) = 1.

Let z = ab, and let M1 denote the number of elements z ∈ Fpn satisfying the conditions

χ(z2 − 8z) = 1, χ(2z) = −1 and χ(2z − 4) = 1. Then we have

8M1 =
∑

z 6=0,2,8

(

1 + χ(z2 − 8z)
)

(1− χ(2z)) (1 + χ(2z − 4))

=
∑

z∈Fpn

(

1 + χ(z2 − 8z)
)

(1− χ(2z)) (1 + χ(2z − 4)) .

By Lemma 1, we further get

8M1 =pn + 1 +
∑

z∈Fpn

χ((2z − 4)(z2 − 8z)).

Notice that

∑

z∈Fpn

χ((2z − 4)(z2 − 8z))

=
∑

x∈Fpn

χ((2(−2x) − 4)(−2x)(−2x − 8))

=−
∑

x∈Fpn

χ(x(x+ 1)(x + 4))

=− Γp,n.

Thus, 8M1 = pn + 1− Γp,n. The number of pairs (a, b) ∈ F
∗
pn × Fpn such that N1(a, b) = 2 is

equal to (pn − 1)M1 =
(pn−1)(pn+1−Γp,n)

8 . Let [ω0, ω1, · · · , ω pn+1

4

] be the differential spectrum
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of f1(x). According the above arguments, we have known that ω2 =
(pn−1)(pn+1−Γp,n)

8 , ω3 =

· · · = ω pn−3

4

= 0, and ω pn+1

4

= pn − 1. Utilizing the identities (1) yields the desire result. �

Next we compute the differential uniformity of fu(x) for u ∈ U0 \ {0,±1}. The following

lemma is needed.

Lemma 7 Let u ∈ U0 \ {0,±1} and (a, b) ∈ F
∗
pn × Fpn satisfying χ(a2b2 − 4ab + 4u2) = 1.

Then, χ
(

2u2 − ab± u
√
a2b2 − 4ab+ 4u2

)

= −1 iff χ(2ab(1 +
√
1− u2)− 4u2) = 1.

Proof: Note that χ(2u2 − ab± u
√
a2b2 − 4ab+ 4u2) = −1 means that there exists an element

y ∈ F
∗
pn such that

2u2 − ab± u
√

a2b2 − 4ab+ 4u2 = −y2.

The above equation is equivalent to

y4 + (4u2 − 2ab)y2 − (u2 − 1)a2b2 = 0. (23)

Since the discriminant (4u2 − 2ab)2 − 4(−(u2 − 1)a2b2) = 4u2(a2b2 − 4ab+ 4u2) is a square in

F
∗
pn , (23) can be rewritten as

(y2 − z0)(y
2 − z1) = 0,

where z0 and z1 are the two distinct roots of the quadratic equation z2 + (4u2 − 2ab)z − (u2 −
1)a2b2 = 0 in variable z. Note that z0z1 = −(u2 − 1)a2b2. When u ∈ U0 \ {0,±1}, we know

that χ(u + 1) = χ(1 − u) and thus −(u2 − 1)a2b2 is square. So both z0 and z1 are square

or neither of them is square. Then, (23) either has four distinct solutions in Fpn or has no

solution. In particular, (23) has four distinct solutions if and only if there exist two elements

c and d of Fpn such that

y4 + (4u2 − 2ab)y2 − (u2 − 1)a2b2

=(y2 + cy + d)(y2 − cy + d)
(24)

with














d2 = (1− u2)a2b2,

2d− c2 = 4u2 − 2ab,

χ(c2 − 4d) = 1.

(25)
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Since (1− u2)a2b2 is square, from (25), we have

c2 = −4u2 + 2ab+ 2d = −4u2 + 2ab± 2ab
√

1− u2

and

c2 − 4d = −4u2 + 2ab− 2d = −4u2 + 2ab∓ 2ab
√

1− u2.

Thus, there exist c and d such that (24) and (25) hold iff −4u2+2ab± 2ab
√
1− u2 are square.

Since (−4u2 + 2ab + 2ab
√
1− u2)(−4u2 + 2ab − 2ab

√
1− u2) = 4u2(a2b2 − 4ab + 4u2), which

is square, it follows that −4u2 + 2ab± 2ab
√
1− u2 are square iff one of them is square. Then,

we can conclude that (23) has four distinct solutions if and only if

χ
(

−4u2 + 2ab+ 2ab
√

1− u2
)

= 1.

Therefore, χ
(

2u2 − ab± u
√
a2b2 − 4ab+ 4u2

)

= −1 iff χ
(

−4u2 + 2ab+ 2ab
√
1− u2

)

= 1. �

Proposition 2 When u ∈ U0\{0,±1}, the differential uniformity of the function fu(x) defined

in (2), is at most 4. Moreover, for the derivative equation Dafu(x) = b of fu(x), one has the

following results:

(i) it has four solutions iff there exists a pair (a, b) ∈ F
∗
pn × Fpn satisfying the following condi-

tions






































χ
(

a(u+1)
b

)

= −1,

χ
(

a2b2 − 4(u+ 1)ab
)

= 1,

χ
(

a2b2 + 4(u− 1)ab
)

= 1,

χ
(

4u2 + a2b2 − 4ab
)

= 1,

χ
(

−4u2 + 2ab+ 2ab
√
1− u2

)

= 1;

(26)

(ii) it has three solutions iff (a, b) ∈ F
∗
pn × Fpn satisfies















b = a−1(1± u),

χ
(

4u2 + a2b2 − 4ab
)

= 1,

χ
(

−4u2 + 2ab+ 2ab
√
1− u2

)

= 1,
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or






































χ
(

a(u+1)
b

)

= −1,

χ
(

a2b2 − 4(u+ 1)ab
)

= 1,

χ
(

a2b2 + 4(u− 1)ab
)

6= 1,

χ
(

4u2 + a2b2 − 4ab
)

= 1,

χ
(

−4u2 + 2ab+ 2ab
√
1− u2

)

= 1,

or






































χ
(

a(u+1)
b

)

= −1,

χ
(

a2b2 − 4(u+ 1)ab
)

6= 1,

χ
(

a2b2 + 4(u− 1)ab
)

= 1,

χ
(

4u2 + a2b2 − 4ab
)

= 1,

χ
(

−4u2 + 2ab+ 2ab
√
1− u2

)

= 1.

Proof: When u ∈ U0 \ {0,±1}, for each pair (a, b) ∈ F
∗
pn × Fpn, by (6) and (8), we have

Nu,1(a, b) =

{

1, if b = a−1(1± uχ(a)),

0, otherwise,
(27)

and

Nu,2(a, 0) = 0. (28)

Next we determine the values of Nu,2(a, b) for (a, b) ∈ F
∗
pn × F

∗
pn . When u ∈ U0 \ {0,±1},

we have χ(u + 1) = χ(1 − u) and χ
(

a(u+1)
b

)

= −χ
(

a(u−1)
b

)

. It follows from Lemma 4 that

Cases I and IV in Table 2 contribute two desired solutions in total if

χ

(

a(u+ 1)

b

)

= −1, χ
(

a2b2 − 4(u + 1)ab
)

= 1 and χ
(

a2b2 + 4(u − 1)ab
)

= 1, (29)

one desired solution if

χ

(

a(u+ 1)

b

)

= −1, χ
(

a2b2 − 4(u+ 1)ab
)

= 1 and χ
(

a2b2 + 4(u− 1)ab
)

6= 1,

or χ

(

a(u+ 1)

b

)

= −1, χ
(

a2b2 − 4(u+ 1)ab
)

6= 1 and χ
(

a2b2 + 4(u− 1)ab
)

= 1,

(30)
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and no desired solution otherwise. Note that if (29) or (30) holds, the condition (10) in

Lemma 6 cannot hold. By (29), (30) and Lemma 6, we can get the following conclusion: when

u ∈ U0 \ {0,±1} and (a, b) ∈ F
∗
pn × F

∗
pn ,

Nu,2(a, b) =















































4, if (29) and (9) in Lemma 6 hold simultaneously,

3, if (30) and (9) hold simultaneously

2, (29) holds and (9) does not hold,

or (9) holds and neither (29) nor (30) holds,

1, if (30) holds and (9) does not hold, or (10) holds,

0, otherwise.

(31)

Note that the condition b = a−1(1 ± uχ(a)) exactly means that b = a−1(1 ± u). When

u ∈ U0 \{0,±1}, if b = a−1(1±u), then b 6= 0 and χ
(

a(u+1)
b

)

= −χ
(

a(u−1)
b

)

= 1. This implies

that if b = a−1(1± u), then neither (29) nor (30) holds. Thus, when u ∈ U0 \ {0,±1}, by (27),

(28) and (31), we have

Nu(a, b) =



































































4, if (29) and (9) hold simultaneously,

3, if b = a−1(1± u) and (9) holds,

or (30) and (9) hold simultaneously,

2, if b = a−1(1± u) and (10) holds,

or b 6= a−1(1± u) and Nu,2(a, b) = 2,

1, if b = a−1(1± u) and neither (9) nor (10) holds,

or b 6= a−1(1± u) and Nu,2(a, b) = 1,

0, otherwise,

(32)

where (a, b) ∈ F
∗
pn × F

∗
pn and Nu,2(a, b) is given in (31).

The above arguments show that when u ∈ U0 \ {0,±1}, we have Nu(a, b) ∈ {0, 1, · · · , 4}.
The conditions on (a, b) such that Nu(a, b) = i, i = 0, 1, · · · , 4, are given in (32). This fact

together with Lemma 7 yields the desired result. �

When u ∈ U0 \ {0,±1}, to check whether the differential uniformity of fu(x) is equal to 4,

we should verify that whether there exists a pair (a, b) ∈ F
∗
pn × Fpn satisfying the conditions

(26). Let z = ab, ϕ(u) = 2 + 2
√
1− u2, and M denote the number of z ∈ Fpn satisfying the
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following conditions:


































χ(−(u+ 1)z) = 1,

χ
(

z2 − 4(u+ 1)z
)

= 1,

χ
(

z2 + 4(u− 1)z
)

= 1,

χ(z2 − 4z + 4u2) = 1,

χ(ϕ(u)z − 4u2) = 1.

If we can show M > 0, then there will exist (pn − 1)M pairs (a, b) ∈ F
∗
pn × Fpn such that

the derivative equation Dafu(x) = b has four solutions. We thereby prove that the differential

uniformity of fu(x) is equal to 4. For convenience, set



































g1(z) = −(u+ 1)z,

g2(z) = z2 − 4(u+ 1)z,

g3(z) = z2 + 4(u− 1)z,

g4(z) = z2 − 4z + 4u2,

g5(z) = ϕ(u)z − 4u2.

(33)

The roots of these fives polynomials are given in the following set

R =
{

0, 4(1 ± u), 2 ± 2
√

1− u2
}

.

When u ∈ U0 \ {0,±1}, the elements 0, 4(1 ± u) are pairwise distinct, and the elements

0, 2 ± 2
√
1− u2 are also pairwise distinct. However, when u = ±4

5 (they belong to U0),

{2 ± 2
√
1− u2} ∩ {4(1 ± u)} = {4

5}. This can happen only if p > 3 since u = ±4
5 = ∓1

when p = 3. Thus, if u ∈ U0 \ {0,±1,±4
5}, the elements in R are pairwise distinct. When

calculating the value of M , it is beneficial for us to know the relationships of equality among

the elements of R. Thus, in the following we first determine the differential uniformity of fu(x)

for u ∈ U0 \ {0,±1,±4
5}.

To clearly present our results, we introduce the set A containing the 3-tuples (p, n, u) given

in Table 3, where the elements u belong to U0 \ {0,±1,±4
5} for the given (p, n).

Proposition 3 Let A be the set of the 3-tuples (p, n, u) listed in Table 3, and fu(x) be the

generalized Ness-Helleseth function defined in (2). When u ∈ U0 \ {0,±1,±4
5}, the differential
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Table 3: The 3-tuple (p, n, u) set A
(p, n, u) (p, n, u) (p, n, u)

(11, 1,±5) (19, 1,±2) (23, 1,±4)

(31, 1,±10) (31, 1,±13) (47, 1,±11)

(59, 1,±15) (71, 1,±13) (83, 1,±4)

(83, 1,±38) (151, 1,±22) -

uniformity of fu(x) is given as follows

δ(fu) =

{

3, if (p, n, u) ∈ A,
4, otherwise.

Proof: We can compute M by the following character sum

32M =
∑

z∈Fpn\R
(1 + χ(g1))× (1 + χ(g2))× (1 + χ(g3))× (1 + χ(g4))× (1 + χ(g5)).

Note that 1 + χ(g5(0)) = 0 and 1 + χ(g1(4(1 ± u))) = 0. In addition, we can prove that

χ(ϕ(u)(u + 1)) = 1 in the same way as Lemma 7. Thus, when z = 2 + 2
√
1− u2 = ϕ(u), we

have 1 + χ(g1(ϕ(u))) = 0. For z = 2− 2
√
1− u2 = 4u2

ϕ(u) , we have 1 + χ
(

g1(2− 2
√
1− u2)

)

=

1 + χ
(

g1(−4u2(u+1)
ϕ(u) )

)

= 0. Thus, we have

∑

z∈R
(1 + χ(g1))× (1 + χ(g2))× (1 + χ(g3))× (1 + χ(g4))× (1 + χ(g5)) = 0

and

32M =
∑

z∈Fpn

(1 + χ(g1))× (1 + χ(g2))× (1 + χ(g3))× (1 + χ(g4))× (1 + χ(g5)). (34)

Expanding (34) yields 32 terms, and each term is of the form
∑

z∈Fpn

χ

(

∏

i∈I
gi

)

, where I is an

arbitrary subset of {1, 2, 3, 4, 5}. If I is an empty set, we have
∑

z∈Fpn

χ

(

∏

i∈I
gi

)

=
∑

z∈Fpn

χ(1) =

pn. We list all these terms in Table 4. According to (33), one can see that g1(z) and g5(z) are

linear polynomials, while g2(z), g3(z) and g4(z) are quadratic polynomials, all of which can
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be factorized into a product of two linear polynomials. In the canonical factorizations of gi(z)

(i = 1, 2, · · · , 5), there are five linear factors z, z− 4(1±u), z± (2+ 2
√
1− u2), and the linear

factors z − (2 + 2
√
1− u2), z − 4(u+ 1), z + 4(u− 1) only occur once. The five linear factors

are pairwise distinct when u ∈ U0 \ {0,±1,±4
5}. With these information, we can use Theorem

4 to estimate the character sum
∑

z∈Fpn

χ

(

∏

i∈I
gi

)

. The details of the computations are listed in

Tables 4 and 5. Here we compute the character sum
∑

z∈Fpn

χ(g1g3g4) (No. 20 in Tables 4 and

5) as an example. By Table 4, we have

∑

z∈Fpn

χ(g1g3g4) =
∑

z∈Fpn

χ
(

−(u+ 1)(z + 4(u− 1))(z − 2− 2
√

1− u2)(z − 2 + 2
√

1− u2)z2
)

=
∑

z∈F∗

pn

χ
(

−(u+ 1)(z + 4(u− 1))(z − 2− 2
√

1− u2)(z − 2 + 2
√

1− u2)
)

=
∑

z∈Fpn

χ
(

−(u+ 1)(z + 4(u− 1))(z − 2− 2
√

1− u2)(z − 2 + 2
√

1− u2))
)

+ χ
(

16u2(u2 − 1)
)

,

Note that χ
(

16u2(u2 − 1)
)

= −1 since χ(u+1) = χ(1− u), and utilizing Theorem 4, we have

∣

∣

∣

∣

∑

z∈F3n

χ
(

−(u+ 1)(z + 4(u− 1))(z − 2− 2
√

1− u2)(z − 2 + 2
√

1− u2)
)

∣

∣

∣

∣

≤ 2
√
pn.

Thus, we get the bound

−2
√
pn − 1 ≤

∑

z∈Fpn

χ(g1g3g4) ≤ 2
√
pn − 1,

which is written as the interval [−2
√
pn − 1, 2

√
pn − 1] in Table 5. For any character sum

∑

z∈Fpn

χ

(

∏

i∈I
gi

)

in Table 5, if its exact value cannot be determined, a bound for it will be

given in the form of an interval. When evaluating the sums, we frequently use the fact that

χ(ϕ(u)(u+1)) = 1 if u ∈ U0 \ {0,±1}. Using the bounds and values in Table 5, we can derive

the following lower bound for (34):

32M ≥ pn − 6− 39
√
pn.
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Table 4: Terms of the polynomial
5
∏

i=1
(1 + χ(gi(z)))

No. Term Canonical Factorization

1 1 1

2 g1 −(u+ 1)z

3 g2 (z − 4(u+ 1))z

4 g3 (z + 4(u− 1))z

5 g4 (z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)

6 g5 ϕ(u)(z − 2 + 2
√
1− u2)

7 g1g2 −(u+ 1)(z − 4(u+ 1))z2

8 g1g3 −(u+ 1)(z + 4(u− 1))z2

9 g1g4 −(u+ 1)(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)z

10 g1g5 −ϕ(u)(u+ 1)(z − 2 + 2
√
1− u2)z

11 g2g3 (z − 4(u+ 1))(z + 4(u − 1))z2

12 g2g4 (z − 4(u + 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)z

13 g2g5 ϕ(u)(z − 4(u+ 1))(z − 2 + 2
√
1− u2)z

14 g3g4 (z + 4(u − 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)z

15 g3g5 ϕ(u)(z + 4(u− 1))(z − 2 + 2
√
1− u2)z

16 g4g5 ϕ(u)(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2

17 g1g2g3 −(u+ 1)(z − 4(u+ 1))(z + 4(u − 1))z3

18 g1g2g4 −(u+ 1)(z − 4(u + 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)z2

19 g1g2g5 −ϕ(u)(u+ 1)(z − 4(u+ 1))(z − 2 + 2
√
1− u2)z2

20 g1g3g4 −(u+ 1)(z + 4(u − 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)z2

21 g1g3g5 −ϕ(u)(u+ 1)(z + 4(u− 1))(z − 2 + 2
√
1− u2)z2

22 g1g4g5 −ϕ(u)(u+ 1)(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2z

23 g2g3g4 (z − 4(u+ 1))(z + 4(u− 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)z2

24 g2g3g5 ϕ(u)(z − 4(u+ 1))(z + 4(u − 1))(z − 2 + 2
√
1− u2)z2

25 g2g4g5 ϕ(u)(z − 4(u+ 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2z

26 g3g4g5 ϕ(u)(z + 4(u− 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2z

27 g1g2g3g4 −(u+ 1)(z − 4(u+ 1))(z + 4(u− 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)z3

28 g1g2g3g5 −ϕ(u)(u + 1)(z − 4(u+ 1))(z + 4(u− 1))(z − 2 + 2
√
1− u2)z3

29 g1g2g4g5 −ϕ(u)(u+ 1)(z − 4(u+ 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2z2

30 g1g3g4g5 −ϕ(u)(u+ 1)(z + 4(u− 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2z2

31 g2g3g4g5 ϕ(u)(z − 4(u+ 1))(z + 4(u − 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2z2

32 g1g2g3g4g5 −ϕ(u)(u + 1)(z − 4(u+ 1))(z + 4(u− 1))(z − 2− 2
√
1− u2)(z − 2 + 2

√
1− u2)2z3
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Table 5: The values or bounds of the character sums

No. Character sum Value or Bound

1
∑

z∈Fpn
χ(1) pn

2
∑

z∈Fpn
χ(g1) 0

3
∑

z∈Fpn
χ(g2) −1

4
∑

z∈Fpn
χ(g3) −1

5
∑

z∈Fpn
χ(g4) −1

6
∑

z∈Fpn
χ(g5) 0

7
∑

z∈Fpn
χ(g1g2) −1

8
∑

z∈Fpn
χ(g1g3) −1

9
∑

z∈Fpn
χ(g1g4) [−2

√
pn, 2

√
pn]

10
∑

z∈Fpn
χ(g1g5) 1

11
∑

z∈Fpn
χ(g2g3) −2

12
∑

z∈Fpn
χ(g2g4) [−3

√
pn, 3

√
pn]

13
∑

z∈Fpn
χ(g2g5) [−2

√
pn, 2

√
pn]

14
∑

z∈Fpn
χ(g3g4) [−3

√
pn, 3

√
pn]

15
∑

z∈Fpn
χ(g3g5) [−2

√
pn, 2

√
pn]

16
∑

z∈Fpn
χ(g4g5) [−1, 1]

17
∑

z∈Fpn
χ(g1g2g3) [−2

√
pn, 2

√
pn]

18
∑

z∈Fpn
χ(g1g2g4) [−2

√
pn − 1, 2

√
pn − 1]

19
∑

z∈Fpn
χ(g1g2g5) 2

20
∑

z∈Fpn
χ(g1g3g4) [−2

√
pn − 1, 2

√
pn − 1]

21
∑

z∈Fpn
χ(g1g3g5) 2

22
∑

z∈Fpn
χ(g1g4g5) [0, 2]

23
∑

z∈Fpn
χ(g2g3g4) [−3

√
pn − 1, 3

√
pn − 1]

24
∑

z∈Fpn
χ(g2g3g5) [−2

√
pn + 1, 2

√
pn + 1]

25
∑

z∈Fpn
χ(g2g4g5) [−2

√
pn − 1, 2

√
pn + 1]

26
∑

z∈Fpn
χ(g3g4g5) [−2

√
pn − 1, 2

√
pn + 1]

27
∑

z∈Fpn
χ(g1g2g3g4) [−4

√
pn, 4

√
pn]

28
∑

z∈Fpn
χ(g1g2g3g5) [−3

√
pn, 3

√
pn]

29
∑

z∈Fpn
χ(g1g2g4g5) [1, 3]

30
∑

z∈Fpn
χ(g1g3g4g5) [1, 3]

31
∑

z∈Fpn
χ(g2g3g4g5) [−2

√
pn, 2

√
pn + 2]

32
∑

z∈Fpn
χ(g1g2g3g4g5) [−3

√
pn − 1, 3

√
pn + 1]
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To make sure that M > 0, one needs that pn >

⌊

(√
1545+39

2

)2
⌋

= 1533. Thus, we have

δ(fu) = 4 when pn > 1533, pn ≡ 3 (mod 4) and u ∈ U0 \ {0,±1,±4
5}.

It remains to consider the case where pn ≤ 1533, pn ≡ 3 (mod 4) and u ∈ U0 \{0,±1,±4
5}.

There are finite primes p and integers n such that pn ≤ 1533 and pn ≡ 3 (mod 4). For each

given such p and n, there are also finite elements in U0 \ {0,±1,±4
5}. So we can use Magma

to compute the differential uniformity of fu(x) in this case. By Magma, we get that δ(fu) = 3

for the 3-tuples (p, n, u) given in Table 3 and δ(fu) = 4 otherwise. This completes the proof.

�

Now we consider the differential uniformity of fu(x) for u ∈ {±4
5} when p > 3.

Proposition 4 When p > 3 and u = ±4
5 , the generalized Ness-Helleseth function fu(x) de-

fined in (2) is differentially 3-uniform.

Proof: Since fu(x) and f−u(x) have the same differential properties, we only consider u = 4
5 .

We still use Proposition 2 to determine the exact differential uniformity of f4/5(x) since u =

4
5 ∈ U0 \ {0,±1}.

When u = 4
5 , the conditions (26) in Proposition 2 can be rewritten as



































χ(95ab) = −1,

χ
(

a2b2 − 36
5 ab

)

= 1,

χ
(

a2b2 − 4
5ab

)

= 1,

χ(a2b2 − 4ab+ 64
25) = 1,

χ(165 ab− 64
25) = 1.

(35)

By the first equation and the last one of (35), we have

χ

(

9

5
ab

)

· χ
(

16

5
ab− 64

25

)

= χ

(

a2b2 − 4

5
ab

)

= −1,

which contradicts the third equation χ
(

a2b2 − 4
5ab

)

= 1. Thus, there is no pair (a, b) ∈
F
∗
pn × Fpn satisfying (35), and the differential uniformity of f4/5(x) is at most 3.

Next we check whether the differential uniformity of f4/5(x) is equal to 3. By Proposition
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2 (ii), this means that we should check whether there exists a pair (a, b) ∈ F
∗
pn ×Fpn such that















ab = 9
5 or 1

5 ,

χ
(

a2b2 − 4ab+ 64
25

)

= 1,

χ
(

16
5 ab− 64

25

)

= 1,

(36)

or


































χ
(

9ab
5

)

= −1,

χ
(

a2b2 − 36
5 ab

)

= 1,

χ
(

a2b2 − 4
5ab

)

6= 1,

χ
(

a2b2 − 4ab+ 64
25

)

= 1,

χ
(

16
5 ab− 64

25

)

= 1,

(37)

or


































χ
(

9ab
5

)

= −1,

χ
(

a2b2 − 36
5 ab

)

6= 1,

χ
(

a2b2 − 4
5ab

)

= 1,

χ
(

a2b2 − 4ab+ 64
25

)

= 1,

χ
(

16
5 ab− 64

25

)

= 1.

(38)

Note that (38) cannot hold due to the same reason as (35). Thus, we only need to check the

conditions in (36) and (37). If ab = 9
5 , (36) holds iff χ(5) = χ(−7) = 1; if ab = 1

5 , (36) holds

iff χ(5) = χ(−3) = 1. So the conditions in (36) depend only on the characteristic p. We turn

to the conditions in (37), which is equivalent to



























χ
(

ab
5

)

= −1,

χ
(

a2b2 − 36
5 ab

)

= 1,

χ
(

a2b2 − 4ab+ 64
25

)

= 1,

χ
(

1
5ab− 4

25

)

= 1.

(39)

Let ab = z
5 and (39) can be rewritten as



























χ(z) = −1,

χ
(

z2 − 36z
)

= 1,

χ
(

z2 − 20z + 64
)

= 1,

χ (z − 4) = 1.

(40)
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Let N denote the number of z ∈ Fpn satisfying (40). To show there exist pairs (a, b) ∈ F
∗
pn×Fpn

satisfying (39), it suffices to prove that N > 0. Similarly, we have

16N =
∑

z∈Fpn

(1− χ(h1(z))) × (1 + χ(h2(z))) × (1 + χ(h3(z))) × (1 + χ(h4)),

where h1(z) = z and h2(z) = z2 − 36z, h3(z) = z2 − 20z + 64 and h4(z) = z − 4. Using the

same techniques as Proposition 3, we can show that

16N ≥ pn − 2− 11
√
pn.

Note that N > 0 if pn >

⌊

(

11+
√
129

2

)2
⌋

= 124. Therefore, when u = 4
5 , the differential

uniformity of fu(x) is 3 if pn > 124 and pn ≡ 3 (mod 4). For the remaining case where

pn ≤ 124 and pn ≡ 3 (mod 4), the differential uniformity of f4/5(x) can be directly computed

by Magma and it is always equal to 3. �

The following theorem is an immediate consequence of Propositions 1, 3 and 4.

Theorem 5 Let n be a positive integer and p be an odd prime satisfying pn ≡ 3 (mod 4) and

pn ≥ 7, and U0 be the set defined in (3). When u ∈ U0 \ {0}, the differential uniformity of the

generalized Ness-Helleseth function fu(x) defined in (2) is given as follows

δ(fu) =



























pn+1
4 , if u = ±1,

3, if p > 3 and u = ±4
5 ,

3, if (p, n, u) ∈ A,
4, otherwise,

where A is the set of the 3-tuples (p, n, u) given in Table 3.

According to Theorems 1, 2, 3 and 5, we have following corollary.

Corollary 1 Let n be an odd integer and p be an odd prime with pn ≡ 3 (mod 4) and pn ≥ 7.

Then, the generalized Ness-Helleseth function fu(x) defined in (2) is an APN function iff n, p

and u ∈ Fpn satisfy one of the following conditions:

(i) pn ≡ 2 (mod 3) and u = 0;

(ii) u ∈ U10 ∪ U11, where U10 and U11 are defined in (3);

(iii) p = 7, n = 1 and u = ±1.

26



4 The differential spectrum of fu(x) when χ(u+ 1) = χ(u− 1)

Recall the definition of the sets Ui and U1j from (3), where i = 0, 1 and j = 0, 1, 2. Note

that U1 = (U10 ∪ U11) ∪ U12 and (U10 ∪ U11) ∩ U12 = ∅. In this section, we aim to determine

the differential spectrum of fu(x) for u ∈ U1, i.e., χ(u + 1) = χ(u − 1). To this end, we

need to make some preparations. By Lemma 2, we have |U1| = pn−3
2 , and by Lemma 1,

|U10 ∪ U11| = pn−1+2χ(5)
4 . For u ∈ U1, let T1(u) denote the number of z ∈ F

∗
pn satisfying

χ((u+ 1)z) = −1, χ(z2 − 4(u+ 1)z) = 1 and χ(z2 − 4z + 4u2) = 1 (41)

and T2(u) denote the number of z ∈ F
∗
pn satisfying

χ((u+ 1)z) = 1, χ(z2 + 4(u− 1)z) = 1 and χ(z2 − 4z + 4u2) = 1. (42)

Let Γ0(u), Γ1(u) and Γ2(u) be the quadratic character sums defined by







































Γ0(u) =
∑

x∈Fpn

χ
(

(u+ 1)x3 − 4(u+ 1)x2 + 4u2(u+ 1)
)

,

Γ1(u) =
∑

x∈Fpn

χ
(

(u+ 1)2x3 + (u2 − 2u− 2)x2 + (1− u2)x
)

,

Γ2(u) =
∑

x∈Fpn

χ
(

(u+ 1)x3 − 4(u+ 2)(u+ 1)x2

+4(u+ 2)2(u+ 1)x− 16u2(u+ 1)2
)

.

(43)

The following proposition is a generalization of Proposition 4 in [18], and it can be proved in

a similar manner.

Proposition 5 With the notation as above, let u ∈ U1, then we have

T1(−u) = T2(u)

and

8T1(u) = pn − 7− Γ0(u) + Γ1(u)− Γ2(u),

where Γi(u), i = 0, 1, 2, are defined as in (43).

Proof: Note that if u satisfies χ(u + 1) = χ(u − 1), so does −u. Replacing u by −u in (41),

we can get the conditions (42). Thus, we get T1(−u) = T2(u). So we only deal with T1(u).
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Let Ω = {0, 4(u + 1)} that contains all the roots of (u + 1)z and z2 − 4(u + 1)z. Note that

z2 − 4z + 4u2 is irreducible over Fpn when χ(u+ 1) = χ(u− 1). Then, we have

8T1(u) =
∑

z∈Fpn\Ω
(1− χ((u+ 1)z))

(

1 + χ(z2 − 4(u+ 1)z)
) (

1 + χ(z2 − 4z + 4u2)
)

=− 2 +
∑

z∈Fpn

(1− χ((u+ 1)z))
(

1 + χ(z2 − 4(u+ 1)z)
) (

1 + χ(z2 − 4z + 4u2)
)

.

By Lemma 1, the above expression can be simplified as

8T1(u) =p
n − 6−

∑

z∈Fpn

χ
(

(u+ 1)z3 − 4(u+ 1)z2 + 4u2(u+ 1)z
)

+
∑

z∈Fpn

χ
(

z4 − 4(u+ 2)z3 + 4(u+ 2)2z2 − 16u2(u+ 1)z
)

−
∑

z∈Fpn

χ
(

(u+ 1)z3 − 4(u+ 2)(u+ 1)z2 + 4(u+ 2)2(u+ 1)z − 16u2(u+ 1)2
)

=pn − 6− Γ0(u)− Γ2(u) +
∑

z∈Fpn

χ
(

z4 − 4(u+ 2)z3 + 4(u+ 2)2z2 − 16u2(u+ 1)z
)

.

Next, we will show that

∑

z∈Fpn

χ
(

z4 − 4(u+ 2)z3 + 4(u+ 2)2z2 − 16u2(u+ 1)z
)

=
∑

z∈Fpn

χ
(

(u+ 1)2z3 + (u2 − 2u− 2)z2 + (1− u2)z
)

− 1

=Γ1(u)− 1.

Since

χ
(

z2 − 4(u+ 1)z
)

χ
(

z2 − 4z + 4u2
)

= χ
(

z4 − 4(u+ 2)z3 + 4(u+ 2)2z2 − 16u2(u+ 1)z
)

,

we have

∑

z∈Fpn

χ
(

z4 − 4(u+ 2)z3 + 4(u+ 2)2z2 − 16u2(u+ 1)z
)

=
∑

z∈Fpn\Ω
χ

(

z2 − 4z + 4u2

z2 − 4(u+ 1)z

)

.
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Let t = z2−4z+4u2

z2−4(u+1)z , thus we have

(t− 1)z2 − [4(u+ 1)t− 4]z − 4u2 = 0. (44)

Note that z = −u if and only if t = 1. When t 6= 1, (44) is a quadratic equation in variable z,

and its discriminant is 16(u+1)2t2 +16(u2 − 2u− 2)t+16(1− u2), denoted by ∆. Therefore,

we have

∑

z∈Fpn\Ω
χ

(

z2 − 4z + 4u2

z2 − 4(u+ 1)z

)

= 1 +
∑

t6=1

χ(t) (1 + χ(∆))

= 1 +
∑

t∈Fpn

(

1 + χ
(

(u+ 1)2t2 + (u2 − 2u− 2)t+ (1− u2)
))

χ(t)− 2

=
∑

t∈Fpn

χ(t) +
∑

t∈Fpn

χ
(

(u+ 1)2t3 + (u2 − 2u− 2)t2 + (1− u2)t
)

− 1

=
∑

t∈Fpn

χ
(

(u+ 1)2t3 + (u2 − 2u− 2)t2 + (1− u2)t
)

− 1

= Γ1(u)− 1.

This completes the proof. �

By Proposition 5, we have the following corollary.

Corollary 2 With the notation of Proposition 5, let T (u) = T1(u)+T2(u) with u ∈ U1. Then,

we have

8T (u) = 2pn − 14 + Γ1(u)− Γ2(u) + Γ1(−u)− Γ2(−u),

where Γ1(u) and Γ2(u) are defined in (43).

Proposition 6 Let pn ≡ 3 (mod 4), pn ≥ 7 and fu(x) be the function defined in (2). When

u ∈ U10 ∪ U11, the differential spectrum of fu(x) is given by

[ω0 = (pn − 1)T (u), ω1 = (pn − 1) (pn − 2T (u)) , ω2 = (pn − 1)T (u) ] ,

where T (u) is given in Corollary 2.
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Proof: When u ∈ U1, from (6) and (8), we have

Nu,1(a, b) =

{

1, if b = a−1(1± uχ(a)),

0, otherwise,

and

Nu,2(a, 0) = 1.

Moreover, by Lemmas 4 and 5, we have

Nu,2(a, b) ≤ 2, ∀(a, b) ∈ F
∗
pn × F

∗
pn ,

and Nu,2(a, b) = 2 if and only if one of the following conditions holds:

(i) χ
(

a(u+1)
b

)

= −1, χ
(

a2b2 − 4(u+ 1)ab
)

= 1 and χ
(

a2b2 − 4ab+ 4u2
)

= 1;

(ii) χ
(

a(u+1)
b

)

= 1, χ
(

a2b2 + 4(u− 1)ab
)

= 1 and χ
(

a2b2 − 4ab+ 4u2
)

= 1.

When u ∈ U10 ∪ U11 ⊆ U1, it can be verified that the pairs (a, b) satisfying b = a−1(1 ± u)

don’t meet any of the conditions in Lemmas 4 and 5. Thus, when u ∈ U10 ∪ U11, we have

Nu,2(a, b) = 0 if b = a−1(1 ± u), and thereby Nu(a, b) ≤ 2 for any (a, b) ∈ F
∗
pn × Fpn . In

particular, Nu(a, b) = 2 iff Nu,2(a, b) = 2. The number of pairs (a, b) satisfying the conditions

(i) or the conditions (ii) is equal to (pn − 1)T (u). Thus, in this case the number of pairs

(a, b) ∈ F
∗
pn × Fpn such that Nu(a, b) = 2 is

(pn − 1)T (u),

which is the value of ω2 in the differential spectrum. From the identities in (1), the desired

result follows. �

Next we determine the differential spectrum of fu(x) for u ∈ U12.

Proposition 7 Let pn ≡ 3 (mod 4), pn ≥ 7 and fu(x) be the function defined in (2). For

u ∈ U12, the differential spectrum of fu(x) is given by

[ω0 = (pn − 1) (T (u) + 2) , ω1 = (pn − 1) (pn − 2− 2T (u)) ,

ω2 = (pn − 1) (T (u)− 2) , ω3 = 2(pn − 1) ],

where T (u) is given in Corollary 2.
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Proof: Following the discussions in the proof of Proposition 6, we calculate the differential

spectrum in this case. The main difference lies in that when u ∈ U12, the pairs (a, b) satisfying

b = a−1(1 + u) meet the conditions (ii) in the proof of Proposition 6, and those satisfying

b = a−1(1 − u) fulfill the conditions (i) there. This means that in this case Nu,2(a, b) = 2 iff

b = a−1(1 ± u). Thus, when u ∈ U12, Nu(a, b) ≤ 3 for any (a, b) ∈ F
∗
pn × Fpn. In particular,

Nu(a, b) = 3 iff b = a−1(1 ± u), and Nu(a, b) = 2 iff b 6= a−1(1 ± u) and Nu,2(a, b) = 2. The

number of pairs (a, b) ∈ F
∗
pn × Fpn such that Nu,2(a, b) = 2 is equal to (pn − 1)T (u), and the

number of those satisfying b = a−1(1 ± u) is equal to 2(pn − 1). According to the arguments

above, we get ω3 = 2(pn− 1) and ω2 = (pn− 1)(T (u)− 2). Then, utilizing the identities in (1),

the differential spectrum of fu(x) in this case is obtained. �

Remark 2 (i) Due to Lemmas 3-6, for each given u ∈ Fpn, we are able to find the necessary

and sufficient conditions on (a, b) such that the derivative equation Dafu(x) = b has exactly i

solution(s), where 0 ≤ i ≤ δ(fu). Thus, for each given u ∈ Fpn, the problem of determining

the differential spectrum of fu(x) is reduced to that of counting the pairs of (a, b) ∈ F
∗
pn × Fpn

satisfying the corresponding conditions.

(ii) When u ∈ U1 = (U10 ∪ U11) ∪ U12, one has δ(fu(x)) ≤ 3 and the relevant conditions

are more straightforward to outline. Thus, we can readily give the differential of fu(x) in

Propositions 6 and 7, which generalize the results in Propositions 6 and 5 of [18], respectively.

For u ∈ U0 \ {0,±1}, by making use of the results in Proposition 2, the differential spectrum

of fu(x) can also be characterized but with more complicated calculations.

5 Conclusion

In this paper, for pn ≡ 3 (mod 4) and pn ≥ 7, we conduct a comprehensive investigation on

the differential properties of the generalized Ness-Helleseth function fu(x) = uxd1 +xd2 , where

d1 =
pn−1
2 − 1 and d2 = pn − 2. The derivative equation Dafu(x) = b of this function was fully

characterized according to the coefficient u, the input difference a and the output difference b

(see Lemmas 3, 4, 5 and 6). Using the obtained results, we are able to compute the differential

uniformity of fu(x) for each u. Especially, we determine the differential uniformity of fu(x)

for u ∈ U0 \ {0}. This extends the results in [21] and [22], and also gives the necessary and

sufficient conditions for fu(x) to be APN.
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Moreover, we can use the results to calculate the differential spectrum of fu(x). For u ∈
{0,±1}, the differential spectrum of fu(x) has been explicitly given. For u ∈ U1, we express

the differential spectrum of fu(x) in terms of some quadratic character sums of some cubic

polynomials. Similarly, for u ∈ U0 \ {0,±1}, the differential spectrum of fu(x) can also be

characterized through quadratic character sums, but with more detailed calculations. We

leave this problem for the interested readers. The results presented in this paper generalized

the results in [12] and [18] for the ternary case.
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