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Abstract
Apps and their integrated third party libraries often collect a
variety of data from people to show them personalized ads.
This practice is often privacy-invasive. Since 2013, Google
has therefore allowed users to limit ad tracking on Android
via system settings. Further, under the 2018 California Con-
sumer Privacy Act (CCPA), apps must honor opt-outs from
ad tracking under the Global Privacy Control (GPC). The
efficacy of these two methods to limit ad tracking has not
been studied in prior work. Our legal and technical analysis
details how the GPC applies to mobile apps and how it could
be integrated directly into Android, thereby developing a ref-
erence design for GPC on Android. Our empirical analysis
of 1,896 top-ranked Android apps shows that both the An-
droid system-level opt-out and the GPC signal rarely restrict
ad tracking. In our view, deleting the AdID and opting out
under the CCPA has the same meaning. Thus, the current
AdID setting and APIs should be evolved towards GPC and
integrated into Android’s Privacy Sandbox.

1 Introduction

Note: This is a pre-print of work-in-progress. Our analysis
and findings may still change in the future.

A large part of the mobile app ecosystem relies on adver-
tising revenue. Apps and their integrated third party libraries
often collect a variety of data from people to show them rel-
evant ads. However, this data collection and profiling over
time threatens people’s privacy [68]. Compared to iOS, the
sharing of data with advertising services is more common on
Android [43], which is our focus here.

Whether Android apps are allowed to track people for
advertising purposes is dependent on people’s advertising
ID (AdID) setting in the system settings, see Figure 1. Per
Google’s Developer Program Policy [23], “apps uploaded or
published to Google Play must use the advertising ID [...]
for any advertising purposes.” and “the status of the ‘Opt out
of Interest-based Advertising’ or ‘Opt out of Ads Personal-
ization’ setting must be verified on each access of the ID.”

Figure 1: Screenshot of the AdID setting on Android 14. According
to Google’s Play Store policies, apps are obliged to honor people’s
choices. Whether apps do has not been studied before.

If people are opted out, apps should not have access to the
AdID and developers are prohibited from tracking people
for ad purposes. However, whether that is always the case is
doubtful [62]. Sadly, even though this setting has existed in
Android since 2013 and it may give consumers the illusion
of control of their data, no previous studies have verified the
efficacy of this opt-out mechanism.

Beyond privacy guarantees embedded into the Android
system, an increasing number of laws afford people an opt
out right from tracking. Per the European Union’s General
Data Protection Regulation (GDPR), individuals must be able
to withdraw their consent to data processing easily at any
time (Article 7(3)) and can object, without any reason, to
advertising-related data processing (Article 21(2)). Similarly,
per the California Consumer Privacy Act (CCPA), §1798.120,
consumers can opt out of the sale or sharing of personal infor-
mation. In the case of the CCPA, there even exists an explicit
technical standard to communiate this opt-out to app develop-
ers, i.e. the Global Privacy Control (GPC). Like the Android
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system-level opt-out, the GPC, too, has not been studied on
Android (nor iOS) before.

To get insights into the efficacy and implementation of
both opt-out choices on Android, we focus on three research
questions:

RQ1. (Legal) How does the CCPA and GPC apply to opt-out
from tracking in mobile apps?

RQ2. (Technical implementation) How can and should the
legal requirements be implemented on Android?

RQ3. (Evidence) On Android, how does opting-out from the
AdId and personalised ads in the system settings, respec-
tively sharing the GPC signal, affect 1) apps’ sharing
of the Android AdId with third parties, 2) the number
of tracking domains that apps contact, and 3) the US
Privacy Strings that apps share?

In answering these questions, it is our goal to give critical in-
sights into user control over tracking, and ultimately advance
(legally mandated) opt out rights on the Android platform.
This is especially true because our empirical findings indicate
that current opt-out choices on Android do not give users
much choice, and thereby sadly confirms many people’s ex-
pectations from privacy on mobile [63].

2 Background and Related Work

Our work is motivated by the existing lack of control over ad
tracking on mobile apps (§2.1). To evaluate this problem we
analyze a set of Android apps leveraging static and dynamic
privacy analysis techniques (§2.2). People should be able to
efficiently and effectively opt out of ad tracking on Android
(§2.3). The integration of privacy preference signals, in par-
ticular, GPC, into the Android platform would be a big step
towards that goal (§2.4).

2.1 Ad Tracking on Mobile Apps

Examining 100,000 Android apps, Chen et al. found that
36.3% of the privacy settings identified in these apps are hard
to find due to unclear user interface designs, which impact
people’s privacy because 82.2% of the observed settings are
set to disclose data by default [12]. Such data disclosure can
be privacy-invasive, in particular, as industry concentration
of ad networks has significantly increased the breadth and
depth of data accessible to individual companies engaging in
such practices [8]. To help people regain control many self-
help tools have emerged [32, 42, 46]. This is despite the fact
that the Android system already integrates some controls, as
discussed before (see Figure 1). This indicates that Android’s
existing tracking controls might have important gaps.

2.2 Mobile App Privacy Analysis

To better understand the status quo of ad tracking on the
Android platform, in particular, the effectiveness of opting out
from ad tracking, we perform a static and dynamic analysis on
a set of 1,896 apps. We closely follow a number of previous
studies that investigated the privacy properties of mobile apps.
Methodologically, these studies fall into two categories: (1)
studies that analyze the privacy properties of apps’ program
code without running them (static analysis) [4, 7, 16, 40, 70,
78] and (2) studies that analyze apps by running them on
actual or virtual phones and observing their behavior (dynamic
analysis) [2, 18, 46, 60, 61, 65].

Regarding static analysis, Viennot et al. were among the
first to analyze Android apps at scale [70]. They developed
a methodology to download and statically analyze about 1
million apps. The focus of their study was to give a descriptive
overview of the app economy on the Android platform as a
whole. One of the largest and earliest static analysis studies
into Android app privacy was subsequently carried out by
Binns et al. [7]. They, too, studied about 1 million apps and
found that the vast majority could share data with a variety
of companies. In another large-scale study Zimmeck et al.,
analyzed about 1 million Android apps and verified their
privacy practices against what the app developers promised
in their privacy policies [78]. They found many apps to be
non-compliant.

Regarding dynamic analysis, a range of techniques can be
employed to study apps’ behaviors at runtime. The early ap-
proaches focused on modifying mobile operating systems to
observe personal data traversing through the systems. Enck
et al.’s TaintDroid [18] falls in this category for the Android
operating system as does Agarwal’s and Hall’s ProtectMyPri-
vacy [2] for the iOS operating system. While this approach
can give highly accurate insights into apps’ data flows, the
growing complexity of mobile operating systems makes it
difficult to maintain it over time. Hence, more recent studies
tend to focus on the capture and analysis of apps’ network
traffic [46, 60, 61, 65].

Recently, a number of studies combined static and dynamic
analysis approaches to get more detailed insights into the
behavior of apps and leverage the advantages of both [43, 57].

2.3 Opting Out of Ad Tracking in Mobile Apps

Kollnig et al. found that while most Android apps engage in
third party tracking, only few obtained consent before doing
so [41]. Nguyen et al. came to the same conclusion [50, 51].
In many cases the lack of obtaining consent is the result of
a coordination failure. Most third parties rely on app devel-
opers to obtain consent on their behalf but typically fail to
put in place robust measures to ensure the developer actually
obtains such [41]. Consent management platforms that app
developers can integrate, such as OneTrust [54], aim to help
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developers obtain people’s consent. On the iOS platform, Ap-
ple, with iOS 14.5, introduced mandatory opt ins, however,
is facing challenges to enforce this mechanism [44]. In do-
ing so, Apple deviated from its earlier implementation of ad
tracking controls as an opt-out that used to be similar to that
implemented on Android since 2013 (as shown in Figure 1).

Compared to websites, the choices for people to have their
privacy rights respected have traditionally been more limited
for mobile apps. This phenomenon is, in part, due to the
proprietary nature of mobile operating systems, which makes
it more difficult to analyze privacy practices in apps and hold
app developers to account. Consumer Reports’ Permission
Slip app allows people to easily exercise their privacy rights
under various US privacy laws, albeit, at the cost of a human
in the loop [15]. OptOutCode is a proposal to implement a
platform-agnostic approach to privacy choices by encouraging
people to opt out by prefixing the name of their devices with
“0$S” signalling “do not (0) sell ($) or share (S)” personal
information [59].1 The Digital Advertising Alliance, an online
ad industry association, provides the AppChoices app [17].

The opt out rights that people in most, if not all, US states
are more limited compared to the privacy choices under Eu-
ropen Union (EU) law. In the EU, personal data processing
needs opt in consent or one of five alternative, consent-free le-
gal grounds (legitimate interest, contract, public interest, legal
obligation, vital interest). However, despite these protections,
EU authorities have been struggling with their enforcement,
e.g., of the GDPR and ePrivacy Directive, which has led to
a surge of non-compliant consent banners and tracking prac-
tices [41, 43, 52, 69]. In the US, determining the applicability
of opt out rights is difficult as well. To determine the threshold
of 100,000 or more consumers or households for the appli-
cability of the CCPA’s right to opt out,2 Samarin et al. used
the number of app installs [62]. Whether an operator sells
people’s data can be generally determined via an opt-out of
sale link, a statement to that effect in a privacy policy, or the
presence of an opt-out of sales mechanism [53].

Ad tracking is often not disclosed in privacy policies or no-
tices. People remain in the dark about which data is collected
from them and by whom [76]. Samarin et al. investigated
the extent to which Android app developers comply with the
CCPA in providing accurate privacy notices [62]. For the
apps of 69 developers, they found that a significant percent-
age collected personal information that was not disclosed [62].
For the iOS platform, apps commonly violate their privacy
label and transmit data without disclosing this [38, 44]. Eval-
uating the completeness of GDPR requirements of 163,068
Android apps privacy policies that contained data collection

1This idea is similar to Google’s opt out solution for Google Location ser-
vices access points [31]: “To opt out, change the SSID (name) of your Wi-Fi
access point (your wireless network name) so that it ends with ‘_nomap.’ For
example, if your SSID is ‘12345,’ you would change it to ‘12345_nomap.”’

2California Civil Code, Title 1.81.5. California Consumer Privacy Act of
2018 (CCPA), §1798.120(a) and §1798.140(d).

statements, Xiang et al. found that nearly all of them (99.3%)
had at least one unsatisfied requirement [73].

2.4 Privacy Preference Signals

Privacy preference signals are digital representations of how
people want their personal data to be processed [33]. As such,
they make it easier and more effective for people to exer-
cise their opt out rights on the web and in mobile apps and,
thereby, limit collection and sharing of their data. Though, var-
ious legal, technical, usability, and accountability challenges
persist [34].

On mobile, privacy preference signals have long been avail-
able to users, although with mixed success. On iOS, Apple
rolled out an Advertising Identifier, alongside an opt-out from
ad tracking, in 2012. Google quickly followed suit by rolling
out similar features in 2013. These initiatives aimed to move
away from permanent device identifiers, such as the UDID on
iOS and the Android_ID on Android, that could not be reset
by users but could be used by apps to track user activities —
and thus brought notable privacy risks.

Beyond mobile apps, one of the most well-known privacy
signals is Do Not Track (DNT) [71]. DNT was developed
from 2009 as a binary signal for people to express their opt
out of tracking towards websites (instead of apps). However,
DNT adoption remained low as there was no clear legal obliga-
tion to actually comply with received DNT signals. Somewhat
surprisingly, after many years of being dormant, a recent de-
cision of the Landgericht Berlin [45] — requiring LinkedIn
to respect DNT signals — revitalized DNT.

As a successor to DNT, GPC [21] is currently emerging as
the technical standard for expressing opt out choices on the
web. In recent work, Zimmeck et al. evaluated the usability
and enforceability of GPC [77, 79] finding that people find
GPC useful and usable despite slow adoption. This is despite
the fact that compliance with GPC is now a legal requirement
in California (since January 2021) [5] and Colorado (since
July 2024) [14] with other US states likely to follow in the
future. Despite the legal obligations for apps to follow the sig-
nal if they receive it, neither Android nor iOS currently offer a
GPC signal as part of their operating systems. This underlines
that more work needs to be done in order to advance GPC,
which is attempted by this paper.

The use of privacy signals is not without limitations.
At their core, they rely on the concept of privacy self-
management. This approach has been criticized because in-
dividuals can get overwhelmed by the number of choices
and cannot actually understand the underlying data prac-
tices [6, 52, 64]. While we are aware of these critiques, GPC
is a unique privacy preference signal because it is the first
such signal that has broad legislative support. Moreover, un-
like existing approaches, GPC aims to move beyond choices
for individual websites or apps towards a unified system that
applies across different technologies and platforms. As such,
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Figure 2: Overview of our dynamic analysis setup for collecting app
network data for the apps in our app dataset. To decrypt the data
we channeled it through Mitmproxy. We also channeled it through a
Los Angeles-based Mullvad VPN server so that apps’ requests come
from a California IP address resulting in applicability of the CCPA.

GPC has the potential to become a vital tool in the toolbox
of meaningful protections of people’s data. It is therefore that
we study the efficacy and implementation of opt-out signals
on Android in our work.

3 The Status Quo

We seek to understand the effectiveness of opting out from ad
tracking on the Android platform.

3.1 Analysis Methodology and Limitations

Towards that goal we performed a static and dynamic analysis
of 1,896 Android apps, the app dataset.

App Dataset. We collected the apps for our app dataset
per the top lists of free apps for Google’s US Play Store
for each of the 49 app categories, which include 17 game
categories [27]. The 45 apps listed in each of the 49 top
charts are heavily influenced by popularity [26]. Thus, our
app dataset is representative of the most popular free apps on
the US Play Store. We selected the most popular free apps as
those impact a broad user base and are most likely a “business”
per the CCPA. To get the lists of the top free 45 apps for each
category we scraped them from the Google Play Store. We
then successfully downloaded 1,896/2,205 (86%) of the listed
apps from the US Play Store with Raccoon [55]. 309 apps
were incompatible with our test device, removed from the Play
Store before we could download them, or not successfully
downloaded.3 The average app size was 105 MB and the
median app size 63 MB. Apps in the Productivity category
had the most installs while those in the Events category had
the least (Appendix, Figure 12). We ran our dynamic analysis
for each app in the app dataset proceeding in batches of apps
for a total of two weeks with the analysis of one app taking
about 5 minutes.

3We downloaded the apps in August 2023. We made two download
attempts per app.

Dynamic Analysis Setup. Figure 2 shows an overview
of our dynamic analysis setup. We ran each app’s
analysis on our test device, a Google Pixel 6A (An-
droid 13 Build TQ2A.23.05.05.002). The test device
was instrumented via a network data collection script,
the controller, connected to the Android Debug Bridge
(adb) [30]. To decrypt network traffic via Mitmproxy [48],
we rooted the test device with Magisk [47] and installed
the Mitmproxy certificate in the test device’s certificate
store using the MagiskTrustUserCert module. To by-
pass Chrome Certificate Transparency we integrated the
MagiskBypassCertificateTransparencyError module.
To circumvent apps’ SSL pinning, if any, we deployed a
Frida server (v.16.1.4) [20] on the test device running an
SSL-unpinning script. The app’s connections to its servers
were set up via a Mullvad VPN server [49] located in Los An-
geles to ensure applicability of the CCPA.4 We used a custom
data collection script to save the outputs from Mitmproxy in
the commonly used HAR format while making sure that we
log all contacted domains even if onward communication was
prevented by certificate pinning.5

Dynamic Analysis Procedure. Our dynamic analysis has
the purpose of ascertaining the effect that sending GPC sig-
nals has on apps’ data selling and sharing practices. It is
further aimed at shedding light on the extent to which AdID
access — Android’s current mechanism for controlling opt
outs — aligns with GPC. Therefore, we tested each app un-
der four different conditions capturing network traffic for 30
seconds for each condition in the following order:

1. AdID: The app has access to the AdID.

2. AdID + GPC: The app has access to the AdID but all
HTTP requests are sent with a GPC header prohibiting
data selling and sharing.

3. No AdID: The app does not have AdID access.

4. No AdID + GPC: The app does not have AdID access,
and all HTTP requests are sent with a GPC header pro-
hibiting data selling and sharing.

In all four conditions our controller granted all permissions
requested by an app at install time.6 When switching condi-
tions, our controller cleared the persistent storage and shared
preferences of the test device.7 In addition, we added a dummy

4During the analysis Mullvad rotated the IP address to keep the network
performant, which, however, did not impact our analysis.

5For more details on this limitation see §3.1.
6We tested whether granting or denying permissions made a substantial

difference in tracking behavior, which was not the case. Appendix, Figure 14)
shows the top 50 permissions the 1,896 apps in our app dataset declared in
their manifest file. Our testing also showed that tracking does not substantially
depend on the order in which the conditions are being run.

7The shell command our controller used to clear persistent
storage and shared preferences was adb shell su -c pm clear
$TARGET_PACKAGE_NAME with su -c pm clear to tell the test device to
delete all data associated with a package [30].
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Figure 3: Overview of our dynamic analysis procedure for collecting app network data for the apps in our app dataset. To increase the reliability
of our network data captures and minimize background traffic interference via data not originating from the app under scrutiny we turned on
“data saver” and turned off “private DNS” settings on the test device.

header to all HTTP requests in the conditions that did not in-
volve sending the GPC header to minimize any differences
that might occur due to GPC header injection. Figure 3 shows
the complete details of our dynamic analysis procedure.8

Third Party Analysis. To understand which third parties
collect which types of data and how opt out choices are prop-
agated through the Android ad ecosystem and beyond, we
identified the 33 most prevalent third party tracking domains
across all apps in our app dataset based on the X-Ray Tracker
List [8, 39]. All tracker domains in our app dataset except for
two had multiple subdomains. We combined the trackers with
different subdomains but the same domain to match the track-
ers in the X-Ray Tracker List. For example, we combined app.
adjust.com, view.adjust.com, app.us.adjust.com, and
s2s.adjust.com into adjust.com. We then identified the
organizations behind each of those 33 domains and read their
privacy policies. In our privacy policy analysis we looked
for explicit references to privacy laws that the organizations
deemed applicable and analyzed the extent to which their
described practices, for example, the “sharing” or “selling” of
personal information, would be subject to the CCPA. We per-
formed this analysis conservatively. If a policy stated that an
organization does not share or sell personal information, we
did not second-guess this statement and took it at face-value.9

Based on our network data captures, we then analyzed which
personal information the organizations received and how their

8Detailed setup instructions and analysis scripts are publicly available.
The URL is omitted here to preserve anonymity during the review process.

9Any legal analysis in this paper was performed by a co-author who
is admitted to the California bar and an expert in privacy law, especially,
California privacy law, with more than a decade of relevant experience.

apps reacted to the different test conditions.
Limitations. Our dynamic analysis procedure is subject

to various limitations that could impact our results and con-
clusions. First, automated dynamic analysis is inherently lim-
ited in that it only runs part of the app. In our case, we
only collected data before any user interaction to simulate
a data collection and sharing scenario without user consent.
Some of the web traffic we captured likely used a custom
encoding. Some of it was also encrypted using certificate
pinning. While we followed state-of-the-art methods for SSL-
unpinning [43,51,74], we were unable to decrypt all encrypted
traffic. An estimated 0.9% to 8% of Android apps use SSL
pinning [58]. Further, our identification of ad trackers is based
on the X-Ray Tracker List [8, 39], which may be incomplete,
outdated, or inaccurate. For example, googleapis.com may
have been used for Android housekeeping purposes only and
not for ad tracking. We also used a VPN to simulate a Califor-
nia location; some apps may use GPS or other mechanisms
to detect our real location and behave differently. However,
we tested apps with and without GPS access and did not no-
tice substantial differences. We also did not observe server to
server interaction, though, typically tracking SDKs interact
client to server as identifiers, privacy preference signals, and
privacy flags need to be communicated to a server at least
once.

Furthermore out of the 1896 apps we ran through the dy-
namic analysis, we had a total of 85 failures. This gives us a
failure rate of approximately 4.48%. The process to identify
failures was a two step process. First we logged all the output
from the analysis to a file and checked through for any kind of
flags for failure including but not limited to failures in Frida
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and Mitm. Then we manually checked each of these apps to
confirm the result.

3.2 CCPA Opt Out Applicability
Per the CCPA, a consumer has a right to opt out from ad
tracking. If the CCPA’s opt out right is applicable, a consumer
can “direct a business [...] not to sell or share the consumer’s
personal information.”10 For websites their display of a “Do
Not Sell or Share My Personal Information” link or other in-
teractive element provides an indicator for selling and sharing
practices. However, this type of identification is becoming
less useful as the CCPA after its CPRA amendments no longer
requires it if a business respects opt-out preference signals.11

However, for mobile apps, similar to websites, the integration
of an ad network serves as an indicator to identify whether an
app “sell[s] or share[s]” personal information (§3.2.1). Fur-
ther, the inclusion of an app in Google’s Play Store top lists
for free apps serves as an indicator that its operator is running
a “business” (§3.2.2). Both requirements must be satisfied for
the CCPA opt out right to be applicable.12 Our work rests on
the interpretation of the CCPA’s opt out requirements by the
Office of the California Attorney General and the California
Privacy Protection Agency. Notably, the former enforced the
CCPA’s opt out right against a mobile app game developer
who made available personal information of its players to an
integrated third-party mobile advertising platform [66], which
qualifies as selling or sharing of personal information per the
CCPA.

3.2.1 “Selling” or “Sharing”

While the “selling” or “sharing” of personal information can
be determined by evaluating the behavior of an app, such de-
termination is also possible by evaluating the behavior of an
integrated third party ad network, i.e., whether it is “buying”
or “collecting” personal information.13 The evaluation of an
ad network’s behavior is more efficient because the finding
that it buys or collects personal information would extend to
all apps that integrate it. The ad network could also sell the
personal information to other ad networks, data brokers, or

10CCPA, §1798.120(a).
11CCPA, §1798.135(b)(1).
12While we provide our evaluation here for the CCPA, it would work simi-

larly for other US state privacy laws e.g., those of Colorado and Connecticut.
It is also not limited to mobile apps but, for example, can be used for the web
platform as well.

13Per CCPA, §1798.140(ad)(1) “‘selling’ [...] means [...] communicating
[...] by electronic or other means, a consumer’s personal information [...]
for monetary or other valuable consideration.” Per CCPA, §1798.140(ah)(1)
“‘sharing’ [...] means [...] communicating [...] by electronic or other means,
a consumer’s personal information [...] for cross-context behavioral adver-
tising, whether or not for monetary or other valuable consideration, [...].”
The concept of “sharing” was introduced as an addition to the CCPA by the
CPRA to remove any doubt that the CCPA covers cross-context behavioral
advertising [67]. Similar definitions of “selling” and “sharing” are included
in other US state privacy laws, e.g., those of Colorado and Connecticut.

Figure 4: The percentage of apps in our app dataset that connect to
the top 33 tracking domains in our app dataset. The online ad ecosys-
tem is characterized by the dominance of just a few ad networks that
are included in many apps and a long tail of ad networks with a small
market share included in just a few. We can leverage this property of
the ad ecosystem to identify many apps that are selling or sharing
personal information with relatively little effort for relatively high
information gain.

other organizations, or share it with those. Such further selling
or sharing by an ad network can also indicate an app’s sale
or sharing of personal information. Overall, it is possible to
evaluate a relatively small number of ad networks to under-
stand the selling and sharing activity of a larger set of apps
integrating those ad networks.

Pursuing this idea, we began our evaluation with the 33
most prevalent third party tracking domains across all apps in
our app dataset based on the X-Ray Tracker List [8, 39]. We
read their privacy policies and identified whether they men-
tioned the (1) buying or collecting or (2) selling or sharing
of personal information per the CCPA. We found that 28/33
(85%) do either or both. For example, InMobi is a typical ad
network selling personal information.14 Conversely, although
Meta’s policy does not mention selling or sharing personal
information, it does state that Meta is buying or collecting
such.15 Thus, not only will an app that integrates InMobi be
considered to sell or share personal information, the same
will be true for an app integrating Meta. It is enough to eval-
uate just a few ad networks to determine whether the apps
integrating those are selling or sharing personal information
(Figure 4). 88% of apps’ selling or sharing can be identified
by just one integrated ad network.

14InMobi’s privacy policy [37] states:“Under the CCPA, ‘sale’ is defined
broadly and includes the transfer of personal information by a business to a
third party for valuable consideration (even if there is no exchange of money).
InMobi may be deemed to be ‘selling’ personal information.”

15“The following terms will apply to the extent that, (i) for purposes of the
California [Consumer Privacy] Act you are a Business, (ii) you share with
Meta Personal Information about California residents which would otherwise
constitute a Sale or Sharing, and (iii) [...] you use a Meta Product [...].”
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Figure 5: The policies of 81 apps randomly selected from our app
dataset stating whether the app operator is selling or sharing data or
whether the policy mentions the CCPA. Each app included in the
graph connected to at least one of our 33 analyzed tracking domains
that is selling or sharing personal information or buying or collecting
such. The two most downloaded apps on the left side of the graph
are Google Docs and Sheets.

Figure 6: The 81 apps sampled from the app dataset categorized by
download counts and whether the CCPA opt out right applies.

3.2.2 “Business”

For the CCPA’s opt out right to apply, in addition to selling or
sharing personal information, the app in question must be part
of a “business.”16 The first two thresholds for making that de-
termination — annual gross revenues in excess of twenty-five
million dollars and the annual buying, selling, or sharing of

16Per CCPA, §1798.140(d)(1) “‘Business’ means: [a] [...] legal entity that
is organized or operated for the profit or financial benefit of its shareholders or
other owners, that collects consumers’ personal information [...] and that [...]
determines the purposes and means of the processing of consumers’ personal
information, that does business in the State of California, and that satisfies
one or more of the following thresholds: (A) [...] annual gross revenues in
excess of twenty-five million dollars [...]. (B) [...] annually buys, sells, or
shares the personal information of 100,000 or more consumers or households.
(C) Derives 50 percent or more of its annual revenues from selling or sharing
consumers’ personal information.” Similar thresholds are included in other
US state privacy laws, e.g., those of Colorado and Connecticut.

personal information of 100,000 or more consumers or house-
holds in California — depend on the number of people using
the app. Generally, apps with more users are more likely to be
subject to the CCPA opt out right. Thus, apps appearing in the
top free apps lists of the Play Store or similar popularity lists
are a good starting point for identifying covered apps. For
the third threshold — deriving 50 percent or more of annual
revenues from selling or sharing consumers’ personal infor-
mation — the inclusion of a higher number of ad networks is
an indicator for reliance on such revenue.

In order to test the extent to which inclusion of an app in
one of Google’s Play Store top free app lists is indicative
for passing one or both of the size-related thresholds of an-
nual gross revenue and number of consumer or households
affected, we randomly sampled 100 apps from our app dataset.
83/100 (83%) apps had Google Play Data Safety pages with
a link to their privacy policies and were still available at the
time of the sampling. 81/83 (98%) apps had at least one of
the most prevalent 33 tracking domains included that sells or
shares, respectively, buys or collects personal information. We
further checked whether the privacy policy of each of these
81 apps stated the applicability of the CCPA. Such statement
could be related to the selling or sharing of data but it would
also be sufficient if the app operator deemed the CCPA ap-
plicable in general. The reason is that the qualification as a
“business” does not necessarily need to relate to the opt out
right but could also relate to other provisions of the CCPA.17

49/81 (60%) policies stated that the covered apps were selling
or sharing personal information. An additional 9/81 (11%)
mentioned the CCPA, that is, implied that the app operators
believed to run a business per the definition of the CCPA. In
some cases they expressed so in state-specific privacy poli-
cies linked to from their main privacy policies. Thus, 58/81
(72%) of the apps we examined are part of a business as self-
identified by their operators (Figure 5). Those 58 apps are
subject to the CCPA opt out right (Figure 6).18

The 9/81 (11%) apps, each of which connects to at least
one of the 33 top tracking domains and whose policies imply
that the CCPA is applicable but do not explicitly state selling
or sharing, are not compliant with the CCPA. It is implied
by their policy statements that the CCPA is applicable, that
is, that they are a business. That they are selling or sharing
data is evidenced by their inclusion of a third party tracking
domain (§3.2.1). Thus, the CCPA’s opt out right applies to
them. Further, for the 23/81 (28%) apps whose policies do
not explicitly state that they are selling or sharing data or
imply applicability of the CCPA otherwise, the CCPA’s opt
out right may still be applicable as each of the apps connects
to at least one of the 33 tracking domains. From the policies

17As we already can determine the “selling” or “sharing” by an app per
our analysis of the integrated ad networks (§3.2.1), it is sufficient at this point
to determine whether an app is generally subject to the CCPA.

18We will make our detailed privacy policy results publicly available upon
publication.

7



Figure 7: The two options for sending GPC signals on the web
platform via GPC headers (A) and the GPC DOM property (B).
They are identical for desktop and mobile browsers.

of 8/23 (35%) of those apps, it appears that the app operators
are not from the US as they provide a street address outside
the US or email address with an international country domain,
and, therefore, may be unfamiliar with the requirements of
the CCPA.

Our finding of 58 apps being subject to the CCPA repre-
sents a lower bound as we rely on the app operators’ self-
declared CCPA applicability in their privacy policies. Almost
certainly more apps than those we identified are subject to the
CCPA and its opt out right. Based on the 58 out of 81 apps
from our random sample, we can create a confidence interval
where we are 95% confident that the proportion of apps in our
entire app set is subject to the CCPA is between 62% – 81%.
Determining whether an app operator passes at least one of
the thresholds for running a business per the CCPA is difficult
from the outside and presents an obstacle. To enable people
to understand their rights and hold app operators accountable,
we recommend that Google explain the thresholds and condi-
tions of relevant laws to app operators and list the applicable
laws on apps’ Play Store pages.

3.3 Opting Out per the CCPA by Sending GPC
Signals or Deleting the AdID

Most of the 1,896 apps in our app dataset are subject to the
CCPA opt out right. Since GPC is sanctioned by California
regulators — not only for the web but also for mobile plat-
forms — mobile apps are required to respect opt out requests
they receive via GPC.

Figure 8: Opt out implementations on Android via GPC (A and B)
and the Android AdID setting (C). For (C), note that the ad request
and the AdID may be sent in a request together or in two separate
requests. However, the difference is purely implementational and
has no impact for the opt out.

3.3.1 GPC on Browser and Non-browser Apps

Opting out via GPC on mobile platforms works differ-
ently for browser and non-browser apps. For browser apps,
there is no difference between opting out via GPC on mo-
bile platforms and opting out on desktop platforms. Opt-
ing out from a website via a mobile browser on Android
works the same way as opting out from a website via
a desktop browser. In both cases, the browser app trans-
mits the GPC signal via the GPC header to a website’s
servers or a website’s client script queries the value of
the navigator.globalPrivacyControl JavaScript DOM
property on the client. Figure 7 shows the two options for
opting out via GPC on the web. However, for non-browser
apps the situation is markedly different. In this regard, the
way GPC works on the web does not neatly align with what
mobile platforms require.

For one, non-browser mobile apps do not need to connect
to a first party server first before connecting to a third party
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server. Such a sequence of connections would be necessary
on the web for a redirect from a first to a third party server.
However, on non-browser mobile apps connections to first
and third party servers can be generally out of order and in-
dependent of each other. This difference makes it difficult to
replicate the propagation of a GPC signal from a first to a
third party server via a GPC header as it is done on the web.
Some non-browser mobile apps may not even connect to any
first party server at all but instead only to third party servers.
In such cases the propagation of GPC headers from a first to
a third party would break down completely.19 However, third
parties can detect GPC headers directly on their end without
relying on first party redirects. The GPC specification does
not differentiate between a third party server receiving a GPC
header indirectly via a redirect and a third party server receiv-
ing a GPC header directly [21]. That a third party integrated
on a website usually receives GPC signals via a redirect does
not mean that such redirection is required. Third parties are
required to listen for GPC signals either way. Thus, in our
dynamic analysis we sent GPC headers to all first and third
party URLs the app connected to.

In lieu of (or in addition to) a GPC header im-
plementation, a non-browser mobile app could also
implement a client script to query the value of the
navigator.globalPrivacyControl JavaScript DOM
property. Figure 8 shows both options. While querying the
value of the navigator.globalPrivacyControl is not
subject to the redirect considerations of the GPC header
option, it has other challenges. Notably, it would only work
to the extent non-browser mobile apps use web technologies,
e.g., WebViews. To the extent that apps use non-web technolo-
gies for serving ads, it would not be possible to query any
JavaScript property. In our app dataset, we only found 8 apps
whose network data contained a response script for querying
the value of navigator.globalPrivacyControl. Overall,
we believe that it is necessary that GPC be implemented at
the operating system level to provide a meaningful opt out
mechanism on Android (§4.2).

3.3.2 Sending GPC Signals and Deleting the AdID Have
the Same Meaning under the CCPA

There is precedent for such mechanism. Android already
has a system-wide opt out mechanism from ad tracking in
form of the setting and APIs for enabling access to and
deleting the AdID (Figure 8). The AdID is a unique, user-
resettable, and user-deletable ID for advertising, provided
by Google Play services [29]. It is the only identifier that
ad networks are allowed to use for personalized advertising
when distributing their apps via the Google Play Store [23].
With the getId method of the AdvertisingIdClient

19Manually checking 20 randomly selected apps from our app dataset we
found that apps connecting to only first or third parties are uncommon as
each connected to both.

class Android apps can retrieve a device’s AdID, and with
the isLimitAdTrackingEnabled method they can check
whether a user has deleted the AdID [22]. As shown in Fig-
ure 1, the AdID setting allows people to “[i]nstruct apps
not to [...] build profiles or show [...] personalized ads” and
to “[o]pt out of interest-based ads.” Any attempts to ac-
cess the AdID will receive a string of zeros instead of
the identifier [29]. The setting will be applied device-wide
to all installed apps and their integrated third parties. Fur-
ther, isLimitAdTrackingEnabled will be enabled once the
AdID is deleted, as we confirmed on our test device.

Just as a GPC header must be sent with each request
or the value of the navigator.globalPrivacyControl
JavaScript DOM property must be checked every time an
ad is intended to be served [21], Google’s Developer Pro-
gram Policy [23] requires that “the status of the ‘Opt out of
Interest-based Advertising’ or ‘Opt out of Ads Personaliza-
tion’ setting must be verified on each access of the ID.” If
it is not set, a third party is not allowed to track the user for
ad purposes. Google requires developers [28] to “abide by
a user’s ‘Opt out of Interest-based Advertising’ or ‘Opt out
of Ads Personalization’ setting. If a user has enabled this
setting, [developers] may not use the advertising identifier for
creating user profiles for advertising purposes or for target-
ing users with personalized advertising.” However, it remains
permissible to serve contextual ads or engage in frequency
capping, conversion tracking, reporting and security and fraud
detection activities [28]. Thus, in our view, opting out from
ad tracking via the AdID setting has the same intended mean-
ing under the CCPA as opting out via GPC. For all practical
purposes, sending GPC Signals and deleting the AdID are
equivalent.20

3.4 Sending GPC Signals or Deleting the AdID
Does Not Result in a CCPA Opt Out

Whether an opt out mechanism is effective in preventing the
selling or sharing of personal information per the CCPA can
be evaluated based on various circumstantial evidence. First,
an app’s disclosure of a device identifier to an ad network
that is subject to the CCPA indicates that a user is not opted
out (§3.4.1). Second, the number of connections to such ad
networks should be lower when opted out (§3.4.2). Third,
privacy flags, such as the IAB’s US Privacy String or Google’s
Restricted Data Processing (RDP), should be set to opt out
(§3.4.3).21 We find that opting out via GPC or deleting the
AdID does not have substantial impact on these factors and,
thus, prove to be ineffective for exercising the CCPA opt out
right on the Android platform.

20We are making this point here for Android but it equally applies to iOS
via Apple’s Identifier for Advertisers (IDFA).

21When we refer to the US Privacy String, we mean both its cookie and
JavaScript API implementation.
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Figure 9: Third party tracking domains with at least one AdID oc-
currence in our app dataset in the No AdID or No AdId + GPC
conditions. An overview of all AdID occurrences for the 33 most
prevalent third party tracking domains is shown in Appendix, Fig-
ure 13.

3.4.1 Disclosing Device Identifiers

We did not find substantial differences of device identifier
sharing or selling under the different conditions of our app
network data. The Android ID, serial number, and MAC ad-
dress of our test device was not shared or sold under any
condition. While in earlier Android versions, these identi-
fiers were commonly used for advertising purposes, recent
Android versions completely block access to these identifiers
for user-level apps. In a handful of requests, we found the test
device’s IMEI in requests going to googleapis.com, which,
however, was not correlated to any particular condition and
might have happened for system-level housekeeping purposes.
However, third parties integrated in many apps received the
IP address of our test device. While they obviously needed
the IP address of our test device to connect to it, in many
cases the IP address was contained in the body of a request
or response, i.e., not used for connection purposes. Still, this
finding remains inconclusive. While an IP address can be
misused as an identifier for ad tracking purposes, there are
also legitimate use cases, e.g., for frequency capping to avoid
sending the same ad repeatedly to the same device. Just as for
the other identifiers, we did not find the IP address disclosure
correlated to any particular condition.

Surprisingly, we found that in the No AdID and No AdID
+ GPC conditions a small number of third parties were still
able to access the AdID (Figure 9). While for Google-owned
domains — app-measurement.com, googleapis.com, and
google-analytics.com — there could be legitimate house-
keeping reason for the Android platform to access these iden-
tifiers, there were also individual instances of non-Google
domains — omtrdc.net, gadsme.com, and wizz.chat —
that also had access to the AdID. After double-checking our
results and re-running our analysis confirming the results, a

plausible explanation we can think of for how the non-Google
third parties could have access to the AdID is that they stored
it at their backend and associated it with another identifier or
device fingerprint that they synced once the app was run in the
new condition.22 Since we quit the app and cleared the app
cache and data in between conditions, we do not think that the
AdID from a previous condition run was still stored on the
test device for the subsequent run under the next condition.23

While the disclosure of device identifiers (or of any per-
sonal information, for that matter) can provide an indicator for
ad tracking, such finding could not be interpreted as conclu-
sive proof. In many cases, the sending of personal information
to a third party domain does not necessarily mean that it is
actually being stored at its destination. Many ad networks
make normal ad requests, append privacy flags, such as the
US Privacy String, and leave it to the downstream providers
to respect the opt outs by not recording personal information
of opted out users [75]. While this operating procedure is
becoming less prevalent, it still happens. Thus, the presence
of privacy flags or the absence of connections to ad network
domains are better indicators for the absence of ad tracking.

3.4.2 Connecting to Ad Tracking Domains

Our findings do not show substantial differences in the num-
ber of connections to the 33 ad tracking domains we analyzed
across the four conditions (Figure 10). However, we observed
smaller differences, for example, when we compared the con-
nections between the AdID and No AdID + GPC conditions
of app-measurement. The AdID condition had over 1,000
connections compared to just a few over 750 for the No AdID
+ GPC condition. This effect could be a result of the com-
pound of effect of each, deleting the AdID and enabling GPC,
as evident by their graphs which show a slight decrease in
the number of trackers for each compared to the number of
tracking domain connections for AdID. As previously men-
tioned (§3.2.1), the online ad ecosystem is characterized by
the dominance of a small set of ad networks that are included
in many apps and a long tail of ad networks with a small
market share included in just a few. This presence of top
domains persistently throughout the different conditions is
equally represented in all conditions. Overall, the number
of connections does not indicate that sending GPC signals
or opting out via deleting the AdID are effective means for
exercising the CCPA’s opt out right.

22We are in discussion with the Android Privacy team at Google regarding
the disclosure of the AdID to third parties we observed.

23The AdID cannot be deleted or reset programmatically through adb.
Therefore, as part of our dynamic analysis procedure (Figure 3), we imple-
mented an automation process that navigated to the AdID setting view and
sent manual taps to enable access to or delete the AdID. This automation
process could have led to false positive results for apps with pop-up screens
or other interruptions that may have conflicted with the process. To exclude
this error source we re-ran our experiment for the affected apps manually.
While we identified some false positives, the number of AdID accesses shown
in Figure 9 remained.
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Figure 10: The number of apps in our app dataset that connect to
the 33 most prevalent third party tracking domains. There are no
substantial differences between test conditions.

3.4.3 Setting of CCPA Privacy Flags

Many ad networks provide app developers the option to en-
able CCPA, GDPR, or other privacy law settings when they
integrate the ad networks’ SDKs into their apps. When en-
abled, such a setting would attach a privacy flag, e.g., the
IAB’s US Privacy String, to all outgoing requests. If an ad
network server receives a request with a privacy flag attached,
personal information should be discarded per applicable pri-
vacy laws. The IAB provides an industry-wide CCPA privacy
flag in the form of the US Privacy String.24 In addition, there
are also company-specific privacy flags, such as Google’s
RDP [25].

199 apps in our app dataset contained a script with the
us_privacy key and corresponding value. However, the
value of the US Privacy String was rarely set to opt out, that is,
1YY- (Figure 11). Deleting the AdID did not impact the val-
ues substantially as the comparison between the AdID and No
AdID conditions shows. In the AdID condition 9 values were
1YY- while the No AdID condition had 11. Sending GPC sig-
nals did not lead to more opt outs either as indicated by AdID
+ GPC with 10 1YY- US Privacy String values compared to

24On January 31, 2024 the US Privacy String became part of the IAB’s GPP
framework that covers privacy flags for multiple US states and international
jurisdictions. Specifically, the US Privacy String became the GPP’s usca
California privacy section [36]. Since we performed our analysis before
that date we are focusing here on the US Privacy String. However, we ran
our manual analysis for error checking in February 2024, that is, after the
deprecation of the US Privacy String. To make sure the results are consistent,
we checked the data for GPP. We did not find any significant outcome. GPP
can be implemented on Android as recommended by the IAB with the GPP
data and GPP string stored in the default Shared Preferences for the app
context [35].

rdp do_not_sell ccpa status
0, 1 false, true opted_in, opted_out

AdID 12, 29 152, 2 339, 23
AdID + GPC 12, 30 154, 2 341, 23
No AdID 12, 31 156, 2 337, 24
No AdID + GPC 12, 31 155, 4 338, 26

Table 1: The number of apps in our app dataset that use company-
specific privacy flags with left row values indicating opt in states and
right row values opt out states. Note that, compared to the other two
privacy flags, Google’s RDP flag was more often set to being opted
out than being opted in, albeit, at relatively low absolute rates.

the AdID condition with 9. We believe that differences in opt
values between test conditions are likely due to fluctuation
as apps do not always deterministically connect to the same
domains. These results indicate that neither deleting the AdID
nor turning on GPC had substantial impact on increasing
CCPA opt outs.

Looking at three company-specific privacy flags — RDP
(Google), do_not_sell (SuperSonic Studios/Unity), and
ccpa status (Vungle) — the picture does not change. There
are some apps that opt out; however, the opt outs that occurred
were condition-independent. Just as for the US Privacy String,
company-specific flags rarely changed when (1) deleting the
AdID or (2) sending GPC signals (Table 1). Generally, some
apps opted people out regardless of either signal. It could
be that opt outs happen by default or are triggered when de-
tecting a California IP address. However, it is evident that
neither deleting the AdID nor sending GPC signals make a
difference. Thus, the privacy flag values also do not provide
any indication that anything changes in terms of data sharing
when deleting the AdID or sending GPC signals. These re-
sults overall suggest that apps generally do not respect privacy
choices via sending GPC signals or deleting the AdID.

3.5 Lack of Alignment between Deleting the
AdID and CCPA Opt Outs

Deleting the AdID and opting out per the CCPA are not
aligned. It is true that once people delete their AdIDs, ad
networks no longer have access to those making ad tracking
slightly more challenging. They would now need to use alter-
native identifiers, which could be either existing ones (e.g., IP
addresses) or newly created ones (e.g., hash values from de-
vice fingerprints). While the use of such alternative identifiers
would be against Google’s Developer Program Policy [23], it
would not be against the CCPA if deleting the AdID would
not also be interpreted as CCPA opt out. Google’s Developer
Program Policy does not specify that deleting the AdID has
the meaning of exercising a CCPA opt out right. Regulators
have not offered such interpretation either. The reverse is also
true. Exercising the CCPA opt out right does not prevent ad
networks from tracking people as long as the AdID is not
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Figure 11: The number of apps in our app dataset that connect to a domain with a US Privacy String value. The apps are mutually exclusive
within a given row but not across rows as one app can connect to multiple domains. Only domains that had at least one US Privacy String value
in its app network traffic are included.

deleted.
Neither Google nor any regulator has asserted an alignment

between opting out and deleting the AdID. While some ad
networks may decide to make such alignment, we are not
aware of such practice. In our view, opting out per the CCPA
and deleting the AdID should be aligned. Both are intended to
stop ad tracking. The first is based on a statute and the second
on a contract, but their goals are the same. When deleting the
AdID Android users declare that they are “[o]pt[ing] out of
interest-based ads” (Figure 1). Thus, they should also be opted
out. Conversely, if a user opts out, the AdID should be deleted.
Given the similarity of both opting out and deleting the AdID,
there is no reason why there are two settings. There should
be one unified privacy setting that allows people to exercise
their opt out right to stops ad tracking, and that setting should
be GPC as it is recognized by the CCPA.

4 The Future

Android should provide a GPC opt out mechanism to comply
with the CCPA and other privacy laws that afford people an

opt out right.25 To integrate GPC into the Android platform we
have three recommendations. First, regulators should interpret
deleting the AdID as GPC opt out (§4.1). Second, Google
should evolve the AdID setting and APIs towards GPC (§4.2).
Third, Google should integrate GPC in the Privacy Sandbox
and prevent its circumvention (§4.3).

4.1 Regulators Should Interpret Deleting the
AdID as GPC Opt Out

The limited GPC adoption on Android is not surprising. Many
app developers may not be aware of their obligation to comply
with GPC. Some may also not know how to do so. GPC started
on the web and has yet to be adopted by mobile platform
operators. Regulators are playing a crucial role in this process.
Re-interpreting of what it means to delete the AdID would
be a big step forward. As we laid out (§3.3.2), deleting the

25We focus here on the CCPA but our recommendations generally also
apply to other states’ and international privacy laws. We are in discussion
with the Android Privacy team at Google regarding our proposed revision of
the Privacy Sandbox.
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AdID has the same meaning under the CCPA as sending
GPC signals. Thus, it should be interpreted accordingly.26

In particular, deleting the AdID is the closest equivalent to
universally opting out across apps.27

4.2 Google Should Evolve the AdID Setting
and APIs Towards GPC

As Google is developing its Privacy Sandbox, a privacy frame-
work for the web and Android platform, it plans to phase out
the AdID [11]. While, indeed, the AdID does not have a future
for its current purpose, its underlying infrastructure should be
re-purposed for a universal opt out mechanism at the operating
system level. The emerging legal landscape requiring online
ads to be served in a privacy-preserving manner presents an
opportunity for Google to evolve the AdID setting and APIs
towards GPC and align them with the mandatory GPC re-
quirement in California and other jurisdictions. In particular,
the proposed change of the CCPA per Assembly Bill 3048 [9]
requires that “[a] business shall not develop or maintain a de-
vice through which a consumer interacts with a business that
does not include a setting that enables the consumer to send
an opt-out preference signal to that business [...].” Evolving
the AdID setting and APIs towards GPC requires technology
and policy changes in tandem.

When app and SDK developers submit their code on the
Play Store for review, Google should ensure via its policies
and submission interfaces that they declare whether they are
selling or sharing personal information or collect and buy such.
Then, to make people aware of their rights Google should sur-
face a GPC prompt for universally opting out as part of the
setup of a new or reset Android device. In a less desirable
implementation Google could also surface such prompt upon
the first start of an app that is selling or sharing personal
information.28 Before any selling or sharing of personal in-
formation could occur, an app would transmit a user’s GPC
status to integrated third party SDKs. While transmitting the
status via a header would work exactly as defined in the GPC
standard [21], querying the GPC DOM property would not be
available for apps and SDKs that do not use web technologies.
However, they could query a user’s GPC status via a call to
a new GPC API, as re-purposed from the current AdID API.
This new GPC API would be the Android-equivalent of the
GPC DOM property on the web. If not already known, at the
point of making such call, a user should be prompted for their
GPC choice. In general, if GPC is turned on, people should

26Even if there would be no alignment between Google’s policies and the
requirements of the law, regulators are free to interpret deleting the AdID as
they see fit.

27Per the CCPA Regulations [10] and the Colorado Privacy Act Rules [13],
consumers can opt out with all businesses and controllers they interact with
“without having to make individualized requests with each.”

28Any app-specific prompts should also contain an option for applying
a user’s choice across all apps as a number of laws require universal opt
outs [77].

be opted out to the maximum extent per any applicable law.

4.3 Google Should Integrate GPC in the Pri-
vacy Sandbox and Prevent its Circumven-
tion

The Privacy Sandbox for Android (Appendix, Figure 15) is
intended to provide privacy-preserving tracking alternatives
for ad personalization and related use cases so that there is
no need to rely on a cross-app ad tracking [11]. The Privacy
Sandbox does not contain an option for people to exercise
their opt out rights and prevent the selling or sharing of their
personal information. Thus, Google should integrate GPC
into the Privacy Sandbox to ensure compliance with people’s
opt out rights. As the design and development of the individ-
ual mechanisms of the Privacy Sandbox — e.g., Topics API,
Protected Audience, and Attribution Reporting [11] — are
evolving it will become clear which, if any, are subject to an
opt out right.29 GPC would function as a switch turning off
those mechanisms that are while leaving those turned on that
are not.

There is a significant risk that some developers will try to
keep tracking people rather than using the new mechanisms
of the Privacy Sandbox. In particular, apps can easily create a
custom identifier and propagate it to other apps through An-
droid inter-process communication (IPC) capabilities. Such
identifier syncing would be akin to cookie syncing on the
web [1, 19, 56], which is pervasive in circumventing the on-
going phase-out of third party cookies. For example, intents,
which are core to Android, can currently be used to share any
type of data between apps. We asked Google about this issue
but were told that no IPC framework changes are planned. On
iOS, IPC is much more limited. To avoid rolling out privacy
features that are hard to enforce, we suggest that Google re-
design Android’s IPC system as part of the Privacy Sandbox
development. Not doing so would create a significant risk of
the Privacy Sandbox being undermined to the detriment of
people’s privacy.

5 Conclusions

We find that people’s opt out rights per the CCPA are not
respected on Android. Sending GPC signals has very little
impact on preventing the selling or sharing of personal in-
formation. Similarly, while deleting the AdID nearly always
prevents apps from accessing it, the setting is not aligned with
people’s opt out choices. In our view, deleting the AdID and
opting out has the same meaning. Thus, the current AdID
setting and APIs on Android should be evolved towards GPC,
which should be integrated into the Privacy Sandbox and

29For example, Google’s EU user consent policy requires developers to
obtain valid user consent for processing Topics or Protected Audience data
to comply with EU law [24].
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enforced by regulators. To enable people to understand their
rights and hold app operators accountable we also recommend
that Google explain the thresholds and conditions of relevant
laws to app operators and list the applicable laws on apps’
Play Store pages. Since we focused here on Android, the opt
out compliance on iOS remains an open question. While iOS
has the App Tracking Transparency framework [3], it may
not help people to exercise their opt out rights and result in
similar compliance rates as we saw on Android.
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A Supplementary Figures

Figure 12: The number of installs of apps in our app dataset (n =
1,811) by genre.
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Figure 13: The Results of the AdID Analysis for the 33 most preva-
lent third party tracking domains across all apps in our app dataset
(n = 1,811).

Figure 14: The top 50 permissions declared by apps in our app
dataset (n = 1,811) in their manifest files.

Figure 15: Screenshots of the Android Privacy Sandbox beta version
showing the Topics API [72].
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