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ABSTRACT
I/O devices in public clouds have integrated increasing num-
bers of hardware accelerators, e.g., AWS Nitro, Azure FPGA
and Nvidia BlueField. However, such specialized compute
(1) is not explicitly accessible to cloud users with perfor-
mance guarantee, (2) cannot be leveraged simultaneously by
both providers and users, unlike general-purpose compute
(e.g., CPUs). Through ten observations, we present that the
fundamental difficulty of democratizing accelerators is in-
sufficient performance isolation support. The key obstacles
to enforcing accelerator isolation are (1) too many unknown
traffic patterns in public clouds and (2) too many possible
contention sources in the datapath. In this work, instead of
scheduling such complex traffic on-the-fly and augmenting
isolation support on each system component, we propose
to model traffic as network flows and proactively re-shape
the traffic to avoid unpredictable contention. We discuss
the implications of our findings on the design of future I/O
management stacks and device interfaces.

1 INTRODUCTION
To serve the growing demand for online software services [22],
CPU efficiency is increasingly crucial due to stagnating per-
formance [25]. Cloud providers have found that some com-
mon tasks, such as encryption, compression, and hashing,
can consume up to 82% CPU cycles [30–32, 58]. To save CPU
cycles and improve overall application throughput, clouds
have started to leverage hardware acceleration [20, 26, 32, 38,
59, 61] to offload those auxiliary tasks. Fortunately, a diver-
sity of bespoke silicon units already exist in PCIe-attached
I/O devices for providers to use [3, 6, 7, 13, 14, 27].

Meanwhile, users of public clouds also suffer from a similar
low-efficiency problem. For example, users need their own
cryptography operations for confidentiality [8], which slows
down up to 4,000× if CPUs rather than accelerators execute
the homomorphic encryption algorithm [55]. However, ex-
isting cloud accelerators accessible to users do not support
performance guarantees [5]. In addition, some accelerators
can be needed by both users and providers. Unfortunately,
they currently cannot be leveraged simultaneously by the
two parties, unlike general-purpose compute (e.g., CPUs).

Design goals. In this paper, we aim to provide accelerators
on diverse devices as a service to the users in the public
cloud, allowing users to specify requirements in the same
way they can specify how many CPU cores to rent. Our
proposal addresses 1○ how accelerators can be used under
a diversity of scenarios (network, storage, security, etc.) on
various I/O paths and 2○ how providers and multiple users
can simultaneously use each accelerator (when available)
with end-to-end performance isolation.
Relevant techniques. Although no current proposals sup-
port both design goals, there are some techniques that sup-
port multi-tenancy I/Os for bandwidth allocation, and some
techniques for leveraging I/O accelerators on NICs or storage
devices. Unfortunately, some multi-tenancy proposals for
I/O bandwidth need detailed tenant request information [35,
36, 46, 63], which is not available in the public cloud. Some
fail to satisfy diverse scenarios because they tightly couple
accelerators within only network or storage I/O paths and
consider only simple traffic patterns [23, 24, 29, 39, 42, 44, 52].
Others allow accelerator sharing but fail to offer service-level
agreements (SLAs) [29, 42, 44]. Finally, no proposals take the
characteristics of accelerators themselves into account.
Understanding isolation breakage. Table 1 shows the
end-to-end accelerator throughput ratios on three devices.
In each test, two co-located tenants with the same priority
invoke an accelerator under various traffic patterns. Instead
of equal allocation (i.e., ratio=1), we find performance vari-
ability widely exists on different accelerators.
The fundamental challenges for performance isolation

are twofold. First, traffic patterns are too diverse to manage.
Even though an individual tenant is unlikely to be problem-
atic, unpredictable contention still can happen depending on
what traffic it is co-located with1. Worse, suchmixed patterns
are unknown a priori in the public cloud. Second, multiple
possible contention sources on I/O datapath2 can become
the bottleneck and lead to isolation breakage. Accelerator
1Unless specified, the “traffic pattern" in this paper refers to the mixed
pattern of all tenants rather than that of an individual tenant’s traffic.
2System components on those paths include: 1○ host CPU, 2○ host network
(e.g., root complex, PCIe interconnects), 3○ accelerator-side interface (e.g.,
buffers, queues, schedulers), and 4○ heterogeneous accelerators themselves.
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Table 1: Case studies: unpredictable accelerator
throughput allocation ratios.

Device Acc. Type Thr. Ratio

Intel QuickAssist ASIC Compression 0.5-5.1×
Nvidia BlueField-2 RegEx 0.31-6.5×

Xilinx Alveo U250 FPGA Hashing 0.25-8.4×

I/O operations can also contend with other legacy I/O opera-
tions such as those from network and storage. Removing all
possible contention sources may be possible but would be
complex.
In Sec. 3, we break down potential contention sources in

diverse I/O paths and then analyze them under various multi-
tenant traffic patterns. Based on our observations, the root
causes of the results in Table 1 are 1○ the limited low-level
isolation mechanisms of components on those paths (e.g.,
tenants’ traffic not isolated across PCIe lanes but allocated
by credits), and 2○ not taking computational heterogeneity
and non-linearity3 of accelerators into account.
Our proposal: traffic shaping. Instead of improving per-
component isolationmechanisms by re-designing CPU boards
and devices, we treat accelerator-related I/O as traffic flows
and perform accurate traffic shaping. This idea is inspired
by the effectiveness of per-NIC traffic shaping in datacen-
ter networks for isolation enforcement and traffic manage-
ment [18, 19, 37, 51]. We consider the untrusted accelerator
I/O flows transferring within a server through insufficiently
isolated infrastructure as similar to the datacenter network
setting. Therefore, our traffic shaping approach is well-suited
to addressing multi-tenancy isolation problems within a het-
erogeneous server architecture. We propose a system-level
accelerator management stack that offers a decoupled man-
agement interface for accelerators. We discuss the feasibility
of where and how to perform traffic shaping (Sec. 4), as well
as other open problems (Sec. 5).
Acceleration service enabled by our proposal. Fig. 1
shows how this feature works. Users can directly request the
type and throughput of accelerators, just like the existing
ability to request the number of cores. For a given accelerator,
we allow multiple users and the provider to take full advan-
tage of it, without worrying about performance isolation
breakage (e.g., compression accelerator in Fig. 1). Because
our traffic shaping approach takes flow characteristics into
account (e.g., message sizes and rates), we enable users to
request either based on Gbps or IOPS (similar as the storage

3Non-linearity means accelerators I/O operations are not “channels"
like read/write I/O or send/receive I/O that exhibit linearity, e.g., equal
egress/ingress bandwidth requirements, and larger bandwidth can be lin-
early allocated for larger messages [24, 29, 42, 44, 46].

User A 10Gbps X accelerator8 cores 16GB mem 64GB disk

Provider: "A BG
job: compress 
mgmt logs"

User A: 
"I wanna 5Gbps 
compression"

User B: 
"Give me 
5K IOPS hashing"

I/O acc.
traffic

shaping

Compression Acc.

User B
(5K IOPS)

User A
(5 Gbps) Provider

Hashing Acc.

User B 5K IOPS Y accelerator4 cores 32GB mem 16GB disk

User resource allocation

Figure 1: New services empowered by our proposal.

performance business model in today’s clouds [9]). Thus,
users in multiple scenarios can safely invoke this service.

Note that our paper targets the infrastructure-as-a-service
(IaaS) model for accelerators. We assume the cloud provider
is trusted. All accelerators are offered and managed by the
provider. Tenant users cannot program the accelerators. VM
users are untrusted in terms of how much accelerator traffic
they invoke.

2 BACKGROUND
Benefits of I/O accelerators in public clouds. Existing
cloud infrastructures are embracing supports for accelera-
tors, such as AWS Nitro [7], Azure FPGA [26] and Alibaba
Cloud CIPU [4]. This trend is driven by the higher overall
throughput and improved system efficiency benefited from
accelerators. For instance, it is possible to offload 3-15% of
CPU cycles by using (de)compression accelerators [32]. Other
work has shown that an IPSec accelerator offering 32Gbps
throughput [42] dramatically outperforms CPUs, which can
only deliver 10Gbps while consuming as many as 8 Xeon
cores. In addition, a homomorphic encryption accelerator al-
lows a user to exchange data with an untrusted server 4,000×
faster than a CPU [55].
In the future, we expect accelerators to be even more

prevalent. Their growing importance can be seen from the
increasing numbers and types of accelerators from the first
to the third generation Nvidia BlueField DPUs [3]. Similarly,
the Pensando Elba chip devotes significant die area for spe-
cialized processing engines and components [34].
CPU-accelerator protocol. The most commonly used pro-
tocol between the host and high-performance devices (e.g.,
NICs, SSDs, and accelerators) is based on the ring buffer ab-
straction, a producer-consumer protocol [10, 11, 38, 47]. The
device and host software communicate by exchanging de-
scriptors. On the device side, multiple hardware I/O queue

2



Accelerator-as-a-Service in Public Clouds:
An Intra-Host Traffic Management View for Performance Isolation in the Wild

0 500 1000 1500
Packet Size (Byte)

10
15
20
25
30

Th
ro

ug
hp

ut
 (G

b/
s)

(a) AES-256-CTR

0 500 1000 1500
Packet Size (Byte)

5

10

15

20

Th
ro

ug
hp

ut
 (G

b/
s)

(b) IPSec

0 500 1000 1500
Message Size (Bytes)

6
8

10
12
14
16
18
20
22

Th
ro

ug
hp

ut
 (G

bp
s)

(c) SHA-3-512

64 128 256 512 1.5K 16K
Message Size (Bytes)

5
10
15
20
25

Th
ro

ug
hp

ut
 (G

bp
s)

(d) Regex

1K 4K 16K 64K 256K512K
Message Size (Bytes)
0
2
4
6
8

10

Th
ro

ug
hp

ut
 (G

bp
s)

(e) QATzip

Figure 2: Accelerator profiling: compute throughput across message sizes.

pairs (QPs) are used to maximize bandwidth utilization. Each
QP (submission queues (SQs) and completion queues (CQs))
is associated with a set of doorbell registers addressable via
host-side load/store instructions and mapped to the physical
memory address space. The host side pre-allocates DMA
buffers and descriptor ring buffers for each hardware queue.
This process involves: 1○ The host sends a notification

to ring the doorbell register of a particular hardware queue.
Then 2○ the device uses DMA to read pre-prepared descrip-
tors from the corresponding SQ ring buffer, 3○ reads data for
the accelerator from the appropriate DMA buffer, and finally,
4○ updates the CQ ring buffer pointer using a DMA write.

3 EMBRACING ACCELERATORS:
ISOLATION PROBLEMS IN THEWILD

This section understands the performance isolation problem
for accelerators. After describing themethodologies (Sec. 3.1),
this paper studies the components involved on accelerator
paths and analyze the results regarding computation (Sec. 3.2)
and communications (Sec. 3.3). Further breakdown analysis
are given in Sec. 3.4.

3.1 Methodology
Since available commercial devices lack of sufficient visibil-
ity for multi-tenancy study, we set up hybrid testbeds. We
separately study the characteristics of components along I/O
paths, including accelerators (Sec. 3.2), and the host network
(e.g., root complex, PCIe interconnects) and device-side in-
terface (e.g., hardware QPs, on-device buffers) (Sec. 3.3-3.4).
Accelerators. We build a sub-system on an Intel Arria 10
FPGA. A traffic generator feeds messages into a 256KB data
buffer unless the buffer is full. The accelerator pulls the next
request from the data buffer before the current computa-
tion finishes. The pulling is in FIFO order. These results are
analyzed in Sec. 3.2.
Commercial devices. Besides accelerators’ computational
characteristics, we also need to study the contention impacts
of certain traffic patterns on the device interface and the host

networks. We choose one commodity NIC for characteriza-
tions due to the following reasons. First, host-NIC systems
have already established mature software and hardware sup-
port for optimized host-device communications. Second, this
testbed exhbits representative datapaths for accelerator invo-
cations. This is because leveraging the NIC corroborates with
prior work which reuses the NIC interface for accelerator
invocations [23, 24, 29, 35, 42].

Specifically, the host has dual 16-core Intel Xeon E5 2698v3
CPU sockets and 256GB RAM, running Ubuntu 18.04 with
Linux kernel version 4.17.12 installed. We attach one Mel-
lanox ConnectX-6 card to this server and use its one 100Gbps
port. To prevent the contention impacts from host resource
contention (e.g., shared caches, memory controllers, and
memory channels) from affecting our contention study, we
run each tenant on a separate NUMA node.
Each tenant sends arbitrary sizes of intra-host RDMA

reads or RDMAwrites, which invoke host-device round trips
based on the ring buffer protocol described in Sec. 2. Writes
and reads of RDMA represent individual traffic in this round
trip, i.e., device-to-host heavy and host-to-device heavy re-
spectively. We set the same priority for both tenants. Each
test runs for 10 minutes, and observations are in Sec. 3.3.
Host-FPGA prototype. Given the difficulties of changing
low-level details within commercial devices, we create a
host-FPGA prototype to further break down our analysis
in Sec. 3.4. By customizing the driver on the host and the
FPGA as the I/O device, we build an end-to-end system with
better observability on each component from tenant pro-
cesses running on the host to an accelerator. Moreover, we
can mitigate some factors in the prototype to give further
insights for device vendors (as accelerator designers) and
cloud providers (as accelerator managers).4 We use an Intel
Arria 10 FPGA connected to the CPU host above via a PCIe
root complex with a PCIe Gen 3.0 x8 interface. Each test runs
1 million commands and results are presented in Sec. 3.4.

4We expect that there will be a hybrid model where providers may customize
their devices, and meanwhile they buy third-party devices from vendors.
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3.2 Computational Characteristics
We emphasize two features that have been overlooked
by previous studies on multi-tenant accelerators.
Observation 1: Message size matters. Fig. 2 shows the
unique (non-linear) relations between each accelerator’s
compute throughput and its input data sizes. We point out
that accelerators usually cannot deliver throughput linear to
the data granularity they are fed, unlike network link band-
width allocation.5 Instead, such a trend is ad-hoc for each
accelerator type.
Observation 2: Egress/ingress bandwidth ratio varies.
We highlight that the bandwidth requirements of an accel-
erator invocation can differ in terms of ingress and egress
paths. Based on our observations, there are several possible
value ranges for the ratio 𝑒𝑔𝑟𝑒𝑠𝑠𝑏𝑤

𝑖𝑛𝑔𝑟𝑒𝑠𝑠𝑏𝑤
(denoted as 𝑅=𝐸𝑏

𝐼𝑏
).

• 𝑅=1. For example, the output ciphertext of AES-256-CTR
is always the same length as the input plaintext.

• 𝑅>1, e.g., decompression falls into this category.
• 𝑅<1, e.g., compression falls into this category.
• 𝐸𝑏 is fixed. For example, SHA-3-512 has a fixed output
message size of 64B, no matter how large the input is.
These categories lead to different potential contention

cases. For examples, SHA-3-512 is much more likely to inter-
fere with its ingress path (i.e., DMA reads) rather than on its
egress path (i.e., DMA writes), which always has small mes-
sages as outputs; allocating 𝑋 Gbps PCIe bandwidth might
not be sufficient to feed data into a compression accelerator
where a user requires 𝑋Gbps.
Observation 3: Implementation matters. Even for the
same type of accelerator, different algorithms (e.g., lossy vs.
lossless compression) will change the impact of the above
curves. Additionally, different hardware implementations
(e.g., ASIC vs. FPGA prototypes) will also impact the curves.
The observation indicates that the providers should be aware
of the characteristics of the accelerators in use. There should
also be a rethinking about users’ observability: users need
to have a nicely designed management interface to know
details about the accelerator they pay for.

3.3 Commercial Device Characteristics
We observe that the host network and the device interface
collaboratively affect end-to-end isolation.
Observation 4: Different QP numbers impact band-
width allocation.We sweep the QP number from 1 to 16
for each tenant. Based on our explorations on two tenants
both sending 4KB RDMA writes, we find the throughput
ratio between two tenants (𝑇𝑞) is equal to the ratio of QP

5This assumption is naturally true for send/receive I/Os and read/write I/Os,
though not explicitly clarified by prior multi-tenancy I/O work.

numbers. For example, 2QP vs. 1QP, and 8QP vs. 4QP ex-
hibit the same bandwidth allocation result, i.e., ∼52Gbps
vs. ∼26Gbps. Other cases are similarly linear but data is omit-
ted. A straightforward estimation is that the round robin ar-
bitration commonly used by commercial devices [14, 40, 45]
leads to this QP-related linear throughput allocation. This ob-
servation suggests the provider must be aware of per-tenant
QP allocation and be able to re-allocate QP numbers.6

Observation 5: Different message size mixtures con-
tend differently. In this test, both tenants have one QP
allocated on the NIC and both send RDMA writes. Tenant
A sends 4KB messages all the time, while Tenant B varies
its message sizes from 256B to 8KB. We find the throughput
ratio 𝑇𝑚 varies from 0.83× to 10.5×, exhibiting throughput
allocation ratios that are non-linear to message size ratios.
This may be due to (1) NIC interface contention (e.g., on
buffers or caches), and (2) fair queuing policy giving more
PCIe bandwidth to larger messages.
Observation 6: Direction of traffic heaviness matters.
The heaviness of data transfers has directions, i.e., host to
accelerator (HtA), or accelerator to host (AtH). We study
the contention effects of two scenarios: (1) RDMA writes
colocate with RDMA writes (i.e., homogeneous heaviness),
and (2) RDMA writes colocate with RDMA reads (i.e., het-
erogeneous heaviness). All experiments use 2 QPs and the
same message sizes (from 256B to 8KB) for both tenants. For
homogeneous heaviness, the bandwidth is evenly allocated.
However, for heterogeneous heaviness, AtH traffic steals
1.08-3.39× bandwidth from HtA channels. Thus, the acceler-
ator management stack should be aware of the direction of
heavy traffic.

3.4 Breakdown Analysis
Within our host-FPGA prototype, we list the following fea-
tures to better understand the phenomena in Sec. 3.3.
• Ring buffer protocol breakdown. We manually imple-
ment PCIe read and PCIe write commands, supported by
an FPGA driver and a register interface on the FPGA. This
allows us to break down the complex communication in
the ring buffer protocol that requires multiple round trips
in the host network. The breakdown helps contention
source analysis in detail.

• Awareness on arbitrary on message sizes and PCIe
MTU size. To tune accelerator message sizes injected into
the host network, we build a DMA engine on the FPGA
that can split accelerator messages into arbitrary sizes of

6Previous multi-tenant RDMA NICs do not consider QP impacts and their
reallocation [36, 63].
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Figure 3: Host-FPGA characterization results.

Table 2: Host-FPGA contention (both tenants send
DMA reads). We vary𝑀𝑎𝑥𝑅𝑒𝑎𝑑𝑅𝑒𝑞𝑆𝑖𝑧𝑒 as the PCIeMTU
size variations.

Tenant 1 message size M1 (Bytes)
M1 <= MTU M1 > MTU

Tenant2 M2 <= IOPS fair unpredictable
message MTU Gbps unfair contention
size M2 M2 > unpredictable IOPS unfair
(Bytes) MTU contention Gbps fair

PCIe reads and writes. The engine is also aware of PCIe
“MTU" size7 when splitting accelerator DMA messages.

• Arbitrary QP management. We manually implement
hardware QPs and study contention effects on different
arbitration or fair queuing policies across tenants.

• End-to-end invocations for each tenant. We run two
tenants on the host that interact with the driver. Reported
throughput is end-to-end, from tenant processes instead
of only from FPGA hardware counters [42].
We first run two tenants with the same priority both in-

voking DMA reads. We vary each tenant’s DMA read sizes
from 16B to 4096B.We simply use robin robin on the FPGA to
arbitrate traffic, similar to many other devices [14]. Fig. 3(a)
shows representative data points; we omit the others due to
space limits.
Observation 7: Distinguishing throughput metrics mat-
ter. Intuitively, throughput allocation across two tenants
with the same priority can be considered as binary: fair or
unfair. However, Fig. 3(a) demonstrates that the two tenants
can be IOPS fair but data rate unfair (512B + 64B case), or
data rate fair but IOPS unfair (1KB + 4KB case). Therefore,
throughput fairness should be ternary (including neither
metric is fair). Extending from fairness to arbitrary SLAs of
each tenant, providers must distinguish IOPS SLA and data
rate SLA to guarantee the required weighted fair share.
Observation 8: Scheduling of mixed traffic on PCIe
interconnects matters. IOPS fairness occurs when both
7We refer 𝑀𝑎𝑥𝑅𝑒𝑎𝑑𝑅𝑒𝑞𝑆𝑖𝑧𝑒 and 𝑀𝑎𝑥𝑃𝑎𝑦𝑙𝑜𝑎𝑑𝑆𝑖𝑧𝑒 to be PCIe “MTU"
similar to Ethernet MTU.

tenants send DMA reads whose sizes are smaller than PCIe’s
𝑀𝑎𝑥𝑅𝑒𝑎𝑑𝑅𝑒𝑞𝑆𝑖𝑧𝑒 . Data rate (Gbps) is fair when both send
messages larger than𝑀𝑎𝑥𝑅𝑒𝑎𝑑𝑅𝑒𝑞𝑆𝑖𝑧𝑒 of PCIe. Otherwise,
unpredictable contentionwill occur as summarized in Table 2.
We perform the same experiment for two tenants running
DMA writes. Results are similar to Table 2. The only differ-
ence is that the boundary is not𝑀𝑎𝑥𝑅𝑒𝑎𝑑𝑅𝑒𝑞𝑆𝑖𝑧𝑒 of PCIe but
𝑀𝑎𝑥𝑃𝑎𝑦𝑙𝑜𝑎𝑑𝑆𝑖𝑧𝑒 of PCIe. Therefore, being aware of DMA
read and write sizes or even re-sizing DMA messages to be
either all larger or all smaller than PCIe MTU sizes is impor-
tant. By doing so, providers can better guarantee predictable
performance for either IOPS or data rate SLAs.
Observation 9: Colocating opposite directions improve
DMA performance predictability. Given the contention
Observation 5, one may consider avoiding colocating DMA
writes with DMA reads. To explore if the DMA read-write
mixture is the reason for contention, we run two cases. Case
1 is where tenant A sends 4KB DMA reads, and tenant B
sends DMA writes, varying its size from 256B to 4KB. Case 2
is where tenant A sends 64B DMA reads, and tenant B sends
256B–4KB DMA reads. Fig. 3(b) shows that in both cases,
tenant B’s DMA read performance has a near-zero variance,
while tenant A’s DMA write performance only varies within
10%. The root cause of this predictability benefit is that DMA
reads and writes naturally take advantage of the full-duplex
feature of PCIe interconnects. Moreover, re-scheduling the
timing of DMA reads and writes, and colocating DMA read-
intensive and DMA write-intensive traffic patterns together,
can improve performance predictability.
Observation 10: Preventing small DMA messages from
taking over the PCIe interconnects is vital. Fig. 3(c) and
Fig. 3(d) show that the overall PCIe throughput can signifi-
cantly drop due to small DMA messages. Cases 3-5 co-locate
4KB DMA writes with 𝑋 B DMA writes, where 𝑋 is 64B,
32B, and 16B. In Fig. 3(c), Case 3 delivers 51Gbps overall
throughput, 94% of the ideal throughput for DMA writes
in our prototype. However, Cases 4 and 5 suffer from 28%
and 85% throughput drops because 32B or 16B DMA writes
start to take over PCIe credits within the root complex. In
Fig. 3(d), 𝑌 is 256B, 128B, and 32B, and similar throughput
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drops are observable. Disallowing users to inject such traffic
is vital to prevent SLA violations for victim tenants. Such
small message traffic can be flattened by batching, padding,
or rate limiting.

4 ACCELERATOR TRAFFIC SHAPING
Based on observations in Sec. 3, we advocate one promising
approach, i.e., proactively shaping the traffic on-the-fly and
highlight the following design options.
Should we support separate accelerator QPs? Existing
NICs invoke their accelerators by coupling them with the
NIC’s QPs [10, 12, 23, 24, 42]. However, once the accelerator
is allocated, this static provisioning lacks sufficient support
to reallocate its compute capacity, and experiences on-NIC
contention induced by network traffic. As shown in Fig. 4,
we propose a separate set of accelerator QPs from the host
perspective. With accelerator QPs, accelerators have a traffic
management interface that brings information through cus-
tomized descriptors. Designers can optimize the accelerator
driver for performance [49, 60] and enable other commands
such as initialization, configuration, (re)allocation, monitor-
ing, and traffic shaping. For example, the provider can control
howmany QPs are (re)allocated to each flow for performance
or contention management (as observed in Sec. 3).
Where should the accelerator traffic shaping function-
ality reside? There are several options for the location of
the traffic shaping: software hypervisor on the host, user
domain (in VMs or containers), or the accelerator interface
on the device. First, hypervisors do not always have permis-
sion to know detailed traffic information such as message
sizes. Worse, in-hypervisor shaping loses manageability in
some systems where hypervisors are bypassed [1, 26, 38].
Second, users know their own traffic patterns, but they do
not know the accelerators’ characteristics and patterns of
other tenants.
Our work advocates traffic shaping in the accelerator in-

terface. This design option stands out due to the following
reasons. First, the accelerator interface has local accessibility
to the accelerators. Thus, it has on-the-fly traffic observ-
ability to accelerators’ status, such as queuing effects and

ZIP
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CPU
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CPU

Fabric

Acc. Pool

(a) 

NICI/O Device
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NIC GPU

HASH

Figure 5: End-to-end scenarios. (a) A typical heteroge-
neous server with wild I/O contention, (b) function call
mode, (c) inline mode, and (d) a complex use case.

egress/ingress bandwidth requirements. Second, the inter-
face sits in the middle of diverse accelerator I/O paths, provid-
ing good interposition. Third, the interface is customizable by
providers, e.g., the descriptors for host-accelerator protocol.
What traffic metrics to shape? The traffic shaping unit
for each tenant manages the following parameters: message
sizes, burst size of messages, the number of QPs to send/re-
ceive, and the minimum rate8 (i.e., the SLA), the maximum
rate (i.e., how much maximal performance is provisioned).
Note that because of the non-linearity characteristics of ac-
celerators (Sec. 3.2), the traffic shaping parameters should
be re-calculated case-by-case to match users’ requirements
under a particular traffic pattern.

5 OPEN PROBLEMS
Managing I/O contention in the wild. A typical server
can be like Fig. 5(a). In such a system, wild I/O contention
can occur beyond just accelerator I/O flows. For example, an
Azure FPGA or an Nvidia BlueField may incorporate both
accelerator and network I/O traffic to the host, potentially
contending on host networks (similar to Sec. 3.3–Sec. 3.4).
Fortunately, our observations generally help improve multi-
tenancy for arbitrary I/Os. To shape all PCIe traffic, future
work can exploit a hybrid traffic shaping approach. In a
PCIe network, the per-device interface and the PCIe switch
can synergistically police outgoing traffic. This is similar
to hybrid traffic shaping in datacenter networks coordinat-
ing in-switch and per end-host traffic shaping [28, 51, 54].
When observing traffic patterns on-the-fly, harmful traffic
patterns can be used as prior knowledge. Researchers can
explore various shaping algorithms such as batching, split-
ting, padding, delaying, interleaving, and rate limiting for
performance predictability.
Assisting congestion control designs. Intra-host conges-
tion control has become an important topic recently for net-
work applications [17, 43]. Several of these works emphasize
IOMMU and memory bandwidth related congestion [16, 17].

8The rate of an accelerator traffic stream can be Gbps or IOPS.
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Our observations give another dimension of information to
reduce congestion if re-shaping the traffic right. Our experi-
ments disable IOMMU and isolate NUMA nodes (Sec. 3.1),
orthogonal to findings in prior works [16, 17]. Future work
may have further findings when combining our settings
with those prior works. In addition, our approach will have
broader manageability beyond network application, e.g., un-
derstanding congestion better when computational I/Os and
legacy I/Os co-exist, under a certain PCIe topology.
End-to-end accelerator integration. There remains dis-
cussion of how end-to-end I/O paths can integrate accelera-
tors as Fig. 5(b)(c) show. Accelerator QPs should exchange
accelerator descriptors with other device QPs that exhibit
different protocols and descriptor formats. One option is to
leverage the OS to perform protocol conversion. One ex-
ample is NVMe-over-Fabric protocol [2]. The other option
learns from Internet routers to construct an overlay among
diverse QPs across different devices. One example of such
an IP layer like overlay [57] eliminates host involvements if
designed on a PCIe switch or on the device.
Accelerator chaining. Various aspects of the server’s traffic
need to chain different types of services together [21, 33, 62].
For instance, in Fig. 5(d), after data is read from SSDs, a de-
cryption accelerator is used before the data is fed into the
GPU, whose output result is first encrypted and then SHA’ed
before sending data into the network. Our approach is ex-
tensible to accelerator chaining by only shaping ingress and
egress patterns of a chain. Further challenges emerge such
as how to manage on-chain traffic and resources, and how
to invoke network-attached accelerators if a single device
cannot satisfy the entire accelerator chain.
Managing I/O contention for GPUs. In a time multiplex-
ing mode, e.g., serving model inferences one user after an-
other, the GPU is equivalent to a temporally multiplexed I/O
accelerator. In that case, our design is feasible to shape GPU
traffic with a PCIe network. Some of the big open problems
when applying our design to this setting will be 1○ how to
perform traffic shaping when GPUs are used under spatial
multiplexing, 2○ how to incorporate the understanding of
GPU internal contention into the traffic patterns to re-shape,
and 3○ how to incorporate our findings whenmanaging PCIe
congestion for multi-GPU servers.
Fitting future fabrics.New fabrics like CXL.io rely on PCIe
interconnects, therefore the observations in Sec. 3 can also
guide contention management for CXL devices. However,
CXL devices [48, 56] may further bring in new traffic char-
acteristics that either can be leveraged or should be avoided.
In the future, researchers can exploit them based on method-
ologies in Sec. 3, and design appropriate shaping algorithms.

Security issues of accelerator sharing.We can quantify
a set of attacks, such as performance attacks due to small
messages (Observation 9). Further study of the security impli-
cations of accelerator sharing is needed. For example, newly-
introduced side channels can be a new vulnerability if users
leverage cryptography accelerators to accelerate security
operations; the sharing degree between providers and users
remains another question to explore.
Accelerator cost and cloud-scale management. Gener-
ally, sharing reduces accelerator cost, e.g., TCO or embodied
carbon emissions [50, 53]. Research on holistic cost models
will help business profits and sustainability. For example,
using densely populated accelerator servers [15, 41, 59] or at-
taching homogeneous accelerator devices per server [7, 26] is
an open question. In addition, this paper only studies the case
of two-tenant co-location. With more tenants, there should
be new capacity planning and admission control supports at
cloud-scale, balancing costs and serviceability.
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