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How to search for bugs in 1,000 programs using a pre-existing fuzzer and a standard PC? We consider this
problem and show that a well-designed strategy that determines which programs to fuzz and for how long can
greatly impact the number of bugs found across the programs. In fact, the impact of employing an effective
strategy is comparable to that of utilizing a state-of-the-art fuzzer. The considered problem is referred to as
fuzzing at scale, and the strategy as scheduler. We show that besides a naive scheduler, that allocates equal fuzz
time to all programs, we can consider dynamic schedulers that adjust time allocation based on the ongoing
fuzzing progress of individual programs. Such schedulers are superior because they lead both to higher number
of total found bugs and to higher number of found bugs for most programs. The performance gap between
naive and dynamic schedulers can be as wide (or even wider) as the gap between two fuzzers. Our findings
thus suggest that the problem of advancing schedulers is fundamental for fuzzing at scale. We develop several
schedulers and leverage the most sophisticated one to fuzz simultaneously our newly compiled benchmark of
around 5,000 Ubuntu programs, and detect 4,908 bugs.

1 INTRODUCTION

Fuzzing is an effective software testing technique used for uncovering vulnerabilities. As software
systems become increasingly complex and pervasive, ensuring their security and reliability is
important. Despite the use of various testing methodologies, software bugs and vulnerabilities
continue to emerge, posing significant risks to both organizations and individuals relying on the
software. Consequently, the demand for more efficient and effective testing techniques has grown,
with fuzzing emerging as a leading approach to address these concerns. Fuzzing can identify
potential security flaws and weaknesses in software applications by providing unexpected, invalid,
or random inputs (called testcases) to the target software, potentially revealing issues that might
have remained hidden under normal inputs.

The primary focus of research in fuzzing has been on the development and enhancement of
fuzzers, as evidenced by numerous designs and studies [Aschermann et al. 2019; Blazytko et al.
2019; Chen et al. 2020b; Chen and Chen 2018; Chen et al. 2019b, 2020a, 2019a; Cho et al. 2019;
Fioraldi et al. 2020; Gan et al. 2020, 2018; Geretto et al. 2022; Koike et al. 2022; Lee et al. 2021;
Lemieux and Sen 2018; Liang et al. 2019, 2022; Lyu et al. 2019, 2022; Nagy et al. 2021a,b; Nguyen
et al. 2020; Nikoli¢ et al. 2021; Osterlund et al. 2020; Rawat et al. 2017; Shah et al. 2022; She et al.
2022; Swiecki et al. 2021; Wang et al. [n. d.]; Yu et al. 2022; Yue et al. 2020; Yun et al. 2018; Zalewski
2017; Zhou et al. 2022; Zhu and Bohme 2021; Zong et al. 2020]. This emphasis is well-aligned with
the principal use case of fuzzing, which typically involves testing a single program at a time. For
example, a software developer writes a program and then employs a fuzzer to identify potential
bugs in its code. The efficiency of a fuzzer, often assessed using metrics such as code coverage (which
measures the proportion of program code executed during fuzzing), directly impacts the likelihood
of detecting potential bugs in the target program. Consequently, there has been a sustained effort
to design increasingly efficient fuzzers. Each new fuzzer or fuzzing technique demonstrates certain
advantages over its predecessors. However, despite the constant progress, the disparity between
the most effective fuzzers and their less efficient counterparts remains relatively small. For instance,
FuzzBench, a platform developed by Google for comparing fuzzers [Metzman et al. 2021], reveals an
average performance gap of only 20%-30% between the best and worst-performing fuzzers across
multiple programs.
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Our research objective deviates from the conventional emphasis on fuzzers. Instead, we pursue
an orthogonal approach, focusing on developing techniques to utilize existing fuzzers for simultane-
ously testing multiple programs. We term this framework fuzzing at scale. More specifically, given
a large set of target programs and a fuzzer, our aim is to develop a scheduler that will control the
simultaneous fuzzing of all these programs across multiple CPU cores. The goal of the scheduler is
to facilitate efficient fuzzing in an aggregated manner, that is, collectively across all the considered
programs. For example, one objective could be to maximize the cumulative code coverage, which
refers to the total sum of coverage achieved by the fuzzer for each program. To the best of our
knowledge, this fuzzing at scale paradigm with such an explicit objective has not been previously
considered. In contrast, platforms for distributed fuzzing of multiple programs, such as Google’s
OSS-Fuzz [Serebryany 2017], allocate computational resources (e.g., a designated fuzz time budget)
equally among the fuzzed programs. Furthermore, this trivial approach, known as the baseline
scheduler, has been applied to systems where the computational resources per fuzzed program are
fairly large, for instance, when one or several CPUs can be allocated to fuzz test a single program.
However, the inverse scenario, in which the number of tested programs surpasses the number
of available CPU cores, has not been investigated. Nonetheless, use cases of this type are not
unusual. For instance, an organization like a defense company or government security agency
might prefer first to fuzz all required Linux applications (which could number in the hundreds or
even thousands) to address apparent bugs before utilizing this open-source software. A security
researcher compiling a database of bugs across multitude of programs would benefit from fuzzing at
scale by testing large number of programs at once. In fact, any fuzzing scenario where the number
of target programs exceeds that of available CPUs is indeed fuzzing at scale — for instance, fuzz
testing 10 programs on 2 CPUs.

In this paper, we consider the fuzzing at scale framework and demonstrate the significance
of scheduler selection. Our primary contribution reveals that allocating equal fuzz time to all
programs, as the baseline scheduler does, is suboptimal. More advanced schedulers provides up to
a 30% advantage over the baseline, emphasizing that in fuzzing at scale, the choice of a scheduler
is as critical as the choice of a fuzzer. Furthermore, the combination of an outstanding scheduler
with an average fuzzer may match or even surpass the performance of a baseline scheduler and an
outstanding fuzzer. This observation highlights the need for research into effective schedulers. As an
initial step in this direction, we develop several new schedulers, each grounded in the fundamental
and widely-used fuzzing hypothesis that a program’s past code coverage correlates to its future
coverage. Consequently, these schedulers are designed to prioritize fuzzing programs that have
previously resulted in high coverage, scheduling them for fuzzing more frequently. Our final design,
referred to as Boian, outperforms all other schedulers according to metrics such as total code
coverage achieved across all programs and the percentage of programs for which the highest
coverage has been attained.

Our research presents an initial exploration into the domain of fuzzing at scale. In order to
evaluate and compare the efficiency of algorithms in this field, a comprehensive benchmark set
is necessary. We assemble an extensive fuzzing benchmark, referred to as UBuNTUBENCH, which
consists of 5,467 programs derived from a collection of approximately 75,799 Ubuntu packages.
This benchmark not only serves as the basis for our investigation, but also offers potential benefits
for future research efforts in the area of fuzzing at scale. We employ this as well as the smaller
0OSS-Fuzz [Google 2023] benchmark to assess schedulers and to demonstrate the applicability
of our fuzzing at scale framework. More specifically, we utilize the newly developed Boian to
schedule simultaneous fuzzing of all programs in UBUNTUBENCH using state-of-the-art fuzzers
AFL++ [Fioraldi et al. 2020] and Honggfuzz[Swiecki et al. 2021]. As a result, we identify 4,908 bugs
among 675 programs within a three-day fuzzing period with each fuzzer on a 30-core machine.
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2 PROBLEM

Fuzzing at scale consists of distributing fuzzing effort across multiple cores and machines. It can be
categorized into two distinct types: the first aims to uncover deep bugs, while the second aims to
fuzz a wide range of programs. For simplicity, we can refer to first type as deep, while to the second
as wide. While prior fuzzing at scale work has been focused on the deep type, our objective in this
study is to concentrate on the wide type.

Deep fuzzing at scale uses potentially large computational resources to fuzz test one or a few
programs on bugs. The aim of such type of thorough fuzzing is to discover potential vulnerabilities
hidden deeply in the program code, that usually require substantial time for detection. The primary
use case of this rigorous fuzzing approach is to ensure the security of a small set of critical software
components. These components often include the most popular binaries and libraries. The goal is
to keep them free of vulnerabilities that are easy or moderately challenging to discover.

Wide fuzzing at scale uses the available resources to fuzz simultaneously a large number of
programs. In contrast to deep, the aim of wide fuzzing is to cover a wide array of target programs,
ensuring that none possess easily discoverable vulnerabilities. (Given additional resources, it can
also uncover more deeply hidden vulnerabilities.) When faced with a large set of programs, such
as a Linux distribution containing numerous binaries and libraries of varying importance, it is
challenging to decide which of the following two strategies is more vital: deep fuzzing of a small
set of programs or wide fuzzing of all programs. The former strategy effectively hardens a small yet
crucial set of programs but leaves even trivial bugs in the remaining programs. In contrast, the latter
strategy may identify trivial bugs across all programs but may leave deeper bugs undiscovered.
Given these considerations, it is reasonable to assume that both types of fuzzing at scale are relevant.
However, in general the unit cost of bug detection through wide fuzzing at scale is significantly
lower than that of deep fuzzing because it is easier to discover some bug in large set of programs
than a deep bug in small set. This is attributed to the diminishing returns of fuzzing; as a program
undergoes more fuzz testing, fewer bugs are detected, and the cost of discovering each bug increases
substantially. So, due to the larger number of targets, the wide approach will produce bugs faster
than the deep. Hence, the wide type is the more potent source of vulnerabilities among the two
fuzzing at scale types. Interestingly, only deep fuzzing at scale has been explored to date. Our
objective is to shift the focus to the second and unexplored type, i.e., to wide fuzzing at scale.

The effectiveness of deep fuzzing at scale relies on the quality of the utilized fuzzer because this
approach fuzz tests individual target programs one after another for an extended duration on a multi-
core system. Since deep fuzzing operates on a single target at a time, improving its efficiency—in
terms of a metric like code coverage—requires employing a superior fuzzer. Conversely, wide fuzzing
operates on multiple targets concurrently, meaning that the choice of fuzzer may not be the sole
determinant of its efficiency. An additional factor to consider is the distribution of computational
resources, particularly CPU time, among the fuzzed programs. A basic method involves allocating
equal amounts of time to each program in a round-robin manner. For instance, fuzzing 40 programs
on a 4-core machine for 10 hours would allocate one hour to each program. However, equal
allocation of time may not be the most efficient strategy, as it does not account for the inherent
differences between programs that can result in uneven progress in code coverage across the
target set. The diversity of programs can directly impact the rate at which a fuzzer explores and
discovers new coverage. Thus, allocating an equal amount of time to all fuzzed programs, may lead
to inefficient fuzzing, e.g., wasting resources on programs that have already been well examined,
instead of on those that have shown consistent increase of code coverage. Inefficiency in fuzzing
poses a particularly severe problem due to its inherent time-consuming nature, i.e. often fuzzing
runs for days or even weeks, thereby amplifying the significance of resource wastage.
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To address this issue, a more adaptive and dynamic approach to time allocation should be
considered, wherein fuzzing time is apportioned based on some feedback obtained from the previous
fuzzing runs of target programs. More precisely, by monitoring the progress of code coverage and
adjusting the fuzzing time accordingly, one can ensure a more efficient and comprehensive wide
fuzzing at scale.

In the remaining of the paper, we use fuzzing at scale to refer exclusively to the wide type of
fuzzing at scale.

3 FUZZING AT SCALE FRAMEWORK

We present further our main results. First, we provide a definition of the fuzzing at scale problem
under consideration. Subsequently, we introduce a variety of schedulers designed to address this
problem. Finally, we provide additional details about particular components of the framework.

3.1 Problem Setup and Objective

Fuzzing at scale consists of utilizing available computational resources to fuzz a pool of programs.
We are interested in improving the efficiency of this task. More precisely, given p programs, a fuzzer,
and c available CPU cores, the objective is to design a scheduler that continuously and dynamically
allocates and deallocates the fuzzing of the programs among the cores, so as to optimize the code
coverage across all programs. This task requires making informed scheduling decisions while
accounting for the unpredictable nature of fuzzing, the diversity of software, and the inherent
constraints of limited computational resources, i.e. limited amount of available CPUs. It is important
to emphasize that the programs are fuzzed independently, utilizing the same off-the-shelf fuzzer that
lacks any specialized functionality for conducting fuzz testing on multiple programs simultaneously.
We use the term fuzzers, to refer to the instances of the same fuzzer running on different programs.
Furthermore, sometimes we use the term program or fuzzed program to refer to the concept that
the fuzzer is fuzz testing the program.

Central to fuzzing at scale is the scheduler. However, prior to delving into it, it is important that
we quickly touch on two other aspects.

Condition p > c. The fuzzing at scale problem is truly challenging, when the number of programs
p exceeds the number of available CPU cores c. When this condition is met, the scheduler must
make intelligent decisions regarding which programs to run and when to allocate the limited
CPU resources. If the number of programs is comparable or less than the number of cores, all
programs can be fuzzed simultaneously without the need for a scheduler to make any decisions,
thus eliminating the challenge of resource allocation and making the problem trivial.

Code coverage objective. It is essential to assume that the fuzzer’s objective aligns with the
fuzzing at scale objective, i.e., both should be focused on maximizing code coverage (or any other
shared objective, such as the number of found bugs). If there is a misalignment in the objectives,
then the scheduler will be either inefficient or entirely meaningless. Fortunately, for many existing
fuzzers, this alignment is already in place, as their primary aim is to uncover as many unique
program code regions as possible, i.e. to maximize code coverage. The objective of the fuzzing
at scale thus becomes to schedule fuzzing of some programs Py, ..., P, so as to maximize the
accumulative coverage over all these programs, i.e.

maxZ Cov(P;), (1)
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where Cov(P;) is the total code coverage obtained by fuzzing the program P;, while max is taken
over all schedulers.

3.2 Schedulers

A scheduler plays a pivotal role in fuzzing at scale tasks, serving as the primary mechanism
for simultaneously fuzzing programs across available CPU cores. Similarly to the objectives of
operating system schedulers [Peterson and Silberschatz 1985], the goal of a fuzzing scheduler is
to allocate fuzzing programs on the available CPU cores, continuously rotating which programs
are actively fuzzed based on a predefined criterion. By managing the execution of fuzzing tasks,
the ultimate goal of the scheduler is to ensure that the available CPU cores are utilized optimally
to maximize code coverage across the entire pool of programs while adhering to the limited CPU
cores constraint.

We tackle the scheduling problem with multitasking. In other words, all programs are fuzzed
simultaneously, but due to the limited number of CPUs, the fuzzers take turns to run on the available
CPUs. More precisely, we divide the available CPU time into short, equal periods called time slices.
At each time slice only ¢ among all p programs are actually being fuzzed on the available ¢ cores.
The remaining fuzzers are paused - in operating system terminology they are in so-called stopped
state, so we will use the term stopped to refer to fuzzers that have been paused. At the beginning
of a time slice, the scheduler decides which stopped fuzzer to start (resume) running. To further
simplify the decision, we always stop the longest continuously running fuzzer. It means that if the
fuzzing of a program starts at time slice i, it will be stopped at i + c. As a result, the only task of a
scheduler is at each time slice to choose which stopped fuzzer to start. During the entire fuzzing at
scale process, each program fuzzer is started and stopped multiple times.

Let us now consider potential schedulers, beginning with the basic (or baseline) and moving to
more advanced. As a baseline we use a simple scheduler built upon the round-robin scheduling
algorithm [Liu and Layland 1973] (in operating systems this scheduler is also considered basic). At
each time slice, it chooses to start the fuzzer that has not been ran for the longest of time. This is
equivalent to cycling through the pool of programs. By doing so, the round-robin scheduler aims
to distribute the fuzzing efforts evenly across all programs. Clearly, this baseline scheduler is not
optimized for maximizing code coverage, i.e. it is not necessarily efficient, because it does not have
any mechanism to give preference to certain fuzzers.

The next logical step in developing a more efficient scheduler is to incorporate feedback from
the fuzzed programs, to make informed scheduling decisions, rather than to rely solely on their
order in the pool. This feedback-driven approach allows the scheduler to prioritize programs with
promising fuzzing results. It leads to a more efficient and effective allocation of CPU cores. As a
feedback, we use the code coverage obtained by the fuzzer per unit of fuzzed time. Furthermore,
we assume that this past code coverage is a predictor for future code coverage. In other words, if in
the past, fuzzing program A resulted in more code coverage then fuzzing program B, then most
likely this will be the case in the future as well. All of our schedulers will rely on this hypothesis
and thus will discriminate in favor of fuzzing programs that have resulted in higher past coverage.

To incorporate the code coverage feedback from the fuzzed programs, we employ the multi-
armed bandits (MAB) algorithm [Slivkins et al. 2019], a well-established decision-making approach
designed to optimize long-term rewards, which in our fuzzing at scale context corresponds to
maximizing code coverage (1). We assume that at the beginning of each time slice, the scheduler
must decide which stopped (paused) program should resume fuzzing. The MAB algorithm guides
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this decision-making process by considering the previous performance of each program, i.e. by
factoring the amount of code coverage achieved per unit of time during a program fuzzing.

It does not always choose the best-performing fuzzer, as that is not an optimal strategy in the long
run. Rather, in accordance to the MAB approach, the scheduler dynamically balances exploration
(choose random fuzzer) and exploitation (choose best performing fuzzer), ensuring that it maintains
a diverse pool of fuzzing targets while also focusing on programs with the highest potential for
code coverage. The balance (or the tradeoff) between exploration and exploitation is controlled by
a parameter € where 0 < € < 1 and is called e-greedy [Sutton and Barto 2018]. For example, when
€ = 0.1, then in 10% of the time slices MAB will schedule for fuzzing a randomly chosen program,
and in 90% the best performing program (i.e. the one that achieved highest coverage per time unit
so far). We call this scheduler Simple MAB scheduler and give its pseudo code in Algorithm 1.
Multi-armed bandits are effective under the so-called stationary assumption, which posits that
the rewards remains constant. In our case, this translates to the assumption that each program gets
a constant increase in coverage during fuzzing. However, in practice this is not true. Observations

Algorithm 1: Simple MAB Scheduler
Input: Py, ..., P, programs, fuzzer F, ¢ CPU cores, €
fori=1,...pdo

| Cov; =Time; =0 > init MABs
end
Loun =11,...,c} > init list running
Lstop ={c+1,...,p} > init list stopped
for iinL,,, do

| START F(P;) > start fuzzing programs from Ly,
end

> At beginning of each time slice
for t=1,...do
> Update MABs

for iinL,,, do

Time; + =1 > add time
Cov;+ = getCou (P, t — 1) > add new coverage produced in the prev time slice
end
last = Lyyn|c] > get last running
STOP F(Pyys) > stop fuzzing it

Lstop = Lstop U {laSt}

Lrun = Lyrun \ {laSt}

> Use MAB to decide which to fuzz next
if € < RandFloat(0,1) then

Cou;

new = arg max > get best program

i€Lg/op Time;
else
| new = RandElemFrom(Ls;op) > get random
end
START F(Pyevy) > start/resume fuzzing it

Lstop = Lstop \ {new}
Lrun = {new} U Lyun
end
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indicate that for the majority of programs, fuzzers provide more code coverage at the beginning of
fuzzing, followed by a decline — our own experiments confirm this finding as well, refer to Figure 1.

Coverage

I 'I'lm(le (s) I

Fig. 1. The total amount of code coverage over time obtained by fuzzing 1,000 programs with AFL++ fuzzer.

This outcome is not unexpected, as not all so-called program branches (i.e. conditional statements
if, switch) can be easily flipped (e.g. force statement in if to change value from true to false and
vice-versa). Instead, the simpler branches are flipped early on with minimal effort, while substantial
time is devoted to tackling the more complex ones. We thus next investigate MABs featuring
non-stationary rewards, which are characterized by rewards that vary over time, or in our context,
a code coverage rate that declines with time. To handle this case, we apply discounting [Sutton and
Barto 2018]. Specifically, instead of presuming that all code coverage contributes equally to reward
calculations, we exponentially discount earlier coverage results using a factor y, where 0 <y < 1.
More precisely, we update the reward estimate for a program from the old % where c; and t;

. . . . n iyl
represent the corresponding code coverages and time intervals it ran, to the new reward %.
i=1 ti

This signifies that we assign exponentially greater importance to recent fuzzing results compared
to older outcomes. We refer to this scheduler as the Discounted MAB scheduler.
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In the present MAB framework, we must determine the values for two parameters: the exploration-
exploitation balance € and the discount rate y. Identifying the optimal values for these parameters
can be challenging or even unattainable. As a result, we employ a more cautious approach, allowing

Algorithm 2: Boian Scheduler
Input: Py,. .., P, programs, fuzzer F, ¢ CPU cores, €

fori=1,...pdo

| LTime; = LCov; =0
end
Loun =11,...,c}
Lstop ={c+1,...,p}
for iinL,,, do

| START F(P;)
end
€ = €min
I'={yn....ve}
Yy=n

> At beginning of each time slice
for t=1,...do
> Update MABs
for iinL,,, do
Append 1 to LTime;
Append getCou(P;,t — 1) to LCou;

end
last = Lyyn|c]
STOP F(Pyas:)

Lstop = Lstop U {last}

Lrun = Lrun \ {laSt}

> Update €,y if right time step

if timeTolncreaseEpsilon(t) then
| € =increase(e)

end

if timeToChangeGamma(t) then
|y =next(Iy)

end

> Use MAB to decide which to fuzz next
if € < RandFloat(0, 1) then

new = arg max —2LCoulily™
& el T LTimel1-y)

else

| new = RandElemFrom(Ls;op)
end
START F(Pper)

Lstop = Lstop \ {new}
Lyun = {new} U Lyun
end

> init MAB:s lists

> init list running
> init list stopped

> start fuzzing programs from Ly,
> starting € value

> all y values
> starting y value

> append new time
> append new coverage

> get last running
> stop fuzzing it

> get best prog

> get random

> start/resume fuzzing it
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these values to fluctuate rather than remain fixed. Specifically, we permit y to continually cycle
through a range of values. This implies that, at times, we assume older code coverage results are
more significant, while at other times, they are deemed less. Conversely, we gradually increase the
value of € over time. This strategy initially compels the scheduler to allocate fuzzing resources to
programs that demonstrate the largest increase in code coverage. However, as time progresses, the
scheduler explores more other programs as well. The rationale behind this approach is that, over
time, previous code coverage becomes a less reliable predictor of future coverage. This is because
only challenging, unflipped program branches are likely to remain, and they are equally hard to flip
for all programs, regardless of the previous code coverage progress. Thus, by gradually increasing
€, we assure the scheduler is giving more balanced fuzz time to all programs. However, we never
increase the value of € to 1, so the scheduler still favors, albeit less, programs that have achieved
higher code coverage. We refer to our final scheduler as Boran, and present its pseudo-code in
Algorithm 2.

In Table 1, we provide a brief overview of the examined schedulers, outlining the problems they
aim to address and the solutions they propose.

Measure of efficiency. Assessing the efficiency of a scheduler can be ambiguous. In this context,
we explore two distinct metrics of efficiency. The first metric focuses solely on the accumulative
coverage across all fuzzed programs. This equates to the total sum of all coverages of individual
programs. It is aligned with the objective of the scheduler. This metric referred to as accumulative
is relevant when the aim is to measure total coverage. However, it neglects the possibility that
a smaller subset of programs may contribute a disproportionately large portion to the overall
coverage. In essence, it measures the mean code coverage across all programs but ignores the
variance.

The second metric, referred to as voting, attempts to correct this potential oversight by considering
the variance. It compares fuzzing outcomes based on the fraction of programs that have been fuzzed
better. For instance, in a scenario where 100 programs are fuzzed, if approach A yields better
coverage than approach B for 35 programs, worse coverage for 25, and same coverage for the
remaining 40, then according to the second metric (voting), approach A would be deemed superior
because 35 > 25. (Furthermore, we say that A is 10% better than B because 351655 = 0.1.) Conversely,
the first metric (accumulative) would compute the total coverage produced for all 100 programs
and decide on the preferable approach solely based on this sum. Therefore, the accumulative metric
prioritizes candidates that yield the highest overall aggregate coverage, whereas the vote metric
gives preference to those providing higher coverage for the majority of the programs.

3.3 Fuzzing at Scale

We can use each of the schedulers described in the previous section to simultaneously fuzz test
multiple programs and thus carry out fuzzing at scale. Recall, a common feature of all these
schedulers is the idea of multitasking, i.e. frequently switching between executing fuzzers on the
available processing cores. This switching process occurs once at the beginning of each time slice
and the choice on which fuzzer to resume executing is determined by the scheduler. Further we
provide additional details about the internals of the framework:

e Time slice duration. Shorter time slices are preferable because they result in finer granu-
larity, leading to reduced time spent on underperforming fuzzers. However, if the slices are
too short, the impact of recomputing the MAB rewards and starting or stopping fuzzers may
demand significant CPU resources. Furthermore, the duration of the time slices should be
sufficiently large to facilitate proper support and implementation by the operating system
(OS), which also relies on a scheduler for multitasking purposes. This implies that the fuzzing
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Scheduler Problem Solution

Baseline (round-robin) | basic scheduling of multiple | equal time to all fuzzers; in each

fuzzers time slice choose the longest paused

fuzzer
Simple MAB prefer high code coverage | MAB; compute rewards as cover-
fuzzers age/time and either choose fuzzer

with best reward (in 1 — € of time
slices) or random fuzzer (in € of time

slices)
Discounted MAB prefer more recent high code | discounted MAB; when comput-
coverage fuzzers ing rewards give exponentially

lower importance to older cover-
age results (by multiplying each T-
periods old with yT)

Boian choose good discounting y; | discounted MAB but cycle y and
with time, past coverage be- | slowly keep increasing e
comes less reliable predictor
of future coverage

Table 1. Schedulers for fuzzing at scale. Each subsequent Scheduler aims to address a remaining Problem
that the previous scheduler left unsolved, by utilizing the Solution.

scheduler’s time slices must exceed those employed by the OS scheduler, which, in the case
of the present Linux kernel, default to 20 ms. Otherwise, the OS scheduler cannot perform
the context switch on time, i.e. cannot preempt one program and resume another.

e Fuzzing at scale on clusters. If the time slices are sufficiently long, the aforementioned
multitasking approach can be used to fuzz at scale, not only on an individual machine, but
also across a cluster. The scheduler will run on the server (in a similar fashion as in the case
of a single machine), but will communicate with fuzzers that run on client machines. To
accommodate this scenario, the slice duration should be set larger than the latency between
the nodes of the cluster. If this condition is met, our framework can be easily extended to
support multiple machines.

e Limit on the number of programs. The OS may impose limit on the number of programs
that can be fuzzed concurrently. This restriction aligns with the standard limitations of
multitasking OSs, which involve managing multiple processes that consume varying amounts
of system resources, including RAM, disk usage, open files, etc. Based on our experimental
results presented in Section 6, the imposed limit appears to be relatively generous, as we
were able to fuzz up to 5,000 programs simultaneously on a single Linux machine.

4 BENCHMARKS

We now shift our focus to the second major component of a fuzzing at scale framework: a substantial
collection of target programs for fuzzing. Most of the currently used benchmarks for fuzzers are
rather small. We inspected all such collections presented in [Aschermann et al. 2019; Blazytko
et al. 2019; Chen et al. 2020b; Chen and Chen 2018; Chen et al. 2019b, 2020a, 2019a; Cho et al. 2019;
Gan et al. 2020, 2018; Geretto et al. 2022; Koike et al. 2022; Lee et al. 2021; Lemieux and Sen 2018;

10
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Liang et al. 2019, 2022; Lyu et al. 2019, 2022; Nagy et al. 2021a,b; Nguyen et al. 2020; Nikoli¢ et al.
2021; Osterlund et al. 2020; Rawat et al. 2017; Shah et al. 2022; She et al. 2022; Wang et al. [n.d.];
Yu et al. 2022; Yue et al. 2020; Yun et al. 2018; Zhou et al. 2022; Zhu and B6hme 2021; Zong et al.
2020] and found that they consist of 10-30 programs, and in total, across all of these 33 papers,
there are only 184 distinct programs. As a general rule, these programs are sampled from the
0OSS-Fuzz [Serebryany 2017] package — a curated collection of open-source programs and libraries.
Currently, OSS-Fuzz contains around 1,000 target programs, but only roughly half of them have
source code in C/C++. Furthermore, due to widespread adoption as a predominant fuzzing target,
there is a risk of overfitting. That is, recent fuzzers might inadvertently be optimized to excel on
programs from OSS-Fuzz, while only performing adequately on other targets. Therefore, using
0OSS-Fuzz as a sole benchmark may not provide objective evaluation results.

This calls for the development of a new fuzzing benchmark that will include a large number
of programs. Such a set is significant for both the success of our fuzzing at scale task and for
the advancement of future fuzzing research. A comprehensive and diverse benchmark offers
numerous benefits for fuzzing projects. It provides a rich and representative sample of programs,
capturing the complexity and variety of real-world software. This enables the evaluation of fuzzing
techniques in a more realistic context. The task of creating benchmark includes identifying potential
candidate programs, retrieval of their corresponding compilation rules, determining the appropriate
invocation methods for input execution, and providing testcases.

The currently limited number of candidate programs might be attributed to the fact that bench-
marks are created manually. That is a tedious and time-consuming process. In addition, maintaining
and updating a manually produced benchmark becomes an ongoing task, as otherwise, the reuse
of the same benchmarks for prolonged period does not take into account that software is con-
tinuously changing. Producing the benchmark automatically is a valuable alternative because
it is the most efficient and scalable way to generate a large and diverse set of target programs.
Moreover, automating the process ensures easy rotation of programs in the benchmark, as well as
staying up-to-date with rapidly evolving software. In comparison to manual production, there are
a few drawbacks such as the potential exclusion of certain important programs or the inclusion
of irrelevant. However, we believe the tradeoff is well justified because the advantage of having
a large, diverse, and up-to-date benchmark outweights the potential drawbacks of not including
certain programs. Thus we focus on generating the benchmark automatically.

To obtain programs for inclusion in the benchmark, we opt to utilize the set of Ubuntu packages
as our primary source. This offers multiple benefits. First, it provides a single, unified source
consisting of a vast pool of programs, simplifying the process of collecting, maintaining, and
even updating the benchmark. Second, the programs within Ubuntu packages are highly diverse,
spanning various application domains, thus ensuring that the benchmark is representative and
well-suited for evaluating fuzzing techniques across a wide range of software. Third, a considerable
number of these programs adhere to an installation template, which simplifies the process of setting
up and incorporating programs into the benchmark.

We begin by considering the entire set of available Ubuntu packages and apply several fully
automatic steps to obtain the final benchmark:

(1) Eliminate unsuitable candidates. We remove obviously unsuitable candidates based solely
on the names of the packages. For instance, packages with names beginning with lib are
excluded, as libraries typically require manual inclusion in larger programs, rendering them
unsuitable for automatic benchmark generation.
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(2) Compile remaining programs. We attempt to compile all remaining programs, either
by utilizing the provided makefiles or by resorting to general compilation routines when
necessary.

(3) Identify executable binaries and inputs arguments. We examine all compiled packages
and identify executable binaries. For each such program, we apply known heuristics (as
indicated in Section 5) and try to infer input arguments that would prompt reading of files,
so the fuzzer can supply testcases during fuzz testing the program.

All such candidate programs are collected to form the fuzzing benchmark UBUNTUBENCH.

5 IMPLEMENTATION

We implement the scheduler Boian in C++ for efficiency purposes, comprising 4,320 lines of code.
The same implementation can be utilized to run the other aforementioned schedulers, by disabling
some of the functionalities of BoIAN, as all of these schedulers are subsets of BoiaN. Internally, the
scheduler maintains two lists of fuzzed programs: those that are currently running and those that
are stopped. Each fuzzed program is executed as a separate process, running the fuzzer on the target
program. At the beginning of each time slice, the scheduler makes a decision on which stopped
fuzzed program to start, as previously mentioned, based on the multi-armed bandits algorithm.
The actual stopping and starting of fuzzers are accomplished by sending the signals SIGSTOP
and SIGCONT to the corresponding processes running the fuzzer on programs. Boian enables the
selection of the number of utilized CPU cores by setting hard affinity [Peterson and Silberschatz
1985] for all processes initiated by the scheduler. This is achieved through a system call implemented
with the C function sched_setaffinity, which allows to select precisely the set of CPU cores
allowed to run the fuzzing processes. Boian also incorporates a range of mechanisms that mitigate
the excessive utilization of CPU and RAM resources by the targeted programs by continuously
monitoring and potentially terminating processes with the use of the library libprocps. This
feature is particularly useful, given that the UBUNTUBENCH is automatically compiled and may
potentially include resource-intensive programs.

We implement the generation of UBUNTUBENCH as a series of Python scripts, one for each step
of this process, and in total with 1965 lines of code. All of these scripts support parallelization
by utilizing the Python module multiprocessing. We first download all Ubuntu package that pass
the filtering criterion based on their name. Then, before compiling the packages we install the
necessary dependencies according to the information provided in the file debian/control that is
present in each Ubuntu package. We try to compile the Ubuntu packages with dedicated C/C++
compilers provided by the fuzzers, so that the produced binaries are well instrumented to provide
code coverage information. For this purpose, we initially employ the prevalent method of executing
debian/rules build that is also present in all packages. When this approach does not generate
an instrumented binary, we resort to an ad-hoc compilation process, based on installation files such
as autogen.sh, Makefile, CMakeLists.txt, which indicate the appropriate build system to use.
By leveraging these files, we can specify to use fuzzer provided compilers and obtain instrumented
binaries. To detect the required fuzzer instrumentation in compiled binaries, we search for an
appropriate fuzzer fingerprint. This is done by parsing the output produced with the command
line tool objdump. We also check for dependencies of the binaries on dynamic libraries and on
particular requirement for currently working directory, which is important to binaries that encode
relative path. In order to deduce the input arguments that prompt the binary to read from an input
file, we employ a heuristic approach and parse the outputs of . /binary —help and ./binary -
-help, and subsequently examine all plausible candidates. To determine whether the binary indeed
reads from a file when a certain input argument is provided, we utilize the command line tool
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strace, which detects file-opening operations for reading. This method enables us to effectively
identify specific input arguments that cause the binary to perform file-reading actions.
All of the above implementations will be publicly released.

6 EVALUATION

Further we present experimental results highlighting the importance of schedulers and the relevance
of the whole fuzzing at scale framework.

Experimental setup. For all experiments we use the same box with Ubuntu Desktop 20.04, two
Intel Xeon E5-2680v2 CPUs @2.80GHz with total of 40 cores, and 64GB DDR3 RAM. All subsequent
fuzzing at scale tasks are executed on 30 cores and all the schedulers are set to use 0.1s times
slices. In these tasks, the number of fuzzed programs and the duration of fuzzing are determined
by two basic goals: provide meaningful results and finish all experiments within two weeks. For
these reasons, the number of fuzzed programs ranges in 1,000 to 5,000 for the larger benchmark
(UBunTUBENCH) and around 200 to 300 for the smaller (OSS-Fuzz), and the fuzzing duration in
15 minutes to 1 hour on average per program. For the actual fuzzing, we make use of three well-
established fuzzers, AFL [Zalewski 2017], AFL++ [Fioraldi et al. 2020] and Honggfuzz [Swiecki
et al. 2021]. This selection of fuzzers is based on the fact that AFL is the most popular baseline
grey-box fuzzer, whereas AFL++ and Honggfuzz are the top performing fuzzers on Google fuzzer
comparison platform FuzzBench [Metzman et al. 2021]. As a measure of code coverage we use edge
coverage provided by AFL tool af1-showmap.

Instead of running each experiment multiple times and reporting the average of those runs,
we run each only once and report the outcome. We do this for two reasons. First, the number
of experiments in Sections 6.1, 6.2 alone is 14, each runs for around half a day, thus we need
close to a week just to run once all experiments. Multiple runs would thus require a month or so
of running. Second, the large number of programs in each experiment significantly reduces the
variance between different runs. Therefore, repeating experiments and averaging their outcomes
may not significantly improve the accuracy of the reported results.

The benchmarks UBUNTUBENCH and OSS-Fuzz. As described in Section 4, we use packages
from Ubuntu to obtain the benchmark UBUNTUBENCH- refer to Table 2 for the steps. More precisely,
from the pool of all 75,799 available packages from Ubuntu 20.04, with filtering and compilation
we produce 5,467 target programs that compose UBUNTUBENCH. All of these programs can be
compiled at least with the standard gcc and g++ compilers. During fuzzing, as initial testcases
(seeds) we provide randomly chosen files found in the corresponding Ubuntu packages. In the
OSS-Fuzz suite [Serebryany 2017], out of the total 1,193 packages, a mere 326 possess C/C++
source code and are recognized as being compatible with the AFL++ compiler, as indicated in
their respective configuration files. These yield a total of 345 distinct binaries that constitute our
0OSS-Fuzz benchmark set. Out of these binaries, 216 can also be compiled with AFL compiler.

6.1 The Importance of a Scheduler

Our first experiment is to evaluate the significance of schedulers in fuzzing at scale tasks. More
precisely, we want to test empirically if the choice of scheduler can impact the outcome (produced
coverage) of this task. For this purpose we compare all schedulers discussed in Section 3.2. We
consider 4 different schedulers: baseline round-robin, simple MAB, discounted MAB with fixed
y = 0.9, and Boian with cycling y € {0.9,0.99,0.999} and ¢ increasing in [0.01, 0.75]. For each

The value of 0.9 was taken as the best performing among our tested set {0.9, 0.99, 0.999}.
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H UBUNTUBENCH OSS-Fuzz
Targets packages 75,799 1,193
Filtered packages 22,368 326
Compiled packages 15,551 326
Final binaries 5,467 345

Table 2. The number of packages/programs handled at different stages of producing UBUNTUBENCH.

scheduler, we conduct experiments independently but use the same set of selected programs. The
programs are fuzzed simultaneously with AFL++ on 30 CPUs. We run two fuzzing at scale tasks: one
for UBUNTUBENCH with 1,000 programs sampled at random and with average fuzz time of 15 minutes,
and one for OSS-Fuzz where we take all available 345 programs and fuzz for 1 hour on average
per program?. We evaluate the performance of the four schedulers on both metrics, accumulative
and voting. Recall, accumulative metric favors schedulers that provide better total coverage across
all fuzzed programs, whereas voting metric favors those that provide higher coverage for more
programs. We present the results as pairwise comparisons of the different schedulers and in terms
of percentage increase or decrease between the first and the second elements of the pair.

UBUNTUBENCH OSS-Fuzz

o

et
é = Z, é = § Z,
3 B 8 =% & 3 %
8 3 A /|8 & A K
Baseline 0 -13 -16 -22 | 0 -10 -8 -9
Simple MAB | 15 0 -3 -10 |11 0 1 0
Discounted 19 3 0 -7 9 -1 0 o0
Boian 29 11 8 0 10 0 0 0

Table 3. Comparison of 4 different schedulers with accumulative metric. The numbers in the cells are the
percentage increase/decrease in total coverage provided by the row scheduler in comparison to the column
scheduler.

Let us first take a look at the results in accumulative metric given in Table 3. First, it is clear that
the baseline is the worst performing scheduler. This indicates that, when fuzzing simultaneously
multiple programs (fuzzing at scale), allocating equal fuzz time to each program (a strategy imple-
mented by the baseline scheduler via simple round-robin allocation) provides inferior accumulative
code coverage over all programs. All other considered schedulers provide up to 10%-29% higher
code coverage in comparison to the baseline. In particular, according to the results of Table 3,
the top scheduler on UBUNTUBENCH is Boran which provides clear advantage over the remain-
ing schedulers. Similar results are obtained on OSS-Fuzz benchmark as well — BolaN is the top
performing scheduler. From the fuzzing logs provided by our implementation we could also get
information about the exact fuzzing time allocated to each program. Accordingly, the baseline

2It means that each experiment for both UBUNTUBENCH and OSS-Fuzz runs roughly for half a day.
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Table 4. Comparison of 5 different schedulers with the voting metric. The numbers in the cells are the
percentage increase/decrease of fuzzed programs for which the row scheduler provides better coverage than
the column scheduler.
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scheduler assigned approximately 15 minutes (900 seconds) to fuzzing of each program. In contrast,
the time assigned by other schedulers varies. For instance, Bo1an assigned from 119 seconds to 8,878
seconds for fuzzing of different UBUNTUBENCH programs, and 390 to 8,026 seconds for OSS-Fuzz
programs. Thus, by monitoring and adjusting the allocated fuzzing time, it provided 10-29% higher
total coverage in comparison to the baseline.

We now turn our attention to the results of the voting metric, presented in Table 4. Several
key differences from the previous metric are worth noting, the most striking one being that the
baseline scheduler demonstrates good performance in this metric as it surpasses the performance
of some of the other schedulers. It means allocating equal fuzz time to each program is a reasonable
approach when aiming to generate good coverage for most of fuzzed programs. However, even
under this metric, there is a scheduler that strictly outperforms the baseline, and this is Boian. This
new scheduler provides better coverage in comparison to the baseline, as well as the other two
schedulers.

From the analysis presented above, we can conclude that the choice of a scheduler significantly
influences the outcome of concurrently fuzzing multiple programs from the two distinct bench-
marks, as demonstrated by the two different code coverage metrics. Specifically, employing a more
sophisticated scheduler like Bo1aN can yield up to around 30% greater fuzzing efficiency (based on
the metrics) as opposed to simply allocating equal fuzzing time to each program. Interestingly, this
suggests that the efficiency boost provided by a scheduler in large-scale fuzzing tasks is comparable
to the improvement offered by a fuzzer in a single program scenario. This is based on the fact
that, for example, Google FuzzBench [Metzman et al. 2021] reports an average increase of 20%-
30% in coverage across multiple programs when using the best fuzzers compared to less effective
ones [Google 2022].

Result 1: Advanced schedulers such as BOIAN lead to more effective fuzzing both in terms of overall
code coverage across all programs and in terms of better coverage for majority of programs.

6.2 Scheduler vs Fuzzer

In our second experiment, we aim to evaluate the significance of schedulers relative to fuzzers
in the context of fuzzing at scale tasks. Specifically, we want to determine whether improving
schedulers can yield a comparable impact to improving fuzzers. If this is the case, it would imply
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that schedulers deserve equal focus as fuzzers when developing more efficient fuzzing at scale
frameworks.

We carry out three different fuzzing at scale tasks, independently on UBUNTUBENCH and on
OSS-Fuzz. In the first task, we use the baseline scheduler (round-robin) and the baseline fuzzer AFL.
In the second, we switch the fuzzer from AFL to AFL++, but keep the same baseline scheduler. In
the third, we keep AFL as a fuzzer, but replace the baseline scheduler with Boian. We then compare
the outcomes of the three tasks on accumulative and voting metrics.

UBUNTUBENCH 0OSS-Fuzz
Task 1 Task 2 Accum | Vote | Accum | Vote
fuzz sch | fuzz sch incr % | incr % | incr % | incr %
AFL  RR | AFL++ RR 14 11 11 10
AFL RR | AFL Boian 41 12 10 3
AFL++ RR | AFL Boian 23 1 0 -11

Table 5. Comparison of importance of schedulers and fuzzers. The accumulative and vote columns represent
the percentage increase in these two metrics between tasks in the first column and second columns. ’RR’
stands for round-robin (baseline) scheduler.

The comparison results are presented in Table 5. It is evident that using a superior fuzzer, such
as replacing the standard AFL with the top-performer AFL++, while maintaining the baseline
scheduler, leads to a 14% increase in overall code coverage on UBUNTUBENCH and 11% on OSS-Fuzz.
This means that AFL++ achieves, on average, 11-14% more coverage than AFL. Furthermore, AFL++
offers better coverage for 10-11% more programs than AFL. Thus, using a better fuzzer undoubtedly
results in more efficient fuzzing at scale. However, comparable and even superior results can be
achieved simply by improving the scheduler, rather than the fuzzer. More precisely, by keeping
the same fuzzer AFL, but utilizing BoiaN instead of the baseline scheduler, we observe 10-41%
increase in accumulative metric and 3-12% increases in voting metric. In fact, the direct comparison
between using an advanced fuzzer and baseline scheduler (AFL++ combined with round-robin), and
baseline fuzzer and advanced scheduler (AFL combined with Bo1ran) demonstrates that the latter
provides higher overall coverage, whereas the former provides better coverage for more programs.
We can thus conclude that, for effective fuzzing at scale, the scheduler is as crucial as the used
fuzzer. Therefore, schedulers should receive a similar level of attention as fuzzers. However, they
have been overlooked thus far.

Result 2: Improving schedulers is as important as improving fuzzers.

6.3 Bugs in Ubuntu

To underscore the importance of the fuzzing at scale framework, we further consider one practical
task — identifying bugs in Ubuntu packages. For this purpose, we employ both AFL++ and Honggfuzz
to fuzz UBUNTUBENCH and discover bugs. We use Boian to schedule fuzzing at scale of the
benchmark programs, independently with each fuzzer for 3 days on 30 CPUs, and collect all the
bugs found and reported by the fuzzers. We intentionally choose not to separately report bugs
found by AFL++ or Honggfuzz. This helps avoid unfair comparisons between the two fuzzers on
bug-finding abilities which might have occurred due to our setup misconfigurations or the use of
different sanitizers. We merge the bugs identified by both fuzzers and deduplicate the resulting
set. Specifically, we gather all inputs reported by the fuzzers that cause program crashes. Next,
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we verify that these inputs lead to crashes by executing the programs with the crashing inputs,
ensuring that some signal is raised. Programs and inputs that pass this filter are then run with the
dynamic binary analysis tool Valgrind [Nethercote and Seward 2007] to generate crash trace for
each crash. We filter out duplicate traces and report all unique traces as individual bugs. As a result,
we find 4,908 bugs in 675 distinct programs among all the evaluated programs. Table 6 provides
information on the classification of the discovered bugs.

Signal Valgrind description ‘ # bugs ‘
SIGHUP <none> 341
SIGHUP Access not within mapped region 4
SIGINT <none> 53
SIGQUIT <none> 16
SIGILL <none> 3
SIGTRAP | <none> 5
SIGABRT <none> 1114
SIGBUS <none> 5
SIGBUS Non-existent physical address 1
SIGFPE <none> 20
SIGFPE Integer divide by zero 74
SIGKILL <none> 3
SIGUSR1 <none> 1
SIGSEGV <none> 321
SIGSEGV | Access not within mapped region 1556
SIGSEGY |Bad permissions for mapped region 878
SIGSEGV | General Protection Fault 476
SIGUSR2 <none> 1
SIGXCPU <none> 1
SIGXFSZ |<none> 4
SIGVTALRM | <none> 1
OTHER <none> 30

Table 6. Classification of the bugs found by fuzzing at scale UBUNTUBENCH with BoiAN by using AFL++ and
Honggfuzz for three days each on 30 CPUs. OTHER refers to all signals with signal number 32 and higher.

The quantity of bugs identified during the three-day fuzzing session is fairly high. However,
this number alone does not allow to speculate whether extended fuzzing campaigns would yield a
larger number of bugs. To address this, in Figure 2 we illustrate the cumulative count of discovered
bugs as the fuzzing progresses®. The plot strongly implies that the fuzzing process has not yet
reached a plateau. Consequently, we can infer that extending the fuzzing period may result in a
substantial increase in the number of found bugs.

3We approximate the timing of each bug using the Linux timestamp associated with the update of the corresponding crash
file.
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Fig. 2. The total number of found bugs in UBUNTUBENCH during three-day fuzzing at scale campaign with
AFL++ and Honggfuzz, each running on 30 CPUs.

Result 3: By utilizing fuzzing at scale for several days, we found 4,908 bugs across 675 Ubuntu
programs and longer fuzzing campaigns will likely lead to significantly more bugs.

Given the sheer volume of bugs identified, it is challenging to estimate their potential exploitabil-
ity one-by-one. Instead, automated approaches are needed to identify vulnerabilities and report
them. To seek assistance, we reached out to Ubuntu and Debian maintainers, but they indicated that
no such approaches exist, as previously mentioned by a decade-old similar initiative [Debian 2013;
lwn.net 2013] by project Mayhem [Cha et al. 2012]. We were advised to report the bugs directly to
the developers and examine potential CVEs case-by-case. Currently, we are working on developing
a strategy to automate these steps.

We did not run a similar fuzzing campaign for OSS-Fuzz programs because they have been fuzzed
extensively on the Google infrastructure, so it is highly unlikely that a few days of fuzzing on our
server would have produced new, previously unknown bugs.

7 RELATED WORK

Platforms for fuzzing multiple programs distributed across multiple cores and machines have been
developed by Google. OSS-Fuzz [Serebryany 2017] is a fuzzing platform for open-source programs.
It is designed to find vulnerabilities in bulk, by continuously fuzzing programs on the Google
infrastructure. It comes with around 1,000 open-source programs written in C, C++, Python, Go,
JavaScript, Rust, Swift, it supports AFL++, Honggfuzz, and libFuzzer fuzzers, and has automatic
triage and reporting of bugs. As of February 2023, OSS-Fuzz has found around 28,000 bugs accross
850 projects [Google 2023]. On the other hand, ClusterFuzz [Arya et al. 2019] is the distributed
fuzzing infrastructure behind OSS-Fuzz. It is open-source and allows for deployment within a
personal environment. Note, OSS-Fuzz is a production instance of ClusterFuzz, however, it has
some features that are not available in the open-source version. Neither OSS-Fuzz nor ClusterFuzz
are wide fuzzing at scale frameworks. Their objective is more in line of distributing the fuzzing of
smaller set of programs over vast resources. In contrast, our goal is to optimize small resources for
fuzzing of large number of programs.

In the context of fuzzers, the term scheduler refers to the strategy that determines which testcase
to choose for fuzzing, also known as seed scheduling. Various strategies exist for this purpose.
Some employ a purely random selection [Stephens et al. 2016], while others utilize feedback from

18



Fuzzing at Scale: The Untold Story of the Scheduler .

previous fuzzing sessions, such as seed size and execution time [Zalewski 2017], favoring less
explored code regions [Béhme et al. 2016; Lemieux and Sen 2018], applying supervised machine
learning [Chen et al. 2020a], or using other heuristics [Dang et al. 2012; She et al. 2022; Zhao
et al. 2020]. In contrast, our usage of the term scheduler aligns more closely with its meaning
in multitasking operating systems. In this sense, its primary goal is to manage the execution of
different fuzzers on the available CPU resources.

Utilizing advanced techniques to guide selection in fuzzers is not a novel concept. For example,
MOpt [Lyu et al. 2019] employs particle swarm optimization to steer the seed selection process.
Meanwhile, EcoFuzz [Yue et al. 2020] leverages the multi-armed bandit (MAB) approach for seed
selection. Sivo fuzzer [Nikoli¢ et al. 2021] also utilizes MABs, for guiding the selection of not just
seeds, but other fuzzer components too. Our schedulers, particularly Boian, use MAB to assist in
selecting the best fuzzer for execution on CPUs.

8 CONCLUSION AND FUTURE WORK

In this study, we explored the problem of fuzzing at scale and demonstrated that non-trivial
schedulers can impact its effectiveness. The impact of such schedulers is substantial, comparable to
that of the fuzzers themselves. Our scheduler Bo1AN is approximately 30% more efficient than a
basic scheduler. Further advancements in schedulers may lead to an even greater performance gap.
There are two prominent research directions that could potentially improve schedulers. The first
direction is to concentrate solely on developing and using more advanced strategies for deciding
which fuzzer to start based on the available past coverage information for each program. This
could involve utilizing better multi-armed bandits or employing entirely new decision-making
algorithms. The second approach is to leverage the knowledge gained from fuzzing certain programs
and applying it to fuzz other programs. For example, if a method can be devised to transfer the
knowledge acquired from fuzzing one program (or a group of programs) to another similar program,
the second programs may be fuzzed faster. Advancing any of these two research directions will
result in betters schedulers. This in turn will provide significant improvement in effectiveness
of fuzzing at scale. We believe that the primary source of improvement will be derived from the
progress in schedulers, as opposed to fuzzers, due to the relatively unexplored nature of the former
and the well-established maturity of the latter.
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