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ABSTRACT

Differential privacy upper-bounds the information leakage of machine learning models, yet providing
meaningful privacy guarantees has proven to be challenging in practice. The private prediction
setting where model outputs are privatized is being investigated as an alternate way to provide formal
guarantees at prediction time. Most current private prediction algorithms, however, rely on global
sensitivity for noise calibration, which often results in large amounts of noise being added to the
predictions. Data-specific noise calibration, such as smooth sensitivity, could significantly reduce the
amount of noise added, but were so far infeasible to compute exactly for modern machine learning
models. In this work we provide a novel and practical approach based on convex relaxation and bound
propagation to compute a provable upper-bound for the local and smooth sensitivity of a prediction.
This bound allows us to reduce the magnitude of noise added or improve privacy accounting in the
private prediction setting. We validate our framework on datasets from financial services, medical
image classification, and natural language processing and across models and find our approach to
reduce the noise added by up to order of magnitude.

1 Introduction

Modern machine learning systems have shown significant
potential impact across diverse domains such as medi-
cal imaging, autonomous driving, and sentiment analysis
(Bommasani et al., 2021). These models are however
trained on user data and have been show to be prone to
memorize (at least part of) their training data(Song et al.,
2017; Carlini et al., 2023). In the EU, this could render
the trained model personal data and make it subjected to
GDPR (Gadotti et al., 2024), strongly limiting its applica-
bility. Art 29 WP guidance indeed states that individual
should not be able to be singled out for a model to be
consider anonymous according to GDPR.

Differential privacy (DP) is providing formal guarantees
of privacy protection. It is typically achieved for ma-
chine learning models though DP-SGD (Abadi et al.,
2016) which privatizes model parameters, and by the post-
processing theorem, any predictions released (Dwork et al.,
2014). This approach to privacy can come with challenges

including increased sample complexity of private learning
(Beimel et al., 2013) and reduced model utility (Alvim
et al., 2012; Li et al., 2022; Sander et al., 2023).

Differentially private predictions has been studied as a
means to potentially alleviate some of these issues (Dwork
& Feldman, 2018). In the private prediction setting, the
model itself has no privacy protections; rather, their predic-
tions are privatized before release. These predictions can
then be provided to users, e.g. in the increasingly popular
machine-learning-as-a-service setup (Bommasani et al.,
2021), or used for downstream tasks including differen-
tially private model training. Originally proposed in 2016,
PATE (Papernot et al., 2016) has recently been used in new
applications such as in LLM in-context learning (Duan
et al., 2024) and collaborative learning (Choquette-Choo
et al., 2021)2.

2See Appendix A for a more in-depth discussion of related
literature.
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So far however, privatizing predictions has often outper-
formed by differentially private training. Previous work,
including (van der Maaten & Hannun, 2020), hypothesized
this to be due to private prediction suffering from “naïve”
accounting and lack of specificity. Private predictions
mechanisms indeed use a model’s global sensitivity, i.e.,
the worst-case sensitivity over all possible input datasets,
for noise calibration. This is often not representative of
risks associated with a given dataset and results in large
amount of noise being added.

Traditional methods for data-specific noise calibration,
such as smooth sensitivity (Nissim et al., 2007) could
substantially improve accounting in the private prediction
setting. Unfortunately, computation of smooth sensitivity
for general machine learning models is intractable, as it
requires analyzing non-convex model behavior across a
large space of potential datasets.

In this work, we leverage advances in bound propagation to
develop a novel convex relaxation of gradient-based train-
ing regimes (e.g., stochastic gradient descent and Adam).
These allow us to provably bound the set of all reach-
able model parameters when k individuals are added or
removed from the given dataset. Using this set of reachable
parameters from adjacent datasets, we can then compute
an upper-bound on the local sensitivity, and subsequently
the smooth sensitivity, of a given prediction. We then use
this upper-bound to substantially improve privacy-utility
trade-off of a private prediction mechanism.

We show our approach to improve privacy accounting or
reduce the additional noise by up to an order of magnitude
across fully connected, convolutional, and large language
models on datasets from financial services, medical im-
age recognition, and natural language processing, in some
cases leading to a more than 25% increase in accuracy.
We additionally show that our bounds are able to bolster
orthogonal developments in machine unlearning where we
can compute even tighter bounds on a prediction’s sensi-
tivity.

In summary this paper contributes the following:

• We provide a novel algorithm (developed concurrently
with (Sosnin et al., 2024)) for bounding the reachable set
of model parameters given a bound k on the number of
individuals that can be added/removed from the dataset.

• We use our bound on reachable model parameters to
bound both local sensitivity and smooth sensitivity in
the differentially private prediction setting, and we prove
necessary bounds to use the smooth sensitivity to reduce
the amount of noise or tighten privacy accounting.

• We validate our bounds with extensive experiments on a
variety of datasets from finance, medical imaging, and
sentiment classification including fully connected, con-
volutional, and large language models. We find that
our approach improves privacy accounting by nearly an
order of magnitude.

2 Preliminaries

We denote a machine learning model as a parametric func-
tion f with parameters θ ∈ Θ, which maps from fea-
tures x ∈ Rn to labels y ∈ Y . We consider supervised
learning in the classification setting with a labeled dataset
D = {(x(i), y(i))}Ni=1. The model parameters are trained,
starting from some initialization θ′, using a gradient-based
algorithm, denoted as M , as θ = M(f, θ′,D). In other
words, given a model, initialization, and dataset, the train-
ing function M returns the “trained” parameters θ. The
function M is typically taken to be stochastic with random-
ness stemming from the initialization, batch ordering, and
any noise added. For such a function, ϵ-differential privacy
is defined as:
Definition 1. ϵ-Differential Privacy (Dwork et al., 2014)
Given a learning algorithm M(·), we say it is ϵ-
differentially private if, ∀S ⊂ Θ and for all pairs of
datasets D, D′ which only differ in one element:

P
(
M(f, θ′,D) ∈ S

)
≤ eϵP

(
M(f, θ′,D′) ∈ S

)
(1)

which intuitively means that the addition or removal of a
single data point has a probabilistically limited effect on
the outcome of the learning algorithm.

In this work, we focus on differential privacy on the level
of predictions, formally:
Definition 2. ϵ-Differentially Private Predictions (Dwork
& Feldman, 2018) Let R be an algorithm that, given
a dataset D ∈ (X × Y )N and a point x, produces a
value in Y . We say that R is an ϵ-differentially private
algorithm if for every x ∈ X , the output R(f, θ′,D, x)
is ϵ-differentially private with respect to D. We use
R(f, θ′,D, ·) as an abbreviation of the full function: R =

fM(f,θ′,D)(x), where learning algorithm M returns a pa-
rameter given D and θ′.

3 Methodology and Computations

In this section, we begin by introducing formal definitions
of local sensitivity and privacy-safe certification. We then
detail how bounding these notions can reduce the noise
added in private prediction settings (§ 3.1.1) and improve
privacy accounting in private prediction (§ 3.1.2). We also
discuss how these results could enhance current machine
unlearning methods (§ 3.1.3). We then show how, for a pa-
rameterized machine learning model, these definitions can
reasoned about (i.e., formally proven) through the notion
of valid parameter-space bounds on the output of a learning
algorithm. We then present an algorithmic framework for
efficiently computing parameter-space bounds that enable
practical certification of our properties.

Before describing our approach to data-dependent differen-
tially private predictions, we establish the baseline setting
based on global sensitivity. We consider a machine learn-
ing model that releases predictions in a no-box setting, i.e.,
we take the output of the model, fM(f,D,θ′)(x), to be a

2
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binary label of the model’s prediction. To privatize the
response one releases predictions according to

R(x) :=

{
1 if fM(f,D,θ′)(x) + Lap(1/ϵ) > 0.5

0 otherwise
(2)

which satisfies Definition 1. This can be interpreted as re-
leasing a label in PATE but with a single teacher model and
therefore only one vote (Papernot et al., 2016). While the
above applies to binary classification, it can be generalized
to multi-class or bounded regression problems as detailed
in Papernot et al. (2016).

3.1 Privacy Safe Certification

To simplify our exposition, we consider the privacy setting
by defining the set of all datasets with k or fewer elements
added or removed from D as T p

k (D). We now define
the local sensitivity of a prediction under any k or fewer
additions/removals:
Definition 3. (Local Sensitivity) The local sensitivity of
a prediction made by a machine learning model f trained
by M at a point x, i.e., y = fM(f,θ′,D)(x), is defined as:

max
D′∈T p

k (D)
|fM(f,θ′,D′)(x)− fM(f,θ′,D)(x)| (3)

We will define the solution to the above problem with the
notation ∆k

Df |x where k is the same as in the definition of
T p
k .

In this work we also define the notion of a privacy-safe
prediction. Intuitively, a prediction is privacy-safe if every
possible model resulting from the addition and/or removal
of k points gives the same prediction.
Definition 4. (Privacy-Safety) A prediction at a point x
made by a machine learning model f trained by M , i.e.,
y = fM(f,θ′,D)(x), is said to be a privacy-safe prediction
if: 3

∆k
Df |x = 0 (4)

Unfortunately, for general machine learning models ex-
actly computing ∆k

Df |x is practically infeasible. As ad-
versarial robustness is NP-complete(Katz et al., 2017), ex-
actly computing Delta does not admit a polynomial time
solution. Instead, we are interested in certifying the local
sensitivity of a prediction which consists of computing
an upper-bound, LS such that we can soundly prove that:
∆k

Df |x ≤ LS(T p
k , x). Computation of this bound will be

the subject of Sections 3.2 and 3.3. In the next sections,
we will discuss uses of ∆k

Df |x.

3.1.1 Noise Reduction with Privacy-Safe Certification

As described at the beginning of this section, the private
prediction mechanism fM(f,D,θ′)(x) + Lap(1/ϵ) satisfies
Definition 2 with the global sensitivity of fθ being 1. Un-
fortunately, adding noise∼ Lap(1/ϵ) typically comes with

3Requiring strict equality restricts us to classification or quan-
tized regression; this may be relaxed in future works.

a significant decrease in model utility for small ϵ. To re-
duce this noise, we use ∆k

Df |x to compute the β smooth
sensitivity:

Theorem 3.1. (Smooth Sensitivity, Nissim et al. (2007))
The β-smooth sensitivity of the prediction response func-
tion R is upper-bounded by:

Sβ
D(x) = max

k∈N+
∆k

Df |xexp(−2βk) (5)

In practice, it may seem like Theorem 3.1 requires us to
compute an infinite set of sensitivities (for various k), how-
ever, in quantized-output settings, the decreasing nature of
the exponential ensures we only have to compute finitely
many. This is further discussed in Appendix C. Given
Theorem 3.1 and taking directly from Nissim et al. (2007),
we have that:

1. If β <
ϵ

2(g + 1)
and g > 1 the algorithm that

returns fM (x) +
2(g + 1)Sβ

D(x)

ϵ
· η where η is a

random variable distributed according to the density
1

1 + |z|g
, is ϵ differentially private4.

2. If β ≤ ϵ

2 ln(2/δ)
and δ ∈ (0, 1) the algorithm that

returns fM (x)+
2Sβ

D(x)

ϵ
· η where η ∼ Lap(1), is

(ϵ, δ) differentially private.

Both of the above allow us to directly scale the noise added
to the machine learning models prediction by the local
smooth sensitivity (proportional to ∆k

Df |x) rather than the
global sensitivity.

3.1.2 Privacy Accounting with Privacy-Safe
Certification

We now assume that we keep the noise scaling proportional
to the global sensitivity of the function and instead use our
bound on the smooth sensitivity of our function to perform
better privacy accounting. In particular, assuming one
returns the prediction according to the global sensitivity,
we can use the smooth sensitivity to do tighter privacy
accounting. We have the following theorem, which we
prove in Appendix D.1:

Theorem 3.2. (Tighter Privacy Accounting) Releasing
a prediction at a point x according to fθ(x) + Lap(1/ϵ),
satisfies (ϵS , δ) differential privacy with δ ∈ (0, 1) and

ϵS =
ln(2/δ)

k⋆
W0

(
2ϵk⋆

ln(2/δ)

)
, (6)

where W0 is the Lambert W function and
k⋆ = argmaxk∈N+ ∆k

Df |x exp(−2βk) for
β = ϵS/(2 ln(2/δ)).

4We take g = 2, giving η ∼ Cauchy(1).
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Algorithm 1: ABSTRACT GRADIENT TRAINING FOR PRIVACY AND UNLEARNING

input :f - ML model, θ′ - param. initialisation, D - nominal dataset, E - epochs, α - learning rate, T ⋆
k -

allowable dataset perturbations, γ - optional clipping parameter.
output: θ - nominal SGD parameter, [θL, θU ] - reachable parameter interval.

1 θ ← θ′; [θL, θU ]← [θ′, θ′] // Initialise nominal parameter and interval bounds.
2 for E-many epochs do
3 for each batch B ⊂ D do

/* Compute the nominal SGD parameter update. */

4 ∆θ ← 1

|B|
∑

(x,y)∈B

Clipγ
[
∇θL

(
fθ(x), y

)]
// Compute descent direction.

5 θ ← θ − α∆θ // Update the nominal parameter.

/* Bound on the nominal parameters under k removals and/or additions. */

6 ∆Θ←

 1

|B̃|

∑
(x̃,ỹ)∈B̃

Clipγ

[
∇θ′L

(
fθ′

(x̃), ỹ
)]
| B̃ ∈ T ⋆

k (B) , θ′ ∈ [θL, θU ]

 //
Define the set
of all descent
directions.

7 Compute ∆θL, ∆θU s.t. ∆θL ⪯ ∆θ ⪯ ∆θU ∀∆θ ∈ ∆Θ // Compute lower and upper bounds
on the descent direction.

8 θL ← θL − α∆θU ; θU ← θU − α∆θL // Update the reachable parameter interval.
9 return θ, [θL, θU ]

3.1.3 Provable Unlearning with Safe Certification

While our focus is on privacy, we note here that our results
can be relevant to the machine unlearning literature. In the
case of unlearning, we first denote the set of all datasets
with k or fewer elements removed as T u

k (D). Then, re-
placing T p

k (D) by T u
k (D) in the previous sections, one

can compute bounds on the sensitivity under the removal
of data points, and corresponding “unlearning-safe” certifi-
cates. We explore this setting in more detail in Appendix E.

The bounds on the sensitivity may be considerably tighter
than the privacy case, due to the fact that |T u

k | < |T
p
k |.

Moreover, satisfying Definition 4 for unlearning can en-
hance state-of-the-art retraining approaches for unlearning,
e.g., SISA (Bourtoule et al., 2021). Upon receiving an
unlearning request, these methods must take the affected
model in the ensemble offline to undergo partial retraining.
Adversaries may therefore perform a denial-of-service at-
tack by simultaneously submitting O(dlog(d)) unlearning
requests, at which point the entire ensemble is expected
to be offline for retraining, provided the ensemble com-
prises d or fewer models. Given our approach, despite each
model receiving up to k simultaneous unlearning requests,
we may still issue predictions proven to be unlearning-safe,
thus increasing the required number of unlearning requests
to achieve denial-of-service to O(kdlog(kd))-many simul-
taneous requests.

3.2 Valid Parameter Space Bounds

In this section, we lay the foundations of our framework
by defining valid parameter space bounds as an interme-
diate step toward upper-bounding Definition 3 and 4. We

start by introducing two assumptions. First, for exposi-
tional purposes, we assume that bounds take the form of
an interval: [θL, θU ] s.t. ∀i, [θL]i ≤ [θU ]i. This can be
relaxed to linear constraints for more expressive parameter
bounds. Second, we assume that the parameter initializa-
tion θ′ and data ordering are both arbitrary, but fixed. The
latter assumption on data ordering is purely an expositional
convenience that is relaxed in Appendix D.
Definition 5. (Valid Parameter-Space Bounds) A do-
main T defined by bounds [θL, θU ] is said to be a valid
parameter-space bound if and only if:

∀D′ ∈ T ⋆
k (D), M(f, θ′,D′) ∈ T (7)

where ⋆ ∈ {p, u} controls if we are in the privacy or
unlearning settings, respectively.

Using this definition we can shift the certification of
privacy/unlearning-safe predictions (Definition 4) from re-
lying on computations over the set of all perturbed datasets
to being over an (over-approximated) parameter-space do-
main T . In particular we have:
Lemma 1. For any valid parameter-space bounds T
satisfying Definition 5, proving that ∀θ ∈ T, |fθ(x) −
fM(f,θ′,D)(x)| ≤ ρ suffices as proof that ∆k

Df |x ≤ ρ,
and therefore bound propagation w.r.t. T satisfies as an
upper-bound to Definition 3 and where ρ = 0 as proof of
Definition 4.

While it is infeasible to work in the space of all perturbed
datasets T ⋆

k , Lemma 1 defines corresponding properties
that can be computed/bounded straightforwardly starting
with a closed parameter set T . Certifying for any given x
that fθ(x) is constant for any θ ∈ T is discussed in more
detail in Section 3.4.

4
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3.3 Abstract Gradient Training

This section presents the core of our framework: an algo-
rithm that can compute valid parameter space bounds. We
call this algorithm Abstract Gradient Training (AGT) and
present it in Algorithm 1.

Algorithm 1 proceeds by soundly bounding effect of the
worst-case removals and/or additions for each batch en-
countered during training. We therefore have the following
theorem, which is proved in Appendix D:
Theorem 3.3. Given a model f , dataset D, arbitrary
but fixed initialization, θ′, bound on the number of added
removed individuals, k, and learning hyper-parameters
including: batch size b, number of epochs E, and learning
rate α, Algorithm 1 returns valid parameter-space bounds
on the stochastic gradient training algorithm, M , that
satisfy Definition 5.

We note that the clipping procedure Clipγ in Algorithm 1 is
a truncation operator that clamps all elements of its input to
be between−γ and γ, while leaving those within the range
unchanged. This is distinct from the ℓ2-norm clipping typ-
ically employed by privacy-preserving mechanisms such
as DP-SGD (Abadi et al., 2016). In this work, we chose
to use the truncation operator as it is more amenable to
bound-propagation.

The set ∆Θ = {· | B̃ ∈ T ⋆
k (B) , θ′ ∈ [θL, θU ]} (line 6

of Algorithm 1) represents the set of all possible descent
directions that can be reached at this iteration under the
given dataset perturbations. In particular, θ′ accounts for
any k removals from and/or additions to each previously
seen batch (via valid parameter-space bounds), while B̃
represents the effect of k removals/additions from the cur-
rent batch. Computing this set exactly is not tractable, so
we instead compute an element-wise, over-approximated,
lower and upper bound ∆θL,∆θU using the procedure
in Theorem 3.4. These bounds are then combined with
θL, θU using sound interval arithmetic to produce a new
valid parameter-space bound.
Theorem 3.4 (Bounding the descent direction). Given a
nominal batch B =

{(
x(i), y(i)

)}b

i=1
with batchsize b, a

parameter set [θL, θU ] and clipping level γ, the parameter
update

∆θ =
1

|B̃|

∑
(x̃(i),ỹ(i))∈B̃

Clipγ

[
∇θL

(
fθ(x̃(i)), ỹ(i)

)]
is bounded element-wise by

∆θL =
1

b− kr + ka

(
SEMin
b−kr

{
δ
(i)
L

}b

i=1
− kaγ1d

)
∆θU =

1

b− kr + ka

(
SEMax
b−kr

{
δ
(i)
U

}b

i=1
+ kaγ1d

)
for any perturbed batch B̃ derived from B by adding up to
ka and removing up to kr data-points. The terms δ(i)L , δ

(i)
U

are sound bounds that account for the worst-case effect of

additions/removals in any previous iterations. That is, they
bound the gradient given any parameter θ⋆ ∈ [θL, θU ] in
the reachable set, i.e. δ(i)L ⪯ δ(i) ⪯ δ

(i)
U for all

δ(i) ∈
{
Clipγ

[
∇θ′L

(
fθ′

(x(i)), y(i)
)]
| θ′ ∈ [θL, θU ]

}
.

The operations SEMaxa and SEMina correspond to tak-
ing the sum of the element-wise top/bottom-a elements.
For T p

k (D) we use ka = kr = k. We also note that in the
unlearning setting T u

k (D) can be recovered by defining
ka = 0, kr = k in Theorem 3.4.

Computing Gradient Bounds. Many of the compu-
tations in Algorithm 1 are typical computations per-
formed during stochastic gradient descent. However,
lines 6-7 involve bounding non-convex optimization prob-
lems. In particular, bounding the descent directions us-
ing Theorem 3.4 requires bounds δ

(i)
L , δ

(i)
U on the gradi-

ents of a machine learning model f(x, θ) w.r.t. pertur-
bations about θ. We note that solving problems of the
form min {· | x ∈ [xL, xU ]} has been well-studied in the
context of adversarial robustness certification (Huchette
et al., 2023). However, optimizing over both the input
and the parameters (as is required to bound the gradi-
ents), e.g., min {· | x ∈ [xL, xU ], θ ∈ [θL, θU ]}, is rela-
tively less studied, and to-date has appeared primarily in
certification of probabilistic neural networks (Wicker et al.,
2020; Singh et al., 2019). In the remainder of this paper,
we focus our attention on classical neural networks, where
an explicit Interval Bound Propagation (IBP) (Gowal et al.,
2018) approach can be employed to bound the required op-
timization problems. Details of computing gradient bounds
for neural network models using IBP can be found in Ap-
pendix B. This approach can also be generalized to cover
non-neural network machine learning models.

3.4 Algorithm Analysis and Discussion

Computing Privacy and Unlearning Safe Certificates.
Lemma 1 establishes that once we have our parameter
bounds (i.e., from Algorithm 1) we can bound ∆k

Df |x and
potentially compute a certificate. This is done by propagat-
ing the input x through the neural network with the interval
from Algorithm 1 as the networks parameters (as in e.g.,
Wicker et al. (2020)) which results in an interval over out-
put space. It is then straight-forward to compute the largest
distance between elements of this output interval, or in the
case of classification the largest change in the prediction
e.g., if the prediction changes (Gowal et al., 2018). Follow-
ing Lemma 1, these computations could then be taken as
the function LS(T ⋆

k , x) which upper-bounds ∆k
Df |x and

can be used in each of our tighter privacy analysis bounds.

Computing Bounds on the Smooth Sensitiv-
ity. Given bounds on the local sensitivity via
our privacy-safe certificates, we now turn to
bounding the smooth sensitivity Sβ

D(x). We first
note that Sβ

D(x) = maxk ∆
k
Df |x exp(−2βk) ≤

maxk LS(T ⋆
k , x) exp(−2βk). Since LS(T ⋆

k , x) ∈ {0, 1}

5
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(for binary classification) and is non-decreasing in k,
bounding Sβ

D(x) amounts to finding the smallest k for
which we cannot provide a certificate of privacy safety.
Labelling this critical value k⋆, the smooth sensitivity
Sβ
D(x) is bounded by exp(−2βk⋆). While the tightest

upper bound on Sβ
D(x) is achieved at k⋆, looser (but still

sound) upper bounds are given by exp(−2βk) for any
k < k⋆. Therefore, computing the exact k⋆ is not required
and computing looser bounds comes with a corresponding
trade-off between computational complexity and tightness.
In many cases, only a handful of values of k are required to
capture most of the privacy benefits, requiring only a small
number of runs of Algorithm 1. Details of computing
bounds on the smooth sensitivity is described in more
detail in Appendix C.

Computational Complexity. To analyze the time com-
plexity of our algorithm in comparison to standard stochas-
tic gradient descent (SGD), we focus on the operations
described in Theorem 3.4. First, computing the gradient
bounds δ(i)L and δ

(i)
U for each sample i in the batch using

interval propagation requires at most four times the cost
of regular training (see Appendix B). Once the bounds are
computed, selecting the top or bottom k gradient bounds
has a time complexity of O(b), where b is the batch size.
Thus, the time complexity for a single run of Algorithm 1 is
a constant factor times the complexity of standard training.

Empirically, we observe that a single run of AGT incurs a
wall-clock time that is 2 to 4 times that of regular training.
Although improved privacy guarantees can be obtained
using just one value of k, running Algorithm 1 for multiple
values k ∈ {k1, . . . , kM} provides tighter guarantees. In
practice, fewer than M = 10 runs of Algorithm 1 are
generally sufficient to achieve most of the privacy benefits,
which we explore further in Appendix C. At inference time,
the largest value of k ∈ {k1, . . . , kM} for which privacy-
safe certificates can be provided must be determined (e.g.,
via binary search). This incurs a cost of approximately
4 logM times the cost of standard inference.

4 Experiments

In this section we provide experimental validation of our
approach to certification of privacy-safe predictions. We
provide further hyper-parameter details in Appendix F. and
provide a code repository to reproduce our experiments
at: https://github.com/psosnin/AbstractGradientTraining
All experiments are run on a server with 2x AMD EPYC
9334 CPUs and 2x NVIDIA L40 GPUs. For each task,
we present analogous results for unlearning certification in
Appendix F.

4.1 Blobs Dataset

In Figure 1, we consider a dataset of 3000 total samples
from two distinct isotropic Gaussian distributions with the
goal of predicting the distribution origin of each sample in
a supervised learning task.. We train a single-layer neural

f
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Smooth Sensitivity Bound

Figure 1: We use the “blobs” dataset to visualize the
smooth sensitivity bounds given by AGT for (ϵ, δ) =
(1.0, 10−5). The red line is the decision boundary given
by the nominal parameter θ.
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Figure 2: Performance on new diseased class in OCT-
MNIST Fine-Tuning (b = 5000). Left: Proportion of the
test set with privacy-safe predictions. Right: Prediction
accuracy on the Drusen class.

network with 512 hidden neurons using AGT and visualize
the resulting smooth sensitivity bounds. These bounds are
computed for the (ϵ, δ)-DP mechanism outlined in Sec-
tion 3.1.1, with β = ϵ/(2 ln(2/δ)). Near the decision
boundary, the smooth sensitivity bounds are close to the
global sensitivity of 1. However, our upper bound decays
exponentially as the distance from the decision boundary
increases, providing significantly tighter privacy guaran-
tees for the majority of predictions on the test data.

In cases where the data is perfectly separable, AGT yields
stronger privacy guarantees. On the other hand, where
the blobs overlap, the influence of adding or removing k
points becomes more significant, leading to looser bounds
from AGT. In Figure 5a, we highlight that AGT allows for
privacy guarantees that are orders of magnitude tighter than
the naive approach, either preserving high accuracy with
much lower privacy loss or producing stronger (ϵS , δ)-DP
guarantees.

4.2 MedMNIST Image Classification

Next, we consider a real-world, privacy-critical dataset
with larger scale inputs: classification of medical images
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Figure 3: Distribution of tightened ϵS guarantees on the OCT-MNIST test data obtained via AGT for δ = 10−5 and
various global ϵ. The mean ϵS and global ϵ are shown in green and red, respectively.

from the retinal OCT (OCT-MNIST) dataset of MEDM-
NIST (Yang et al., 2021). We consider a binary classi-
fication over this dataset, where a model is tasked with
predicting whether an image is normal or abnormal (the
latter combines three distinct abnormal classes from the
original dataset). The model comprises two convolutional
layers of 16 and 32 filters and an ensuing 100-node dense
layer, corresponding to the ‘small’ architecture from Gowal
et al. (2018). To demonstrate our framework, we consider
a base model trained on public data and then fine-tuned
on new, privacy-sensitive data, corresponding to the 7754
Drusen samples (a class of abnormality omitted from ini-
tial training). First, we train the complete model excluding
this using standard stochastic gradient descent. We then
fine-tune only the dense layer weights to recognise the new
class, with a mix of 50% Drusen samples per batch.

Figure 2 shows the proportion of predictions for the Drusen
samples that are covered with privacy-safe certificates,
as well as the nominal accuracies. The accuracy on the
Drusen data ranges from approximately 0.6 up to 0.86
after fine-tuning. The final utility is highly dependent on
the value of the clipping level γ. Decreasing the value
of γ reduces the accuracy of the model, but increases the
proportion of points for which we can provide certificates
of privacy safety. For small values of k, our framework is
able to provide certificates of privacy safety for well over
90% of test-set inputs.

Figure 5b shows the corresponding usage of our privacy-
safe certificates for computing tighter privacy guarantees
(for the model with γ = 1.0). As above, we use our
privacy-safe certificates to compute a bound on the smooth
sensitivity for each prediction on the test data set. When
using the global sensitivity, the model utility falls rapidly
towards 50% as the privacy loss ϵ decreases. On the other
hand, adding noise calibrated to our smooth sensitivity
bounds (i.e. ∼ Cauchy(6Sβ

D(x)/ϵ)), maintains high accu-
racy for values of ϵ up to 10x smaller than those afforded
by the global sensitivity.

Figure 3 shows the distribution of tightened (ϵS , δ)-DP
guarantees obtained from Theorem 3.2. We can see that the
majority of points enjoy much tighter privacy guarantees
when compared with the global sensitivity. However, we
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Figure 4: Proportion of test set queries with privacy-safe
guarantees for the GPT-2 sentiment classification task at
each training epoch (γ = 0.1).

note that the global sensitivity gives pure ϵ-DP guarantees,
while our tightened guarantees hold for approximate (δ >
0) DP.

4.3 Generative Pre-Trained Transformers (GPT-2)

Finally, we consider fine-tuning GPT-2 (Radford et al.,
2019) for sentiment analysis on the large-scale IMDb
movie review dataset (Maas et al., 2011). In this setup, we
assume that GPT-2 was pre-trained on publicly available
data, distinct from the data used for fine-tuning, which
implies no privacy risk from the pre-trained embeddings
themselves. Under this assumption, we begin by encoding
each movie review into a 768-dimensional vector using
GPT-2’s embeddings.

We then train a fully connected neural network consisting
of 1× 100 nodes, to perform binary sentiment classifica-
tion (positive vs negative reviews). Figure 4 shows how
the nominal accuracy and the proportion of certified data
points evolve over the course of training. Although the
initial accuracy is equivalent to random chance, fine-tuning
allows us to reach an accuracy close to 0.80, while simul-
taneously preserving strong privacy guarantees using AGT.
Each training run of the sentiment classification model
with AGT takes approximately 55 seconds, compared to
25 seconds when using standard, un-certified, training in
pytorch.
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Figure 5: Usage of smooth sensitivity bounds for improving privacy guarantees and model utility. Top: Improvement in
privacy guarantees from (ϵ, 0) to (ϵS , δ) when using smooth sensitivity bounds. We plot the mean ϵS for δ = 10−5.
Bottom: Improvement in model utility when using smooth sensitivity bounds (SS) vs global sensitivity (GS).

In our experiments we find that we can certify points in
the test data for values of k up to 50 (Figure 4). We note
that our guarantees weaken with increased training time,
indicating that stronger privacy guarantees can be obtained
by terminating training early. Figure 5c shows the improve-
ment in model utility or privacy guarantees when using our
smooth sensitivity bounds. We can see that high accuracy
is maintained for smaller values of ϵ when compared with
the global sensitivity approach.

5 Conclusion

In this work we introduce a framework for computing local
(i.e., specific to a given prediction) certificates of ϵ = 0
privacy and unlearning. We provide a concrete implemen-
tation of this framework based on convex relaxations and
bounds propagation that is able to provide these certifi-
cates to a significant proportion of users across real-world,
privacy-critical applications including financial services,
medical imaging, and natural language processing. In the
future, we hope this framework enables stronger (but local)
privacy guarantees that engender user trust and provides an
important source of concrete privacy information toward
the development of future privacy preserving techniques.
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A Related Works

DP has enabled the adoption of privacy-preserving ma-
chine learning in a variety of industries (Dwork et al.,
2014), yet post-hoc audits have revealed a gap between
attacker strength and guarantees offered by DP (Carlini
et al., 2022; Yu et al., 2022). As a result, several works
seek more specific, and thus sharper, privacy guarantees.
For example, Nissim et al. (2007) and Liu et al. (2022) use
notions of local sensitivity to produce tighter bounds. In
Ligett et al. (2017), the authors privately search the space
of privacy-preserving parameters to tune performance on a
given dataset, while in Yu et al. (2022) the authors propose
individual differential privacy, which can compute tighter
privacy bounds for given individuals in the dataset. Unlike
this work, these rely solely on traditional DP-SGD (Abadi
et al., 2016).

On the other hand, DP can additionally provide bounds
in the setting of machine unlearning (Sekhari et al., 2021;
Huang & Canonne, 2023). In such cases, it is more likely
that guarantees are not tight due to the assumption that
individuals can be both added and removed, rather than
just removed (Huang & Canonne, 2023). The gold standard
for unlearning (which incurs no error) is retraining. Yet,
keeping the data on hand poses a privacy concern (Dwork
et al., 2014), and retraining can be prohibitively costly
(Nguyen et al., 2022). If one admits the privacy cost of
storing and tracking all data, then retraining costs can
be limited (Bourtoule et al., 2021). Existing unlearning
without retraining are either restricted to linear (Guo et al.,
2019) or strongly convex models (Neel et al., 2021).

The privacy setting most similar to the one adopted in this
paper is the differential private prediction setting where
we are interested in only privatizing the output predictions
of a model (Liu et al., 2019). The PATE method may
be interpreted in this light (Papernot et al., 2016), but
largely this setting has been investigated in the context
of learning theory (Bassily et al., 2018; Nandi & Bassily,
2020). In practice, it is found that training-time privacy
such as DP-SGD is preferable to prediction-time privacy
(van der Maaten & Hannun, 2020). This work can be
viewed as proving tighter bounds on the private prediction
setting, which allows private prediction to display some
benefits over training-time privacy.

The approaches that are computationally similar to the
framework established in this paper come from adversarial
robustness certification (Katz et al., 2017; Gehr et al., 2018)
or robust training (Gowal et al., 2018; Müller et al., 2022).
These approaches typically utilize methods from formal
methods (Katz et al., 2017; Wicker et al., 2018) or opti-
mization (Huchette et al., 2023; Tsay et al., 2021). Most
related to this work are strategies that provide guarantees
over varying both model inputs and parameters (Wicker
et al., 2020; Xu et al., 2020), as well as work on robust
explanations that bound the input gradients of a model
(Wicker et al., 2022). Despite some methodological re-
lationships, none of the above methods can apply to the

general training setting without the proposed framework
and are unable to make statements about differential pri-
vacy.

B Interval Bound Propagation

In this section, we provide details of the interval bound
propagation procedure required to compute the gradient
bounds required by Theorem 3.4 in the context of neural
network models. We define a neural network model fθ :

Rn0 → RnK with parameters θ :=
{
(W (i), b(i))

}K

i=1
to

be a function composed of K layers:

ẑ(k) = W (k)z(k−1) + b(k), z(k) = σ
(
ẑ(k)

)
where z(0) := x, fθ(x) := ẑ(K), and σ is the activation
function, which we take to be ReLU.

The standard back-propagation procedure for computing
the gradients of the loss L w.r.t. the parameters of the
neural network is given by

∂L
∂z(k−1)

=
(
W (k)

)⊤ ∂L
∂ẑ(k)

,
∂L
∂ẑ(k)

= H
(
ẑ(k)

)
◦ ∂L
∂z(k)

∂L
∂W (k)

=
∂L
∂ẑ(k)

(
z(k−1)

)⊤
,

∂L
∂b(k)

=
∂L
∂ẑ(k)

where H(·) is the Heaviside function, and ◦ is the
Hadamard product.

Interval Arithmetic Let us denote intervals over ma-
trices as A := [AL, AU ] ⊆ Rn×m such that for all
A ∈ A, AL ≤ A ≤ AU . We define the following in-
terval matrix arithmetic operations:

Addition: A+B ∈ [A⊕B] ∀A ∈ A, B ∈ B

Matrix mul.: A×B ∈ [A⊗B] ∀A ∈ A, B ∈ B

Elementwise mul.: A ◦B ∈ [A⊙B] ∀A ∈ A, B ∈ B

Each of these operations can be computed using standard
interval arithmetic in at most 4× the computational cost of
its non-interval counterpart. For example, interval matrix
multiplication can be computed efficiently using Rump’s
algorithm (Rump, 1999). We denote interval vectors as
a := [aL, aU ] with analogous operations.

We will now describe the procedure for propagating inter-
vals through the forward and backward passes of a neural
network to compute valid gradient bounds.

Bounding the Forward Pass Given these interval oper-
ations, for any input x ∈ x and parameters W (k) ∈W (k),
b(k) ∈ b(k), k = 1, . . . ,K, we can compute intervals

ẑ(k) = W (k) ⊗ z(k−1) ⊕ b(k), z(k) = σ
(
ẑ(k)

)
such that fθ(x) ∈ ẑ(K). The monotonic activation func-
tion σ is applied element-wise to both the lower and upper
bound of its input interval to obtain a valid output inter-
val. Here we consider only neural networks with ReLU
activations, although the interval propagation framework
is applicable to many other architectures.
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Bounding the Loss Gradient Since we are in a clas-
sification setting, we will consider a standard cross en-
tropy loss. Given the output logits of the neural network,
ẑ(K) = fθ(x), the categorical cross entropy loss function
is given by

L
(
ẑ(K), y

)
= −

∑
i

yi log pi

where

pi =

∑
j

exp
(
ẑ
(K)
j − ẑ

(K)
i

)−1

is the output of the softmax function and y is a one-hot en-
coding of the true label. The gradient of the cross entropy
loss L with respect to ẑ(K) is given by

∂L
(
ẑ(K), y

)
∂ẑ(K)

= p− y

The output of p = softmax(ẑ(K)) given any ẑ(K) ∈[
ẑ
(K)
L , ẑ

(K)
U

]
is bounded by

[pL]i =

∑
j

exp

([
ẑ
(K)
U

]
j
−
[
ẑ
(K)
L

]
i

)−1

,

[pL]i =

∑
j

exp

([
ẑ
(K)
L

]
j
−
[
ẑ
(K)
U

]
i

)−1

.

Therefore, an interval over the gradient of the loss L with
respect to ẑ(K) is given by

∂L (ẑ, y)

∂ẑ
= [pL − y, pU − y]

Bounding the Backward Pass Wicker et al. (2022)
use interval arithmetic to bound derivatives of the form
∂L/∂z(k) and here we extend this to additionally compute
bounds on the derivatives w.r.t. the parameters. Specif-
ically, we can back-propagate ∂L/∂ẑ(K) (computed
above) to obtain

∂L
∂z(k−1)

=
(
W (k)

)⊤
⊗

∂L
∂ẑ(k)

∂L
∂ẑ(k)

= H
(
ẑ(k)

)
⊙

∂L
∂z(k)

∂L
∂W (k)

=
∂L

∂ẑ(k)
⊗
(
z(k−1)

)⊤

∂L
∂b(k)

=
∂L

∂ẑ(k)

where H(·) applies the Heaviside function to both the
lower and upper bounds of the interval, and ◦ is the
Hadamard product. The resulting intervals are valid
bounds for each partial derivative, that is

∂L
∂W (k)

∈
∂L

∂W (k)
,
∂L
∂b(k)

∈
∂L
∂b(k)

for all W (k) ∈W (k), b(k) ∈ b(k) and k = 1, . . . ,K.

C Bounding the Smooth Sensitivity

In this section, we describe in detail the process for com-
puting bounds on the β-smooth sensitivity for a model f
at a point x, which is given by:

Sβ
D(x) = max

k∈N+
∆k

Df |xexp(−2βk) (8)

We first note that the AGT provides sound upper bounds
∆k

Df |x ≤ LS(T p
k , x), and thus the smooth sensitivity is

further bounded by

Sβ
D(x) ≤ S̄β

D(x) = max
k∈N+

LS(T p
k , x)exp(−2βk). (9)

In this appendix, we only consider the binary classification
setting, but the results presented here can additionally be
extended to multi-class or (bounded) regression settings
(with the appropriate sensitivities multiplied by 2). There-
fore, the bounds LS(T p

k , x) provided by AGT are either
0 (the query at the point x is certifiably privacy-safe) or 1
(the query at x is not certified). Additionally, LS(T p

k , x)
is non-decreasing in k, and so takes the form of a step
function

LS(T p
k , x) = H(k − k⋆(x)) (10)

where H is the Heaviside function and k⋆(x) is the first
value of k at which LS(T p

k , x) = 1.

Figure 6 shows a plot of the function h(k) =
LS(T p

k , x)exp(−2βk). While the maximum value
S̄β
D(x) = exp(−2βk⋆) is attained at k⋆, it is clear that

exp(−2βk) is a valid upper bound on S̄β
D(x) for any

k ≤ k⋆.

Therefore, we employ the following procedure for bound-
ing the smooth sensitivity Sβ

D(x):

1. Choose a set of valuesK = {ki}Mi=1 and compute
the corresponding parameter-space bounds using
Algorithm 1.

2. At a query point x, find the largest k′ ∈ K for
which LS(T p

k′ , x) = 0 (e.g. via binary search).

3. Since LS(T p
k′ , x) = 0, we have that k′ + 1 ≤ k⋆

and exp(−2β(k′ + 1)) is a sound upper bound
on Sβ

D(x).

The set of k values should be chosen according to the
available computational budget. A more fine-grained set
of k’s will achieve tighter sensitivity bounds, as k′ will fall
closer to k⋆, on average. On the other hand, increasing the
number of k values increases the computational complexity
at both training time (running Algorithm 1 for each k) and
at inference time (finding k′ via binary search).

In practice, the setK should be chosen with greater density
for smaller values of k, as the improvement in the tightness
of the bound is more pronounced for lower values of k due
to the exponential decay. Specifically, going from k′ = 1
to k′ = 2 results in a significantly greater improvement

12
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k
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LS( k , x)exp( 2 k)

LS( k , x)
exp( 2 k)

Figure 6: Visualization of the solutions to the smooth
sensitivity optimization problem.

than, for example, refining the bound between k′ = 51 and
k′ = 52.

Furthermore, for sufficiently large values of k, it is often
the case that the resulting bounds do not certify any points
within the domain, rendering the inclusion of such large
k values unnecessary. Consequently, it is advantageous
to prioritize smaller k values in the set K, where the im-
provement in the bound is substantial, while avoiding the
inclusion of excessively large k values that offer dimin-
ishing returns both in terms of bound improvement and
computational efficiency.
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Figure 7: Effect of |K| on the tightness of the smooth
sensitivity bound for the GTP-2 sentiment classification
task (ϵ = 1.0).

Figure 7 illustrates how increasing the number of k values
affects the tightness of our bounds. Even when |K| = 1
(i.e., AGT is run for a single value of k), the smooth sen-
sitivity bound is already tighter than the global sensitivity.
As the number of k values increases, the smooth sensitiv-
ity bound becomes progressively tighter. However, after
|K| ≈ 10, the gains diminish, indicating that running AGT
for a small number of k values is sufficient to capture most
of the privacy benefits.

D Proofs

In this section we provide formal proofs of the theorems
stated in the main text.

D.1 Tighter Privacy Accounting (Theorem 3.2)

In this section, we provide a proof of Theorem 3.2. We
start by recalling the following from Section 3.1.1:

1. (Global Sensitivity.) The algorithm that returns
fθ(x) + Lap (1/ϵ) is (ϵ, 0) differentially private.

2. (Smooth Sensitivity.) If β ≤ ϵ/(2 ln(2/δ)) and
δ ∈ (0, 1) the algorithm that returns fθ(x) +

Lap
(
2Sβ

D(x)/ϵ
)

is (ϵ, δ) differentially private.

Therefore, given a noise level Lap(C), we can calculate
the privacy loss under both mechanisms by equating C =

1/ϵ or C = 2Sβ
D(x)/ϵ, respectively, and solving for ϵ.

We now assume that the noise level is chosen according to
the global sensitivity, and aim to solve for the privacy loss
under the smooth sensitivity mechanism (which we label
ϵS):

1

ϵ
=

2Sβ
D(x)

ϵS
, ϵS = 2Sβ

D(x)ϵ (11)

Now, setting β = ϵS/(2 ln(2/δ)), we have

Sβ
D(x) = max

k∈N+
∆k

Df |x exp(−2βk) (12)

= exp

(
−k⋆ϵS

ln(2/δ)

)
(13)

for some optimal k⋆. Note that k⋆ is independent of the
choice of β, and thus does not depend on ϵS . Substituting
into (11) gives

ϵS = 2 exp

(
−2k⋆ ϵS

2 ln(2/δ)

)
ϵ (14)

2ϵ = ϵS exp

(
k⋆ϵS

ln(2/δ)

)
(15)

and with a change of variables α = k⋆ϵS/ ln(2/δ) we
have

α exp(α) =
2ϵk⋆

ln(2/δ)
(16)

which is solved via the Lambert W (product-log) function

α = W

(
2ϵk⋆

ln(2/δ)

)
(17)

ϵS =
ln(2/δ)

k⋆
W

(
2ϵk⋆

ln(2/δ)

)
(18)

Since 2ϵk⋆/ln(2/δ) is real and > 0, this equation always
has a solution on the principal branch of W .

D.2 Algorithm Correctness Proof (Theorem 3.3)

Here we provide a proof of correctness for our algorithm
(i.e., proof of Theorem 3.3) as well as a detailed discussion
of the operations therein.

First, we recall the definition of valid parameter space
bounds (Definition 5 in the main text):

θLi ≤ min
D′∈B⋆,k(D)

M(f, θ′,D′)i

≤M(f, θ′,D)i
≤ max

D′∈B⋆,k(D)
M(f, θ′,D′)i ≤ θUi

13



Certification for Differentially Private Prediction WICKER ET AL.

We also recall the iterative equations for stochastic gradient
descent:

θ(0) = θ′

θ(i+1) = θ(i) − α
1

b

b∑
j=1

∇θL(fθ(i)

(x(j)), y(j))

For ease of notation, we assume a fixed data ordering (one
may always take the element-wise maximums/minimums
over the entire dataset rather than each batch to relax this
assumption), and we denote θ

(1)
D as the value of the pa-

rameters at the i-th iteration given the dataset D with fixed
ordering.

Now, we proceed to prove by induction that Algo-
rithm 1 maintains valid parameter-space bounds for pri-
vacy/unlearning at each step of gradient descent. We start
with the base case where θL = θU = θ′ according to line
1, and now we prove that the result of the first batch (lines
7–16) produces a new θL and θU that are valid parameter-
space bounds (Definition 5). In the first iteration (base
case), the definition is trivially satisfied due to the fact that
θL = θU . Lines 7–9 are simply the standard forward and
backwards passes, as the optimization is over a singleton
set. Subsequently we have update steps for unlearning and
privacy respectively:

Base-case: Privacy Update To account for the worst-
case influence of an arbitrary k data-points being added to
this batch, we note that the clipping step (line 9) limits the
largest contribution of these points to kγ and the smallest
contribution being −kγ. However, we must account for
the case that this batch has k points added and k points
removed (this is a strict over-approximation that may be
improved in future works). In this case, the largest gradi-
ent value one can achieve through simultaneous removing
and addition is no larger than, for each element, replac-
ing the k smallest contributions to the average gradient
with the value kγ. Correspondingly, the smallest gradi-
ent value for simultaneous addition and removal of data
points cannot be smaller than replacing, element-wise, the
k largest contributions to the average gradient with−kγ. It
is then straightforward to see that the bounds described are
captured by the updates on lines 14 and 15, respectively.

Base-case: Unlearning Update The unlearning update
is effectively a subset of the above privacy case. In this
update we must compute the largest and smallest possible
gradients one could achieve strictly by removing up to k
points from the batch. In this case, a sound bound on these
values is to simply remove the smallest k contributions
to each element of the averaged gradient to upper-bound
the gradient change. The corresponding lower-bound is to
remove the largest k contributions to each element of the
averaged gradient. This bound is exactly what is expressed
in lines 12 and 13.

Provided that one has computed sound bounds described
above, denoted dU and dL respectively, we observe that:

θ′ − αdL ≥ max
D′∈B⋆,k(D)

θ
(1)
D′ (19)

θ′ − αdU ≤ min
D′

θ
(1)
D′∈B⋆,k(D) (20)

Finally, by setting θU = θ′−αdL and θL = θ′−αdU , the
above inequalities imply that the interval [θL, θU ] satisfies
Definition 5, thus proving the base case.

Inductive hypothesis Our inductive hypothesis is then
that, given that the previous iteration of the algorithm pro-
vides valid parameter-space bounds, denoted [θL, θU ], on
the ith iteration of SGD for privacy/unlearning, we would
like to prove that the algorithm computes valid param-
eter space bounds on θ(i+1). Unlike our base-case, the
optimization problems on lines 7–9 must be computed
or at least soundly bounded. For this, we appeal to the
soundness of bound propagation techniques through the
forward and backwards pass of a neural network, i.e., given
in (Wicker et al., 2022). Such bounds allow us to com-
pute the following bounds for any given input-output pair
(x, y):

δ
(j)
L = min

θ⋆∈[θL,θU ]
∇θ⋆L(fθ⋆

(x), y) (21)

δ
(j)
U = max

θ⋆∈[θL,θU ]
∇θL(fθ⋆

(x), y) (22)

Given these bounds, the update steps from our base cases
must be revised. Provided that [θL, θU ] satisfy Definition 5
(true from our assumption starting the inductive hypothe-
sis) we know that the bounds in Equation (21) account for
the largest and smallest gradients one can achieve without
any data-point additions or removals from the current batch
(follows from soundness of bound propagation through
the forward and backwards passes). Thus, to capture the
largest gradient update one can achieve by simultaneous
addition and removal of k in the current batch, we now fol-
low the same procedure from the base case, but replace the
average standard gradients δ with the average of the upper-
bound on the gradients, δU . The corresponding change is
made to lower-bound the smallest gradient one can achieve.
Finally, allowing the bounds dU and dL to be given by the
aggregation described, we again have that:

θ(U) − αdL ≥ max
D′∈B⋆,k(D)

θ
(i+1)
D′ (23)

θ(L) − αdU ≤ min
D′∈B⋆,k(D)

θ
(i+1)
D′ (24)

Given that the above bounds imply that [θ(L)−αdU , θ(U)−
αdL] are valid parameter space bounds and that the aggre-
gation to achieve these bounds is exactly what is presented
in Algorithm 1, we complete our proof that Algorithm 1
returns bounds that satisfy Definition 5, thus proving The-
orem 3.3.
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Dataset #Samples #Features #Epochs α η b
AMEX Default Prediction 5531451 188 1 0.001 0.6 -
OCT-MNIST 97477 784 2 0.2 1.0 5000
IMBD Movie Reviews† 40000 768 50 0.08 2.0 20000

Table 1: Datasets and Hyperparameter Settings (†: Post GPT-2 Embedding)

E Unlearning

Unlearning concerns itself with removal of a point and has
an analogous definition to differential privacy:
Definition 6. ϵ-Approximate Unlearning (Nguyen et al.,
2022) Given the learning algorithm M(·), we say the
process U(·) is an ϵ-approximate unlearning process if
∀S ⊂ Θ,∀x ∈ D, both of the following hold:
P
(
U(x,D,M(f, θ′,D)) ∈ S

)
≤ eϵP

(
M(f, θ′,D \ x) ∈ S

)
P
(
M(f, θ′,D \ x) ∈ S

)
≤ eϵP

(
U(x,D,M(f, θ′,D)) ∈ S

)
Definition 6 enforces that the result of applying unlearning
algorithm U is probabilistically similar to having trained
without the removed sample x in the first place.

Similarly to the privacy setting, we now define the local
(unlearning) sensitivity and unlearning-safe certification.
We first denote the set of all datasets with k or fewer ele-
ments removed as T u

k (D).
Definition 7. (Local Unlearning Sensitivity) The local
sensitivity of a prediction made by a machine learning
model f trained by M at a point x, i.e., y = fM(f,θ′,D)(x),
is defined as:

max
D′∈T u

k (D)
|fM(f,θ′,D′)(x)− fM(f,θ′,D)(x)| (25)

We will define the solution to the above problem with the
notation ∆u,k

D f |x where k is the same as in the definition
of T u

k .
Definition 8. (Unlearning-Safety) A prediction at a point
x made by a machine learning model f trained by M ,
i.e., y = fM(f,θ′,D)(x), is said to be an unlearning-safe
prediction if:

∆u,k
D f |x = 0 (26)

Again, this definition intuitively means that the prediction
from the model f would have been unchanged given up to
k removals from the training data.

Use Cases for Unlearning-Safe Certificates. State-of-
the-art re-training approaches for unlearning, e.g., SISA
(Bourtoule et al., 2021), operate by training an ensemble
of classifiers on disjoint sets of user data. Upon receiving
an unlearning request, the affected model in the ensemble
is taken offline to undergo partial retraining. Adversaries
may therefore perform a denial-of-service attack by simul-
taneously submitting O(dlog(d)) unlearning requests, at
which point the entire ensemble may be taken offline for
retraining, provided the ensemble comprises d or fewer
models. Given our approach, despite each model receiv-
ing up to k simultaneous unlearning requests, we may

1 2 3 4
Depth

104

105

106

Ba
tch

 si
ze

Unlearning

1 2 3 4
Depth

Privacy

Figure 8: Minimum batch size required to make privacy- or
unlearning-safe predictions on at least 95% of the AMEX
test data. (k = 50)

still issue predictions proven to be unlearning-safe, thus
increasing the required number of unlearning requests to
achieve denial-of-service up to O(kd · log(kd))-many si-
multaneous requests.

F Experimental Set-up and Additional
Results

F.1 American Express Default Prediction

In order to understand the performance of our approach in
a more practical setting, we turn to the American Express
default prediction task. This tabular dataset5 comprising
5.4 million total entries of real customer data asks models
to predict whether a customer will default on their credit
card debt. We train networks of varying depth with each
layer having 128 hidden nodes. We highlight that fully
connected neural networks are generally not competitive in
these tasks, thus their accuracy is significantly below com-
petitive entries in the competition. However, this massive
real-world dataset in a privacy-critical domain enables us
to test the scalability of our approach. In particular, we note
that as batch size tends to infinity, our bounds become arbi-
trarily tight. On the other hand, since we over-approximate
the bounds on the gradients using bound-propagation, our
bounds weaken super-linearly as the depth of the network
increases (Wicker et al., 2020). Figure 8 shows the small-
est batch sizes that allow us to train networks of varying
depth with privacy and unlearning-safe guarantees for at
least 95% of test set inputs. Our approach requires a batch
size of over one million to provide these guarantees for
4-layer neural networks. Ignoring the effect of this large
batch size on performance for the sake of this particular

5See www.kaggle.com/competitions/
amex-default-prediction/; accessed 05/2024
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f

50 100 150 200
No. Unlearning Requests (k)

Figure 9: Using the “blobs” dataset, we visualize regions
of points enjoying unlearning-safe guarantees for various
values of k. The coloured regions are the regions for which
we cannot certify predictions for a given k.

case study, this example highlights that tightly bounding
the descent direction (Theorem 3.4), e.g., though bounds-
tightening approaches (Sosnin & Tsay, 2024), will prove
an important line of future research.

F.2 Unlearning-Safe Certification

Blobs Dataset. Mirroring the set-up in Section 4, we
present results for the case of unlearning-safe certification
in Figure 9. Similar to the privacy case, we observe that
strong guarantees of unlearning-safety can be obtained
when the data is separable. Where the blobs overlap, how-
ever, the effect of removing k points becomes more pro-
nounced and thus the bounds from AGT become looser.
We notice that in both cases, we can provide certificates
of unlearning-safety for the majority of the data points for
k < 150.

MedMNIST Image Classification. Figure 10 shows the
proportion of test-set points with unlearning-safe certifi-
cates for the OCT-MNIST fine-tuning task described in
Section 4. In comparison to the privacy case, we observe
tighter guarantees for unlearning, with values of k up to
5x larger. Again, we see the corresponding trade-off be-
tween certification strength and prediction accuracy when
increasing the gradient clipping level γ.

GPT-2 Sentiment Classification. We now turn to com-
paring unlearning and privacy safe certification for the
sentiment classification task. Figure 11 shows a compari-
son of the certificates produced by AGT at each training
epoch. In the case of unlearning, AGT can certify a similar
proportion of points for values of k roughly twice as large
as in the privacy case. The strength of both unlearning
and privacy-safe certification decreases with increasing
training time; this may be improved upon in future works
via tighter bound-propagation techniques.
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Figure 10: Left: Proportion of the OCT-MNIST test set
with unlearning-safe predictions. Right: Prediction Accu-
racy on the Drusen class.
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Figure 11: Comparison of unlearning and privacy safe cer-
tification using AGT for the GPT-2 sentiment classification
task.

F.3 Experimental Set-up and Hyperparameters

Table 1 provides details of the datasets and hyper-
parameters used for the experiments in Section 4. For
each dataset, we provide the number of epochs, learning
rate (α), learning rate decay factor (η) and batchsize (b).
The decay rate is applied using a standard learning rate
schedule αn = α/(1 + ηn).
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