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Despite the availability of commercial QRNG devices, distinguishing between PRNG and QRNG
outputs computationally remains challenging. This paper presents two significant contributions
from the perspectives of QRNG manufacturers and users. For manufacturers, the conventional
method of assessing the quantumness of single-photon-based QRNGs through mean and variance
comparisons of photon counts is statistically unreliable due to finite sample sizes. Given the sub-
Poissonian statistics of single photons, confirming the underlying distribution is crucial for validating
a QRNG’s quantumness. We propose a more efficient two-fold statistical approach to ensure the
quantumness of optical sources with the desired confidence level. Additionally, we demonstrate that
the output of QRNGs from exponential and uniform distributions exhibit similarity under device
noise, deriving corresponding photon statistics and conditions for ϵ-randomness.

From the user’s perspective, the fundamental parameters of a QRNG are quantumness (security),
efficiency (randomness and random number generation rate), and cost. Our analysis reveals that
these parameters depend on three factors, expected photon count per unit time, external reference
cycle duration, and detection efficiency. A lower expected photon count enhances security but
increases cost and decreases the generation rate. A shorter external reference cycle boosts security
but must exceed a minimum threshold to minimize timing errors, with minor impacts on cost and
rate. Lower detection efficiency enhances security and lowers cost but reduces the generation rate.
Finally, to validate our results, we perform statistical tests like NIST, Dieharder, AIS-31, ENT etc.
over the data simulated with different values of the above parameters. Our findings can empower
manufacturers to customize QRNGs to meet user needs effectively.
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I. INTRODUCTION

Random numbers have important roles in numer-
ous applications, including computational methods like
Monte Carlo simulations and programming [1, 2], test-
ing principles of physics and chemistry [3], as well as in
the expansive realm of cryptography for creating cryp-
tographic codes or concealing messages [4, 5], extend-
ing to commercial uses such as slot machines and lottery
games [6, 7]. In cryptography, randomness is a key input
to ensure security in communication. Classical pseudo-
random number generators (PRNG) cannot guarantee
communication security due to their deterministic gen-
eration process. On the contrary, the randomness of a
true random number generator (TRNG) is rooted in some
physical entropy source [8, 9]. A quantum random num-
ber generator (QRNG) uses the quantum particles and
the principles of quantum physics [10] to produce random
numbers.

Statistically, it is not feasible to distinguish between a
PRNG and a QRNG just by analyzing their outputs. Sta-
tistical tests like NIST [11], Dieharder [12], AIS-31 [13],
ENT [14] etc. are available to test the randomness of
a random number generator (RNG). However, from the
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results of these tests, it is not possible to say whether an
RNG is quantum or not. So a pertinent question arises:

Q1: How do we test whether an alleged QRNG is
truly quantum or not?

Different technologies, including photon arrival
time [15–22], tunneling [23, 24], fluctuation [25–30],
phase noise [31–37], etc. have been proposed to produce
QRNGs [38, 39]. Several manufacturers such as ID Quan-
tique [40], Qutools [41], QNuLabs [42], Quintessence-
Labs [43], Mars Innovation [44], Quantum Computing
Inc. [45], Quside [46], QuantumCTek [47] are producing
QRNGs following these technologies. These QRNGs are
commercially available as off-the-shelf black-box devices.
As the photon arrival-time-based QRNGs are the most
general and most of the companies follow this approach,
in this work we try to answer the Q1 with respect to this
type of QRNGs.

In most of the analyses [48–51] of the photon arrival-
time-based QRNGs, the photon statistics have been dis-
cussed either by comparing the mean and variance of the
sample distribution or using the negativity of the Man-
del parameter [52]. For example, Alléaume et al. [53]
discussed photon statistics of photon sources using the
Mandel parameter given by [52, Eq. (11a)]. They calcu-
lated values of the Mandel parameter from observed pho-
ton count timestamps and concluded that negative values
of the Mandel parameter, which indicates sub-Poissonian
statistics, signify non-classical photon statistics for pho-
ton sources. Although analytically it is true, a negative
value of the Mandel parameter for experimental data may
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not always indicate sub-Poissonian statistics. For exam-
ple, a finite number of photon count timestamps from co-
herent light that actually follows Poissonian distribution
may result in a negative value of the Mandel parameter.
This happens because the mean and the variance of a
sample with a finite size may not always be the same as
the mean and the variance of the underlying distribution.
Therefore, calculating the exact value of any parameter
from a sample of finite size is not enough to decide the
underlying nature of the distribution.

Another approach to test the quantumness of light is to
experimentally observe photon antibunching [54]. How-
ever, although a stream of antibunched photons indicates
the non-classical nature of light, the converse is not neces-
sarily true. In other words, non-classical light can some-
times be observed as bunched photons [55, 56]. We ex-
plain this in more detail in Appendix A. This approach
also consists of an equality criteria similar to above pho-
ton statistics case. Therefore this is also not enough to
decide photon antibunching.

On the other hand, a single-photon source ensures
the quantumness of a QRNG [54, 56]. However, gen-
erating single photons are experimentally challenging
task[57, 58]. Various experimental methods [59–66] have
been explored to produce single photons. Existing time-
bin-based QRNG models utilize coherent photon sources
in conjunction with attenuators to produce random num-
bers from exponential [17–19] or uniform [15] distribu-
tions if the underlying optical devices perform ideally
and the source generates perfectly single photon. But, in
practice, this is not the case. Therefore, it is important
to explore the photon statistics in practical scenarios.

Also, all of the QRNGs require some classical post-
processing using deterministic functions. These post-
processings use a classical source of randomness to in-
crease randomness in the raw data generated by the
QRNGs. Side-channel attacks [67–69] can also be per-
formed in this post-processing step to gather informa-
tion about the random number. Therefore, the amount
of classical post-processing should be minimal to ensure
the randomness from the quantum source in the final out-
puts and reduce the possibility of side-channel attacks on
classical post-processing. To achieve this, the raw out-
put number (before classical post-processing) generated
by QRNG should be as close to uniform random as pos-
sible. As all the practical devices are prone to error, this
raises an important question:

Q2: How to increase the randomness from the quan-
tum source in the presence of device errors?

Besides quantumness and randomness, the random
number generation rate and the cost of the QRNG are
also important parameters from the user’s perspective.
The trade-off between the randomness from the quan-
tum source, the random number generation rate and the
cost of the QRNG depends on the users’ requirements.
For example, in the case of secure communication, the
randomness from the quantum source should have the
highest priority, and also the generation rate should be

high. On the other hand, in token generation or lottery
games, a low rate of random number generation would
be sufficient. Therefore, to fulfill the user’s requirement,
the answers to the following questions are required.
Q3: How to choose the optical parameters (a) the pho-

ton numbers in unit time, (b) the time cycle and (c) the
detection efficiency of a QRNG depending on the user’s
requirements?
In this article, we aim to evaluate the quantumness

of photon arrival-time-based QRNG from the manufac-
turer’s perspective as answers to Q1 and Q2 and random-
ness, random number generation rate, and cost from the
user’s perspective as the answer to Q3. For the manufac-
turer, we first address the validation of quantum sources
using photon counting statistics. Considering that the
sample data for the number of photons within a fixed
time is available, we suggest a two-fold statistical method
to verify whether the source of the sample is quantum
or not, overcoming the limitations of the existing ap-
proaches discussed above. The method consists of inter-
val estimation and hypothesis testing, to ensure sub- or
super-Poissonian distribution up to a desired confidence
level.
As another contribution, also from the manufacturer’s

perspective, we derive the photon statistics for two-
photon arrival-time-based QRNGs in practical scenarios.
These photon statistics for QRNGs can be considered as
a measure of randomness from quantum sources for pho-
ton arrival-time-based QRNGs. Depending on this mea-
sure, a suitable post-processing algorithm can be chosen
to retain the maximum amount of randomness from the
quantum source. For the practical scenario, we consider
power instability as the error of the source and the atten-
uators and detection inefficiency as the error of a single
photon detector (SPD).
From the user’s perspective, we see that the maxi-

mum randomness from the quantum source may not be
achieved due to some practical constraints related to the
random number generation rate, the timing error in reg-
istering the photon detection time and the cost of the
QRNG. In particular, we show the following.

• If the expected number of photons within a unit of
time is small, the randomness from the quantum
source would be high. However, it would increase
the cost of the QRNG, and also, it would reduce
the random number generation rate.

• Although a small external reference cycle of the
QRNG increases the randomness from the quantum
source, to minimize the timing error, it should be
higher than a specific value. This reference cycle
does not have much effect on the cost or random
number generation rate of the QRNG.

• A detector with less efficiency increases the ran-
domness from the quantum source and also reduces
the cost of the QRNG. However, it also reduces the
random number generation rate.
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Finally, we simulated random numbers depending on
photon statistics we have derived, and performed sta-
tistical tests like NIST [11], Dieharder [12], AIS-31 [13]
and ENT [14] on those random numbers. We show that
these statistical tests support our theoretical deduction
regarding randomness from quantum sources.

This paper is structured as follows. In Section II
we perform some preliminary discussion about pho-
ton statistics, some statistical tools used in this work
and common randomness testing suites. In Section III
and IV we revisit single-photon-based QRNGs and coher-
ent pulse-based QRNGs respectively and mention their
weakness in present days. Section V reveals our two-
fold proposal to check the quantumness of a quantum
device as an answer to Q1. Detailed discussion on co-
herent pulse-based QRNGs has been performed in Sec-
tion VI to answer Q2. Section VII answers Q3 by sepa-
rately analyzing the effects of the parameters mentioned
in that question. Results from different randomness test-
ing suites for our simulated random numbers based on
the analysis of Section VI are given in Section VIII. Fi-
nally, in Section IX we conclude our work.

II. PRELIMINARIES

In this section we first discuss photon statistics. We
also discuss how these photon statistics distinguish quan-
tum light from classical light. After that, we mention
some statistical tools used in this work. Then we briefly
discuss common randomness testing suites for testing the
randomness of random numbers

A. Photon Statistics

Photon detection and counting is an important part
of QRNG which is further used in other practical ap-
plications such as quantum cryptography and quantum
communication protocols [4, 5]. In general, photon-based
QRNGs generate random numbers by detecting single
photons. Therefore, the photon-counting statistics have
an important role in determining whether the light falls
in the quantum regime or not.

The distribution of the photon-counting statistics can
be divided into three classes [56]:

(i) sub-Poissonian, i.e., the distribution variance is less
than the mean,

(ii) Poissonian, i.e., the distribution variance is the
same as the mean, and

(iii) super-Poissonian, i.e., the distribution variance is
greater than the mean.

Classical wave theory of light follows Poissonian and
super-Poissonian statistics [56]. On the other hand, the
sub-Poissonian nature of a photon source is a clear indi-
cation of its quantumness [70, 71].

Let us consider a probability distribution given by,

P (n) =

{
e−αµ(αµ)αn

(αn)! , n = 0, 1, 2, . . . if αn is integer,

0, otherwise

(1)
for some positive real numbers µ, α. Then the mean
would be µ and variance would be µ

α . Therefore, this de-
notes a sub-Poissonian, Poissonian, or super-Poissonian
distribution for α > 1, α = 1, α < 1 respectively.
Thermal light follows Bose–Einstein distribution [56],

given by

P (n) =
1

µ+ 1

(
µ

µ+ 1

)n

. (2)

The mean of this distribution is given by µ, and the vari-
ance is µ+ µ2 > µ. Therefore, this is a super-Poissonian
distribution and hence thermal light is an example of
classical light.
Next consider a perfect single-photon source that emits

photons maintaining equal time interval, ∆t between two
consecutive photons. Then the photon count within time
T would be the integer µ = ⌊ T

∆t⌋. In this case, the mean
photon count is given by µ, but the variance is 0 < µ.
Therefore, this is an example of non-classical or quantum
light.
A coherent photon source produces coherent states

which can be represented as a superposition of Fock
states by

|ψα⟩ = e−
|α|2
2

∞∑
n=0

αn
(
â†
)n

√
n!

|0⟩, (3)

where α is a complex number and â† is the creation op-
erator. The mean photon number corresponding to this
state is given by |α|2. This state can be approximated as
a single-photon state with high attenuation. The proba-
bility of n photons within T time follows Poisson distri-
bution [72] given by

P (n, T ) =
e−µT (µT )n

n!
, (4)

where µ is the mean number of photons per unit time. It
can be shown that for this distribution, the variance of
the number of photons per unit time is also µ.

B. Statistical Tools

1. Interval Estimation

In statistics, an interval (a, b) is called the confidence
interval for a distribution parameter Θ, if P (A < Θ <
B) = 1− ϵ for some predefined ϵ ∈ (0, 1), where A,B are
the random variables corresponding to the statistics a, b
(they are functions of sample values) respectively. The
quantity 1 − ϵ is called confidence level of the interval.
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The procedure of finding the confidence interval for the
parameter Θ is called interval estimation. A statistic a
is called an unbiased estimate of an unknown parameter
Θ if the expectation ⟨A⟩ = Θ. A statistic a is called
a consistent estimate of a parameter Θ if for every real
ϵ > 0, lim

n→∞
P (|A − Θ| ≥ ϵ) = 0, where n is the sample

size.

2. Hypothesis Testing

In statistics, a hypothesis is a statement or an assump-
tion about a population distribution. this may be right
or wrong. Hypothesis testing is a procedure to decide
whether a statistical hypothesis, called the null hypoth-
esis H0, should be rejected or not. A critical region or
rejection region of hypothesis testing is a specific region
of test statistic values, for which the null hypothesis is
rejected. The test statistic for a hypothesis test is a func-
tion of the testing sample [73]. A hypothesis test is called
one-tailed if the critical region appears only at one tail
of the reference distribution of the test statistic. On the
other hand, it is called a two-tailed test, if the critical
regions appear at both tails of the above distribution.

During hypothesis testing, two types of error may oc-
cur. Type I error occurs when H0 is rejected given that
it is true. Type II error occurs when H0 is accepted given
that it is false. Let α and β be the probabilities of Type
I and Type II errors respectively. The value α denotes
the area of the critical region and is also called the sig-
nificance level. The value 1 − β, that is, the probability
that H0 is rejected given that it is false, is also called the
power of a test.

A hypothesis test starts with two hypotheses: the null
hypothesis (H0) and the alternative hypothesis (Ha). De-
pending on the significance level α, the critical region is
decided. The acceptance or rejection decision of H0 is
based on what is called the p-value of the test statistic.
It is defined as P (|X| > |x|), where X is a random vari-
able, whose distribution is the reference distribution of
the test statistic of a hypothesis test, and x is the ob-
served value of this statistic [74, 75]. When the observed
test statistic falls within the critical region, p-value of
the test statistic becomes less than α. In this case, H0

is rejected. If the p-value of the test statistic is greater
than α, the observed test statistic falls outside the critical
region. In that case, H0 will be accepted.

3. Goodness-of-fit Test

Goodness-of-fit test is a statistical procedure to decide
whether sample data comes from a particular distribution
or not. This is a specific hypothesis testing where
H0: Sample data comes from a distribution to be tested.
Ha: Sample data not from that distribution.
Chi-square (χ2) test[76], Kolmogorov–Smirnov test

(KS test) [77], and Anderson–Darling test [78] are some

examples of the goodness-of-fit test [79]. Out of these
tests, the last two tests are designed for continuous dis-
tributions only. However, the KS test is modified later
to consider discrete distributions as well [80]. The χ2

test has been found more robust than the KS test for the
continuous distributions [81].

C. Randomness Testing Suites

Randomness testing is very important to ensure
whether an RNG is producing perfect random numbers
or not. It tells us about the uniformity of the underlying
distribution that the outputs of an RNG follow.

Definition 1. Let Sk = {0, 1}k be the set of all k-bit
binary strings containing 2k elements. A n-bit string,
X = x1x2 . . . xn, xi ∈ {0, 1} for all i, is called perfect
(or uniformly) random if and only if for any k-bit (k ≤ n)
sub-string x = xjxj+1 . . . xj+k, for some j ≤ n − k, of
this string, the probability that x = y for any y ∈ Sk is
1
2k
. That is,

X = x1x2 . . . xn, xi ∈ {0, 1} ∀i, is true random

⇐⇒ ∀k < n,∀j ≤ n− k and ∀y ∈ Sk, P (x = y) =
1

2k
,

where x = xjxj+1 . . . xj+k.

This definition of a perfect random number uses prob-
ability over all possible combinations of the bit string to
ensure randomness. However, in a practical case, when
we have only a finite sample, this probability cannot be
perfectly calculated. Hence this definition cannot be di-
rectly used to test the randomness of random numbers.
To overcome this limitation, several randomness test-

ing suites like NIST [11], Dieharder [12], AIS-31 [13],
ENT [14] etc. have been proposed. Recently, Foreman
et al. also suggested some test suite [82] for testing ran-
domness. Each of these suits consists of multiple tests to
decide the randomness of the input data. For each test,
they calculate the value of the test statistic, and depend-
ing on these values the randomness is decided. NIST
and Dieharder perform hypothesis testing with the null
hypothesis that the number is random, AIS-31 performs
interval estimation, and ENT directly returns the test
statistic values. These suites consider different aspects,
such as entropy, serial correlation, frequency of values,
repetition of similar patterns etc. to perform the test.
Some tests also perform Monte Carlo simulation [2] to
validate the randomness.

III. REVISITING QRNG BASED ON
SINGLE-PHOTON SOURCE

QRNG, based on single photons, uses 50/50 beam
splitter [83], where an R/T beam-splitter denotes an op-
tical device that splits an incoming light beam into R%
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reflected and T% transmitted light beams. A standard
technique is to place a 50/50 Beam-splitter making an
angle of 45◦ with the path of the photons. Thus, a single
photon either passes through the beam-splitter, or it is
reflected with probability 1

2 . Two photon detectors say
D0 and D1, can be placed over two output paths. If a
photon is detected by Di, i is registered as a random bit.
A block diagram of this process is given in Fig. 1.

Single-photon
Source

50/50 BS D0

D1

FIG. 1. A generic block diagram of the single-photon-based
QRNG. Single-photon, coming from the source, are sent
through a 50/50 beam-splitter. Two SPDs (D0, D1) are
placed in two paths to detect the photon. Photon may take
either path with probability 0.5. The random bit would be i
if the detection happens at Di.

If the photon source for this QRNG is not a perfect
single-photon source, it may happen that at the same
time some photons are transmitted through the beam-
splitter and some are reflected. Then, both the detec-
tors may detect photons simultaneously, and the random
number cannot be generated. To ensure whether the
source is a single-photon source or not, one may perform
the first step of the two-fold statistical method mentioned
in Section V. If this method reveals that the distribution
is not sub-Poissonian, then the source cannot be a single-
photon source, and that source cannot be used in this
QRNG.

Each bit of the random number generated with this
single-photon-based QRNG has probability 1

2 of being 0
or 1. So, ideally it produces uniform random numbers.
However, any defect in the beam-splitter or the detectors
may change this probability. For example, consider an
R/T beam-splitter and the detectors Di with detection
efficiency di ∈ (0, 1]. Suppose, D0 is placed on the path of
the transmitted light, and D1 is placed on the path of the
reflected light. Then the probability of 0 in the generated
random number, that is, the probability of detecting a
photon by detector D0 would be

P (D0) =
d0

d0 + d1

T

100
. (5)

Similarly, the probability of 1 would be

P (D1) =
d1

d0 + d1

R

100
. (6)

If d0T ̸= d1R, the generated random number would not
be uniformly random. To test this randomness, statisti-
cal tests like NIST, Dieharder, AIS-31, ENT etc. may be
used. See Section VIII for a discussion on these.

Source
Attenuator

SPD

FPGARandom Numbers

FIG. 2. A basic block diagram of the photon arrival time-
based QRNG using weak coherent pulses. Coherent pulses,
coming from the source, are sent through attenuators to re-
duce their power so that the probability of having multiple
photons within a predefined time interval becomes negligi-
ble [84]. A SPD detects these photons and the detection time
(photon arrival time) has been registered. The Field Pro-
grammable Gate Array (FPGA) provides random numbers
based on the registered time stamps.

IV. REVISITING QRNG BASED ON
COHERENT PULSE

It is well known that producing single photon states
is experimentally challenging [57, 58]. However, different
experimental approaches [59–66] have been performed to
produce single photons. One of the approaches is using
a coherent photon source followed by attenuators. This
approach produces photon pulses with negligible prob-
ability of having multiple photons within a time inter-
val [84]. In this process, the photons follow Poissonian
statistics. A generic block diagram of the photon arrival
time-based QRNG using photons from coherent sources
is given in Fig. 2.
If λ is the wavelength of the photon wave and n pho-

tons are present within T time, the corresponding photon
power would be

P =
nℏc
λT

=
µℏc
λ
, (7)

where ℏ is the Planck’s constant and c is the speed of
light in vacuum. Let Pa be the photon power coming
out from the attenuators. Then, the expected number of
photons per unit time is given by

µ =
Paλ

ℏc
. (8)

This attenuated pulse is detected by the SPD. The time
of this detection is registered to produce photon arrival
time-based random numbers.
There are different methods to produce random

numbers from the registered times. Time dia-
grams for these methods are shown in Fig. 3. In
Fig. 3(I), if the registered times of photon arrivals are
{t0, t1, . . . , t2i−2, t2i−1, t2i, . . . }, the non-overlapping con-
secutive time intervals, i.e., ∆t2i−1 = t2i−1−t2i−2,∆t2i =
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τ1 τ2 τi τN τ1 τ2 τj τN τ1 τ2

T T(III)

τ1 τ2 τi τ1

ts

τ2 τj τ1

ts

τ2

Time

(II)

Time

t2(i−1) t2i−1 t2i

· · ·
∆t2i−1 ∆t2i(I)

FIG. 3. Time diagram for the arrivals of the photons. There
are three different methods to generate random numbers from
photon arrival times. (I) Photons are detected in a continuous
time reference at time {t0, t1, . . . t2(i−1), t2i−1, t2i, . . . }. The i-
th bit of the random number will be 0 if ∆t2i−1 < ∆t2i and
1 if ∆t2i−1 > ∆t2i. (II) Time is divided into bins of equal
length. If a photon has been detected in the i-th bin then
i− 1 will be the corresponding random number. A new cycle
of bins starts after a fixed sleep time (ts) of the SPD. (III) An
external time reference of cycle T has been used. Each cycle is
divided into N equal time-bins τ1, τ2, . . . , τN . For each cycle,
if the first photon has been detected in i-th bin then i−1 will
be the corresponding random number. SPD will be in sleep
mode for the remaining time of the cycle.

t2i − t2i−1, are used to generate random numbers as fol-
lows.{

The i-th bit is taken as 0, if ∆t2i−1 < ∆t2i,

The i-th bit is taken as 1, if ∆t2i−1 > ∆t2i.
(9)

But in this process [16], the random number generation
rate is very slow. The length of the random bit-string
is half of the photon count. Comparatively faster pro-
cesses have been developed in the literature [15, 17–20].
In Fig. 3(II), the time is divided into time-bins, each
having equal length. If a photon is detected in the i-th
time-bin, i − 1 is taken as the random number. A new
cycle of the bins starts after the detector has a fixed sleep
time. Since the photon counting process is a Poisson pro-
cess, the probability, that the waiting time (tw) between
the arrivals of two consecutive photons is greater than t,
is given by

P (tw > t) = P (no photon in (0, t])

= P (0, t) = e−µt. (10)

Therefore, the random number generated with this pro-
cedure follows exponential distribution [17–20]. An-
other QRNG scheme is proposed in [15], as depicted in
Fig. 3(III), using external time reference. This external
time is divided into cycles of length T , which is smaller
than the dead time of the SPD. The time T is further
divided into N equal subintervals, called the time-bins

τ1, τ2, . . . , τN . In each cycle, if the first photon is de-
tected in the i-th time-bin, i − 1 would be the corre-
sponding random number. SPD would be in sleep mode
for the remaining time of the cycle.
Let n photons be present within T time after the at-

tenuation. Since the photon count follows Poisson dis-
tribution (4), the probability, that all the n photons are
detected in the i-th interval, is given by

P (i; all|n) =
P (n, |τi|)P (0, i−1

N T )P (0, T − i
N T )

P (n, T )

=
e−µ|τi|(µ|τi|)n

n! e−µ i−1
N T e−µ(1− i

N )T

e−µT (µT )n

n!

=
1

Nn
. (11)

Here |τi| is the length of i-th time-bin, which equals T
N .

Therefore, if only one photon is present within T time af-
ter the attenuation then that photon would be detected
in the i-th bin with probability 1

N . Thus the photon
arrival time follows random distribution over the time-
bins. However, this is the case, when exactly one photon
is present in T time, and also when the detection is per-
fect. Since this is not a practical case, next we discuss
the photon statistics for some practical scenarios.

V. OUR PROPOSAL OF TWO-FOLD
STATISTICAL METHOD FOR TESTING

QUANTUMNESS

In Section IIA we have discussed that for the Poisso-
nian distribution, the mean of the photon-counting dis-
tribution is the same as its variance. However, it is in-
teresting to note that mean = variance does not always
imply that the distribution is Poisson. For example, con-
sider the probability distribution

P (k) = (1− p)k−1p, k = 1, 2, 3, . . . , (12)

for 0 ≤ p ≤ 1. If p = 1
2 , this distribution also has mean

= variance = 2. But, it is not Poisson.
Also, in experimental methods the means and vari-

ances are calculated from finite data samples. The fine-
ness of the sample cannot perfectly reflect the mean and
variances of the underlying distribution. Therefore, the
comparison between the mean and the variance with
equality may not reflect the underlying distribution un-
doubtedly.
This motivates us to propose a two-fold method to test

the quantumness of the photon source as an answer to
question Q1. First, a statistical test is performed to ver-
ify whether the mean is equal to or less than or greater
than the variance. Note that any statistical validation of
equality is not exact, but rather approximate in practice.
Thus, if the above test validates the mean and the vari-
ance to be equal, we propose to perform a second test to
validate that the distribution is indeed Poisson.
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A. Interval Estimation

Since Poissonian and super-Poissonian statistics are
explainable using classical theory, only sub-Poissonian
distribution can guarantee the quantumness of a quan-
tum device. We suggest a procedure to decide whether
the underlying distribution is sup-Poissonian or not by
estimating the confidence interval for the mean of the
underlying distribution as follows.

Suppose, the number of photon counts within a fixed
time is given as a sample of size n. Then by the central

limit theorem, ⟨X⟩−m
σ/

√
n

is approximately standard normal

for large n [75], where ⟨X⟩ is the random variable cor-
responding to the sample mean ⟨x⟩, and m,σ2 are mean
and variance of the actual photon-count distribution. Let
the sample variance be given by S2. Then s2 = n

n−1S
2

is an unbiased and consistent estimate of σ2 [75]. There-

fore, by replacing σ by s, we can say that Y = ⟨X⟩−m
s/

√
n

is

approximately standard normal for large n.
Let 1 − ϵ be the confidence level. Suppose yϵ be such

that

P (−yϵ < Y < yϵ) ≈
1√
2π

∫ yϵ

−yϵ

e−
y2

2 dy = 1− ϵ. (13)

Then we have the probability

P (−yϵ < Y < yϵ) = P (−yϵ <
⟨X⟩ −m

s/
√
n

< yϵ)

= P (⟨X⟩ − syϵ√
n
< m < ⟨X⟩+ syϵ√

n
).

(14)

Therefore, combining Eq. (13) and Eq. (14), we have

P (⟨X⟩ − syϵ√
n
< m < ⟨X⟩+ syϵ√

n
) = 1− ϵ. (15)

So, we can say that (⟨x⟩ − syϵ√
n
, ⟨x⟩ + syϵ√

n
) is an approx-

imate confidence interval for the distribution mean m
with confidence level 1− ϵ.

Now we can decide the photon count distribution
as sub-Poissonian, or super-Poissonian, with confidence
level 1 − ϵ, if the estimated variance, s ≤ ⟨x⟩ − syϵ√

n
, or

s ≥ ⟨x⟩+ syϵ√
n
, i.e., ⟨x⟩

s ≥ 1+ yϵ√
n
, or ⟨x⟩

s ≤ 1− yϵ√
n
respec-

tively, where yϵ is given by Eq. (13). That is, for some
given ϵ and yϵ given by Eq. (13),

⟨x⟩
s

≥ 1 +
yϵ√
n

=⇒ sub-Poissonian distribution,

⟨x⟩
s

≤ 1− yϵ√
n

=⇒ super-Poissonian distribution,

(16)

with confidence level 1− ϵ.
Alternatively, one can perform hypothesis testing to

determine whether the light is sub-Poissonian, Poisso-
nian, or super-Poissonian.

FIG. 4. Probability density function for χ2 distribution. The
critical region, χ2 > χ2

k,α, for the χ2 test is denoted by stars,

and the region, χ2 > χ2
obs, corresponding to the p-value is

denoted by dots. Since here χ2
k,α > χ2

obs, the p-value becomes
larger than α and the region corresponding to the p-value
contains the critical region. Therefore, in this case, the null
hypothesis is accepted.

B. Hypothesis Testing

To determine the quantumness one has to perform two
consecutive hypothesis testing. For the first test,

H0 : m = s2, Ha : m < s2, (17)

and for the second test,

H0 : m = s2, Ha : m > s2. (18)

For both tests, the test statistic would be z = ⟨x⟩−s2

s/
√
n
.

For the first test,
case 1: if z ≥ yϵ, where yϵ is given by Eq. (13), H0 is re-
jected. That implies the underlying photon distribution
is sub-Poissonian.
case 2: if z < yϵ, we cannot reject H0. Also, we can-
not accept H0 due to lack of evidence. In that case, we
have to perform second hypothesis testing with the same
statistic. After the second test, if z ≥ yϵ, H0 is rejected
again, and we can say that the underlying distribution is
super-Poissonian.
Note that, this hypothesis testing is equivalent to the

above interval estimation technique, and both results in
the same decision.

C. Goodness-of-fit Test

Since the equality of mean and variance may not imply
Poisson distribution, to ensure the Poisson distribution
which is an indicator of a coherent source of light, we
suggest a second test which is a goodness-of-fit test, that
is, a hypothesis testing to decide whether a sample data
comes from a Poisson distribution or not.
For testing the quantumness in the generated random

number, one may use the χ2 goodness-of-fit test [75, 85]
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on the data generated by QRNGs as follows. Consider
null and alternative hypotheses as
H0: The data follow the distribution (4).
Ha: The data do not follow the distribution (4).
The test statistic is defined as

χ2 =

N∑
n=1

(On − En)
2

En
, (19)

where On denotes the frequency of n number of photon
in the data, En denotes the frequency given by Poisson
distribution (4). This test statistic follows χ2 distribution
with k = N − 1 degrees of freedom if all the parameters
are known, and its density function is given by,

fχ2(x) =
x

k
2−1e−

x
2

2
k
2 Γ(k2 )

, x ≥ 0,

where Γ(z) =

∫ ∞

0

tz−1e−tdt

(20)

is the well-known Gamma function [75]. The cumulative
distribution function in this case is given by,

Fχ2(z) =

∫ z

0

fχ2(x)dx. (21)

Figure 4 is a plot of the probability density function of a
χ2 distribution. The critical region (χ2 > χ2

k,α) for the

χ2 test is denoted by stars, and the region corresponding
to the p-value (χ2 > χ2

obs) is denoted by dots. The area
of the critical region is given by

P (χ2 > χ2
k,α) = 1− Fχ2(χ2

k,α) = α. (22)

χ2-test being a one-tailed test, p-value for this test is
given by

P (χ2 > χ2
obs) = 1− Fχ2(χ2

obs), (23)

where χ2
obs is the observed value of the test statistic.

If the typical values of the parameters µ, T in Eq. (4)
are known, we have k = N − 1. However, if they are
unknown, in that case, k = N − 2. Therefore, H0 is
rejected if χ2

obs > χ2
k,α, where χ2

k,α is the value given

by Fχ2(χ2
k,α) = 1 − α. In other words, H0 is rejected if

p-value is less than α.
As in most cases, the equality of the mean and the

variance denotes Poisson distribution, for practical pur-
poses, the last χ2 test may not be needed. We mention
this test for the completeness of the discussion.

VI. DETAILED PHOTON COUNTING
STATISTICS OF COHERENT PULSE-BASED

QRNG

The statistics discussed in Eq. (11) of Section IV con-
sider that all of the n photons present within time T
would be detected in the same time-bin, which is a crude
assumption for n > 1. In this section, we perform a more
fine-grained analysis of the first photon arrival time for
coherent pulse-based QRNG devices. This analysis helps
us to investigate the quality of QRNG in terms of several
parameters, as elaborated in Section VII.

A. Time-bin Statistics for Poissonian Photon with
Perfect Devices

Currently available photon arrival time-based
QRNGs [41, 42] use coherent sources, which generate
photons that follow Poissonian statistics. Here, a ran-
dom number is generated based on the detection time of
the first photon in each time cycle T . The probability of
detecting the first photon in i-th bin, when n photons
are present within T time, is given by

P (i; 1st|n) =
∑n

l=1 P (0,
(i−1)T

N )P (l, T
N )P (n− l, T − iT

N )

P (n, T )

=

∑n
l=1 e

−µT i−1
N

e−µT/N(µT
N )

l

l!

e
−µT(1− i

N )(µT )n−l(1− i
N )

n−l

(n−l)!

e−µT (µT )n

n!

=

n∑
l=1

(
n

l

)(
1

N

)l(
1− i

N

)n−l

=

(
1− i− 1

N

)n

−
(
1− i

N

)n

. (24)
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However, we do not know the number of photons present within the period T . Therefore, the probability of de-
tecting the first photon in the i-th bin is given by

P (i; 1st) =
∑
n≥0

P (i; 1st|n)P (n, T )

= P (i; 1st|0)P (0, T ) +
∑
n>0

P (i; 1st|n)P (n, T )

= 0 +
∑
n>0

e−µT (µT )n

n!

[(
1− i− 1

N

)n

−
(
1− i

N

)n]

= e−µT
∑
n>0

[
µT
(
1− i−1

N

)]n
n!

− e−µT
∑
n>0

[
µT
(
1− i

N

)]n
n!

= e−(i−1)µT
N − e−iµT

N . (25)

B. Time-bin Statistics for Poissonian Photon with
Inperfect Devices

Till now, we have considered all of the used optical de-
vices as ideal. But in practice, any error in the source and
in the attenuators affects photon power and changes the
value of the mean photon number per unit time. Again, if
the detector is not 100% efficient, The first photon would

be detected in the i-th time-bin, if at least one photon
has been detected in i-th bin, and either (A) no photon
has been reached at SPD before the i-th bin, or (B) k
number of photons have reached before the i-th bin, but
none of them has been detected. Therefore, the proba-
bility of detecting the first photon in the i-th bin, when
n photons are present within T time, is given by

Pd(i; 1st|n) =
∑n−1

k=0 P (k,
(i−1)T

N )(1− d)k
∑n−k

l=1 {1− (1− d)l}P (l, T
N )P (n− k − l, T − iT

N )

P (n, T )

=

∑n−1
k=0

e−µT i−1
N (µT i−1

N )
k

k! (1− d)k
∑n−k

l=1 {1− (1− d)l} e−µT/N(µT
N )

l

l!

e
−µT(1− i

N )(µT )n−k−l(1− i
N )

n−k−l

(n−k−l)!

e−µT (µT )n

n!

= n!

n−1∑
k=0

(
(i−1)(1−d)

N

)k
k!

1

(n− k)!

n−k∑
l=1

(
n− k

l

)[(
1

N

)l(
1− i

N

)n−k−l

−
(
1− d

N

)l(
1− i

N

)n−k−l
]

=

n−1∑
k=0

(
n

k

)(
(i− 1)(1− d)

N

)k
[(

1− i− 1

N

)n−k

−
(
1− i− 1 + d

N

)n−k
]

=

(
1− (i− 1)

d

N

)n

−
(
1− i

d

N

)n

, (26)

where d ∈ (0, 1] is the detection efficiency. Since the
exact number of photons is unknown, the probability of
detecting the first photon in the i-th bin becomes

Pd(i; 1st) = e−(i−1)µTd
N − e−iµTd

N

= (e
µTd
N − 1)e−iµTd

N . (27)

The remaining probability

1−
N∑
i=1

Pd(i; 1st) = e−µTd (28)

is the probability of detecting no photon in a complete
reference cycle. In that case, this reference cycle has no
contribution to the random number. Therefore the prob-
ability mass function of the distribution corresponding to
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FIG. 5. Plots for the probabilities of detecting the first photon
in 256 time-bins. Probabilities for different values of µTd as
well as uniform probability distribution have been plotted.
µ is the expected number of photons in unit time, T is the
time cycle in the external reference time frame, and d is the
detection efficiency. If all the optical components are ideal
then the distribution should be given by red dashed line.

the detection of the first photon in the i-th bin is given
by

f(i) =
e

µTd
N − 1

1− e−µTd
e−iµTd

N , i = 1, 2, . . . , N. (29)

Figure 5 shows how µTd affects the probability (29).
Here we consider N = 256. From this plot, it is clear that
the randomness increases as µTd decreases. Therefore,
the main goal in designing a QRNG is

minimize
µ,T,d

g(µ, T, d) := µTd,

subject to µ > 0, T > 0, d > 0.
(30)

However, this minimization is bounded by some con-
straints related to the generation rate, the cost and the
timing error in registering the photon detection time.
These constraints are discussed in Section VII.

Next, let us consider QRNG in Fig. 3(II). Here, the
probability, that the waiting time (tw) between the ar-
rival of two consecutive photons lies in the i-th bin, is
given by

P ((i− 1)tl < tw < itl) = P (tw > (i− 1)tl)− P (tw > itl)

= e−(i−1)µtl − e−iµtl , (31)

where tl is the length of each time-bin. If the detection
efficiency is given by d, this probability is given by

Pd((i− 1)tl < tw < itl) = e−(i−1)µtld − e−iµtld. (32)

Since in the probability distribution of Eq. (27), T
N is

the length of the time-bins, Eq. (32) is identical with
Eq. (27). Therefore, the probability mass function cor-
responding to the probability Eq. (32) is also given by
Eq. (29) with T = Nti.

FIG. 6. Plot representing the relation between µTd and ϵ
such that the probability distribution given by Eq. (29) is ϵ-
random. Randomness reduces as µTd increases. This product
can be reduced with the proper choice of external reference
cycle T , and proper tuning of the source, the attenuators and
the detector.

Therefore, these two types of QRNGs, perform sim-
ilarly in practical scenarios. However, if we can en-
sure that the source is an actual single-photon source,
then the perfect random number can be generated using
an external time reference with probability distribution
Pd(i) =

d
N (Ref. Eq. (11)). Since the distributions given

by Eq. (29) are evaluated from the quantum properties
of photons, this can be used to test the quantumness in
a QRNG.

Definition 2. We define a probability distribution P (·),
with support S, as ϵ-random if and only if

max
i,j∈S

|P (i)− P (j)| = ϵ. (33)

Since the distribution (29) is a monotone decreasing
function, it becomes ϵ-random if and only if

f(1)− f(N) = ϵ

=⇒ e
µTd
N − 1

eµTd − 1

(
e(1−

1
N )µTd − 1

)
= ϵ. (34)

Figure 6 is a visual representation of the Eq. (34). It
clearly shows that the value of ϵ increases with µTd. That
means, to generate numbers with ϵ-randomness, we need
to carefully choose the external reference cycle T , and
configure the source, the attenuators and the detector so
that relation (34) has been satisfied.
We have performed the NIST, Dieharder, AIS-31 and

ENT tests on the data generated by simulating the prob-
ability distribution given by Eq. (29). These test results
are provided in Section VIII.

VII. EFFECT OF µ, T, d ON RANDOM NUMBER
GENERATION RATE AND COST

As discussed in Eq. (30) of Subsection VIB, we have
to minimize µTd to achieve maximum randomness from
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FIG. 7. Entropy (38) of the probability distribution (29).
When the product of the expected number of photons, µT ,
within an external reference cycle T , and the detection effi-
ciency d is very small, the entropy H(Q) of the distribution
generated by the QRNG is very close to the entropyH(U) = 8
of the uniform random distribution. Therefore, if µTd is very
small, the random number generated by the QRNG would be
close to the uniform random number.

the quantum source increases. In that discussion, we
have considered the product µTd as a single quantity. In
this section, we separately discuss the effect of

• the expected photon number in unit time, µ,

• the external reference cycle, T , and

• the detection efficiency, d

on the rate of random number generation, r as well as on
the cost of the QRNG.
The entropy, which is the source of randomness of a

QRNG, can be expressed as

H(E) = H(Q) +H(C), (35)

where, H(E), H(Q) and H(C) are the total entropy gen-
erated by the RNG, the entropy of the quantum source
and the entropy of the classical source respectively.

Definition 3. An RNG is said to be perfect if H(E) =
H(U), where H(U) is the entropy of uniform random-
ness. A QRNG is said to be perfect if H(U) = H(E) =
H(Q).

However, in the practical scenario, perfect QRNG is
not possible. Therefore, the main goal in designing a
QRNG is

Goal: H(Q) ≈ H(U). (36)

The Shannon entropy [86, 87] of a uniform distribution
over N points is given by

H(U) = −
N∑
i=1

1

N
log

1

N
= logN. (37)

On the other hand, the entropy of the probability distri-
bution (29) is given by

H(Q) =
1− (N + 1)e−µTd +Ne−(N+1)µTd

N

(1− e−µTd)(1− e−
µTd
N )

log
(
e

µTd
N

)
− log

(
e

µTd
N − 1

1− e−µTd

)
. (38)

A detailed derivation of this entropy has been added in
Appendix B. Fig. 7 shows how the entropy (38) changes
with µTd. Here we have chosen N = 256. Therefore,
the entropy (37) of the uniform distribution would be
H(U) = log 256 = 8. From Fig. 7, it can be easily seen
that, if µTd is very small, the entropy H(Q) is very close
to 8, which is the entropy of the uniform distribution. In
this section, by randomness we will refer to the random-
ness due to H(Q) only.

A. Effect of the Expected Photon Numbers

Here we discuss the effect of the expected photon num-
bers on the cost as well as the random number generation
rate of a QRNG.

1. Effect of the Exected Photon Number on Cost

Since µ is the expected number of photons in unit time,
this can be reduced by using heavy attenuation. This
will directly affect the cost. Heavy attenuation requires
a large number of high-quality attenuators, increasing the
production cost for the random numbers. Thus

small value of µ =⇒ high production cost. (39)

2. Effect of the Expected Photon Number on Random
Number Generation Rate

A small value of µ, which indicates a small number of
photons, leads to a high chance of no photon detection
in a particular external reference cycle of time interval
T . That means those intervals will have no contribution
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FIG. 8. Plot shows how random number generation rate (bit
per unit time) changes with the expected photon number per
unit time (µ). Five different plots have been shown for five
different values of detection efficiency (d). From the plot, it
can be easily seen that if µ decreases, the random number
generation rate of the QRNG will also decrease.

to the final random number. Therefore, we require more
cycles to produce random numbers of expected length.
This will reduce the speed of the RNG. From Eq. (27),
the probability, P (0), of no photon detection within time
T is given by

P (0) = 1−
N∑
i=1

Pd(i; 1st) = e−µTd, (40)

where Pd(i; 1st) is the probability of detecting the first
photon in the i-th bin.
Suppose, for some µ, the expected number of external

cycles to produce a random number of length k, where
each cycle contains N time-bins, is given by Nc. Then
Nc = ⟨X⟩, where X is a random variable, whose proba-
bility distribution is negative binomial distribution, given
by

P (X = x) =

(
x− 1

k′ − 1

)
(1− Pµ(0))

k′
Pµ(0)

x−k′
, (41)

for x = k′, k′ + 1, k′ + 2, . . . , where k′ = ⌈ k
log2 N ⌉ and

Pµ(0) = e−µTd. Therefore,

Nc = ⟨X⟩ = k′P (0)

1− P (0)
=

k′

eµTd − 1
. (42)

Thus, the rate of generating random numbers is given by

r =
k′

TNc
=
eµTd − 1

T
bits per unit time. (43)

Since the external time cycle T is very small, Eq. (43)
can be written as

r ≈ µd bits per unit time. (44)

Clearly, if µ decreases, this rate will also decrease. The
graph in Fig. 8 shows how this rate changes with µ for
fixed T and d. Therefore, we cannot reduce µ arbitrarily
to get the maximum amount of randomness.

τ1 τ2 τi τN τ1 τ2 τj τN τ1 τ2

T T

Signal

Shifted
Signal

δt

FIG. 9. Due to the timing error δt, the actual may be read as
the shifted signal and the registered time-bin may be different
from the actual time-bin of photon detection. This would add
an error in the generated random number. To minimize such
error, we put a lower bound on the external reference cycle T
using Eq. (46).

B. Effect of the timing error of the device on the
External Reference Cycle

If we choose the external reference cycle T very small,
the product µTd would also be small. This should in-
crease the randomness, as discussed in Eq. (30) of the
Subsection VIB. However, a small T would lead to a
small length T

N for the time bins. Now, if there are
maximum δt errors in registering the photon-arrival-time,
due to small time-bins, the time may be registered in
a time-bin that is different from the actual time-bin as
shown in Fig. 9. Let us consider that the actual detec-
tion happens in i-th bin, that is, within time interval
[(i − 1) T

N , i
T
N ). If the actual detection happens within

time interval [(i−1) T
N , (i−1) T

N +δt), the time may be reg-
istered as (i−1)-th bin. Similarly, if the actual detection
happens within time interval [i TN −δt, i TN ), the time may
be registered as (i+1)-th bin. However, if the actual de-
tection lies within the time interval [(i−1) T

N +δt, i
T
N −δt),

there will be no error.

Now let us consider that T is chosen to satisfy the
relation

T

N
≥ kδt, (45)

for some suitable k. Then the probability, pe, that the
detection happens in i-th bin but outside of the interval
[(i−1) T

N +δt, i
T
N −δt) is bounded above as pe ≤ 2

k . Here

we have assumed uniform distribution as the time T
Nk is

very small. Therefore, for a fixed error tolerance, ptol, k
can be chosen as ktol =

2
ptol

. In that case, the minimum

reference cycle Tmin should be

Tmin = Nktolδt. (46)

Therefore, we cannot make T arbitrarily small to get the
maximum amount of randomness.
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FIG. 10. Plot shows how random number generation rate (bit
per unit time) changes with the detection efficiency (d). Five
different plots have been shown for five different values of µ,
the expected photon number per unit time. From the plot,
it can be easily seen that if d decreases, the random number
generation rate of the QRNG will also decrease.

C. Effect of the Reference Cycle on Random
Number Generation Rate and Cost

Equation (44) indicates that T does not have much
effect on the rate of generating random numbers. Also,
since T has no impact on the used optical devices, it does
not affect cost.

D. Effect of Detection Efficiency

In this subsection, we discuss the effect of the detection
efficiency of the detector used in the QRNG on the cost as
well as the random number generation rate of a QRNG.

1. Effect of the Detection Efficiency on Cost

The value of µTd can be decreased by choosing a de-
tector with bad detection efficiency. It is very natural
that if a detector can efficiently detect photons, its cost
will also be high. Since the randomness increases if µTd
decreases, choosing small d we can increase the random-
ness. This will also reduce the cost of the QRNG. Thus

small value of d =⇒

{
high randomness

high cost
(47)

2. Effect of the Detection Efficiency on Random Number
Generation Rate

Although a bad detector with a small detection effi-
ciency, d, reduces production costs, this leads to a high
chance of no photon detection in a particular external
reference cycle. From Eq. (44) it can be easily seen that
if T decreases, the rate of generating random numbers

FIG. 11. Plot showing relation between random number gen-
eration rate, r, expected photon number in unit time, µ, and
detection efficiency, d. If the values of µ and d are small, the
generation rate is also small. Therefore, to generate random
numbers with high rate, we have to choose both µ and d large.

Parameters Effects on
↓ Randomness Rate Cost
µ ↑ ↓ ↑
T ↑ − −
d ↑ ↓ ↓

TABLE I. The effects of decreasing the expected photon count
µ, the external reference cycle T and the detection efficiency d.
A down-arrow, ↓, denotes the decrement of the corresponding
quantity. On the other hand, an up-arrow, ↑, denotes the
increment. T does not affect speed or cost. If the parameters
increase, the effects will be in the reverse direction.

will also decrease. The graph in Fig. 10 shows how this
rate changes with µ for fixed T and d. Therefore, it is
not possible to choose a detector with arbitrarily small
detection efficiency.

E. Performance and Cost of the QRNG

Figure 11 is a surface plot of how the random number
generation rate of the QRNG changes with µ and d. This
shows that we have to consider high values of µ and d to
get a high rate. On the other hand, in Eq. (30) of Sub-
section VIB we show that to get maximum randomness
from the quantum source, we have to minimize the prod-
uct µTd small. Therefore, this needs some optimization
while choosing µ and d.
The above discussion has been described as a heat map

in Fig. 12. In the figure, dark shade denotes low value
and light shade denotes high value of randomness, gen-
eration rate and cost in Figures 12(a), 12(b) and 12(c)
respectively. Figure 12(a) shows that high randomness
demands a small value of the product µTd. However,
the product µd cannot be very small as Fig. 12(b) indi-
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FIG. 12. Heat map denoting how (a) randomness, (b) random number generation rate and (c) cost varies depending on the
expected photon number per unit time, µ, external reference cycle, T and the detection efficiency, d. Figure (a) shows that we
must keep the product µTd small to get maximum randomness. However, (b) shows if the µd is small, the generation rate will
be minimal. On the other hand, from (c), low-cost demands a small value of d and a high value of µ.

cates. A small µd would result in a low random number
generation rate. On the other hand, to keep the cost of
the QRNG low, we need a small d but a large µ.

In Table I, we summarize the discussion in tabular
form. A down-arrow (↓) indicates a decrease in the value
of the corresponding quantity, while an up-arrow (↑) sig-
nifies an increase. The external reference cycle T does not
influence speed or cost. If the parameters are increased,
the effects will reverse accordingly.

We have already mentioned in Eq. (36) that the main
goal in designing a QRNG is to keep H(Q), the entropy
from the quantum source as close as H(U), the entropy
of uniform randomness. However, we also discussed that
this is not the only goal. There are some other constraints
as well like random number generation rate and cost. A
QRNG should generate random numbers with high rates
and low costs. The randomness and the rate together de-
scribe the performance of the QRNG. Therefore, the goal
in designing a QRNG is to maximize the performance and
minimize the cost by choosing appropriate µ, T and d.

VIII. RESULTS OF RANDOMNESS TESTS

As mentioned in Subsection IIC, the randomness of the
random numbers is tested using statistical tests. Here we
used four common statistical testing suites namely NIST,
Dieharder, AIS-31 and ENT.

The NIST Randomness Testing Suite is an extensive
set of statistical tests developed by the National Insti-
tute of Standards and Technology (NIST) to evaluate
the quality of randomness in random numbers. It is one
of the most widely used suites for testing randomness. It
contains 15 different tests to examine different aspects of
randomness. Most of the tests have the standard nor-
mal or χ2 as reference distribution for their test statistic.
Here null hypothesis is taken as the number to be tested is
random. For each test, the significance level is considered
as 0.01. If the value of the test statistic for some tests falls
in the critical region, or equivalently, calculated p-value is
less than 0.01, then the corresponding tests fail rejecting
the null hypothesis. A perfectly random number should
pass all of the 15 tests. As mentioned in Section V, the
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FIG. 13. NIST result. Bar charts are plotted for (a) µTd = 0.05, (b) µTd = 0.10, (c) µTd = 0.15, (d) µTd = 0.20, (e)
µTd = 0.25, (f) µTd = 0.30, (g) µTd = 0.35, (h) µTd = 0.40, (i) µTd = 0.45, (j) µTd = 0.50. For each µTd, three 1 GB files
are generated by simulating probability distribution (29), and the NIST tests have been performed on those files. Different
textures denote results corresponding to different files. A test is considered as passed if the corresponding p-value is at least
0.01. Tests that fail for all of the three files are not included in the bar chart. The vertical dashed line denotes p-value = 0.01
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FIG. 14. NIST test results for the data simulated with the
distribution given by Eq. (29). Three files, each containing 1
GB random number have been used for the test for every µTd.
A test fails if the corresponding p-value is found less than
0.01. The range in the second column arises due to different
results from three different files. The number of passed tests
decreases with the increment of µTd. This indicates that
as µTd increases, the randomness in the generated random
number decreases.

central limit theorem is applicable only for large n, tests
that use the central limit theorem to determine the refer-
ence distribution, have a requirement for the bit stream,
that is, the length of the testing sequence, to be large
enough (at least 106).
The Dieharder tests represent a battery of statisti-

cal tests used to assess the quality and randomness of
a RNG. This suite contains around 30 tests for the as-
sessment. These tests consider KS test of uniformity to
obtain the p-values. Depending on these p-values, the
decision (passed, weak or failed) has been taken. The
results that do not pass and also do not have enough
evidence to declare as fail have been mentioned as weak.

AIS-31 is a standardized suite of statistical tests for
assessing RNGs. This suite comprises a total of 9 tests,
typically organized into two main groups. Procedure
A, consists of 6 tests aimed at detecting statistically in-
conspicuous behavior in RNG output. Procedure B, fo-
cuses on evaluating the internal random bits of TRNGs
through 3 specific tests. These tests ensure that RNGs
meet rigorous statistical criteria for randomness, provid-
ing a reliable measure of their quality and suitability for
applications requiring secure and unpredictable random
numbers.

ENT performs 5 tests on the stream of bytes and pro-
duces the outputs for each test. It calculates entropy,
χ2 statistic value, the arithmetic mean of the bytes, the
Monte Carlo value of π and the serial correlation coef-
ficient. Depending on these values user can decide the
randomness.

We have generated random numbers simulating the
probability distribution given by Eq. (29) for different
µTd. Three files of size 1 GB have been generated for
every µTd. Then we perform the NIST tests over the
generated numbers. 100 bit streams of length 10, 000, 000

FIG. 15. (a) Dieharder and (b) AIS-31 test results for the
data simulated with the distribution given by Eq. (29). For
Dieharder, there are 30 tests; for AIS-31, 9 tests are there.
These tests also reveal that the number of passed tests de-
creases as µTd increases indicating lower values of µTd re-
sult in better randomness before post-processing. Along with
pass and fail, Dieharder tests also mention suspected results
as weak. They are also included in this figure.

have been considered for the tests. In Fig. 13, we plot
the bar charts of the p-values from different NIST tests.
The tests for which the p-values are found as 0 are not
included in the plot. From these plots, we can see that,
as µTd increases, the number of passed tests decreases
indicating a decrement of the randomness in the random
number. The overall result is plotted in Fig. 14 as the
number of tests our simulated data passed. These graphs
indicate that lower µTd values give rise to better random
numbers requiring less post-processing.

We have also performed the Dieharder, AIS-31 and
ENT over the generated numbers. Figure 15 shows how
many tests for our simulated data passed for Dieharder
and AIS tests. Similar to the NIST tests, these tests also
show that small µTd values provide better randomness
before post-processing. ENT test does not mention pass
or fail as a result. However, it provides ideal and actual
values for the performed tests. In Fig. 16, we plot the rel-
ative deviation of the actual values from their ideal values
for different ENT tests. In this case also, the deviations
increase with the increase of µTd.
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FIG. 16. Ent test result for the data simulated with the distri-
bution given by Eq. (29). The relative deviation is calculated

as |vi−vo|
vi

, where vi is the expected ideal value for uniform

distribution and vo is the observed value for the simulated
data. Although the deviation of the Monte Carlo value of π,
the arithmetic mean and the χ2 test value is high, the devia-
tion of the entropy and the serial correlation is very small.

IX. DISCUSSION

In this article, we consider two perspectives for analyz-
ing QRNG. From the manufacturer’s point of view, we
discuss how to determine when the source can be consid-
ered as quantum. Here we assume that photon detection
time is available as a sample. We suggest two-fold statis-
tical tests. The first one may be an interval estimation
or hypothesis test to decide between sub-Poissonian and
super-Poissonian. On the other hand, the last one, which
is a χ2-test ensures Poisson distribution. This test can
be performed for any quantum-photonic device to check
its quantumness.

Then we discuss photon statistics for time-bin-based
QRNG in practical scenarios. We consider two photon-
arrival-time-based QRNG models, one using external
time reference and another without such external refer-
ence. We show that, although for ideal devices these
two models follow different distributions (one of which
is perfectly random), these two QRNGs follow a similar
distribution when the photon source is not an actual sin-
gle photon source. We derive a relation when the photon
statistics becomes ϵ-random. We found that by mak-
ing the product of the expected number of photons (µT )
within an external reference cycle (T ) and the detection
efficiency (d) small enough, the randomness of the gen-
erated raw random number can be increased. Therefore
it would require less post-processing, and it would retain
maximum randomness from the quantum source. This
discussion would help QRNG manufacturers to design
better QRNG.

Although small µTd provides better randomness, from
the user’s perspective it may not be suitable. The ran-
dom number generation rate, the timing error in regis-
tering photon detection time and the cost of the QRNG
restrict us from choosing small values for µ, T or d. A

lower expected photon count improves quantumness but
comes with increased costs and a reduced generation
rate. On the other hand, a shorter external reference
cycle enhances quantumness but must surpass a mini-
mum threshold to reduce timing errors, having only slight
effects on cost and rate. Reduced detection efficiency
boosts quantumness and lowers costs, but also decreases
the generation rate. The trade-off among the randomness
sourced from quantum systems, the rate of random num-
ber generation, and the cost of the QRNG is contingent
upon the specific requirements of the users.
Finally, we simulated random numbers according to

the photon statistics we derived and applied statistical
tests including NIST, Dieharder, AIS-31, and ENT to
these numbers. The results from these tests validate our
theoretical conclusions based on µTd about the random-
ness of the quantum sources.
In practical cases, the dark count of a detector also

contributes to the generation of random numbers. In
our discussion, we did not consider the dark count. This
work can be extended to see the effect of dark counts on
the photon statistics. In our discussion, we have consid-
ered two models of photon arrival-time-based QRNGs.
Similar analysis can be performed for other models of
QRNGs.
One may note that our discussions are not meant

for black-box testing for commercially available QRNGs.
Rather, the physicists and engineers may use these in the
QRNG design phase before post-processing, for evalua-
tion, fine-tuning and performance optimization.
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Appendix A: Relationship between Non-classicality
of Light, antibunching of Photons and

sub-Poissonian Distributions

The second-order correlation function [56] of light is
defined by

g2(τ) :=
⟨I(t)I(t+ τ)⟩
⟨I(t)⟩⟨I(t+ τ)⟩

, (A1)

where I(t) is the intensity of the light at time t and ⟨·⟩
denotes the average over all t. Using the classical theory
of light, it can be shown that

g2(0) =
⟨I(t)2⟩
⟨I(t)⟩2

≥ 1,

and g2(τ) = 1 for τ ≫ τc,

(A2)

τc being the coherence time of the source.
Now, consider that a photon stream is sent through a

beam splitter and two detectors D0 and D1 are kept in
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two output paths. Than the correlation function (A1)
can be written as

g2(τ) :=
⟨n1(t)n2(t+ τ)⟩
⟨n1(t)⟩⟨n2(t+ τ)⟩

, (A3)

where ni(t) is the number of counts registered on de-
tector i at time t. If the incoming light consists of a
photon stream with long intervals between two consecu-
tive photons, the product n1(t)n2(t) is always 0, giving
g2(0) = 0 < 1, which is not possible with classical lights.
Thus, depending on g2(t), light is distinguished in the
following three classes [56]:

(i) bunched light, when g2(0) > 1,

(ii) coherent light, when g2(0) = 1,

(iii) antibunched light, when g2(0) < 1.

Out of these three, antibunched light is undoubtedly non-
classical.

The relation between photon count distribution and
g2(τ) is given by [55]

⟨(∆N)2⟩ − ⟨N⟩ = ⟨N⟩2 1

T 2

∫ T

−T

dτ(T − |τ |)(g2(τ)− 1).

(A4)
In the above equation, if g2(τ) ≤ 1 for all τ , it implies
⟨(∆n)2⟩ < ⟨N⟩, i.e., a sub-Poissonian statistics, indi-
cating non-classicality of light. However, if g2(τ) ≤ 1
for some τ , there is no direct relation between the sub-
Poissonian photon count statistic and the antibunching

of photons. Xou and Mandel [55] showed that if a source
emits photons in two different nonvacuum modes, both
having occupation number n/2, but different frequencies
ω1 and ω2, the second-order correlation function takes
the form

g2(τ) =
1

2
cos(ω1 − ω2)τ −

1

n
+ 1, (A5)

for τ < T . Also, if P (N, t, t + T ) be the distribution of
photon count in the time interval from t to t+ T ,

⟨(∆N)2⟩ − ⟨N⟩ = ⟨N⟩2
[(

sin(ω1 − ω2)T/2

(ω1 − ω2)T/2

)2

− 1

n

]
,

(A6)
where ⟨N⟩ and ⟨(∆N)2⟩ are respectively the mean and
the variance of the above distribution. Choosing T =

2π
ω1−ω2

, it can be seen that ⟨(∆N)2⟩ < ⟨N⟩, i.e., the light

is sub-Poissonian although g2(0) = 3
2 − 1

n > 1 for n > 2
denoting the light is bunched. This example also shows
that although both the antibunching of photons and the
sub-Poissonian distribution of photon count indicate the
non-classicality of light, they are not identical.

Appendix B: Quantum Entropy for QRNG

The Shannon entropy [86, 87] of the probability distri-
bution given by Eq. (29) is given by

H(Q) = −
N∑
i=1

f(i) log f(i)

= −
N∑
i=1

e
µTd
N − 1

1− e−µTd
e−iµTd

N log

(
e

µTd
N − 1

1− e−µTd
e−iµTd

N

)

= − e
µTd
N − 1

1− e−µTd

N∑
i=1

e−iµTd
N

[
log
(
e−iµTd

N

)
+ log

(
e

µTd
N − 1

1− e−µTd

)]

=
e

µTd
N − 1

1− e−µTd

[
log
(
e

µTd
N

) N∑
i=1

ie−iµTd
N − log

(
e

µTd
N − 1

1− e−µTd

)
N∑
i=1

e−iµTd
N

]

=
e

µTd
N − 1

1− e−µTd

log (eµTd
N

) e−µTd
N

[
1− (N + 1)e−µTd +Ne−(N+1)µTd

N

]
(1− e−

µTd
N )2

− log

(
e

µTd
N − 1

1− e−µTd

)
e−

µTd
N (1− e−µTd)

1− e−
µTd
N


=

1− (N + 1)e−µTd +Ne−(N+1)µTd
N

(1− e−µTd)(1− e−
µTd
N )

log
(
e

µTd
N

)
− log

(
e

µTd
N − 1

1− e−µTd

)
. (B1)

This is the entropy generated by the photon arrival-time- based QRNGs we have discussed in this article.
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edited by Ç. K. Koç (Springer US, Boston, MA, 2009)
pp. 5–23.
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Rahn, and O. Benson, Applied Physics Letters 98,
171105 (2011).

[20] Y.-Q. Nie, H.-F. Zhang, Z. Zhang, J. Wang, X. Ma,
J. Zhang, and J.-W. Pan, Applied Physics Letters 104,
051110 (2014).

[21] A. Khanmohammadi, R. Enne, M. Hofbauer, and
H. Zimmermanna, IEEE Photonics Journal 7, 1 (2015).

[22] Y. Zhang, H.-P. Lo, A. Mink, T. Ikuta, T. Honjo,
H. Takesue, and W. J. Munro, Nature communications
12, 1056 (2021).

[23] R. Bernardo-Gavito, I. E. Bagci, J. Roberts, J. Sexton,
B. Astbury, H. Shokeir, T. McGrath, Y. J. Noori, C. S.
Woodhead, M. Missous, et al., Scientific reports 7, 17879
(2017).

[24] K. Aungskunsiri, R. Amarit, K. Wongpanya, S. Jantara-
chote, W. Yamwong, S. Saiburee, S. Chanhorm, A. In-
tarapanich, and S. Sumriddetchkajorn, Applied Physics
Letters 119, 074002 (2021).

[25] C. Gabriel, C. Wittmann, D. Sych, R. Dong,
W. Mauerer, U. L. Andersen, C. Marquardt, and
G. Leuchs, Nature Photonics 4, 711 (2010).

[26] J. Y. Haw, S. M. Assad, A. M. Lance, N. H. Y. Ng,
V. Sharma, P. K. Lam, and T. Symul, Phys. Rev. Appl.
3, 054004 (2015).

[27] X. Guo, C. Cheng, M. Wu, Q. Gao, P. Li, and Y. Guo,
Opt. Lett. 44, 5566 (2019).

[28] Q. Zhou, R. Valivarthi, C. John, and W. Tittel, Quan-
tum Engineering 1, e8 (2019).

[29] Z. Zheng, Y. Zhang, W. Huang, S. Yu, and H. Guo,
Review of Scientific Instruments 90, 043105 (2019).

[30] T. Gehring, C. Lupo, A. Kordts, D. Solar Nikolic,
N. Jain, T. Rydberg, T. B. Pedersen, S. Pirandola, and
U. L. Andersen, Nature Communications 12, 605 (2021).

[31] B. Qi, Y.-M. Chi, H.-K. Lo, and L. Qian, Opt. Lett. 35,
312 (2010).

[32] H. Guo, W. Tang, Y. Liu, and W. Wei, Phys. Rev. E
81, 051137 (2010).

[33] Y. Shen, L. Tian, and H. Zou, Phys. Rev. A 81, 063814
(2010).

[34] F. Xu, B. Qi, X. Ma, H. Xu, H. Zheng, and H.-K. Lo,
Opt. Express 20, 12366 (2012).

[35] Y.-Q. Nie, L. Huang, Y. Liu, F. Payne, J. Zhang, and
J.-W. Pan, Review of Scientific Instruments 86, 063105
(2015).

[36] J. Yang, J. Liu, Q. Su, Z. Li, F. Fan, B. Xu, and H. Guo,
Opt. Express 24, 27475 (2016).

[37] M. Huang, Z. Chen, Y. Zhang, and H. Guo, Applied
Sciences 10, 2431 (2020).

[38] M. Herrero-Collantes and J. C. Garcia-Escartin, Rev.
Mod. Phys. 89, 015004 (2017).

[39] V. Mannalatha, S. Mishra, and A. Pathak, Quantum
Information Processing 22, 439 (2023).

[40] ID Quantique, “QUANTIS random number generator,”
(2001).

[41] Qutools, “quRNG|50 Quantum Random Number Gener-
ator,” (2010).

[42] QNu Labs, “TROPOS Quantum Random Number Gen-
erator,” (2018).

[43] Quintessence Labs, “qStreamTM High-speed True Ran-
dom Number Generation,” (2022).

[44] Mars Innovation and Department of Electrical and Com-
puter Engineering & Department of Physics, University
of Toronto, “Quantoss high-speed quantum random num-
ber generator,” (2023).

[45] Quntum Computing Inc., “uQRNG Uniform Probabil-
ity Distribution Quantum Random Number Generator,”
(2023).

[46] Quside, “FMC series, PCIe series, QRNG security
chipset,” (2023).

[47] Quantum CTek, “Quantum Random Number Genetra-
tor,” (2023).

http://dx.doi.org/10.1103/RevModPhys.87.1067
http://dx.doi.org/10.1103/RevModPhys.87.1067
http://dx.doi.org/10.1080/01621459.1949.10483310
http://dx.doi.org/10.1080/01621459.1949.10483310
http://dx.doi.org/10.1103/PhysicsPhysiqueFizika.1.195
http://www.jstor.org/stable/24939253
http://www.jstor.org/stable/24939253
http://dx.doi.org/10.1002/j.1538-7305.1949.tb00928.x
http://dx.doi.org/10.1002/j.1538-7305.1949.tb00928.x
http://dx.doi.org/https://doi.org/10.1007/978-3-540-27809-2_18
10.1587/transinf.2016FCP0015
10.1587/transinf.2016FCP0015
http://dx.doi.org/10.1007/978-0-387-71817-0_2
http://dx.doi.org/10.1007/978-3-319-10683-0_12
http://dx.doi.org/10.1007/978-3-319-10683-0_12
http://dx.doi.org/https://doi.org/10.1038/npjqi.2016.21
http://dx.doi.org/https://doi.org/10.1038/npjqi.2016.21
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22r1a.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22r1a.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-22r1a.pdf
https://rurban.github.io/dieharder/manual/dieharder.pdf
https://rurban.github.io/dieharder/manual/dieharder.pdf
https://cosec.bit.uni-bonn.de/fileadmin/user_upload/teaching/15ss/15ss-taoc/01_AIS31_Functionality_classes_for_random_number_generators.pdf
https://cosec.bit.uni-bonn.de/fileadmin/user_upload/teaching/15ss/15ss-taoc/01_AIS31_Functionality_classes_for_random_number_generators.pdf
https://www.fourmilab.ch/random/
https://www.fourmilab.ch/random/
http://dx.doi.org/10.1063/1.2720728
http://dx.doi.org/10.1063/1.2720728
http://dx.doi.org/10.1063/1.2961000
http://dx.doi.org/10.1364/OE.18.009351
http://dx.doi.org/10.1080/09500340802553244
http://dx.doi.org/10.1063/1.3578456
http://dx.doi.org/10.1063/1.3578456
http://dx.doi.org/10.1063/1.4863224
http://dx.doi.org/10.1063/1.4863224
http://dx.doi.org/10.1109/JPHOT.2015.2479411
https://doi.org/10.1038/s41467-021-21069-8
https://doi.org/10.1038/s41467-021-21069-8
https://doi.org/10.1038/s41598-017-18161-9
https://doi.org/10.1038/s41598-017-18161-9
http://dx.doi.org/10.1063/5.0055955
http://dx.doi.org/10.1063/5.0055955
https://doi.org/10.1038/nphoton.2010.197
http://dx.doi.org/10.1103/PhysRevApplied.3.054004
http://dx.doi.org/10.1103/PhysRevApplied.3.054004
http://dx.doi.org/10.1364/OL.44.005566
http://dx.doi.org/https://doi.org/10.1002/que2.8
http://dx.doi.org/https://doi.org/10.1002/que2.8
http://dx.doi.org/10.1063/1.5078547
https://doi.org/10.1038/s41467-020-20813-w
http://dx.doi.org/10.1364/OL.35.000312
http://dx.doi.org/10.1364/OL.35.000312
http://dx.doi.org/10.1103/PhysRevE.81.051137
http://dx.doi.org/10.1103/PhysRevE.81.051137
http://dx.doi.org/10.1103/PhysRevA.81.063814
http://dx.doi.org/10.1103/PhysRevA.81.063814
http://dx.doi.org/10.1364/OE.20.012366
http://dx.doi.org/10.1063/1.4922417
http://dx.doi.org/10.1063/1.4922417
http://dx.doi.org/10.1364/OE.24.027475
https://doi.org/10.3390/app10072431
https://doi.org/10.3390/app10072431
http://dx.doi.org/10.1103/RevModPhys.89.015004
http://dx.doi.org/10.1103/RevModPhys.89.015004
https://doi.org/10.1007/s11128-023-04175-y
https://doi.org/10.1007/s11128-023-04175-y
https://www.idquantique.com/random-number-generation/
https://www.qd-latam.com/_libs/dwns/639.pdf
https://www.qd-latam.com/_libs/dwns/639.pdf
https://21811941.fs1.hubspotusercontent-na1.net/hubfs/21811941/Sp_Tropos_v1.pdf
https://21811941.fs1.hubspotusercontent-na1.net/hubfs/21811941/Sp_Tropos_v1.pdf
https://info.quintessencelabs.com/hubfs/QLabs-qStream-product-sheet.pdf
https://info.quintessencelabs.com/hubfs/QLabs-qStream-product-sheet.pdf
https://www.comm.utoronto.ca/~hklo/QRNG/Quantoss.html
https://www.comm.utoronto.ca/~hklo/QRNG/Quantoss.html
https://quantumcomputinginc.com/products/uqrng
https://quantumcomputinginc.com/products/uqrng
https://quantumcomputinginc.com/products/uqrng
https://quside.com/products/
https://quside.com/products/
http://www.quantum-info.com/English/product/pfour/liangzisuijishuyuan/2019/0731/579.html
http://www.quantum-info.com/English/product/pfour/liangzisuijishuyuan/2019/0731/579.html


20

[48] C. Jones, J. Xavier, S. V. Kashanian, M. Nguyen,
I. Aharonovich, and F. Vollmer, Opt. Express 31, 10794
(2023).
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