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Abstract

Releasing differentially private statistics about social network data is challenging: one individual’s
data consists of a node and all of its connections, and typical analyses are sensitive to the insertion
of a single unusual node in the network. This challenge is further complicated in the continual release
setting, where the network varies over time and one wants to release information at many time points as
the network grows. Previous work addresses node-private continual release by assuming an unenforced
promise on the maximum degree in a graph; indeed, the algorithms from these works exhibit blatant
privacy violations when the degree bound is not met.

In this work, we describe the first algorithms that satisfy the standard notion of node-differential
privacy in the continual release setting (i.e., without an assumed promise on the input streams). These
algorithms are accurate on sparse graphs, for several fundamental graph problems: counting edges, trian-
gles, other subgraphs, and connected components; and releasing degree histograms. Our unconditionally
private algorithms generally have optimal error, up to polylogarithmic factors and lower-order terms.

We provide general transformations that take a base algorithm for the continual release setting, which
need only be private for streams satisfying a promised degree bound, and produce an algorithm that is
unconditionally private yet mimics the base algorithm when the stream meets the degree bound (and
adds only linear overhead to the time and space complexity of the base algorithm). To do so, we design
new projection algorithms for graph streams, based on the batch-model techniques of [DLL16; BBDS13],
which modify the stream to limit its degree. Our main technical innovation is to show that the projections
are stable—meaning that similar input graphs have similar projections—when the input stream satisfies
a privately testable safety condition. Our transformation then follows a novel online variant of the
Propose-Test-Release framework [D1.09], privately testing the safety condition before releasing output at
each step.
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1 Introduction

Graphs provide a flexible and powerful way to model and represent relational data, such as social networks,
epidemiological contact-tracing data, and employer-employee relationships. Counts of substructures—edges,
nodes of a given degree, triangles, connected components—are fundamental statistics that shed light on
a network’s structure and are the focus of extensive algorithmic study. For example, edge counts can
quantify relationships in a social network; a function of triangle and 2-star counts called the “correlation
coefficient” or “transitivity” of a network is of interest to epidemiologists for understanding disease spread
[BS10; YIM+13]; and connected component counts have been used for determining the number of classes in
a population [Goo49] and estimating fatalities in the Syrian civil war [CSS18].

When the graph contains sensitive information about individuals, one must balance the accuracy of
released statistics with those individuals’ privacy. Differential privacy [DMNSI16] is a widely studied and
deployed framework for quantifying such a trade-off. It requires that the output of an algorithm reveal little
about any single individual’s record (even hiding its presence or absence in the data set).

In this work, we study differentially private algorithms that continually monitor several fundamental
statistics about a graph that evolves over time. We consider the continual release (or continual observation)
model of differential privacy [DNPR10; CSS11] in which the input data is updated over time and statistics
about it must be released continuously. (In contrast, in the batch model, input arrives in one shot and output
is produced only once.)

There are two standard notions of differential privacy (DP) for algorithms that operate on graph data:
(1) edge DP [NRS07], for which the algorithm must effectively obscure the information revealed by any
individual edge (including its mere presence or absence), and (2) node DP [HLMJ09; BBDS13; KNRS13;
C713], for which the algorithm must obscure the information revealed by a node’s entire set of connections
(including even the node’s presence or absence).

Edge privacy is typically easier to achieve and more widely studied. However, in social networks and
similar settings, nodes—rather than edges—correspond to individuals and so node privacy is more directly
relevant. Indeed, existing attacks infer sensitive information about a person from aggregate information
about their neighborhood in the network (e.g., sexuality can be inferred from an individual’s Facebook
friends [JM09]), showing that privacy at the node level rather than only the edge level is important.

Background: Node-differential Privacy. To understand the challenges of designing node-private algo-
rithms, consider the task of estimating the number of edges in a graph. For every graph GG with n vertices,
there is a node-neighboring graph G’ with n more edges (obtained by adding a new, high-degree node con-
nected to all existing nodes). A node private algorithm, however, must hide the difference between G and G'.
Therefore, every node-private algorithm must have additive error 2(n) on either G or G’, which means large
relative error when G and G’ are sparse. It is thus impossible to get a useful worst-case accuracy guarantee
for counting the edges in a graph or, for similar reasons, many other basic statistics.

As a result, node private algorithms are often tailored to specific families of inputs. In the batch model,
instead of aiming for universal accuracy across all graph types, algorithms are designed to provide privacy
for all possible graphs while providing accurate estimates for a select subset of “nice” graphs—for example,
graphs that satisfy a degree bound—on which the statistic of interest is well behaved. There are now
several techniques for achieving this type of guarantee in the batch model, notably projections [BBDS13;
KNRS13; DLL16] and Lipschitz extensions [BBDS13; KNRS13; CZ13; RS16b; RS16a; DLL16; BCSZ18b;
CD20; KRST23]. Broadly, these techniques start from an algorithm which is both private and accurate
when restricted to a set of “nice” graphs, and find a new algorithm that mimics the base algorithm on the
set of “nice” graphs while providing privacy for all possible graphs; such extensions exist under very general
conditions [BCSZ18a; BCSZ18D).

The continual release setting complicates these approaches, causing tools for the batch setting to break
down. Projections and Lipschitz extensions are harder to design: in the batch setting, the decision to remove
an edge may propagate only across nodes; in the continual release setting, the change can also propagate
through time, rendering existing batch-model solutions ineffective. Even the general existential result of
[BCSZ18a] applies, at best, only to the offline version of continual release (in which the algorithm can



inspect the entire input stream before starting to produce output). In a nutshell, ensuring low sensitivity
separately at each point in time does not guarantee the type of stability that is needed to get low error with
continual release (e.g., {1 stability of difference vectors [SLM+18]). For this reason, the only straightforward
way to get node-private algorithms from existing batch model work is to use advanced composition [DRV10]
and compose over T time steps. This potentially explains why prior works on node-private continual release
of graph statistics assume restrictions on the input graphs to their private algorithms, providing privacy only
in the case where the restriction is satisfied.

1.1 Owur Results

Truly Node-private Algorithms. For several fundamental graph statistics, we obtain (the first) algo-
rithms that satisfy the usual notion of node-differential privacy in the continual release setting—that is, they
require no assumption on the input streams.

In contrast, previous work on node-private continual release of graph statistics [SLM+18; FHO21] de-
velops algorithms for basic graph statistics that are accurate and private when the input graph stream has
maximum degree at most a user-specified bound D but exhibit blatant privacy violations if the input graph
stream violates the bound.! This conditional node-privacy is not standard in the literature: prior work on
node-privacy in the batch model gives unconditional privacy guarantees (e.g., [BBDS13; KNRS13; CZ13;
RS16b; RS16a; DLL16; BCSZ18b; CD20; KRST23]). To emphasize the conditional nature of the privacy
guarantees for [SLM+18; FHO21], we say they satisfy D-restricted node-DP. (Similarly, algorithms whose
edge-privacy depends on such an assumption satisfy D-restricted edge-DP.)

We consider an insertion-only model of graph streams, where an arbitrary subset of new nodes and edges
arrives at each of T time steps (Definition 2.2). We do not assume any relationship between the size of the
graph and T'. The degree of a node « in the stream is the total number of edges adjacent to u in the stream
(equivalently, in the final graph). The stream’s maximum degree is the largest of its nodes’ degrees; if this
maximum is at most D, we say the stream is D-bounded.

Our main contribution is a black-box transformation that can take any D-restricted-DP “base” algorithm
and transform it into an algorithm that is private on all graphs while maintaining the original algorithm’s
accuracy on D-bounded graphs.

We then use this transformation to produce specific node-private algorithms for estimating several fun-
damental graph statistics and (in all but one case) show that the error incurred by these private algorithms
is near optimal. Prior work either has accuracy that is exponentially worse in T for the same privacy guar-
antees (e.g., [BBDS13; CZ13; KNRS13; DLL16; KRST23]), or exhibits blatant privacy violations ([SLM-+18;
FHO21]) and is not actually node-DP. We generally use algorithms from previous work as our base, though
for connected components the restricted-DP algorithm is new. Importantly for real-world applications, our
algorithms are efficient: they add only linear overhead to the time and space complexity of the base algorithm.

Table 1 summarizes the bounds we obtain on additive error—worst-case over D-bounded graph streams
of length T—for releasing the counts of edges (fedges), triangles (firiangles), k-stars” (fi-stars), and connected
components (fcc), as well as degree histograms ( fdegree-hist); it also compares with previous results. The
parameters &, § specify the privacy guarantee (Definition 2.8).

Stable, Time-aware Projections. Central to our approach is the design of time-aware projection algo-
rithms that take as input an arbitrary graph stream and produce a new graph stream, in real time, that
satisfies a user-specified degree bound D. “Time-aware” here refers to the fact that the projection acts on a
stream, as opposed to a single graph; we drop this term when the context is clear. “Projection” comes from
the additional requirement that the output stream be identical to the input on every prefix of the input that

1For example, suppose edges in the graph denote transmissions of a stigmatized disease like HIV and suppose the analyst
knows that all the edges associated with one individual, Bob, arrive at a given time step ¢ (and only those edges arrive). The
outputs of the [FHO21] edge-counting algorithm at times ¢ — 1 and ¢ would together reveal how many disease transmissions Bob
is involved in, up to error D/e, for privacy parameter e. When Bob’s degree is much larger than D, this is a clear violation of
node privacy. One can argue using this example that the algorithms of [SLM+18; FHO21] do not satisfy (e, §)-node differential
privacy (Definition 2.8) for any finite € with § < 1.

2A E-star is a set of k nodes, each with an edge to a single common neighbor (which can be thought of as the k-star’s center).



Lower bounds for Additive £ error for Node-DP
Reference

e>eT 5=0(%) E§1,5=Q<m> guarantee

BBDS/CZ/KNRS ~O(DVT/e)* (g,6)

fedges QD logT/e) [FHO21] O(D 10g5/2 T/¢) D-restricted (g,0)
Our work O(D 10g”/*T/e + log™/? T/e?) (g,0)
BBDS/CZ/KNRS ~O(D2/T/e)* (g,6)

Frriangles Q(D?logT/e) [FHO21] O(D?10g®? T/e) D-restricted (e,0)
Our work O(D?10g® % T/e + 10g*/2 T /&) (g,0)
BBDS/CZ/KNRS ~ O(D*\/T /e)* (g,6)

Siestars Q(D*logT/e) [FHO21] O(D* 10g5/2 T/¢) D-restricted (g,0)
Our work O(D*10g®? T /e + logh*5/2 T )k +1) (g,9)
[DLL16] O(D*VT/e)* (¢,0)

fdegree-hist || (D logT/e) [FHO21] 5(D2 10g5/2 T/e) D-restricted (e, 0)
Our work O(D?10g® % T/e + 10g*> T /&%) (g,0)

fec Q(D logT/e) [ERST23 6(D\/T/5E/)2* (©0)
Our work O(D 1og”*T/e + 1log™?T/e?) (g,0)

Table 1: Accuracy of our node-private algorithms, previously known restricted node-private algorithms,
and node-private batch model algorithms on insertion-only, D-bounded graph streams of length T.
“BBDS/CZ/KNRS” refers to [BBDS13; CZ13; KNRS13]; the error bounds with * were computed by apply-
ing advanced composition [DRV10] to batch model algorithms. Error lower bounds for these problems are
for sufficiently large T'. See Section 5 for more detailed bounds.

is D-bounded. Ideally, we would simply run the restricted-DP algorithm on the projected graph stream and
thus preserve the original algorithm’s accuracy on D-bounded streams.

The challenge is that the resulting process is only private if the projection algorithm is stable, meaning
that neighboring input streams map to nearby projected streams. Specifically, the node distance between
two streams S and S’ is the minimum number of nodes that must be added to and/or removed from S to
obtain S’. Edge distance is defined similarly (Definition 2.5). Node-neighboring streams are at node distance
1. The node-to-node stability of a projection is the largest node distance between the projections of any two
node-neighboring streams; the node-to-edge stability is the largest edge distance among such pairs.

If we had a projection with good (that is, low) node-to-node stability, then running the restricted-DP
algorithm on the projected graph stream would satisfy node privacy, and we would be done. Alas, we do
not know if such a projection exists. (We show that such a transformation does exist for edge-DP—see the
end of this section.) Instead, we give two simple, greedy projection algorithms that have good node-to-node
and node-to-edge stability when the input graph stream satisfies a privately testable “safety” condition. The
safety condition is that the stream has few large-degree vertices (Definition 3.2). Specifically, a graph (or
stream) is (D, £)-bounded if it has at most ¢ nodes of degree larger than D.?

We obtain a general transformations from D-restricted-DP algorithms to truly private ones by testing
the safety condition using a novel online variant of the Propose-Test-Release framework of [DL.09].

We explore two natural methods for time-aware projection, each based on a batch-model projection
algorithm from the literature. Both time-aware projections greedily add edges while maintaining an upper

3(D, £)-boundedness is a computationally efficient proxy for requiring that the stream be close in node-distance to a D-
bounded stream. Testing the latter condition directly is NP-hard (by reduction from vertex cover); we instead efficiently
compute the distance to the nearest not (D, £)-bounded stream—see Section 4.



TIpeos I
edge-to-edge 3 20+ 1
node-to-edge | D+/¢ | D+ 2¢ \/m
node-to-node | 20+ 1 20+1

Table 2: Stability of II%*"S and IIZ" on (D, £)-bounded input graph streams, from Theorem 3.3.

bound on each node’s degree. One of these methods bases its greedy choices on the degree of the nodes
in the original graph stream (“BBDS”, [BBDS13]), while the other bases its choices on the degree of the
nodes in the projection that it produces (“DLL”, [DLL16]). The results in Table 1 are obtained using the
BBDS-based projection and our general transformation.

We give tight bounds on three measures of stability, summarized in Table 2. The table lists upper
bounds; the lower bounds for the BBDS projection are identical up to small additive constants (and the
edge-to-edge stability is identical), while the bounds for DLL are tight up to a constant multiplicative factor
(see Appendix B). A graph in the batch model can be represented as a length-1 graph stream, so these
projections’ stability properties also hold for graphs in the batch model.

The DLL projection preserves more edges than the BBDS projection when the input has some high-degree

vertices (the graph returned by BBDS is a subgraph of that returned by DLL), which initially suggests that
the DLL projection could be more useful. Indeed, in the batch setting, the authors of [DLL16] show that the
projected degree distribution (and number of edges) has low sensitivity. This allows for the DLL projection
to provide a better privacy-utility trade-off for these tasks in the batch model. However, this projection
actually has worse stability when we measure node- or edge-distance between output graphs.® Therefore,
more noise must be added when using the DLL projection for generic applications, as compared to the
BBDS projection. In our uses, this ultimately means that the projection of [BBDS13] provides the better
privacy-utility trade-off.
Truly Edge-private Algorithms. Although our focus is on node-privacy, we show along the way that the
BBDS-based time-aware projection has edge-sensitivity 3, uniformly over all graphs. (This follows from a
batch-model argument of [BBDS13] and a general “Flattening Lemma” (Lemma 3.8) that we establish for
greedy, time-aware projections.) As a result, one can make D-restricted edge-private algorithms into truly
private ones at almost no cost in accuracy. Some consequences are summarized in Theorem 5.2.

1.2 Techniques

Stability Analyses. The main technical contribution lies in defining time-aware versions of the two greedy
projection algorithms (Algorithm 1), and leveraging that structure to analyze the sensitivity of the entire pro-
jected graph sequence (Theorem 3.3). Our analyses differ substantially from existing batch-model analyses,
both because of the sequential nature of our problem and the stronger notions of stability we consider.

Section 3.1 contains a detailed overview of the arguments; we highlight here a few simple but useful ideas.
The time-aware projections share two key features:

e Shortsightedness: the algorithm includes all nodes and makes a final decision about each edge at the
time it arrives;

e Opportunism: if an edge connects vertices with degree at most D in the original graph stream, it will
necessarily be included in the projection.

4This distinction is crucial in the continual-release setting. For example, even though the degree distribution of the DLL
projection has node sensitivity O(D) in the batch setting, the sequence of degree distributions one gets when projecting a
stream has unbounded sensitivity.



Such greedy structure is computationally convenient but also helps us analyze stability. To see why,
consider two graph streams S, S’ that differ in the presence of a node vt and its edges, and let I (S) and
IIp(S’) denote the projected streams (where IIp could be either of our two projections). We consider for
each time step ¢ the difference graph A; consisting of edges that have been added (at or before time t) to
one projected stream but not the other.

The first feature, shortsightedness, implies that this difference graph grows monotonically. (Such a state-
ment need not hold for arbitrary projections.) This allows us to show a “Flattening Lemma” (Lemma 3.8),
which states that the edge- and node-distance between IIp(S) and IIp(S”) depend only on the final difference
graph Ar (or an intermediate graph A; in the case that we are considering only a prefix of the streams).
Thus, shortsightedness allows us to ignore the sequential structure and reduce to a batch-model version of
IIp in which arrival times affect only the order in which edges are greedily considered.

The second feature, opportunism, allows us to take advantage of (D, £)-boundedness. If the larger stream
has at most ¢ vertices of degree more than D, we can show that A; will have a vertex cover of size at most
¢+ 1 (Lemma 3.9).

These structural results suffice to bound the node-to-node stability of both projections by 2¢ + 1.

From this point, the analyses of the two projections diverge. Each inclusion rule leads to different structure
in the difference graph Ar. The most involved of these analyses proves a (tight) bound of D+ 2¢+/min {D, ¢}
on the node-to-edge stability of the DLL-based projection. At a high level, that analysis proceeds by orienting
the edges of Ar to show that it is close in edge distance to a large DAG which is covered by at most ¢ edge-
disjoint paths and then bounding the possible size of such a DAG.

The node-to-edge analysis of the BBDS-based algorithm is also subtle, but different. The key point there
is that all of the edges connected to v can potentially cause changes in the projected graph, even the edges
which are not selected for inclusion in the projection themselves. We refer to Section 3.4 for further detail.

Testing Distance to Unsafe Streams. A second, less involved insight is that, although it is NP-hard
to compute the node distance to the nearest stream that is not D-bounded, (D, £)-boundedness gives us a
proxy that is much easier to work with. Specifically, we observe that D-bounded streams are always distance
at least £ + 1 from the nearest non-(D + ¢, {)-bounded stream; furthermore, this distance can be computed
in linear time (Lemma 4.3). Since the distance to non-(D + ¢, £)-boundedness at any given time step has low
node-sensitivity, we can use a novel (to our knowledge) online variant of the PTR framework [DL09] based
on the sparse vector technique [RR10; HTR10] to monitor the distance and stop releasing outputs when the
distance becomes too small. The privacy analysis of this part follows the argument of [DL09] but differs
because, rather than making a binary decision to either release or not release an output, the testing process
dynamically chooses to release outputs at up to T' time steps (see Theorem 4.4). The resulting general
transformations are summarized in Theorem 4.1.

1.3 Related Work

Our contributions draw most heavily from the literature on batch-model node-differentially private algo-
rithms. Node privacy was first formulated by [HLMJ09]. The first nontrivial node-private algorithms
emerged in three concurrent works [BBDS13; KNRS13; CZ13] that collectively identified two major fam-
ilies of (overlapping) approaches based on Lipschitz extensions [BBDS13; KNRS13; CZ13; RS16a; RS16b;
DLL16; BCSZ18b; CD20; KRST23] on one hand, and projections [BBDS13; KNRS13; DLL16] on the other.
These works provide algorithms with (tight) accuracy guarantees for D-bounded graphs for the statistics we
consider here as well as families that arise in the estimation of stochastic block models and graph neural
networks. They also consider other families of graphs on which their specific statistics are well behaved.
Most relevant here is the batch-model projection of BBDS [BBDS13] with low edge-to-edge sensitivity, and
the Lipschitz extension for degree distributions of DLL [DLL16]. This latter extension can be viewed algo-
rithmically as a greedy projection for which the degree histogram is stable. We use their projection idea,
analyzing the stability of the graph as a whole.

There is also an extensive literature on batch-model edge-private algorithms; we do not attempt to survey
it here.



A second major tool we draw on is the D-restricted node- and edge-private algorithms of [SLM-+18;
FHO21] for continual release of graph statistics. These in turn use the widely-studied tree mechanism, whose
use in the continual-release setting (for numerical data) dates back to the model’s introduction [DNPR10;
CSS11]. Also relevant are the edge-private streaming algorithms of [Upal3; UUA21] for cuts and spectral
clustering. (To the best of our understanding, the application of our transformations to their algorithms
does not yield non-trivial utility guarantees.)

Finally, our work draws on the Propose-Test-Release framework of [D1.09], combining it with the sparse
vector mechanism [RR10; HR10; LSL17] to monitor the distance from the stream to the nearest non-(D, £)-
bounded stream.

1.4 Organization of This Manuscript

Section 2 lays out the model and basic definitions used in the remainder of the paper. Section 3 presents
the time-aware projections and the results on their stability. Section 4 explains the general black-box
transformation from D-restricted edge (or node) privacy to true node privacy. Section 5 develops the
applications to basic graph statistics.

2 Preliminaries

Definition 2.1 (Graph). A graph G = (V, E) consists of a set of vertices V' (also known as nodes), and a
set of edges F, where edge {v1,v2} € E if and only if there is an edge between nodes v; € V and vg € V.

We use V(G) and E(G) to denote the vertex set and edge set of graph G, respectively. We use deg, (G)
to denote the degree of a node v € V(G); we drop G when the graph being referenced is clear.

Definition 2.2 (Graph stream). Given a time horizon T, a graph stream S € ST is a T-element vector,
where each element of the vector contains some set of nodes and edges, or the symbol L if no nodes or edges
arrive in that time step. At each time ¢ € [T], either L arrives or some set of nodes and edges arrives. By
convention, an edge’s endpoints arrive no later than the edge.

We denote by S; the set of added nodes and edges which arrive in time step ¢t. We use S to denote the
sequence S, . .., St.

Definition 2.3 (Flattened graph). Let S € ST be a graph stream of length T. The flattened graph of the
first ¢ terms S of a graph stream, denoted flatten(S};)), is the graph that can be formed by all of the nodes
and edges which arrive at or before time ¢.

When the meaning is clear, we may refer to the graph stream through time ¢ when stating a property of
the flattened graph of the graph stream through time ¢. For example, when we say that Sj; has maximum
degree at most D, we mean that flatten(Sy;) has maximum degree at most D.

We next define neighboring graphs and graph streams. In privacy-preserving data analysis, the notion
of neighboring datasets is important since privacy requires that evaluating a function on similar datasets
produces indistinguishable outputs. There are two natural notions of neighboring graphs and graph streams:
node neighbors differ on a node (and its associated edges), while edge neighbors differ on one edge. We
denote node and edge neighbors with the relations ~,q and ~.q4. respectively.

Definition 2.4 (Neighboring graph streams). Two graphs (respectively, graph streams) are node-neighbors
if one can be obtained from the other by removing a vertex and all of its adjacent edges. (For graph streams,
the adjacent edges for the removed node may have been spread over many time steps.)

Similarly, two graphs (respectively, graphs streams) are edge neighbors if one can be obtained from the
other by either removing one edge, removing an isolated node, or removing a node of degree 1 and its adjacent
edge.”

5Another way to define edge neighbors would be to take the set of nodes as fixed and public, and only consider changes to
one edge. We adopt the more general definition since it simplifies our results on node-to-edge stability.



A generalization of node- and edge-neighboring graphs and graph streams is the notion of node and edge
distance between graphs and graph streams. We note that node- and edge-neighboring datasets are at node
and edge distance 1, respectively.

Definition 2.5 (Node and edge distance). The node-distance dpode(G,G’) is defined as the length d of the
shortest chain of graphs (respectively, graph streams) Gg, G1,...,Gq where Go = G, G4 = G’, and every
adjacent pair in the sequence is node neighboring.

The edge-distance dedge(G,G’) is defined as the length d of the shortest chain of graphs (respectively,
graph streams) Gy, G1,...,Gq where Gy = G, G4 = G’, and every adjacent pair in the sequence is edge
neighboring.

Given two graphs with no isolated vertices G = (V, E) and G’ = (V', E’) (where V and V' may overlap),
the edge distance between G and G’ is exactly the size of the set EAE’. (Isolated vertices that are not in
both graphs add to the distance.)

Differential Privacy in the Batch Model. To define differential privacy in the batch model, we introduce
the notion of (e, §)-indistinguishability.

Definition 2.6 ((g,¢)-indistinguishability). We say that two random variables R;, Ry over outcome space
Y are (e, d)-indistinguishable (denoted Ry ~. s Rs) if for all Y C ), we have

Pr(R, € Y] <e*Pr[R; € Y]+ 0;
Pr[R, € Y| <e“Pr[R; €Y]|+4.

Informally, a function is differentially private if applying the function to inputs which differ in the data
of one individual results in outputs from similar distributions—more specifically, from distributions which
are (g,0)-indistinguishable. We use the definitions of node and edge neighbors presented above to formalize
the notion of what it means for graphs or graph streams to differ in the data of one individual.

Definition 2.7 (Differential privacy (DP) in the batch model [DMNS16]). A randomized algorithm M :
ST — Y is (e,6)-node-DP (respectively, edge-DP), if for all pairs of node-neighboring (respectively, edge-
neighboring) graph streams S and ', the distributions M(S) and M(S’) are (g, d)-indistinguishable:

M(S) me5 M(S").
The term pure DP refers to the case where § = 0, and approximate DP refers to the case where § > 0.

Privacy under Continual Observation. We now define privacy of graph statistics under continual
observation; the general definition is borrowed from [JRSS23]. In the continual release setting, first explored
by [CSS11; DNPR10], an algorithm receives a stream of inputs S = (Si,...,S7) € ST. The definition of
privacy requires indistinguishability on the distribution of the entire sequence, not just one output. For
simplicity, in this version, we consider only the simpler, non-adaptive concept of differential privacy. We
conjecture that all our algorithms and results extend verbatim to the adaptive version [JRSS23] (since
the main components of our algorithm, the tree mechanism and sparse vector technique, are known to be
adaptively private).

Definition 2.8 (Privacy of a mechanism under continual observation). Define Ax¢ as the batch-model
algorithm that receives a dataset x as input, runs M on stream x, and returns the output stream y of M.
We say that M is (g,9)-DP in the non-adaptive setting under continual observation if A is (g,6)-DP in
the batch model.

We borrow the definition of accuracy from [JRSS23], which bounds the error of a mechanism with respect
to a target function f. The definition takes the maximum error over both time steps and the coordinates
of the output of f. (Although most of the functions we approximate return a single real value, the degree
histogram fgegree-hist eturns a vector at each step and requires the extra generality.)



Definition 2.9 (Accuracy of a mechanism). Given a set of allowable streams § C X'*, a mechanism M is
(o, T)-accurate with respect to S for a function f : X* — RF if, for all fixed (i.e., non-adaptively chosen)
input streams S = (S1,...,S57) € S, the maximum £, error over the outputs aq, ..., ar of mechanism M is
bounded by « with probability at least 0.99; that is,

Pr max || Sy — a¢loo < | >0.99.
coins of M |te[T)

If the indistinguishability property of differential privacy holds conditioned on the promise that both
node-neighbors (respectively, edge-neighbors) lie in the set of graph streams with maximum degree at most
D, we say that the algorithm offers D-restricted (e,6)-node-DP (respectively, D-restricted (g,8)-edge-DP).
This is the notion of privacy explored by all prior work on node-private graph statistics under continual
observation [FHO21; SLM+18].

Definition 2.10 (D-restricted DP). A randomized algorithm M : G — Y is D-restricted (e,d)-node-DP
(respectively, edge-DP) if Definition 2.7 holds when restricted to the set of node-neighboring (respectively,
edge-neighboring) graph streams with maximum degree at most D.

Likewise, M is D-restricted (g, §)-node-DP under continual observation (respectively, edge-DP) if Defini-
tion 2.8 holds when restricted to the set of node-neighboring (respectively, edge-neighboring) graph streams
with maximum degree at most D.

Properties of Differential Privacy. The definition of differential privacy extends to groups of individuals.
If an algorithm is DP for one individual, it also offers a (differently parameterized) privacy guarantee for a
collection of individuals. We borrow the formulation of this property from [Vadl17].

Lemma 2.11 (DP offers group privacy [DMNSI16]). Let M : X — Y be a randomized algorithm that is
(¢,8)-DP. Then, where z,x' € X differ in the data of k individuals, A(z) and A(z') are (k- e,k - ¥ - 6)-
indistinguishable. That is,

A(Z) Rpc pecke.s A(z').

This follows from a well-known “weak triangle inequality” for (e, §)-indistinguishability:

Lemma 2.12 (Weak triangle inequality). For all £1,£2,01,02 > 0: If random variables A, B,C satisfy
A =g, Band B =5, C, then A =o 5 C for e = g1 +e2 and & = max(d; + €193, Jz + €201) <
€201 + ec1d5.

Differential privacy is robust to post-processing.

Lemma 2.13 (DP is robust to post-processing [DMNS16]). Let M : X — Y be a randomized algorithm that
is (€,0)-DP. Let f : Y — Z be an arbitrary, randomized mapping. Then fo M : X — Z is (g,0)-DP.

3 Stable and Time-Aware Projections

In this section we present two time-aware projection algorithms IT?PP® and II)*", and prove Theorem 3.3 that
presents their robust stability guarantees when run on (D, £)-bounded graph streams. The two projection
algorithms follow very similar strategies at a high level and are presented together in Algorithm 1. Both
take as input a graph stream S of length 7" € N and some user-specified value D € N and return a projected
graph stream with maximum degree at most D. If the graph stream S is already D-bounded, then both
algorithms output it unchanged. At each time step, both algorithms greedily choose and output some subset
of the arriving edges to include in the projection.

Algorithm 1 takes parameter c, called the inclusion criterion, that determines which of the two projections
it executes. Let IIFP"° denote Algorithm 1 with inclusion criterion ¢ = original and let IIZ** denote the
version with ¢ = projected. (We use the author initials of [BBDS13; DLL16] to denote the algorithms inspired
by their respective projections.)
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Algorithm 1 IIp for time-aware graph projection by edge addition.

Input: Graph stream (Si,...,S57) = S € ST, time horizon T € N, degree bound D € N, and inclusion
criterion ¢ € {original, projected}.
> ¢ = original yields BBDS-based projection IIPPS; ¢ = projected yields DLL-based projection IT2""
Output: Graph stream (S7,...,585) = S* € ST
1: fort=1to T do
Parse S; as (0V4, 0E})
for v in 0V; do d(v) =0
8E§)T0j — @
for e = {u,v} in OFE;, in consistent order, do
add_edge < (d(u) < D) A (d(v) < D)
if add_edge then _
set 8Efm] = 8Efm] U {6} > add edge e = {u, v} to the projection
else ignore e = {u, v}

—
154

if ¢ = original or add_edge then
d(u) +=1, d(v) +=1 D> increment degree counters for u, v
Output S} = (9V;, dEF™™)

= =
N =

The two algorithms differ from each other in terms of how they decide whether an edge should be added
to the projection so far. The first algorithm II7’"® adds edge e = {u,v} if the degree of both end points
uw and v is less than D in the original graph stream so far (i.e., S restricted to all edges considered before
e). The second algorithm IT2"" adds edge e = {u, v} if nodes u and v both have degree less than D in the
projection so far (i.e. IIp(9) restricted to all edges considered before e).

Consistent Ordering. When multiple edges arrive in a time step, the projections must decide on the order
in which to consider these edges. While the exact ordering does not matter, we assume a consistent ordering
of the edges in the input graph stream. Consistency means that any pair of edges in neighboring graph
streams should be considered for addition to the projection in the same relative order. A similar ordering
assumption is made by [BBDS13; DLL16].

A simple implementation of such an ordering assumes that each node u has a unique string identifier
id,—a user name, for example—and orders edges according to their endpoints (so (u,v) gets mapped to
(idy,id, ), where id,, < id,, and pairs are ordered lexicographically).

Since both projections process edges at the time they arrive, they end up considering edges according to
a time-aware version of the ordering: edges end up being considered in the lexicographic order given by the
triples (t,id,,id, ), where ¢ is the edge’s arrival time.

Ordering the edges uniformly randomly within each time step would also suffice since one can couple the
random orderings on two neighboring streams so they are consistent with each other. We omit a proof of
this, and assume lexicographic ordering in the rest of this manuscript.

Remark 3.1 (Running Algorithm 1 on static graphs). Algorithm 1 can also take a (static, not streamed)
graph as input by interpreting the graph as a length-1 graph stream, where the first element of the graph
stream is equal to the graph itself.

3.1 Stability of the Time-Aware Projection Algorithms

Our analysis of the projection algorithms differs significantly from the batch-model analyses of [BBDS13;
DLL16]. First, we consider the stability of the entire projected sequence, and not a single graph. Second,
Blocki et al. [BBDS13] consider only the edge-to-edge stability of their projection algorithm, while Day et
al. [DLL16] only analyze the stability with respect to a particular function of the projected graph (namely,
its degree distribution). We analyze several stronger notions of stability for the entire sequence produced by
our projections. All but one of these stability guarantees hold for streams that are (D, £)-bounded.
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Definition 3.2 ((D,¢)-bounded). We say that a graph G is (D,¢)-bounded if it has at most £ nodes of
degree greater than D. Similarly, a graph stream S of length T is (D, ¢)-bounded through time t € [T] if the
flattened graph flatten(Sy) is (D, ¢)-bounded (i.c., has at most £ nodes of degree greater than D).

We now present our theorem on the stability of Algorithm 1. These stabilities are summarized in Table 2.

Theorem 3.3 (Stability of projections). Let T € N, D € N, £ € NU{0}, and let IIF"*, IIY" be Algorithm 1
with inclusion criterion ¢ = original and c = projected, respectively.

1. (Edge-to-edge stability.) If S ~cq4c S' are edge-neighboring graph streams of length T, then for all
time steps t € [T], the edge distances between the projections through time t satisfy the following:

(@) dedge (HBDBDS(S)[t] : H%BDS(S')[t]) <3.
(b) If S, 8" are (D, £)-bounded through time t, then deqge (H%LL(S)M , H%LL(S')M) <20+ 1.

2. (Node-to-edge stability.) If S ~,.q. S’ are node-neighboring graph streams of length T, then for all
time steps t € [T], the edge distances between the projections through time t satisfy the following:

(a) If S, S" are (D, {)-bounded through time t, then deqge (HBDBDS(S)[t] ) HBDBDS(S’)[t}) <D+¢

D+2032  ifD>¢, and

(b) If S, 8" are (D, £)-bounded through time t, then degge (H%LL(S)[t] , H%LL(S’)M) < {D toVD Dt

3. (Node-to-node stability.) If S ~p.qc S’ are node-neighboring graph streams of length T, then for all
time steps t € [T, the node distances between the projections through time t satisfy the following:

(a) If S, 8" are (D, £)-bounded through time t, then dpoge (HBDBDS(S)[t] , HBDBDS(S’)[t]) <20+ 1.
(b) If S, 8" are (D, {)-bounded through time t, then dpode (H%LL(S)M , H%LL(S’)M) <20+ 1.

Furthermore, the bounds above are all tight in the worst case, either exactly (bound 1(a)), up to an additive
constant of 2 (bounds 2(a) and 3(a)), or up to multiplicative constants.

The proofs that the bounds are tight are collected in Appendix B (see Lemma B.1). In this section, we
focus on proving the upper bounds.

Proof Sketch for Stability of Algorithm 1 (Theorem 3.3). To analyze stability, we consider a pair of
graphs streams S, S’ that are either edge (part (1)) or node neighbors (parts (2) and (3)). Assume without
loss of generality that S’ is the larger of the two streams. When S’ is larger by virtue of including an
additional node, we use v™ to denote the additional node in S’.

Our proofs of stability rely heavily on two observations. First, the greedy nature of Algorithm 1 ensures
that once an edge is added to the projection of a graph stream, that edge will not be removed from the
projection at any future time step. Moreover, an edge may only be added to the projection at the time it
arrives—it will not be added to the projection at any later time. This greedy behavior simplifies the analysis
dramatically. It allows us to reason only about the distances between the flattened projected graphs at time
t, rather than about the entire projected sequence: an edge that appears at some time ¢’ < ¢ in one projected
sequence but not the other will still differ between the flattened graphs at time ¢. This fact is captured in the
“Flattening Lemma” (Lemma 3.8), which we use throughout the remainder of the argument. (A different
projection algorithm, for example one that recomputes a projection from scratch at each time step, would
require us to more explicitly analyze the entire projected sequence.)

The other important observation for our analysis is the following. Consider two neighboring graphs,
where one graph contains (at most) one additional node v*. In the larger graph, if an edge is between two
nodes of degree at most D and is not incident to the added node v, then it will be in both projections.
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In other words, only edges that do not satisfy this condition may differ between projections. This idea is
captured in Lemma 3.9.

(Stability of H%BDS.) To prove edge-to-edge stability, we apply Lemma 3.8 and largely borrow the analysis
of [BBDS13, Proof of Claim 13]. To prove node-to-node stability, we only need to consider the projections
through times ¢ € [T] for which the graph streams S and S’ are both (D, £)-bounded. We then use Lemma 3.8,
in addition to the fact that only an edge with an endpoint node of degree greater than D in one of the original
graphs may differ between projections of neighboring streams (Lemma 3.9) to see that all nodes and edges
that differ between graph streams belong to a vertex cover of size at most ¢ + 1. Therefore, we can obtain
Sy from S['t] by removing v and changing the remaining £ nodes in the vertex cover.

The node-to-edge stability also applies only through times ¢ € [T] for which the graph streams S and
S’ are both (D, £)-bounded. Its proof requires more careful analysis of exactly how many edges incident to
nodes of degree greater than D may change, in addition to using Lemmas 3.8 and 3.9. We first show that at
most D edges incident to the added node v may appear in the projection of S’; these edges cannot appear
in S or its projection.

We next consider whether any of the other edges differ between projections. First, consider an added

edge e incident to v and some “high-degree” node u (i.e., with degree greater than D in S”). The presence
of e¥ may mean exactly one edge incident to u that was included in the projection of S will now be dropped,
since u may already have degree D when that edge is considered for addition. Now, suppose instead that e™
is incident to vt and some “low-degree” node (i.e., with degree greater than D in S’). None of the edges
incident to u will be dropped from the projection due to the inclusion of e, because although the degree
of u is now larger, it is still safely at or below the threshold of D. Of the remaining edges, then, only edges
incident to high-degree nodes may change. Since there are at most ¢ nodes with degree greater than D, there
are at most ¢ additional edges that differ between projections. Therefore, by combining this with the above
observation that at most D edges incident to v+ appear in the projection of S’, we see that at most D + £
edges differ between projections through time t for node-neighboring graph streams.
(Stability of ITR".) The analysis of this projection, especially its node-to-edge stability, is generally more
complex. One exception is the proof of node-to-node stability, which follows from the same argument used
to prove node-to-node stability for II7?"%. All bounds on the stability of this projection only apply through
times ¢ € [T] for which the graph streams S and S” are both (D, ¢)-bounded (note that the edge-to-edge
stability for I3’ does not rely on this assumption).

The node-to-edge stability analysis of this algorithm is more involved, though it also relies on Lemma 3.8.
We consider a pair of arbitrary node neighbors and leverage the greedy nature of our algorithm to iteratively
construct a difference graph that tracks which edges differ between the projections of each graph. We show
that the edge distance between the projections of neighboring graphs is exactly the number of edges in the
difference graph (Lemma 3.16). If the difference graph on any two node neighbors were to form a DAG on
¢ + 1 nodes with at most k paths of length at most ¢, then we would be able to bound its edge count by
20v/k and prove, by setting k& = min{D, ¢}, that the projections are at edge distance at most 2¢y/min {D, ¢}
(Lemma 3.15).

In reality, we show that the difference graph is edge distance at most D from a DAG with this special
structure (Lemma 3.19). This introduces an additive D term in the edge distance between the projections
(which is to be expected since the projections of two node neighbors could differ in D edges that are incident
to the differing node). The “pruning” argument, which shows how to remove edges from the difference graph
to obtain the special DAG, and the construction of the resulting DAG form the most involved part of our
analysis. In Section 3.5 we formally define a difference graph and prove Lemmas 3.15, 3.16, and 3.19.

The edge-to-edge stability of II" also uses Lemma 3.8. If both graphs have maximum degree at most
D, Algorithm 1 acts as the identity, and the projections differ in at most one edge. For graphs with at most
¢ nodes of degree greater than D, we observe that all of the edges in the corresponding difference graph form
two paths of length at most ¢, where all edges in each path are incident either to nodes with degree greater
than D in S’ or to the node with the added edge. Since there are at most £ of these high-degree nodes, the
path has length at most 2¢ 4 1.

Useful Lemmas for Proving Stability. As described in the proof sketch, Lemmas 3.8 and 3.9 are used
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for proving many of the stability statements in Theorem 3.3. Before presenting the proofs of stability, we
present those lemmas, along with definitions for terms that are used in the lemmas and their proofs.

The first definition is motivated by the observation that, if we run the algorithm on edge- or node-
neighboring graph streams, edges are considered for inclusion in the output stream S* in the same relative
order for both graph streams (i.e., edge e; is considered before edge es in stream S if and only if e; is
considered before eq in stream S’).

Definition 3.4 (Projection stage of an edge). Let T' € N be a time horizon, D € N be a degree bound, S
be a graph stream of length T, and let IIp € {II%*"S, II2*} denote one of the variants of Algorithm 1. An
edge e in S is processed at projection stage i of algorithm IIp(S) (denoted ProjStage(e) = i) if e is the i'h
edge to be considered by IIp(.9).

In the proofs that follow, we are often interested in the value of a counter d(-) (see Line 3 of Algorithm 1)
in relation to a projection stage; we say that a counter d(u) has value j at projection stage i if, when the ;"
edge is considered for inclusion in the projection, d(u) = j on Line 6.

Multiple edges may arrive in a time step, so the projection stage of an edge is related to but distinct from
the arrival time of the edge. Knowing the projection stage of an edge is useful since it captures the order in
which Algorithm 1 considers edges for inclusion in the output stream, which is a function of both an edge’s
arrival time and its placement in the consistent ordering on edges.

The second definition comes from the following observation. Consider a node u and counter d(u) in
Algorithm 1. If an edge e incident to w is processed at a projection stage where Algorithm 1 has d(u) > D,
then e will not be included in the output stream. Since no more edges incident to v will be included, node u
can be thought of as being saturated. Definition 3.5 allows us to talk about the order in which this saturation
occurs.

Definition 3.5 (Saturation stage of a node). Let T' € N be a time horizon, D € N be a degree bound, S be
a graph stream of length T', and let ITIp € {II}’"%, 112"} denote one of the variants of Algorithm 1. A node u
in S has saturation stage b (denoted SatStageg(u) = b) if b is the first projection stage such that d(u) > D by
the end of Line 11 in IIp(S). We define SatStageg(u) = oo if there is no b for which the described condition
holds.

Definition 3.6 (Shortsighted algorithm). An algorithm II : ST — ST on graph streams of length T is a
shortsighted algorithm if it

1. adds all input nodes to the output stream in the time when they first arrive and

2. adds some subset of input edges arriving in that time to the output stream (and does not add any
other edges).

Observe that Algorithm 1 is a shortsighted algorithm for inclusion criterion ¢ = original and ¢ = projected.

Definition 3.7 (Differing nodes and edges). An edge e (respectively, node v) differs between a pair of
graphs G and G’ if e (resp., v) appears in one graph but not the other. We similarly say that an edge e
(resp., node v) differs between a pair of graph streams S and S’ through time ¢ if e (resp., v) arrives at time
step ¢ € [t] in one graph stream, but either

(a) fails to appear in the other graph stream through time ¢ or

(b) appears at time step j # ¢ (where j € [t]) in the other graph stream.

Lemma 3.8 (Flattening Lemma). Let IIp € {IIFP5, 112"} be a shortsighted algorithm. For every edge-
or node-neighboring pair of graph streams S and S’ of length T, the edge- and node-distance between the
projected streams through time t is the same as the edge- and node-distance between the flattened graphs
through time t € [T]:

dedge (HD (S)[t]  Up (SI)[t])
= dedge (ﬂatten(HD(S)[t]) , flatten(HD(S')[t])) (1)

14



and

drnode (HD (S)[t] Up (Sl)[t])
= dpoae (flatten(TIp (S) ), flatten (T (S) ) )- (2)

Proof of Lemma 3.8. Let S and S’ be graph streams of length T, and let IIp be a shortsighted algorithm.
Let P[t],P[’t] denote projected graph streams II(S)y) and II(S");y. Also, let F[t],F['t] denote the flattened
graphs flatten(II(S) () and flatten(II(S") ().

(Proof of Expression 1.) We first prove Expression 1, where S and S’ are node-neighbors (and let S’ be
the larger graph stream—it contains an additional node v+ and associated edges). We see degge (Fiy, F[’t]) <
dedge( Py, P[’t]) because if an edge differs between flattened graphs, then it must differ between the projections
that were flattened to obtain the graphs (this same logic applies for isolated nodes that differ between
flattened graphs). Note that this inequality holds for arbitrary (e.g., non-neighboring) graph streams.

We now need to show dedge(Pm,P[’t]) < dedge(F[t],F[’t]). This expression does not necessarily hold for
arbitrary graph streams. For node-neighbors, though, the edges in the corresponding projections Py or P[’t]
can only differ according to (a) and not (b) in Definition 3.7 (and similarly for isolated nodes that differ
between projections). This holds for two reasons. First, all edges that arrive in S at time ¢ must also arrive
in S’ at time 7. Second, IIp is a shortsighted algorithm, so if an edge arrives in one projected stream at time
i, it either also appears in the other projected stream at time ¢ or it never appears at all. Therefore, all edges
that differ between graph streams must differ according to (a). If an edge differs between graph streams
through time ¢ according to (a), then it will also differ between the flattened versions of those graphs. This
gives us dedge (P[t],P[’t]) < dedge(F[t],F[’t]), which yields the desired equality.

If S and S’ are edge-neighbors (and let S’ be the larger graph stream—it contains an additional edge),
edges in the corresponding projections Py or P[’t] can also only differ according to (a) and not (b) since all
edges that arrive in S at time ¢ must also arrive in S’ at time 7, and since IIp is a shortsighted algorithm (a
similar statement applies to isolated nodes that differ between projections). This gives us deqge (P[t],P[’t]) <
dedge(F[t],F[’t]). The node-neighboring argument for dedge(F[t},F[’t]) < dedge(P[t],P[’t]) also applies to edge
neighbors, completing the proof.

(Proof of Expression 2.) To show dmde(F[t],F[’t]) < dnode (P[t],P[’t]), the same argument as above ap-
plies (with the additional observation that nodes differing between graphs also differ between graph streams).
We now show d,oqde (P[t],P['t]) < dnode(F[t],F[’t]). Let Viemove and Vygq be the sets of nodes (and edges in-
cident to these nodes) that are removed from and added to F' to obtain F’, such that |Viemove| + |Vadd| is
minimized.

Recall from the argument for Expression 1 that nodes and edges differ between edge- and node-neighboring
graph streams according only to (a) and not (b) in Definition 3.7. Therefore, removing Viemove from P and
adding V,4q to P at the appropriate times (and also adding the edges at the appropriate times) gives us
P’. This gives us dpode (P[t],P[It]) < |Vremove| + |Vadd|7 so we have d,oqde (P[t],P[It]) < dnode (F[t],F[It]), which
completes the proof of Expression 2. O

Lemma 3.9 (Edges between low-degree nodes remain in both projections). Let IIp € {IIZPS 112"} denote
one of the variants of Algorithm 1. Consider a pair of edge- or node-neighboring graph streams S, S’ of
length T, where S’ contains (at most) one additional node as compared to S. For all edges e = {u,v} that
arrive in S at (or before) time step t € [T, if u and v have degree at most D in S[’t], then e is in both IIp(S)

and p(S").

Proof of Lemma 5.9. Without loss of generality let S’ be the larger graph stream (i.e., for node-neighbors,
S’ can be formed by adding a node v* and associated edges to S; and for edge-neighbors, S’ contains an
additional edge as compared to S). Before proceeding with the proof, we note that all nodes and edges in
S[y are in S[’t]. Additionally, we see that for all nodes v in S[’t], the degree of v is at least as large in S['t] as

in Sj—that is, deg, (S5(,) = deg, (Sp)-
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Let e = {u,v} be an edge that arrives in S at time ¢, and let v and v both have degree at most D in S[’t].
We now consider Algorithm 1. We see from Lines 6-8 that, if the counters d(u) and d(v) are both less than
D when we consider adding edge e to the projection, then e will be added. The counters are initialized to 0,
and we see on Line 11 that, for all nodes w in the input, d(w) is incremented only if Algorithm 1 considers
adding an edge incident to w to the projection.

This means that, prior to considering e = {u, v} in the for loop (Line 5), the counters d(u) and d(v) will
have each been incremented fewer than D times when running IIp on S or on S’. Therefore, Algorithm 1
will have d(u) < D and d(v) < D when the for loop considers e = {u, v} for addition to the projection, so e
will be added to the projection. We see that this argument also holds if e arrives before time t. O

Lemma 3.9 has an important consequence: if U is the set of nodes that have degree more than D in S['t]
(where S’ is the larger of two neighboring graph streams), then U U {v, } forms a vertex cover for the edges
that differ between the projections I1p(S)y and IIp(S’);. We use this in the proof of Theorem 3.3 in a few
ways. Most directly, if we have an upper bound of £ + 1 on the size of U, then we immediately obtain an
upper bound of 2¢ + 1 on the node distance between the projections IIp(S); and IIp(S”), which gives us
the proof of node-to-node stability. It is also the first step in the proofs of other stability statements.

3.2  Proof of Edge-to-Edge Stability for IT7>"®

We begin by proving item (1a) of Theorem 3.3, which we repeat below for convenience. The proof follows
immediately from Lemma 3.8 and the ideas from the proof of [BBDS13, Claim 13].

Theorem 3.10 (Item (1la) of Theorem 3.3). Let T € N, D € N, £ € NU {0}, and let II7" be Algorithm 1
with inclusion criterion ¢ = original. If S ~eqqe S’ are edge-neighboring graph streams of length T', then for
all time steps t € [T, the edge distances between the projections through time t satisfy

deage (7 (S)ig + TE™(8")y) < 3.

Proof of Theorem 3.10. Let S, S’ be edge-neighboring graph streams (wlog, let S’ be formed by adding one
edge et = {u,v} to §). To simplify notation, let Fy), ) denote flatten (TI35(S) ) and flatten (IT5P°5(S") )
respectively. By Lemma 3.8, we only need to consider how F and F’ differ.

We consider three types of edges: edge et = {u,v}, edges e incident to neither « nor v, and edges e, and
e, incident to either u or v respectively. We first note that e may appear in F, ['t] and will not appear in Ff.

Next consider edges e = {w,x} incident to neither u nor v. An edge of this form will either appear in
both F;) and F[’t], or it will appear in neither. This is because et will not affect the value of d(w) or d(z),
so the decision to add e to the output stream will be the same, regardless of whether II?"® is running on S
or §’.

Now consider edges incident to either u or v. If et is processed at a projection stage where d(u) > D
and d(v) > D in II%P"S on S, then the projections of both streams will be identical. However, if e™ is
processed prior to this projection stage, then there may be one edge e, incident to u that appears in F;) but
does not appear in F[’t], due to having d(u) = D at the projection stage when e, is processed for the case of
running IT7P% on §’, instead of having d(u) = D —1 < D as is the case on S. Note that, if an edge incident
to u is processed at a projection stage following that of e,, then that edge will appear in neither Fj; nor
F)- This is because u is already saturated in S and S’ when those edges are considered—that is, d(u) > D.
Likewise, an edge incident to u that is processed at a projection stage prior to e, will either appear in both
Fyy and F[’t] or will appear in neither. Similarly, there may be one edge e, incident to v that appears in F
but does not appear in F[’t]. Graphs F[’t] and F}; differ on at most three edges—mnamely et, ey, and e,—s0

dedge(F[t]vF[/t]) <3. |

3.3 Proof of Node-to-Node Stability for II77°° and II}*

We next prove item (3) of Theorem 3.3, which we repeat below for convenience. The proof follows from
Lemmas 3.8 and 3.9, with the same approach applying for inclusion criterion ¢ = original and ¢ = projected.
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Theorem 3.11 (Item (3) of Theorem 3.3). Let T € N, D € N, £ € NU{0}, and let II%PS TIX* be Algorithm 1
with inclusion criterion ¢ = original and ¢ = projected, respectively. If S ~y04. S’ are node-neighboring graph
streams of length T, then for all time steps t € [T, the node distances between the projections through time
t satisfy the following:

(a) If S, 8" are (D, £)-bounded through time t, then dpode (H%BDS(S)[t] ) H%BDS(S’)M) <20+ 1.

(b) If S, 8" are (D, £)-bounded through time t, then dpode (HDDLL(S)[t] , HDDLL(S’)[t]) <204 1.

Proof of Theorem 3.11. Without loss of generality, let S’ be the larger graph stream—that is, it contains an

additional node v+ and associated edges. To simplify notation, let F[t],F[’t] denote flatten (HBDBDS(S)[t]) and
flatten (I35 (S7) () respectively. Note that we only care to bound the node distance between projections
for times ¢ € [T] where Sy, S[’t] are (D, ¢)-bounded. By Lemma 3.8, we only need to bound dyoqge (F[t],F[’t}).

Let U be the set of nodes with degree greater than D in S[’t]. By Lemma 3.9, only edges incident to v™

or to nodes with degree greater than D in S’t] will differ between flattened graphs F and F[’t]7 so UU{vT}
forms a vertex cover for these differing edges. This means we can use the following process to obtain Fj;

from F[’t]: first, delete v+ and all nodes in U from F[’t]; then, add all of the nodes in U to this graph, but
instead of adding the edges incident to these nodes in F; [’t], add the edges incident to these nodes in Fj;;. We

removed £ 4+ 1 nodes and added ¢ nodes, which gives us the desired bound of dnode(F[t],F[’t]) <204+1. 0O

3.4 Proof of Node-to-Edge Stability for II7;"*

Here we prove item (2a) of Theorem 3.3, which we repeat below for convenience. The proof uses Lemmas 3.8
and 3.9, though it requires a more careful analysis of the flattened graphs than the other stability proofs we
have provided so far.

Theorem 3.12 (Item (2a) of Theorem 3.3). Let T € N, D € N, £ € NU {0}, and let IIy" be Algorithm 1
with inclusion criterion ¢ = original. If S ~,,q4. S’ are node-neighboring graph streams of length T, then for
all time steps t € [T] such that S and S" are (D, {)-bounded through time t, the edge distances between the
projections through time t satisfy

deage (5™ (S)gy , TIH*(8")g) < D+ 2.

Proof of Theorem 5.12. Without loss of generality, let S’ be the larger graph stream—that is, it contains
an additional node v+ and associated edges, which we represent with the set E+. To simplify notation, let
F[t],F[’t] denote flatten (HBDBDS(S)[t]) and fIatten(H%BDs(S’)[t]) respectively. Note that we only care to bound
the node distance between projections for times ¢ € [T] where Sy, S[’t] are (D, ¢)-bounded. By Lemma 3.8,
we only need to bound dedge(F[t],F[’t]).

By Lemma 3.9, only edges incident (1) to v or (2) to nodes with degree greater than D in S[’t] will differ
between flattened graphs Fj;; and F[’t}. We now count the number of edges in these categories that differ
between Fj;) and F[’t].

We first bound the number of edges in (1). There are at most D edges incident to v™ in Fjj, because Fj,

has maximum degree at most D, and none of these edges show up in Fj; since vt is not in Fjy. Therefore,
there are at most D edges in category (1).
We next bound the number of edges in (2). Each flattened graph F}; and F[’t] contains at most D - ¢

edges incident to nodes with degree greater than D in S[’t]. However, we show that many of these edges will

be the same in both flattened graphs. Let U denote the set of nodes, excluding v, that both have degree
greater than D in S[’t] and are incident to edges in ET. Consider an edge e = {u, v}, where neither u nor v

is in U. The added edges in E* will not affect the values of d(u) or d(v), so either e will be in both F;) and
F[’t]7 or it will be in neither flattened graph.
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Now consider edges ¢’ incident to nodes in U. All edges in ET are of the form et = {vt,w}. If et is
processed at a projection stage where d(w) > D in II%"S on S’, then e™ will not cause any edges €’ to
differ between Fj; and F[’t]. However, if e is processed prior to this projection stage, then there may be
one edge e, incident to w that appears in Fj;; but does not appear in F[’t]7 due to having d(w) = D at the
projection stage when e,, is processed instead of d(w) = D —1 < D (as is the case when running IT}*"® on
S). Note that e™ will not affect the inclusion of other edges in the output stream: any edge incident to w
that is processed at a projection stage after e,, will appear in neither flattened graph, and any edge that is
processed at a projection stage prior to e,, will have d(w) < D when considered for inclusion in both output
streams.

We see that each edge e = {vt,w} in E* causes at most one edge incident to w to differ between
projections (in particular, to appear in Fj but not appear in F[’t]). Therefore, if we bound |ET|, we can

bound the number of edges in category (2). Since all edges in ET are incident to v+ and a node in U, there
are at most |U| edges in E™. By the fact that the streams Sy and S( are (D, £)-bounded, there are at most
¢ nodes in U. Therefore, the number of edges in category (2) is at most .

Categories (1) and (2) contain a total of at most D + £ edges, so at most D + ¢ edges differ between FJ;
and F; [’t], which is what we wanted to show. O

3.5 Proof of Node-to-Edge Stability for II)*

In this section, we prove item (2b) of Theorem 3.3, which we repeat below for convenience. This proof of
stability requires a more involved analysis than other proofs, so we describe our proof approach below before
moving to the formal proof.

Theorem 3.13 (Item (2b) of Theorem 3.3). Let T € N, D € N, £ € NU {0}, and let II%* be Algorithm 1
with inclusion criterion ¢ = projected. If S ~p.q. S’ are node-neighboring graph streams of length T, then
for all time steps t € [T] such that S and S’ are (D, {)-bounded through time t, the edge distances between
the projections through time t satisfy

D+2032%  ifD>{, and
e (B ()« B (5"} < {D +20VD z’;D <t

The proof of stability begins from the observation—as in our other stability proofs—that we only need
to show stability of the flattened graphs (Lemma 3.8). To show this stability of the flattened graphs, we
construct a graph that contains exactly one edge for every edge that differs between projections, and we
carefully label and direct each of these edges to create a difference graph (see Algorithm 2).

If the resulting difference graph were a DAG that satisfied the conditions of Lemma 3.15, then the
difference graph would have at most 20v/k edges (where £ and k are as defined in Lemma 3.15, and we set
k = min{D, ¢}). Unfortunately, the difference graph does not satisfy these conditions—but we can show
that the difference graph is close to a graph that satisfies these conditions. More specifically, if we carefully
remove at most D edges from the difference graph, we can obtain a pruned difference graph that has the
special, highly structured form described in the conditions of Lemma 3.15. Therefore, the difference graph
must contain at most D + 2¢y/min{D, ¢} edges, so the edge distance between projected graph streams is at
most D + 2¢y/min{D, ¢}.

Before presenting Lemma 3.15 we define an order-induced cut, a method for creating cuts for a DAG.

Definition 3.14 (Order-induced cut). Let G be a DAG on k nodes, and let vy,...,v; be a topological
ordering of its nodes from left to right (i.e., when the nodes are lined up horizontally in this order, all edges
in G go from left to right).

Given this ordering, the i** order-induced cut of G is defined as the cut made by partitioning the nodes
into the sets {v1,...,v;} and {viy1,...,vr}. The i™™ order-induced cut set of G is defined as the edges in
the cut set of the resulting cut. The cuts and cut sets are depicted in Fig. 1.
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Figure 1: Order-induced cuts. Let the nodes in the figure represent a left-to-right topological ordering of
nodes. Each vertical line defines a distinct order-induced cut, where nodes to the left are in one part of a
cut, nodes to the right are in the other part of the cut, and the cut-set for the cut defined by a vertical line
is the set of edges intersected by that vertical line.

In the proof below, we will begin by proving the result in Lemma 3.15 about the number of edges in
a highly structured DAG. We will then go about creating the difference graph, removing edges to obtain
a pruned difference graph, and showing that the pruned difference graph shares the structure of the DAG
whose edge count we upper bound. We conclude by upper bounding the number of edges that were removed
to create the pruned difference graph.

Lemma 3.15 (Number of edges in a structured DAG). Let k,£ € NU {0}. A DAG G with both of the
following properties has at most 20k edges:

1. G has at most £ + 1 nodes, and
2. every order-induced cut set of G has at most k edges.

Proof of Lemma 5.15. Let G be a DAG with the properties described in the statement of Lemma 3.15 above,
and let £* < k and ¢* < ¢ be an upper bound on the number of edges in order-induced cut sets in the DAG
and one less than the number of nodes in the DAG, respectively. Because G is a DAG, it must have a
topological ordering—that is, there is a way to order its nodes horizontally from left to right such that all
edges in the graph go from left to right. We enumerate these sorted nodes from left to right as v1,..., v 41.

Throughout this proof, we define the length of edge e = (v;,v,/) in the DAG as j' — j. To bound the
number of edges in this DAG, we bound the number of “short” edges and the number of “long” edges. More
precisely, let F' be the set of edges in the DAG, which we separate into the following two sets according to
edge length: Fp, the set of edges with length at most v/A*; and F}, the set of edges with length greater than
VE*.

We first bound the cardinality of Fy. All of the edges in the DAG go from left to right and there are
¢* + 1 nodes, so there are £* starting points for edges, and there are at most v/k* choices of endpoints for
edges of length at most v/&* from each starting point. This gives us

|Fo| < 0VE*.

We next bound the cardinality of Fi. We use a probabilistic argument. Let F} denote the set of edges
in Fy that are in the s*® order-induced cut set. In other words, F} denotes the number of edges in the s'!
order-induced cut set that have length greater than v/k*. We now compute the expected cardinality of Fy
for a uniformly random choice of s € [¢*] (since there are ¢* locations at which we could make a cut), and
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we relate it to the cardinality of F} to get a bound for |Fi|. Note that we have |F}| < k* by condition (2) of
Lemma 3.15. This gives us the following series of inequalities:

k> (5]
= Z Prle € F}] (law of total expectation)
ecky °
k* *
> |Fyl - = (|F1] edges, each in the cut set w.p. greater than ‘é’?)

Solving for |Fy| gives us |Fy| < £*Vk*.
We now combine our bounds on |Fy| and |F;| to get
|F'| = |Fo| + [ F1]
< 20V k¥
< 20V,

which is what we wanted to show. O

3.5.1 (Pruned) Difference Graphs and Their Properties

We next show that the pruned difference graph has the structure described in Lemma 3.15. We begin by
defining a difference graph. The algorithm for creating a difference graph is provided in Algorithm 2. On
an input of two node-neighboring graph streams S ~,,4. S’, it returns a graph that encodes the edges that
differ between the projections of S and S’. The resulting difference graph will consist of directed edges, each
colored red or blue and labeled with an integer.

M an edge in the projection of S that is deleted (red) in the projection of S’
({u, 0} € Ip™(9) {u, 0} ¢ ™ (5))

M an edge not in the projection of S that is added (blue) in the projection of S’
({u,v} ¢ Op*(9),{u,v} € Op*(S"))

The direction of (u,v) indicates that, in the stream whose projection is missing the edge, u
saturated before v (and, since {u, v} was not included, before {u, v} was considered).

Figure 2: Edges in a difference graph

As shown in Fig. 2, red edges in the difference graph represent edges that appear in IIp(S) and not
I (S’), while blue edges represent edges that appear in IIp(S’) and not IIp(S). The label on the edge
corresponds to when the projection algorithm considers it for addition. An edge {u, v} is directed as (u,v)
if u is saturated before v in the projection missing the edge, and is otherwise directed as (v,u); the details
on directing edges are provided in Algorithm 2. All edges that differ between projections are contained in
the difference graph (Lemma 3.16).

Lemma 3.16 (The difference graph contains all differing edges). Let S ~,04e S’ be a pair of node-neighboring
graph streams of length T, let t € [T], and let IIY* be Algorithm 1 with inclusion criterion ¢ = projected. An
edge differs between IIH*(S)y and B (S")1y if and only if the edge is in DG((S, S"), D, t).

Proof of Lemma 5.16. By Lemma 3.8, we only need to consider how the flattened graphs differ.
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Algorithm 2 Algorithm DG for difference graphs.
Input: Node-neighboring graph streams S ~ S’ of length T, degree bound D € N, time ¢ € [T]. Let
2" be Algorithm 1 with ¢ = projected. (Without loss of generality, assume that S’ is the “larger”
graph stream with an additional node v*.)
Output: Colored, directed graph A with labeled edges, where V(A) = V(5.

1: Eblu67 Emd — @

2: F « flatten (I (S) ), F” < flatten (TIZ(S") )

3: SatStageS (er) — —1 > Redefine SatStageg(v™) to evaluate to —1
4: for projection stage i of II%"(S’) do

5: Consider edge e = {u, v} processed during projection stage 4

6: if e € F N F’ then ignore e

7 else if e € F then D> Directing red edges
8: if SatStageg, (u) < SatStageg, (v) then

9: add (u,v) with label i to E,cq

10: else

11: add (v, u) with label i to E,cq

12: else if e € I’ then D> Directing blue edges
13: if SatStageg(u) < SatStageg(v) then

14: add (u,v) with label i to Epjye

15: else

16: add (v, u) with label i to Epjye

17: return V(F'), (Epiye, Fred)

We first show the = direction. By Line 6 of Algorithm 2, we only ignore an edge (i.e., don’t add it to
the difference graph) if it appears in both flattened graphs. Therefore, if an edge differs between projections
of node neighbors, then it appears in the difference graph, which is what we wanted to show.

We next show the <= direction. By Line 6 edges in both flattened graphs are ignored, and by Lines 7 and
12 edges in one flattened graph but not the other are added to the difference graph. O

Remark 3.17 (Interpreting a difference graph). Algorithm 2 returns three sets: a set V(A) of vertices; a
set Fye of labelled, directed, blue edges; and a set F.,.q of labelled, directed, red edges. A difference graph
is the directed graph formed on the vertices in V(A), where edges in Eppe are colored blue and labelled
according to their labels, and edges in E,.q are colored red and labelled according to their labels.

An additional property, which we prove in Claim 3.20, is that all out-edges from a node v in a difference
graph have the same color. For a node v, we let out-color(v) denote this color of its out-edges.

Definition 3.18 (Out color of a node). Let G be a difference graph, and for edge e in the difference graph,
let color(e) denote its color. All out-edges e from a node in a difference graph have the same color color(e)
(Claim 3.20). The out color of a node v in G, denoted out-color(v), is the color of the out-edges from wv.

Now that we have defined a difference graph, we can present the definition of a pruned difference graph
(Algorithm 3), which we will later show has the same structure as the DAG described in Lemma 3.15. A
pruned difference graph removes two types of edges from a difference graph: every edge that (1) is an in-edge
to a node that, in the larger graph stream S[’t], has degree at most D or (2) is an in-edge to a node v and itself
has color out-color(v) (all out-edges from a node in a difference graph have the same color—see Claim 3.20).
We also remove all nodes in the difference graph that, after removing edges to create the pruned difference
graph, have degree 0.

To show that Lemma 3.15 applies to a pruned difference graph produced by Algorithm 3, we need to
prove the first three items of Lemma 3.19 below; the fourth item shows that the pruned difference graph
differs in few edges from the original difference graph.
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Algorithm 3 Algorithm PDG for pruned difference graphs.

Input: Difference graph A returned by Algorithm 2, time ¢ and graph stream S’ input to Algorithm 2.
Output: Colored, directed graph with labeled edges.

Parse difference graph A as V| (Ebye, Ered)

F’ « flatten (S[’t])
for edge e = (u,v) in Eppye U Epeq do
if color(e) = out-color(v) then > see Definition 3.18.
Remove e from Eegior(e)
if deg,(F’) < D then
Remove e from Eegior(e)
Fprune = flatten(V, Epue U Ered)
for v in V do
if deg, (Fprune) = 0 then remove v from V

Return ‘/7 (Eblue; Ered)

—_

= =
= o

Lemma 3.19. Let T, D € N. Let S ~,04c. S’ be a pair of node-neighboring graph streams of length T, where
without loss of generality S' has one additional node v (and its associated edges) as compared to S, and let
be (D, ?)-bounded through time t € [T]. Let A be the difference graph output by Algorithm 2 when run with
degree bound D and time t on graph streams S,S’, and let A* be the pruned difference graph returned by
Algorithm 3 when run on A, S’, and t.

The pruned difference graph A* has the following properties:

1. A* is a DAG.

2. A* has at most £ + 1 nodes.

3. Every order-induced cut in A* contains at most min{D, ¢} edges.
4. At most D edges were removed from A to make A*.

Before proving Lemma 3.19, we show how its result can be used to complete the proof of Theorem 3.13.
We then use the remainder of Section 3.5 to prove Lemma 3.19.

Proof of Theorem 3.13. By items (1), (2), and (3) of Lemma 3.19, we see that the pruned difference graph
satisfies the conditions of Lemma 3.15. Therefore, the pruned difference graph has at most 2¢,/min {D, ¢}
edges. Item (4) of Lemma 3.19 tells us that the pruned difference graph differs from the difference graph
on at most D edges. By Lemma 3.16 the difference graph contains all differing edges, which means that at
most D + 2¢4/min {D, ¢} edges differ between the projections, through time ¢, of node-neighboring graph
streams that are (D, ¢)-bounded through time ¢. This is what we wanted to show. (]

Proof of Lemma 3.19. We prove each part of Lemma 3.19 below.

Proof of item (1). We will show that, in the pruned difference graph A*, the labels on all in-edges
to nodes precede the labels on all out-edges from nodes. This means that the graph is acyclic, which will
complete the proof of item (1). We first show that all out-edges from a node v have the same color.

Claim 3.20 (Out-edges have the same color). Let A be as defined in Lemma 3.19. For every node v in A,
all of its out-edges must have the same color.

Proof of Claim 5.20. Let S and S’ be the node-neighboring graph streams described in Lemma 3.19. Assume,
for the sake of contradiction, that a node in A has out-edges with different colors. More precisely, assume
that node w in A has red edge e,eq = (u,v) and eppe = (u, w).
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There are two cases to consider: v = v+ and u # v™. If u = v, then the claim follows immediately since
all edges incident to v™ are in S’ and not in S, and since SatStageg(v™) is less than SatStageg for all other
nodes by Line 3, so all edges incident to v™ in A must be blue out-edges.

Now consider the case where u # v™. The existence of e,.q means the edge {u,v} is in S and not in S,
so we know that either SatStageg (u) < SatStageg(u) or SatStageg (v) < SatStageg(u). By the direction of
ereq and Line 8, we have that SatStageg, (u) < SatStageg, (v), which tells us SatStageg, (u) < SatStageg(u).

By a similar argument, the existence of ey, tells us SatStageg(u) < SatStageg, (u). However, this pair
of inequalities is a contradiction, so our assumption must be false, which completes the proof. o

By Claim 3.20, we know that all out-edges have the same color. Additionally, by construction of the
pruned difference graph (in particular, Line 4 or Algorithm 3), we see that if a node has out-edges, then all
its in-edges have the opposite color. This leaves us with two cases for showing that the labels on all in-edges
to every node v in A* precede the labels on all out-edges from v. We only consider the case where v # v+
since the claim follows trivially for v+ as there are no in-edges to v™.

(a) All out-edges from v are red. Let b be the smallest label on red out-edges from v, which means
SatStageg, (v) < b. Assume for contradiction that a blue in-edge to v has label ¥’ > b (we are working
with the pruned difference graph and out-color(v) = red, so all in-edges to v must be blue). The label on
this blue edge tells us SatStageg, (v) > b, which is a contradiction since b’ > b and SatStageg, (v) < b.

(b) All out-edges from v are blue. The proof of this case follows very similarly, except we look at
SatStageg(v). Let b be the smallest label on blue out-edges from v, which means SatStageg(v) < b.
Assume for contradiction that a red in-edge to v has label & > b. The label on this red edge tells us
SatStageg(v) > b, which is a contradiction since b’ > b and SatStageg(v) < b.

For both cases, we showed that all labels on in-edges to a node v must precede labels on all out-edges from
v, which completes the proof of item (1).

Proof of item (2). Item (2) follows readily from previously used ideas. To prove this item, we
show that the only nodes appearing in the pruned difference graph A* are v™ and nodes v such that
deg, (flatten(S};))) > D. More precisely, we let Vio, be the set of nodes v in S that are not v and have
deg, (flatten(S};))) < D, and we show that no nodes v € Vio, are in the pruned difference graph. There are
at most ¢ nodes v such that deg, (flatten(S[’t])) > D, so the set of nodes not in Vj,,, has size at most ¢ + 1.
This proof relies on Claim 3.21.

Claim 3.21. For all v #vT in A, v cannot have an out-edge in A if degv(flatten(S[’t])) <D.

Proof of Claim 5.21. Let v € Viyy, and let by,s: be the projection stage of the final edge in S’['t] incident to v.
Because deg, (flatten(5/;))) < D, we know that the saturation stage of v in § and §’ must be at least biast,
so SatStageg(v) > biast and SatStageg: (v) > bigst-

Assume for contradiction that there exists an out-edge e = (v, w) with label b in A. Note that every edge
incident to v in A must have label at most bjst, 850 b < bgse. If this edge is red, then SatStageg, (v) < b < bigst-
Similarly, if this edge is blue, then SatStageg(v) < b < b However, this contradicts the fact that
SatStageg (v) > biast and SatStageg, (v) > bjgst- O

By Claim 3.21, every v € Vi, has no out-edges in A. We next note that, in the pruned difference graph
A* all in-edges to nodes in Vj,,, are removed by Line 6 of Algorithm 3. Since all nodes with in-degree and
out-degree 0 in the pruned difference graph are removed in Line 10, only the nodes in the set of size ¢ + 1
(i.e., the node v and the high-degree nodes v such that deg, (flatten(S};)) > D) are in the pruned difference
graph.

Proof of item (3). To prove this item, we use Claim 3.22, which relates the in-degree of a node in the
original difference graph to its out-degree in the pruned difference graph.

23



Claim 3.22. Consider a node v # v' in the pruned difference graph A*. The number of out-edges from v
in the original difference graph A is at most the number of in-edges to v in the pruned difference graph A*
(if v does not appear in A*, we say v has zero in-edges). This also means that the number of out-edges from
v in A* is at most the number of in-edges to v in A*. In summary,

out-degree of < out-degree of < in-degree of
vin A* — vin A — wvin A*.

Proof of Claim 3.22. Consider a node v # vT in the graphs A, A*. Let k be the number of out-edges
from v in A, and let b be their smallest label. Let out-color(v) = red (a symmetric argument follows when
out-color(v) = blue).

By the construction of A, and since out-color(v) = red, the out-edges of v are in II}"(S) and not in
I3 (S")1y. Additionally, since the smallest of their labels is b, then after projection stage b—1 the following
is true: (1) the degree of v in the projection of S’ is D, and (2) the degree of v in the projection of S is
at most D — k (because if the degree were larger, then v could not have k red out-edges). This means that
after projection stage b — 1, the vertex v has at least k incident blue edges in the difference graph A.

Finally, all out-edges from v are red and must all have the same color (Claim 3.20), so these incident blue
edges must be in-edges to v. Additionally, because deg,(flatten(S;)) > D and because out-color(v) = red,
these blue edges will also be present in the pruned difference graph A*. Therefore, we see that the number
of in-edges to v in A* is at least the number of out-edges from v in A, which concludes the proof. O

By item (1), we know that A* is a DAG, so we can topologically order its nodes. We enumerate the
nodes in the topological order as v1, ..., v+ 11, where £* < £. By Claim 3.22 and by construction, v* is the
only node in A* with no in-edges, so we will necessary have v; = v*. For this ordering, let E; denote the
it? order-induced cut set.

To complete the proof of item (3), we need to show Claim 3.23.

Claim 3.23. Let E; denote the set of edges in the i'" order-induced cut set, and let £* < £ be defined as
above (i.e., one less than the number of nodes in A*). We have |Ey| < min{D, ¢}, and |E;_1| > |E;| for all
ie{2,...,0*}.

Proof of Claim 3.23. We begin by proving |F1| < min{D, ¢} (recall that v; = v™). Consider the case where
D < /. Then v*™ has at most D incident edges in the projection, so it has at most D out-edges in the
difference graph. Now consider the case where D > ¢. All in-edges to nodes with degree at most D in S[’t]
are removed when creating the pruned difference graph (Line 6 of Algorithm 3), so since there are at most
¢ nodes with degree greater than D in S[’t], we see that v™ has at most £ out-edges in the pruned difference
graph. Therefore, v has at most min{D, ¢} edges, so |E1| < min{D, ¢}.

We next show |E;_1| > |E;| for all i € {2,...,¢*}. If an edge is in F;_1, then either it is in E; or it is an
in-edge to v;. Let j be the number of in-edges to v;. By Claim 3.22, there are at most j out-edges from v*.
This gives us |E;| < [E;—1]| —j +j = [Ei-1]. L]

Claim 3.23 tells us that we have |E;| < min{D, ¢} for all i € {1,...,£*}, which is what we wanted to
prove for item (3).

Proof of item (4). To prove this item, we categorize the edges that were removed from the difference
graph to create the pruned difference graph, and we count the number of edges in each category. We consider
the following categories: (a) edges from v™ that are incident to nodes v with degU(S[’t]) < D and (b) other
edges that were removed when creating A* from A. Let £* < £ be the number of out-edges from v to nodes
v such that deg, (Sj) > D. Therefore, category (a) has at most D — £* edges.

We next show that category (b) has at most £* edges. By Claim 3.22, all edges removed from A to make
the pruned difference graph A* are out-edges from nodes that appear in the pruned difference graph. (This
is because, if an edge is an out-edge from a node that does not appear in the pruned difference graph A*,
then this node’s in-degree in the pruned difference graph is zero, so its out-degree in the original difference
graph must be zero by Claim 3.22.) We use Claim 3.24 to establish another property about the edges that
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were removed to make the pruned difference graph, which will allow us to bound the number of edges that
are in category (b).

Claim 3.24. Let E; be defined as in the proof of item (3)—that is, E; is the set of edges in the i*h
order-induced cut. For all i € {2,...,0*}, if |Fi—1| = |E;i| + ki, then at most k; out-edges from v; were
removed by Algorithm 5.

Proof of Claim 3.2/. Suppose for contradiction that v; has k! > k; out-edges that were removed by Algo-
rithm 3 (that is, there are k. out-edges from v; that appear in A and do not appear in A*). Let j be the
number of in-edges to v; in A*.

By definition, |E;| is at most |E;_;| minus the number of in-edges to v; in A*, plus the number of out-
edges from v; in A*. We next bound each of these edge counts. The number of in-edges to v; in A* is j. The
number of out-edges from v; in A, by Claim 3.22, is at most the in-degree of v; in A*—that is, j. Therefore,
there are at most j — k. out-edges from v; in A*.

Substituting these quantities into our upper bound for |E;| gives us | F;| < |E;—1|—j+(j—k)) = |Ei—1|—k..
This simplifies to |E;| + k; < |E;_1| which, since k} > k;, contradicts the fact that |E;| + k; = |E;—1]. O

We now observe, since v+ has £* edges to high degree nodes v such that degv(S[’t]) < D, that |Ey| < £
Where we define k; as the number of out-edges from v; that appear in A and do not appear in A*, combining
this observation with Claims 3.23 and 3.24 gives us Zie[é*] k; < £*. Therefore, there are at most £* out-edges
from nodes in the pruned difference graph that were removed from the original graph to obtain the pruned
difference graph—that is, there are at most £* edges in category (b). Since there are at most D — £* edges
in category (a) and at most £* edges in category (b), we see that at most D edges were removed to obtain
the pruned difference graph, which is what we wanted to show. o

3.6 Proof of Edge-to-Edge Stability for IT})*

In this section, we prove item (1b) of Theorem 3.3, which we repeat below for convenience. The proof uses
Lemma 3.8, along with some new ideas. At a high level, it follows from the observation that changing one
edge in a graph (i.e., adding or removing it) can result in a path of edges that differ between projections.
However—with the exception of the edge that differs between the edge-neighboring graph streams—the edges
that differ between projections form a simple path. Moreover, all edges in the simple path must be incident
to (at least) one node with degree greater than D. Because we only evaluate the stability statement through
time steps for which the graph streams are (D, ¢)-bounded, we know there are ¢ such high-degree nodes,
which allows us to bound the length of the resulting simple path.

Theorem 3.25 (Item (1b) of Theorem 3.3). Let T € N, D € N, £ € NU {0}, and let II%* be Algorithm 1
with inclusion criterion ¢ = projected. If S ~cqqe S’ are edge-neighboring graph streams of length T', then
for all time steps t € [T] such that S and S’ are (D, {)-bounded through time t, the edge distances between
the projections through time t satisfy

deage (TIH* () » TEH(S ) ) < 20+ 1.

Proof of Theorem 5.25. To simplify notation, let F, F’ denote flatten(TI*(5);) and flatten (IT2(S")1)
respectively. Note that we only care to bound the edge distance between projections for times t € [T]
where Sy, S[’t] are (D, /)-bounded. By Lemma 3.8, we only need to bound degee(F, F’). Without loss of
generality, let S’ be the larger graph stream—that is, it contains an additional edge et = {u, v} that arrives
at projection stage b. This edge will increment both d(u) and d(v) by 1 at its projection stage.

In this proof of stability, we do a thought experiment where we first consider how the graph changes if
only d(u) is incremented at the projection stage of e™ (and d(v) is not incremented); we call this graph F*.
We then consider the distance between F'* and F’ (the graph where d(v) also changes), which allows us to
bound the distance between F and F’ using the triangle inequality. Our proof builds on the proof technique
used by [DLLI16] to show stability of their algorithm for degree histograms: we will show that the set of
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edges that differ between F' and F* forms a path. More specifically, we show that each edge in the path
must be incident to a node with degree greater than D in S, and we show that (with the exception of the
edge in the path that has the earliest projection stage) these edges form a simple path.

We first see how many edges differ between F' and F“. If d(u) > D when eV is processed at projection
stage b when running II%"" on S’, then F' and F“ will be identical since et will not appear in the output
stream and it was already the case that d(u) > D for edges that are considered after et. However, if
d(u) < D before e™ is considered, then there may be an edge e; = {u,1} incident to u with projection
stage by > b that appears in F' but not F* due to having d(u) = D at projection stage b; in S’ instead of
d(u) = D —1 < D. This removal of e; = {u, 1} can then result in having d(1) = D — 1 < D, which then
allows for the addition of some edge e2 = {1,2} with projection stage ba > b;. The presence of e; will then
cause d(2) to be incremented by 1, which can in turn cause an edge incident to node 2, with a projection
stage greater than by, to not appear in F'“.

We now consider the size of this sequence D of differing edges, where we order the edges in this sequence
according to increasing projection stage in S’. Claim 3.26 describes conditions under which this sequence
will end, and we show that these conditions mean the sequence D of differences will have size at most ¢ + 1.

Claim 3.26. Consider a node v that appears in two edges that occur consecutively in the sequence of differing
edges. Let these edges be e, = {v,x} with projection stage by in S’, and e, = {v,y} with projection stage b,
in S’. Additionally, let e, appear in F* and not in F, and let e, appear in F' and not in F*. Node v has
the following properties:

1. The degree of v in S[’t] is bigger than D—that is, degv(S[’t]) > D.
2. The saturation stage of v is as follows:

o Ifb, < by, then SatStageg, (v) < b, and SatStageg(v) =b,.
o Ifb, > by, then SatStageg (v) = b, and SatStageg(v) <b

-
Note that b, # by, so we do not need to consider that case.

Proof of Claim 5.26. We first prove item (1). Assume for contradiction that there exists some v incident to
the described edges e, and ey, such that deg,(5);) < D. If by < by, the inclusion of e, will increase d(v)
by 1, but we will still have d(v) < D for both graph streams, so this will not cause e, to be removed. Now
consider the case where b, < b,. For both graph streams, we will have d(v) < D for the projection stage of
ez, 80 the decremented value of d(v) will not newly permit e, to be added if it couldn’t be added in F. This
contradicts our assumption and proves item (1).

We next prove item (2). Let e, and e, be described as above, and consider the case where b, < b,. Since
ey appears in F but not in F'“, this means that the increment by 1 of d(v) caused v to go from non-saturated
prior to the projection stage of b, in S to saturated prior to the projection stage of b, in ', so it must be the
case that SatStageg(v) = b,; likewise, SatStageg (v) < b,. Now, consider the case where b, > b,. The proof
follows by a symmetric argument: the fact that d(v) wasn’t incremented at step b, in S” caused v to go from
saturated to non-saturated prior to the projection stage of e, so it must be the case that SatStageg, (v) = by;
likewise, SatStageg(v) < by. O

We now explain how Claim 3.26 allows us to bound the number of edges that differ between F and F™“.
Recall that the added edge is et = {u,v}. By item (1), either deg, (S[;) > D or et is the only edge that

differs between F' and F“. We now analyze the case where degu(S[’t]) > D. Item (1) tells us that, if the
sequence D of differing edges includes a node w with degw(S[’t]) < D, then the edge containing this node

will be the final node in the sequence. Consider the modified sequence D’ where we remove e™ from D. By
(1), if the first edge in D’ is incident on only one node with degree greater than D in S[’t], then it is the only

node in D’. We focus on the case where it is incident on two nodes with degree greater than D in S[’t]. By

item (2), we see that, if a node appears in two consecutive edges in the sequence D, it cannot appear again
in the sequence because it will already be saturated for both projections at or before the projection stage
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of the second edge. Therefore, the edges in D’ form a simple path on the nodes in S[’t], and the first edge is
between high-degree nodes with degree greater than D in S['t], and all of the remaining nodes are incident
on at least one high-degree nodes with degree greater than D in S[’t]. Since there are at most ¢ such nodes,
this simple path contains at most ¢ edges. When we also include e™, we see that at most £ + 1 edges differ
between F' and F™.

A symmetric argument can be used to show that at most ¢ edges differ between F* and F’ (with the
value being ¢ instead of £ + 1 since either e appears in both F* and F’ or appears in neither). By the
triangle inequality, then, the flattened graphs F' and F” differ on at most 2¢ + 1 edges, which is what we
wanted to show. O

4 From D-restricted Privacy to Node Privacy

In this section, we present our general transformation from restricted edge- and node-DP algorithms to node-
DP algorithms (Algorithm 5). Asinput, Algorithm 5 takes several user-specified parameters (etest, Btest, 5, D, T'),
a length-T' graph stream S of arbitrary degree, and black-box access to a base algorithm. At every time
step, Algorithm 5 returns either the result of running one more step of the base algorithm on the projection

of the graph stream, or a special symbol 1 denoting failure.

The following theorem encapsulates its privacy and accuracy properties, and its efficiency. Roughly, the
overall algorithm is private for all graph streams as long as the base algorithm satisfies either edge or node
variants of D-restricted DP. It is accurate on graph streams through all time steps that satisfy the assumed
degree bound, and adds only linear overhead to the runtime of the base algorithm.

Theorem 4.1 (Privacy for all graph streams and restricted accuracy). Consider running Algorithm 5 with

parameters €Test, BTest, 5, D, T, and let £ = [8 In (ﬁ)/ﬁest—‘ and D' = D +/ as in lines 2 and 3.

1. (Node privacy from restricted edge privacy.) Suppose RestrictedPrivAlg, satisfies D'-restricted
(¢',0")-edge-DP under continual observation for graph streams of length T. Then Algorithm 5 satisfies
(unrestricted) (e,6)-node-DP under continual observation for graph streams of length T, with

e = etest+e (D' +4) and
§ = (14+e™)e Prest + 0 - e D'+ (D' +£) (which is O(Brest + ' (D 4 £)) when & <1).

In particular, for e <1 and T > 2, it suffices to set etest = €/2 and Brest = §/30, and

5’2@(%) and 6’_6(%),

where B:D+w'

2. (Node privacy from restricted node privacy.) Suppose RestrictedPrivAlg, satisfies D’-restricted
(e',0")-node-DP under continual observation for graph streams of length T. Then Algorithm 5 satisfies
(unrestricted) (e, d)-node-DP under continual observation for graph streams of length T, with

= Etestt+& - (204+1) and
= (14 e")e Brest + 6 - ¢ CHD (20 41)  (which is O(Brest + 8'¢) when & < 1).

In particular, for e <1 and T > 2, it suffices to set etest = £/2 and Brest = §/30, and

5'2@(%) and (5’:@(%),

where B = w.
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3. (Accuracy.) If the input graph stream S is (D,0)-bounded through time step t', then the output from
RestrictedPrivAlg . is released at all time steps t < t' with probability at least 1 — f5.

4. (Time and space complexity.) Algorithm 5 adds linear overhead to the time and space complez-
ity of RestrictedPrivAlgy,,.  More formally, let Ry and Sy be the runtime and space complexity of
RestrictedPrivAlg, through t time steps, and let ny and mpy be the number of nodes and edges in
the graph stream through time t. The total time complexity of Algorithm 5 through time t € [T] is
Ry 4 O(nyy 4+ mpy +t), and the total space complexity through time t is Sy + O(nyy).

The basic idea of the algorithm follows the Propose-Test-Release (PTR) framework of [D1.09]: we use
the sparse vector technique [DNR-+09; RR10; HR10] to continually check that the conditions of Theorem 3.3
are met. As long as they are, we can safely run the base algorithm with parameters scaled according to the
edge (or node) sensitivity of the projection so that, by group privacy, its outputs are (e, §)-indistinguishable
on all pairs of node-neighboring inputs, satisfying (&, §)-node-DP.

In Section 4.1, we present a query with node-sensitivity 1 to test that a graph is (D, {)-bounded, the
condition required in Theorem 3.3. In Section 4.2, we show how a novel, online variant of the PTR frame-
work can be applied to the continual release setting. In Section 4.3, we present the black-box framework
(Algorithm 5) for transforming restricted edge- or node-private algorithms to node-private algorithms, and
analyze its privacy, accuracy, and efficiency (proof of Theorem 4.1).

4.1 Testing for Bad Graphs

To use the sparse vector technique, we need a stream of queries with (node) sensitivity 1. Below, we define a
function DistToGraph with node-sensitivity 1 that returns the minimum, over all graphs, of the node distance
between the input graph and a graph with at least ¢ nodes of degree greater than D. In other words, it tells
how close the input graph is to a graph that is not (D, — 1)-bounded. This function can be used to make
such a stream of node-sensitivity 1 queries for continually checking whether the conditions of Theorem 3.3
are satisfied.

Definition 4.2 (DistToGraphp, ;). Let DistToGraphp , : G — N U {0} return the minimum node distance
between the input graph and a graph with at least £ nodes of degree greater than D.

We now present some properties of DistToGraph, which we will use in the proof of privacy for the black-box
framework described in Algorithm 5.

Lemma 4.3 (Properties of DistToGraph). DistToGraphp, , has the following properties:
1. DistToGraphp, , has node-sensitivity 1.

2. For an input graph G with |V'| nodes and |E| edges, DistToGraphp, , can be computed in time O(|V| +
[E])-
Furthermore, given a graph stream S, one can determine the sequence of distances for all prefizes of
the stream, online. With each node or edge arrival, the distance can be updated in constant time.

3. Let G € G be a (D,L)-bounded graph (i.e., with at most £ nodes of degree greater than D). Then
DistToGraphp 4 o4 (G) > k for all k € NU {0}.

Proof of Lemma /.5. Proof of item (1). DistToGraphy, , is defined in terms of the minimum number of
nodes to add, so changing the graph by one node will change DistToGraphp, , by at most 1.

Proof of item (2). We first describe a method for computing DistToGraphp, , and prove this method’s
correctness, and then describe an efficient implementation. Given a graph G' € G, DistToGraphp, ,(G) can be
computed as follows: first, check if G is (D, ¢ — 1)-bounded. While that condition is satisfied, add a node to
G with edges incident to all existing nodes and check (D, ¢ — 1)-boundedness again. Return the number of
nodes that have been added to G when the check first fails.
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We prove that the quantity returned by this method is equal to DistToGraph D)Z(G). First, observe that

the method cannot underestimate the distance since, for the number k it outputs, there is actually a graph
within node distance k of G that is not (D, ¢)-bounded. To see why the method never overestimates the
distance, suppose DistToGraphp, ,(G) = k, and let H be a graph with at least £ nodes of degree greater than
D that is closest to G in node distance. H can be formed by removing some set of nodes B (and associated
edges) from G and adding some set of nodes A (and associated edges) such that |A|+ |B| = k. Now consider
the graph H' which is formed by taking G, adding all nodes in A (along with the associated edges), and
adding edges from every node in A to all other nodes in the graph that do not already have an edge from
that node. We do not delete the nodes and edges that are in B. H is a subgraph of H', so if H has at least
¢ nodes of degree greater than D, then H’ also has at least £ nodes of degree greater than D. Additionally,
H' is exactly the graph that will be formed by the method described above after at most k steps. Finally,
H' is node distance |A| < k from G, and k = |A] is the output returned by this method.

Naively, an algorithm for the above method can be implemented by storing a graph in memory and
manipulating this graph with every pass through the while loop. However, storing the entire graph is not
necessary. There is a linear-time algorithm that computes the same quantity as the method described above.
To see why that is, let |V| be the number of nodes in G. After adding j nodes that have edges to all other
nodes, the number of nodes with degree greater than D will be 0 if D > |V|+ j — 1 (a graph with |V|+ j
nodes has maximum degree |V|+ j —1); and will otherwise be the number of nodes in G with degree greater
than D — j, plus j. Therefore, it suffices to maintain a cumulative degree histogram chg(+), which we define
below, and compute a value based on that.

Let chg(j) hold the number of nodes in G with degree at least j, and let chg(+) have buckets for j €
{0,..., D+ 1}. Given this cumulative degree histogram, we return the smallest value of j > max{D — |V | + 2,0}
such that

jHchg(D—j+1)>¢. (3)

Call this smallest such value k. We now show that, when a new node or edge arrives, we can update
the value of k in constant time. To do this, we maintain the following data structures: a hash table H for
node degrees that takes a node name as input and returns its degree (we assume unassigned values in the
hash table are set to 0); a hash table C' for the cumulative histogram that takes an integer 7 as input and
returns the number of nodes with degree at least i; a counter n that tracks the number of nodes in the graph,
initialized to 0; and the current value k of DistToGraphp ,(G), which we initialize to k = max{D + 2, ¢}
when the graph is empty (since every node in a complete graph on D + 2 nodes has degree greater than D,
but ¢ nodes are needed for a non-(D, £)-bounded graph when ¢ > D + 2).

We first show that H,C,n can be updated in constant time when a new node or edge is added to G.
When a new node v arrives, set H(v) = 0, C(0) += 1, and n += 1. When a new edge {u,v} arrives, set
H(u) 4= 1 and H(v) += 1, and then set C(H(u)) +=1 and C(H (v)) += 1.

We next show that the value of k (i.e., the smallest value of j such that (3) is satisfied) can be updated
in constant time, assuming H and C are up to date. Recall that k is the value of DistToGraphp, , that we
want to update, and that this function has node sensitivity 1. This means that adding a node can change k
by at most 1, and that adding an edge can change k£ by at most 2 since every graph with an edge e is node
distance at most 2 from a graph without e (an edge e has a vertex cover of size 1, so to obtain an otherwise
identical graph without that edge requires at most removing a vertex incident to e and then re-adding the
vertex without e¢). Moreover, the value of k cannot increase as nodes and edges are added since the old graph
is a subgraph of the updated graph, so the new graph can be no further from a non-(D, ¢ — 1)-bounded graph
than the old graph. Therefore, it suffices to check, for ¥’ € {k,k — 1,k — 2} whether ¥’ + C(D — k' +1) > ¢
and k' > max {D —n + 2,0}, and then set k to the smallest value &’ for which these conditions hold.

Since all of the updates to H, C, n, and k in response to the arrival of a node or edge are constant-time
operations, DistToGraphp, ,(G) can be computed in time O(|V| + |E|) for a graph G = (V, E).°

Proof of item (3). We know from the proof of item (2) that the shortest sequence of node-neighboring
graphs, from G to the closest graph with at least £ nodes of degree greater than D, consists of sequentially

6This linear-time algorithm assumes that the graph stream does not contain duplicate edges; to remove this assumption, a
check for whether an edge is a duplicate can be performed in constant time (and that edge can then be ignored).
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adding nodes to G that have all possible edges. Adding one node v+ to G increases the degree of each
node in G by at most 1. Additionally, the added node v may have degree greater than D. Thus, if G is
(D, £)-bounded, then adding one node yields a graph G that is (D + 1,¢ + 1)-bounded. The claim follows
by induction on the number of added nodes. O

4.2 PTR in the Continual Release Setting

The high-level idea of our general transformation is to use a novel, online variant of the Propose-Test-Release
framework (PTR) of [DL.09]. To our knowledge, PTR has not been used previously for designing algorithms
in the continual release setting. In this section, we show that PTR can, in fact, be applied in the continual
release setting when the algorithm checking the safety condition is itself private under continual observation,
as is the sparse vector algorithm.

Theorem 4.4 (Privacy of PTR under Continual Observation). Let Base : X7 — V7T be a streaming algorithm
and Z C X7 a set of streams such that, for all neighbors S, S’ € Z, Base(S) ~ey... bp... Base(S’).

Let Test : XT — {1, T} be (eTest, 0Test)-DP under continual observation such that for every stream S, if
there is a time t such that Sy does not equal the t-element prefix of any item in Z, then Test(S) outputs L
w.p. at least 1 — Brest at or before time t.

If Algorithm J is initialized with Test and Base, it will satisfy (¢,6)-DP under continual observation on
all input streams © € X7, for

€ = EBase + ETest and & = 6Base + (1 + eEBase+ETest)6Test + (1 4 eETest)eEBase+ETestﬁTest'

Algorithm 4 Algorithm PTR for propose-test-release under continual observation.

Input: Stream z € X7, streaming algorithms Test : X7 — {1, T} and Base : X7 — Y7
Output: Stream in ({1, T} x {, L})T.
passed < True
bo < initial state of Base
Sp < initial state of Test
for all t € [T] do
(verdict, St) — Test(:ct; St—l) > Send z¢ to Test, and set verdict to be its output
Output verdict
if verdict = L then passed < Fulse
if passed = True then
(yt, bt) < Base(:ct; btfl) > Send z; to Base and output the result
Output y:
else output L

—_ =
= o

While it is perhaps unsurprising that PTR applies to the continual release setting, the proof of Theo-
rem 4.4 does not follow immediately from the standard PTR analysis: the standard analysis is binary (either
release the output of the base algorithm, or don’t), while the version we need releases a dynamically chosen
prefix of the base algorithm’s output.

Note that there is no completeness requirement for Test. Whereas completeness is useful for accuracy,
our proof of privacy only requires soundness of Test. We now move to the proof of Theorem 4.4.

Proof of Theorem /./. Fix two neighboring streams z and z’ in X7, and let t* € [T] be the smallest value
such that either (x1,...,24) or (z],...,2}.) does not equal the t*-element prefix of any item in Z. (If there
is no such t*, just set t* =T+ 1.) We consider the behavior of Algorithm 4 (denoted PTR) on inputs  and

z'.

To analyze privacy, we also consider the behavior of two hypothetical algorithms PTR and IS'I\'T:\’, which we
define below. (They are hypothetical because they have access to the value of t*, which is defined with respect
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to a pair of neighboring input streams.) We show indistinguishability relationships between PTR(z), FTTVR(x),
PTR(z’), and PTR(2’); we then apply the weak triangle inequality for indistinguishability (Lemma 2.12) to
relate PTR(z) and PTR(a’).

Let PTR be the algorithm that releases the outputs of Test and Base at all time steps less than t*, and
releases the output of Test and the symbol L at all time steps at and after ¢*. (In the case that t* = T+1, the
algorithm will release the output from Base at all time steps.) We see, by the indistinguishability properties
of Test and Base, that

PTR(‘T) A (€Base +ETest» Oase +0Test) PTR(.’L'/). (4)

We now define another (hypothetical) algorithm, PTR. Let t 1 be the first time step at which Test returns
1, setting t; = T + 1 if there is no such time step. Note that, whereas t* is defined with respect to a pair
of neighboring inputs, ¢, is a random variable defined with respect to an execution of Test on a particular
input. We define PTR as the algorithm that releases the outputs of Test and Base at all time steps less than
min{t*, ¢, }, and releases the output of Test and the symbol L at all time steps at and after min{t* ¢, }.

Observe that PTR is a post-processed version of PTR. By Expression (4), we get
PTR(I) A (eBase+ETest» OBase +OTest) PTR('I/) (5)

We now compare PTR(x) and |5:|—/R($) Let B be the (bad) event that the output from Base is released
at or after time step t*. Without loss of generality, let  be the stream for which the first ¢* elements are
not equal to the t*-element prefix of any item in Z. Conditioned on B not occurring, PTR(z) and F/’}/R(x)
have the same probability distribution of outputs. The probability of B is at most [test for both algorithms
PTR(z) and ﬁ?(m), 50 PTR(2) ~(0,87..) F/’}/R(x) Similarly, by the DP guarantee, B occurs with probability
at most e frest + OTest ON input ', s0 PTR(2') X (0, e=est o) F’A'FT?(:E' ). Combining this with Expression (5)
shows that

PTR(‘T) (0, Brest) PTR(‘T) A (€Base +ETest» OBase +0Test) PTR(CC/) (0,5 Test Brest+0Test) PTR(:C/),

Let € = €pase + ETest and § = Opase + Oest + €58 TETest ( Brogy + €Tt Bregt + OTest). By the weak triangle inequality
(Lemma 2.12), PTR(z) = 5y PTR(2’). Since this relationship applies for all pairs of neighboring streams
x and 2/, we see that PTR is (€gase + ETest; OBase + (1 + €% TTest ) o + (1 + STest)eCBaseteTest B ) DP, as
desired. O

4.3 Accuracy and Privacy of Algorithm 5

In Algorithm 5, we present our method for obtaining node-DP algorithms from restricted edge-DP and
restricted node-DP algorithms.

Our algorithm works as follows. Where we set D’ = D+{ and £ = w, we initialize PTR (Algorithm 4)
with (1) a Base algorithm that offers indistinguishability on neighbors from the set of (D', £)-bounded graphs
and (2) a Test algorithm that uses sparse vector to ensure that DistToGraphp, , is non-negative (i.e., that the
graph stream is (D’, £)-bounded), where £ is an additive slack term to account for the error of the sparse vector
technique. Specifically, Base is the composition of RestrictedPrivAlg . with II77P°, where RestrictedPrivAlg
satisfies D’-restricted edge- or node-DP.

If Test succeeds, the projection will be stable with high probability, so we can safely release the result
of running Base on the projected graph; if Test fails, the symbol L is released. Algorithm 5 post-processes
the outputs from PTR, so it inherits the privacy properties of PTR. The privacy properties of Algorithm 5,
stated in Theorem 4.1, follow from Theorem 4.4.

We now prove Theorem 4.1, which we repeat below for convenience.

Theorem 4.1 (Privacy for all graph streams and restricted accuracy). Consider running Algorithm 5 with

parameters etest, Brests 3, D, T, and let £ = {8 In (#)/ETES;‘ and D' = D +/ as in lines 2 and 3.
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Algorithm 5 BBRestrictedToNodePriv for transforming restricted-DP algorithms to node-DP algorithms.

Input: Privacy params etest > 0, Srest € (0, 1]; accuracy param g € (0, 1]; degree bound D € N; time
horizon T € N; graph stream S € ST'; alg RestrictedPrivAlg (see Theorem 4.1 for possible assumptions
on RestrictedPrivAlg).
Output: A stream, where each term is | or an estimate from RestrictedPrivAlg.
T=-8 ln(l/ﬂTest)/ETest-
L= |—8 ln(T/(BﬂTest))/aTESt] :
D'=D+¢.
Base = RestrictedPrivAlg ), o H%]?DS > TI25PS is Algorithm 1 with ¢ = original
for all t € [T] do

q1(-) = —1 - DistToGraphp, ,(flatten( - ;1))

SVT with privacy param eTest,

7. Test = .
thresh 7, queries q1, ..., qr

8: sg < initial state for PTR

9: Initialize PTR with algorithms Test and Base

10: for all t € [T'] do

11: (Test-val, Base-val, s;) < PTR(S; s¢—1)

12: Output Base-val > Base-val will be L once the test fails

1. (Node privacy from restricted edge privacy.) Suppose RestrictedPrivAlg, satisfies D'-restricted
(¢',0")-edge-DP under continual observation for graph streams of length T. Then Algorithm 5 satisfies
(unrestricted) (e,6)-node-DP under continual observation for graph streams of length T, with

= eTestt+e - (D'+4) and
§ = (14eT™)e Bre + 0 - PH0 (D' +0) (which is O(Brest + &' (D +£)) when e < 1).

In particular, for e <1 and T > 2, it suffices to set etest = £/2 and Brest = §/30, and

5'2@(%) and 6’2@(%),

where B:D+M'

2. (Node privacy from restricted node privacy.) Suppose RestrictedPrivAlg,,, satisfies D’-restricted
(¢',08")-node-DP under continual observation for graph streams of length T. Then Algorithm 5 satisfies
(unrestricted) (e,6)-node-DP under continual observation for graph streams of length T, with

ETest +€ - (20+1) and
§ = (14 €™ )e Prest +6 - € D (204 1)  (which is O(Brest + 6'0) when € < 1).

In particular, for e <1 and T > 2, it suffices to set etest = €/2 and Brest = §/30, and

5'2@(%) and 6’2@(%),

where B = w.

3. (Accuracy.) If the input graph stream S is (D,0)-bounded through time step t', then the output from
RestrictedPrivAlg . is released at all time steps t < t' with probability at least 1 — f5.
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4. (Time and space complexity.) Algorithm 5 adds linear overhead to the time and space complez-
ity of RestrictedPrivAlgp,. More formally, let Ry and Sy be the runtime and space complexity of
RestrictedPrivAlg,, through t time steps, and let ny; and mpy be the number of nodes and edges in
the graph stream through time t. The total time complexity of Algorithm 5 through time t € [T] is
Ry + O(npy + mpy +t), and the total space complexity through time t is Sy + O(npy).

Proof of Theorem /.1. We prove each part below.

Proof of items (1) and (2) in Theorem 4.1. To prove items (1) and (2), we break our proof into
the following claims about Test and Base as initialized in Algorithm 5, with the parameters specified in the
statement of Theorem 4.1. Once we have shown the claims, the privacy properties follow immediately from
Theorem 4.4.

Claim 4.5 deals with the indistinguishability properties of Base. Claim 4.6 deals with the privacy of Test,
as well as its failure probability: where ¢ is the first time step for which the input is not (D', £)-bounded, Test
outputs L at or before time step ¢ with probability at least 1 — Srest. Below, we use the term (D', £)-restricted
privacy to refer to indistinguishability for neighbors drawn from the set of graphs with at most £ nodes of
degree greater than D’.

Claim 4.5 (Indistinguishability of Base). Let Base be parameterized as in Algorithm 5. If S and S’ are
node-neighboring datasets that are both (D', 0)-bounded, then Base(S) Ry, 6n... Base(S’) for the following
values of egase and OBase:

1. If RestrictedPrivAlg s satisfies D'-restricted (¢',8’)-edge-DP, then
€Base = & - (D' +4) and Opase =0 - €= . (D' + ).
2. If RestrictedPrivAlg ), satisfies D'-restricted (¢',0")-node-DP, then

EBase = € - (20+ 1) and Opase = 0 - €8 - (20 +1).

Proof of Claim /.5. Let S and S’ be node-neighboring graph streams that are (D’,¢)-bounded. Group
privacy (Lemma 2.11) tells us that if a mechanism M is (g,)-DP, then its outputs on a pair of datasets
which differ in at most k individuals are (k - £, k - €% - §)-indistinguishable.

Proof of item (1). By item (2a) of Theorem 3.3, the projections of S and S’ will have maximum
degree at most D’ and will be edge distance at most D’ + ¢ from each other, so group privacy tells us
that the outputs from RestrictedPrivAlg,, on the projections with maximum degree at most D’ will be
(€Base, OBase )-indistinguishable for

€Base = (DI + ﬂ) ' 5/ and 5Base = (D/ + f) : €€Base5I7

which is what we wanted to show.

Proof of item (2). By item (3a) of Theorem 3.3, the projections of S and S’ will have maximum
degree at most D’ and will be node distance at most 2¢ + 1 from each other, so group privacy tells us
that the outputs from RestrictedPrivAlg,, on the projections with maximum degree at most D’ will be
(€Base; OBase )-indistinguishable for

€Base — (2€ + 1) ¢’ and OBase = (2€ + 1) . esBaseal,
which is what we wanted to show. .

Claim 4.6 (Privacy and failure probability of Test). Let Test be parameterized as in Algorithm 5. Test has
the following properties:

1. Test is (€Test, 0)-node-DP under continual observation.

2. For every input stream S and time t € [T, if Sy is not (D', £)-bounded, then Test(S) outputs L w.p.
at least 1 — Brest at or before time t.
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Proof of Claim /.0. We prove each item below.

Proof of item (1). By Lemma 4.3, for all ¢ € [T] the query ¢; = —1 - DistToGraphp, ,(flatten(Sj;))) has
node-sensitivity 1, so by Theorem A.1 the output of SVT is (€Test, 0)-node-DP under continual observation.

Proof of item (2). Let S be a graph stream of length 7', and let t* € [T] be the smallest value such that
Sp4+ has at least £ nodes of degree greater than D', and set t* = T + 1 if there is no such value. (Note that
this time ¢* is less than or equal to the smallest value ¢ such that Sy is not (D', £)-bounded.) By definition
we have DistToGraphp, ,(flatten(S}+))) = 0, so for ¢;« = —1 - DistToGraphp, ,(flatten(S;+))) we have g;- = 0.
Equivalently, where we set 7 = —81n(1/S7est)/eTest (as in Algorithm 5), we have

q- =8 ln(l/BTest)/ETest + 7.

By item (1) of Theorem A.2, then, in Algorithm 5 SVT outputs L at or before time step ¢* with probability
at least 1 — Srest, 80 we also have that Algorithm 5 outputs L at or before time t* (and at all subsequent
time steps) with probability at least 1 — Brest- O

From Claims 4.5 and 4.6, we see that Base and Test as defined in Algorithm 5 satisfy the conditions on
Base and Test that are described in Theorem 4.4. Algorithm 5 is a post-processed version of PTR initialized
with Base and Test, so it shares the privacy properties of PTR. Therefore, by applying Theorem 4.4, we see
that Algorithm 5 has the following privacy guarantees:

1. If RestrictedPrivAlg,, satisfies D'-restricted (&', ¢')-edge-DP, then Algorithm 5 is (e, d)-DP for
e=¢cTest+& (D' +4€) and §=(1+¢e™)eBrest + 0 - e (D'+0) (D' +¢).
2. If RestrictedPrivAlg ), satisfies D’-restricted (¢/,d’)-node-DP, then Algorithm 5 is (e, §)-DP for

e=crest+& - (20+1) and 6= (14 )e Brest + & - = 2FD (20 4+ 1).

These are the values for € and § that we wanted to show. We now solve for ¢’ and ¢’ to complete the proof for
items (1) and (2) of Theorem 4.1. The asymptotic bounds that follow use the assumptions & < 1, e1est = £/2,
and Srest = 0/30; we work out these bounds in detail below.

To solve for ¢’ and ¢’, we begin with the exact expressions for € and ¢ in item (1). Using our assumed
bounds on &, £1est, and Brest, We obtain

e=0( (D' +1),
so we have
“=0(57) (6)
We also have
§ = (14 eT)e Bresy + 0" e PH (D' +0)

< 2626[3Test 4 5/ . es/,(D/Jrl) . (D/ _|_£)
=0 (D'+1)),

with the final line following from e < 1 and SBrest = §/30, so we have

=0 (D,LH) : (7)

We can expand D’ + ¢ as
D'+¢=D+0O()
log(T/(ﬂﬁTest))>

ETest

—p+o
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By combining this with Expressions 6 and 7, we indeed obtain

log(T'
5’2@(3) and 0 =0 ) , where B:D—I—M.
B B €
From the exact expressions in item (2), we can similarly obtain ¢’ = © (¢/¢) and ¢’ = © (§/¢). We can
then write £ = © (log(T/(8BTest))/ETest ), Which gives us
0 log(T'/ (B85
5'29(3) and &' =0O (=], where 3270g( /(5 ))
B B €
This completes the proof of items (1) and (2).

Proof of item (3) in Theorem 4.1. Let S be a graph stream of length T, and let t' € [T] be
the largest value such that Sy has maximum degree at most D, setting ¢' = 0 if there is no such value.
This proof mostly follows from item (2) of Theorem A.2. Let ¢ and D’ be defined as in Algorithm 5, so
€= [8In(T/(BPrest))/eTest| and D' = D + £. By Lemma 4.3, we have DistToGraphp, ,(flatten(Sp;)) > £, so
for ¢; = —1 - DistToGraphp, ,(flatten(Sp)) we have g; < —/.

Equivalently, where we set 7 = —81n(1/fest)/Test (as in Algorithm 5), we have

g < 4
< -8 IH(T/(BﬁTest))/gTest
= —8In(T/B)/eTest + T
=8In(B/T)/eTest + T

By item (2) of Theorem A.2, then, in Algorithm 5 SVT outputs T on g¢i,...,qr with probability at
least 1 — 3, so we also have that Algorithm 5 outputs the result from RestrictedPrivAlg,, for all ¢ < ¢’ with
probability at least 1 — .

Proof of item (4) in Theorem 4.1. On a given input stream S, let R be the runtime of RestrictedPrivAlg
through time ¢ (on Sj), and let ny) and my, be the number of nodes and edges in the graph stream through
time step t. At each time step, Algorithm 5 does several constant-time operations, an update to the projec-
tion, a call to RestrictedPrivAlg,,,, and a call to Test. The projection algorithm in Algorithm 1 has runtime
linear in the number of (new) nodes and edges, so the runtime of this through ¢ time steps is O(np) + mpy).
The ¢ calls to RestrictedPrivAlg, have runtime Rp;). By Lemma 4.3, DistToGraph can be updated in time
linear in the number of new nodes and edges, so each call to SVT takes either constant time or time linear
in the number of new nodes and edges. Therefore, the overall runtime of Algorithm 5 through time ¢ € [T]
is Ry + O(n[t] +mp + t).

We now compute the space complexity. The projection algorithm need only track the degree of each node,
which takes space O(nf;); the new nodes and edges that are added to the projection can be passed to the
base algorithm RestrictedPrivAlg,, at each time step, so this does not take additional space. By the proof of
Lemma 4.3, we see that the algorithm for computing Test only requires a constant number of counters, along
with two hash tables each with at most O(ny) entries. Therefore, our algorithm requires O(n[y) additional
space as compared to RestrictedPrivAlg ..

5 Optimal Algorithms for fedgesa ftrianglesa fCC7 fk-stars

We now use our transformation in Algorithm 5 to convert restricted edge- and node-DP algorithms for several
fundamental problems into node-DP algorithms that achieve the same asymptotic error as the analogous
restricted node-DP algorithms given by [SLM+18; FHO21], up to lower-order terms. Table 1 shows the
additive error for privately counting edges (fedges), triangles ( firiangles), k-stars (fi-stars), and connected com-
ponents (fcc), and privately releasing degree histograms’ ( fdegree-hist) of the input graph stream. Moreover,

"The degree histogram fdegree-nist (G) for a graph G with maximum degree at most D is the (D 4+ 1)-element vector
(ao,...,ap) € RP+1, where a; is the number of nodes with degree i in G.
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for fedgess ftriangles, fk-stars, and fcc, the accuracy of our algorithms is asymptotically optimal, up to lower
order terms and polylogarithmic factors. We prove the upper bounds on error in Section 5.1 and the lower
bounds in Section 5.2.

For fedges, firiangless fi-stars, and faegree-hist, the errors for our transformation follow from substituting the &’
term from Theorem 4.1 into the error bounds for the restricted edge-DP algorithms of [FHO21] (algorithms
with slightly worse lower-order terms follow from using restricted node-DP algorithms). The bound for fcc
follows from a new edge-DP algorithm based on the binary tree mechanism.

By item (1a) of Theorem 3.3, we can also immediately obtain (g, 0)-edge-DP algorithms from restricted
edge-private algorithms by using the projection II%*"® and running the corresponding restricted edge-private
algorithm with ¢ = /3 on the projection. This technique gives the first algorithms for firiangles, fi-stars, and
fcc that are edge-private under continual observation for all graphs and, for graph streams with maximum
degree at most D, have asymptotically optimal accuracy (up to polylogarithmic factors).

The lower bounds in Section 5.2 follow by reductions from a version of the Q(logT/e) lower bound for
binary counting from [DNPR10], modified by us for the approximate-DP setting (Theorem 5.7).

5.1 Upper Bounds on Error

We first present our upper bounds on additive error. For fedges, firiangless fk-stars; a0d fdegree-hist, the errors for
our transformation roughly follow by substituting the &’ term from Theorem 4.1 into the error bounds for
restricted edge-DP algorithms of [FHHO21] (with slight modifications for the ¢, error setting). For fcc, the
error follows from a new edge-DP algorithm based on the binary tree mechanism; this algorithm and the
accompanying proof are described in Lemmas 5.3 and 5.4.

The errors for our edge-private algorithms follow from item (la) of Theorem 3.3, which says we can
achieve (g, 0)-edge-DP by roughly running the algorithms of [FHO21] for firiangles, fk-stars, fdegree-hist a11d firiangles
(modified for the £, error setting), and our algorithm for fcc, with privacy parameter &/ = £/3 on the output
of TIPS,

Theorem 5.1 (Accuracy of node-private algorithms). Let ¢ € (0,1], § > 0, D € N, T € N where T > 2,
and S be a length-T, insertion-only graph stream. There exist (¢,0)-node-DP algorithms for the following
problems whose error is at most o, with probability 0.99, for all times steps t € [T] where Sy has mazimum
degree at most D:

~

 Jedges, @ = O ((D+ Llog %) 2T ).

IS

0e5/2
: ftriangles7 a=0 ((D2 + E%logQ %) 1 gs T) )

Co

. fcc,a:O((D+%log%) W)

~

0p/?
. fk—stars; a=0 ((.DlC —+ alklogk %) 1 gs T) .

5/2 . . . .
- Jdegree-hist, @ = O ((D2 + E% log2 %) logTT) (mazimum error over histogram entries and time steps).

v

As is standard, the O notation suppresses terms that are logarithmic in the argument—in this case, it
suppresses log D and log(% log %)

Theorem 5.2 (Accuracy of edge-private algorithms). Let e > 0, D € N, T € N where T > 2, and S be
a length-T, insertion-only graph stream. There exist (¢,0)-edge-DP algorithms for the following problems
whose error is at most o, with probability 0.99, for all times steps t € [T] where Sy has mazimum degree at
most D:

€

Dlog”*T
L ftriangle57 a=0 <g7> .
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5/2
2. fcc, a=0 <M> .

€

€

DF1log®? T
3. fr-stars, @ = O <7g .

4. fdegree—hist; a=0

~ (Dlog®*T
g

) (mazimum error over histogram entries and time steps).

As is standard, the O notation suppresses terms that are logarithmic in the argument—in this case, it
suppresses log D.

As described above, these upper bounds rely on the accuracy of restricted edge-private algorithms for the
associated problems, all of which are based on the binary tree mechanism of [DNPR10; CSS11] and result
from Lemmas 5.3 and 5.4.

These binary tree-based algorithms all follow from bounding the ¢; sensitivity of the sequence of incre-
ments of a given function f over the stream S, first considered explicitly by [SLM+18]. Let € X7. Where
[ XT = (RYT returns an output in R? at each time step, let incy(S) : X7 — (RY)T return, for each time
step t € [T, the increment f(z); — f(x);—1, where we define f(x)g = 0. We define IncEdgeSensy,(f) as the
¢, Lipschitz constant of incy when restricted to D-bounded, edge-neighboring graph streams:

IncEdgeSens, (f) = sup llincy(S) —incs(S")]1 -
8 ugge S’ with
max degree <D

We let IncEdgeSens(f) (without a value for D) denote the sensitivity of inc; over all neighboring graphs
streams.

The tree mechanism of [DNPR10; CSS11] produces an edge-DP approximation to the sequence of values
of f when the noise is scaled to IncEdgeSens,(f), and produces an algorithm with D-restricted edge-privacy
when its noise is scaled to IncEdgeSensy(f). The following lemma is folklore; our formulation is a variation
on statements in [DNPR10; CSS11; SLM+18; FHO21].

Lemma 5.3 (following [DNPR10; CSS11; SLM+18; FHO21)). Lete >0, D € N, T € N where T > 2, and
deN. Let f: ST — RHT return a (d-dimensional) output in R? at each time step t € [T).
There exists a D-restricted (e,0)-edge-DP algorithm that, with probability at least 1 — B, has { error

3/2
IncEdgeSensp (f) - O (k)gTT : log(dT/ﬁ)>

on every dimension of the output.
The analogous statement holds for (unrestricted) differential privacy when its noise scaled to IncEdgeSens(f).
Additionally, analogous statements hold for restricted and unrestricted node sensitivity and node-DP.

Proof of Lemma 5.5. By [FHO21, Corollary 14], which uses the binary tree mechanism of [CSS11; DNPR10]
and the technique of difference sequences introduced by [SL.M+18], there exists a D-restricted (e, 0)-edge-DP
algorithm that, with probability at least 1 — /3’, has error at most IncEdgeSensp(f) - O(@ . log(l/ﬁ’))
per dimension at each time step.

By substituting 3 = % and taking a union bound over all d coordinates and 7 time steps, with

probability at least 1 — 3 the £, error over all d coordinates and T time steps is at most IncEdgeSens, (f) -
O(@ ~1og(dT/ﬁ)), which is what we wanted to show (with analogous statements for IncEdgeSens(f)
and unrestricted (e,0)-edge-DP; and for node-DP). O
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Lemma 5.4 (Edge sensitivity bounds). For all D € N, the following bounds on incremental edge-sensitivity
IncEdgeSens, and IncEdgeSens hold (with some due to [SLM+18; FHO21]):

1. IncEdgeSens( fedges) = 1 = O(1).

2. IncEdgeSensp ( feriangles) = D — 1 = O(D).

3. IncEdgeSens(fcc) =2 = 0(1).

4. IncEdgeSensp ( fi-stars) = 2(1,3:11) =O(D*1).
5. IncEdgeSensp ( fdegree-hist) = 8D — 4 = O(D).

Except for faegree-hist; these equalities hold even if we restrict our attention to streams of length T = 1. For
fdegree-hist; the lower bound requires T' > 2D (but the upper bound holds regardless of T ).

Proof. With the exception of item (3), proofs of items similar to those listed above can be found in [FHO21,
Lemma 15], though we tighten some of the sensitivities (analyses for D-restricted node sensitivity first appear
in [SLM+18]). Specifically, for items (2) and (5) we tighten the exact sensitivities and provide strict equalities
(the asymptotics are unchanged), and for item (4) we tighten the asymptotic expression by a factor of D
(the exact expression in fact remains unchanged). We prove item (3) last since its proof is new and the most
involved.

Item (1). The addition or removal of an edge changes the increment sequence of edge counts incy,, .. by
at most one [FHO21].

Item (2). Each edge is part of at most D — 1 triangles (and can, in fact, be part of D — 1 triangles), so
adding or removing an edge will change the sequence of increments by at most D — 1.

Item (4). Each edge is part of at most 2(1,3 ) different k-stars (and, if the edge is between two nodes with

degree D, will be part of exactly 2(1,3 ) different k-stars) so removing the edge will instead result in 2(D 5 1)

different k-stars. Therefore, the sequence of increments will change by at most 2((5) - (Dk_l)) [FHO21].
We additionally observe 2((113) — (D;1)> = 2(113:11) = O(Dk_l).

Item (5). We first consider how an additional edge e = {u, v} in S’ (as compared to an edge-neighboring
stream S) affects the degree of u; we then apply a similar argument for the degree of v. At each time step,
the degree of u is higher by at most one in S’ as compared to S. In general, this means that the increment
to each bucket due to a change in the degree of u will be earlier, and the decrement to each bucket due to
a change in the degree of u will also be earlier. There are several exceptions to this idea: the increment
to the bucket for degree 0 cannot be earlier, and there cannot be a decrement to the bucket for degree D.
Additionally, there cannot be an increment in S for the bucket for degree D (since otherwise u would have
degree D + 1 in S’); similarly, there cannot be a decrement for the bucket for degree D — 1 in S.

Therefore, considering buckets not equal to 0, D — 1, or D, there are (D — 2) differently positioned
increments and decrements—that is, the ¢; sensitivity of the sequence of increments for these buckets is
4(D —2); and for D there is 1 change, for 0 there are 2 changes (when D — 1 > 0), and for D — 1 there is one
less change than it would otherwise have (i.e., 1 change for D — 1 = 0 and 3 changes otherwise). Therefore,
the /1 sensitivity of the sequence of increments is 4D — 2 due to the change in the degree of u. A similar
argument applies for changes due to the degree of v, which gives us a sensitivity of 2- (4D — 2) = 8D — 4.

Note that this argument is tight when et arrives at a time step that is both (1) after u and v and (2)
before all other edges, and when at most one edge incident to u arrives at each time step (likewise for v).

Item (3). Let flc denote inc. Without loss of generality, let S’ be a graph stream that, as compared
to 9, has one additional edge e™ = {u, v} that is inserted at time ¢;.

When bounding || fdc(S) — fdc(S")|]1, we have to consider the following three cases. In S:

1. (Case 1) there is never a path between u and v.

2. (Case 2) to < t; is the first time step at which there exists a path between u and wv.
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3. (Case 3) t3 > t1 is the first time step at which there exists a path between u and v.

We prove each case below.

Case 2: The outputs from fcc(S) and fcc(S’) are identical, so the outputs from fdc(S) and fdc(S’) are
also identical, so we have || fdc(S) — fdc(S")|]1 = 0. We now consider the remaining cases.

Case 1: For all tg < ¢; (that is, prior to the time step at which the graph streams differ) we have
f&c(8)ey = fdc(S")t,- When the difference in graph streams occurs at t1, we have fdc(S):, = fdc(S")e, + 1.
Only the components containing u and v are affected by this edge. By the assumption that there is never a
path between v and v in S, no future edges affect the components containing v and v, so for all to > t; we
have fdc(S)e, = fdc(S')t,. Therefore, in case 1 we have

1£c(S8) = fde()Ih < 1.

Case 3: As above, for all tg < t1 we have fdc(S), = fdc(S')t,. When the difference in graph streams
occurs at t1, we have fdc(9):, = fdc(S")t, + 1. Only the components containing u and v are affected by the
inclusion of edge e™. By the assumption that, for all t2 € [t1,3), there is never a path between v and v in 3,
no edges arriving at such times ¢, affect the components containing u and v, so we have fd-(S):, = fdc (),

At time t3, the edge forming a path between u and v arrives, which causes the number of connected
components in S to decrease by 1 as compared to S, s0 fdc(S)i, = fdc(S")s,. For all ty > t3, the changes
in counts will be the same for both graph streams, so fdc(9):, = fdc(S")t,. Therefore, in case 3 we have

1/&e(8) = fde (SN < 2,
which completes the proof. O

We now move to the proofs of Theorems 5.1 and 5.2. Theorem 5.2 quickly follows from running the
restricted edge-private algorithms that result from the sensitivities in Lemma 5.4 and the binary tree mech-
anism in Lemma 5.3 on the projection returned by II?"®, and either running the algorithm directly on
the input for the problems with unrestricted sensitivity bounds, or running the algorithm with &' = ¢/3
on the projection of II7?"® for problems with restricted sensitivity bounds. Theorem 5.1 follows from run-
ning Algorithm 5 with access to the relevant restricted edge-private algorithm that results from Lemmas 5.3
and 5.4, and then determining the associated accuracy of that algorithm given the value of £’ specified by
Theorem 4.1.

Proof of Theorem 5.2. This proof follows immediately from combining item (1la) of Theorem 3.3, which de-
scribes the edge-to-edge stability of Algorithm 1 that includes edges in the projection according to original
degrees (we use II7’P® to denote this projection), with the bounds on accuracy for edge-private algorithms
that follow from the sensitivities in Lemma 5.4 and the binary tree mechanism in Lemma 5.3. More specifi-
cally, to obtain (e, 0)-edge-DP under continual observation for the problems with D-restricted edge sensitivity,
we run the D-restricted edge-private algorithms yielding these accuracy bounds with /3 on the graph stream
output by the projection algorithm II}?P%; and to obtain (e, 0)-edge-DP under continual observation for the
problems with unrestricted edge sensitivity, we run the resulting algorithm with €. O

Proof of Theorem 5.1. We begin by calculating the value of ¢’ with which Algorithm 5 will run the (restricted)
edge-private algorithm. For these calculations, set e1est = £/2 and Srest = §/30. We also assume constant .
To have (e,d)-node-DP, Theorem 4.1 tells us that Algorithm 5 will set

g =0 <—E )
log(T/(89))
D+ 2L

=0 (5 + g
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For constant 3, we can simplify this further to

£ g2
“=0(5+ )
To compute accuracy, we will also need to know the value of D’. Using the conditions stated above on
our variables, we can simplify D’ as follows:
D' =D+¢
o L))
€

)

3

Proof of items (1) and (3). We substitute the above value of ¢’ into the accuracy bounds that follow
from Lemmas 5.3 and 5.4. We note that the accuracy expressions for feqges and fcc are the same, so we begin
by proving the upper bounds on accuracy for these functions. By Lemmas 5.3 and 5.4, with probability 1— g,
the edge-private algorithms for fegges and fcc have additive error at most O((log® 2 T))- (log T +log(1/8)) /).
Since f is constant we can ignore the log(1/3) term, so substituting for &’ gives us

log®/ 2 T _o (<2 n 10g(T/5)) log?/? T)
€ e?

E/ _o <<D ( ou@/8)y log™2 T) |

9 9

which is the additive error we wanted to show.

Proof of item (2). By Lemmas 5.3 and 5.4, with probability 1 — 3, the edge-private algorithm for
frriangles has additive error at most O(D’ - (log®2 T) - (log T +log(1//))/€'). Since f is constant we can ignore
the log(1/8) term. Substituting for ¢’ and D’ gives us

/ 5/2
D'log”’*T 26((D+ 10g(§/5)> Jog¥2 T (§+ 10gT/6>)

54 g2
2 5/2
:®<(D+1og(z”/5)) log T)

€

— 9<<D2 " 1032(T/5)) . 10g5/2T>7

g2 €

which is the additive error we wanted to show.

Proof of item (4). By Lemmas 5.3 and 5.4, with probability 1 — 8, the edge-private algorithm for
Jfiestars has additive error at most O(D'*~1 - (log® 2 T) - (log T + log(1/8))/¢’). Since B is constant we can
ignore the log(1/8) term. Substituting for ¢’ and D’ gives us

1k—1 5/2 k—1
D" 1log T:®<<D+log(§/5)> Jog®2T - (§+1ogT/5>>

e g2
_ @((D—i— 10g(T/5)>k . 10g5/2T>
5

€
log®(T/6)\ log®?T
k .
S} ( <D +t— a ,
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which is the additive error we wanted to show.

Proof of item (5). By Lemmas 5.3 and 5.4, with probability 1 — 3, the edge-private algorithm for
fdegree-nist has additive error at most O(D’ - (log®?T) - (log T + log(1/8) + log D) /¢’) on every bin of the
histogram. Since S is constant we can ignore the log(1/8) term. Substituting for &’ and D’ gives us

/. 3/2 . / -
D’ - (log”=T) - (logT + log D') :®(<D—|— log(Z/é)) og®2T - (§+ 10gT/5)>

54 g2
_ é<<D+ log(T/cS))2 . 1og5/2T>

9 9

= ,  log*(T/6)\ log®?T
= 6<<D + 52 ) : )7

€

where, as is standard, the O notation suppresses terms that are logarithmic in the argument—in this case,
it suppresses log D and 1og(% log %) This is the additive error we wanted to show. O

5.2 Lower Bounds on Error

We now present several lower bounds on the error necessary for privately releasing graph statistics in the
approximate DP setting, for § = O(1/T'). The proofs of these bounds are based on a reduction from binary
counting. For fedges and faegree-hist, our reductions from binary counting are similar to the constructions
used by [FHO21]. Our reductions for firiangles, fcc, and fi-stars are different from those of [FHO21] and yield
stronger lower bounds.

Theorem 5.5 (Lower bounds for node-private algorithms). For sufficiently large T € N, and all € > 0,6 =
O(1/T), and D € N (with D > 2 for firiangles)," consider a mechanism M for each of the problems below
that runs on length-T' graph streams with maximum degree at most D. If M satisfies (g,0)-node-DP and
(o, T)-accuracy for the specified task, then its additive error must be lower bounded in the following way:

L fedges; a:Q(min{Dlng,DT}).
D?logT
2. ftriangle57 o = Q(mln {%, DQT}>
DlogT
3. fecc, a = Q(min{ Zg ,DT}).

k
4. Jfustars, O = Q<min {¥7Dkfp})

DlogT
€

,DT}) (mazimum error over histogram entries and time steps).

5. fdegree—hist; a = Q<mln{

Theorem 5.6 (Lower bounds for edge-private algorithms). For sufficiently large T € N, and all e > 0,6 =
O(1/T), and D € N (with D > 2 for fiiangles), consider a mechanism M for each of the problems below
that runs on length-T graph streams with mazimum degree at most D. If M satisfies (e,d)-edge-DP and
(o, T))-accuracy for the specified task, then its additive error must be lower bounded in the following way:

L fedges; a = Q<min{10§T,T}).

8A graph with maximum degree D = 1 contains no triangles.
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DlogT
2. ftriangles; a=1 (mln { o8 ,DT}) .
g

3. fecc, a = Q(min{lOgT,T}>.
€

DF1logT
4' fk—stars, o = Q<Hlln {7%, Dle}) )

3

log

5. fdegree—hist; a = Q<mln{

T
,T}) (mazimum error over histogram entries and time steps).
€

We now present a lower bound on the error needed to privately release a binary count under continual
observation. Note that, although this lower bound has previously been stated only for pure DP [DNPR10],
we show that it also holds for the approximate-DP setting where § = O(1/T). To prove Theorem 5.7, we
use a packing argument, introduced by [HT10; BBKN14]. We use the version given by [Vadl7].

Theorem 5.7 (Approximate-DP lower bound for binary counting). Let f : {0,1}1 — R” take a T-element
binary stream S = S1,...,Sr as input and release, at each time step t € [T, the sum Zie[t] S;. Let M be
(o, T)-accurate for f and (g,0)-DP under continual observation. If e >0, 6 = O(1/T), and T is sufficiently
large, then M must have additive {, error at least

o= Q(min{lOgT,T}>.
€

Lemma 5.8 (Packing lower bound [HT10; BBKN14; Vad17]). Let C C X™ be a collection of datasets all at
Hamming distance at most m from some fized dataset xo € X", and let {G,} .o be a collection of disjoint
subsets of Y. If there is an (g,6)-DP mechanism M : X™ — Y such that Pr[M(z) € G;] > p for every x € C,
then

m-g

1
— >p-e "™ —md.

C|
Proof of Theorem 5.7. For the packing argument, we construct a collection of datasets similar to those used
by [DNPR10]. Let f: {0,1}" — RT be the function for binary counting described in Theorem 5.7.

We first construct a collection C of k = |T/m/| datasets in {0,1}". We will construct all of these datasets
to be at Hamming distance m from the all Os dataset zo = 07.

The collection C contains the following k datasets. For each i € [k], construct the i" dataset x; =
0™ (i=1) o 1m o 0T—™"i That is, each dataset is a set of k — 1 blocks of m consecutive 0s,” and one block of
m consecutive 1s, where dataset i has its i*" block contain the consecutive 1s.

We see that all of these datasets are Hamming distance m from the all Os dataset xy. We also see that,
for all z # 2’ € C,

1f (@) = f(@)]loo > m/2. (®)
Let G, be the closed {5 ball of radius o = m/2 around f(z;). By (8) we see that the collection of sets
{Gz.} 4, cc 1s disjoint.

If M is (g,8)-DP and (o, T)-accurate for the binary counting function f, then on input x; it must give
an answer in G,, with probability p > 0.99. We can now use a packing argument to solve for . Lemma 5.8
tells us

1
> —me _ 6
[
1 e—ma
> _ =k p>0.
2w (¢ =, p>05)
e ™M 1
< — .
5 _k—l—md

9The end of the stream may be padded with additional Os to ensure it has length T'.
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Recall k = |T/m], so k > (T —m)/m. Additionally, recall @ = m/2 and by assumption § = O(1/T). This
gives us

1
—ag/2 _ ) m .=
¢ (T—m+m T)

a
_0<T_a).
60‘5/2:Q(T_a)7

a

ag = QlogT — log ).

Taking the reciprocal of each side gives us

and taking the log gives us

We want to solve for a such that ae + loga = Q(logT'). This leaves us with two cases: ae = Q(loga)
and ae = O(loga). In the first case, ae dominates, so we need o = Q(logT/e). In the second case, log«
dominates, so we need o = Q(T'). Therefore,

omofom 25.1).

which is what we wanted to show. O

We now prove Theorems 5.5 and 5.6 through reductions from binary counting.

Proof of Theorem 5.5. Let z € {0, l}T be a binary stream. Below, we describe functions that take x as input
and return a graph stream where the count of some feature (e.g., triangles) at each time step ¢ can be used
to compute the corresponding prefix sum of the binary stream through time step ¢t. Crucially, the functions
described below map neighboring binary streams to node-neighboring (D, 0)-bounded graph streams (i.e.,
graph streams with maximum degree at most D).

We use the following notation: let x; and S; denote the i*? index of the binary stream and graph stream,
respectively. Additionally, the statements below assume § = O(1/T). Note that our mappings from binary
streams t0 fedges and fdegree-hist are similar to the mappings used by [FHO21], though our other mappings
are different and yield stronger lower bounds.

1. (Edges.) For each time step ¢ € [T1], let S; contain D isolated nodes. If 2; = 1, also include a node v;
with edges to all other nodes that arrived in that time step. Therefore, each time step contains either
0 new edges or D new edges.
Assume for contradiction that there exists an (e,d)-node-DP mechanism M for solving fedges with
(o, T)-accuracy where o = o(min {%, DT}). Then applying the transformation described above
to a binary stream, running M on the resulting stream, and dividing the output at each time step by

D will solve binary counting with error o = o(min { l(’%T, T}), which contradicts Theorem 5.7.

2. (Triangles.) For each time step ¢t € [T], let S; contain a complete graph on D nodes. If z; = 1, also

include a node v; with edges to all other nodes. Therefore, each time step contains either (? ) new
triangles or (Dg'l) = (?) + (?) new triangles.

Assume for contradiction that there exists an (e, d)-node-DP mechanism M for solving firiangles With
(o, T)-accuracy where a = o(min{%,DzT}) Then applying the transformation described
above to a binary stream, running M on the resulting stream, subtracting (? ) from the output
at each time step and dividing this result by (? ) = ©O(D?) will solve binary counting with error
o= o(min {IO%T, T}), which contradicts Theorem 5.7.

43



3. (Connected components.) For each time step ¢ € [T], let S; contain D isolated nodes. If z; =1,
also include a node v; with edges to all other nodes that arrived in that time step. Therefore, each
time step contains either 1 new connected component or D new connected components.

Assume for contradiction that there exists an (g, §)-node-DP mechanism M for solving fcc with (a, T)-

accuracy where o = o(min { D lZgT,DT}). Then applying the transformation described above to a

binary stream, running M on the resulting stream, and dividing the output at each time step by D —1

will solve binary counting with error oo = o(min { IOET , T}), which contradicts Theorem 5.7.

4. (k-stars.) For each time step t € [T], let S; contain D isolated nodes. If z; = 1, also include a node v,
with edges to all other nodes that arrived in that time step. Therefore, each time step contains either
0 new k-stars or (f) new k-stars.

Assume for contradiction that there exists an (g,0)-node-DP mechanism M for solving fi stars With
(o, T)-accuracy where a = o(min{%,DkT}). Then applying the transformation described
above to a binary stream, running M on the resulting stream, and dividing the output at each time
step by (i)) = ©(D*) will solve binary counting with error o = o(min { logT,T}), which contradicts

€

Theorem 5.7.

5. (Degree histograms.) For each time step ¢ € [T], let S, contain D isolated nodes. If 2, = 1, also
include a node v; with edges to all other nodes that arrived in that time step. Therefore, the histogram
bin for nodes of degree 1 increases each time step by either 0 new nodes or D new nodes.

Assume for contradiction that there exists an (e, 0)-node-DP mechanism M for solving fegree-hist that

has («, T)-accuracy for some bin with o = o(min { D lZgT,DT}). Without loss of generality, let it be

the bin for nodes of degree 1. Then applying the transformation described above to a binary stream,
running M on the resulting stream, and dividing the output for the bin for degree 1 at each time step

by D will solve binary counting with error @ = o(min { l(’%T, T}) , which contradicts Theorem 5.7. O

The reductions from binary counting that we use to prove Theorem 5.6 are similar to the reductions
above for proving Theorem 5.5, though they instead map neighboring binary streams to edge-neighboring
graph streams.

Proof of Theorem 5.6. As above, let = € {0, 1}T be a binary stream. We describe functions that take x
as input and return a graph stream where the count of some feature (e.g., triangles) at each time step ¢
can be used to compute the corresponding prefix sum of the binary stream through time step ¢. Crucially,
the functions described below map neighboring binary streams to edge-neighboring (D, 0)-bounded graph
streams (i.e., graph streams with maximum degree at most D).

We use the following notation: let z; and S; denote the i*" index of the binary stream and graph stream,
respectively. Additionally, the statements below assume § = O(1/T"). Note that our mappings from binary
streams to fedges and fdegree-hist are similar to the mappings used by [FHO21], though our other mappings
are different and yield stronger lower bounds.

1. (Edges.) For each time step t € [T, let S; contain two isolated nodes uy,v,. If 2, = 1, also include an
edge {uy, v }. Therefore, each time step contains either 0 new edges or 1 new edge.
Assume for contradiction that there exists an (e,d)-node-DP mechanism M for solving fedges with
(a0, T)-accuracy on each bin where oo = o(min {l(’%T, T}) . Then applying the transformation described
above to a binary stream, running M on the resulting stream, and releasing the result will solve binary
counting with error aw = o(min { l(’%T, T}), which contradicts Theorem 5.7.

2. (Triangles.) For each time step ¢ € [T7], let S; contain the following structure: D—1nodes w},...wP ™!,
and two nodes uy, v, each with an edge to every node of the form w?. If z; = 1, also include an edge

{ut, v }. Therefore, each time step contains either 0 new triangles or D — 1 new triangles.
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Assume for contradiction that there exists an (e, d)-edge-DP mechanism M for solving firiangles With
(a, T)-accuracy where o = o(min {%, DT}). Then applying the transformation described above
to a binary stream, running M on the resulting stream, and dividing the output at each time step by

D — 1 will solve binary counting with error a = o(min {IO%T, T}), which contradicts Theorem 5.7.

3. (Connected components.) For each time step ¢t € [T, let S, contain two isolated nodes ug,vy. If
x¢ = 1, also include an edge {u,v:}. Therefore, each time step contains either 1 new connected
component or 2 new connected components.

Assume for contradiction that there exists an (g, §)-edge-DP mechanism M for solving fcc with (a, T)-
accuracy where v = o(min {IO%T, T}) Then applying the transformation described above to a binary
stream, running M on the resulting stream, and subtracting 1 from the output at each time step will

solve binary counting with error o = o(min {IO%T, T}), which contradicts Theorem 5.7.

4. (k-stars.) For each time step t € [T], let S; contain a (D — 1)-star with center node ¢, plus one
isolated node v;. If z; = 1, also include the edge {c;,v:}. Therefore, each time step contains either
(Dk_l) new k-stars or (D) = (D_l) + (D_l) new k-stars.

k k k—1
Assume for contradiction that there exists an (g, d)-edge-DP mechanism M for solving fi stars with
(a, T)-accuracy where o = o(min {%, Dk_lT}). Then applying the transformation described

above to a binary stream, running M on the resulting stream, subtracting (D E 1) from the output at
each time step and dividing this result by (1]::__11) = O(D* 1) will solve binary counting with error

a= o(min {%, T}), which contradicts Theorem 5.7.

5. (Degree histograms.) For each time step ¢t € [T, let S; contain two isolated nodes wg, vy If 2y = 1,
also include an edge {ug,v:}. Therefore, the histogram bin for nodes of degree 1 increases each time
step by either 0 new nodes or 2 new nodes.

Assume for contradiction that there exists an (¢, 0)-node-DP mechanism M for solving fegree-nist that

has (a, T)-accuracy for some bin with o = o(min{loiT,T}). Without loss of generality, let it be

the bin for nodes of degree 1. Then applying the transformation described above to a binary stream,
running M on the resulting stream, and dividing the output for the bin for degree 1 at each time step

by 2 will solve binary counting with error oo = o(min {%, T}), which contradicts Theorem 5.7. O
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A The Sparse Vector Technique

In this section, we describe the sparse vector technique, introduced by [DNR+09] and refined by [RR10;
HR10; LSL17], and some of its standard properties. We use the sparse vector technique to continually check
that the input graph satisfies the conditions of Theorem 3.3. In Algorithm 6, we provide a version of the
sparse vector technique described in [LSL17, Algorithm 1], and throughout the rest of Appendix A, we prove
some useful properties of this algorithm. Theorem A.2 presents accuracy properties of Algorithm 6 that
we use in our construction of the general transformation described in Section 4.3 from (restricted) private
algorithms to node-private algorithms. To prove this statement, we use Lemmas A .4 and A.5, which present
slight variations on standard theorems about accuracy guarantees for the sparse vector technique.

Algorithm 6 Mechanism SVT for answering threshold queries with the sparse vector technique.

Input: Stream S € ST queries qi,¢a, ... of sensitivity 1; cutoff ¢ € N; privacy parameter ¢ > 0;
threshold 7 € R.
Output: Stream of answers in {1, T}.
€1 =62 =¢/2
count =0
Draw Z ~ Lap(1/¢1)
for each time t € 1,2,...,7T do
Draw Z; ~ Lap(2¢/e2)
if ¢.(S)+ Z, > 7+ Z and count < ¢ then
Output L
count +=1
else output T

We now give some properties of Algorithm 6. We first provide a theorem on the privacy of Algorithm 6.
Theorem A.1 (Privacy of SVT [LSL17]). Algorithm 6 is (¢,0)-DP under continual observation.
We next provide a statement on the accuracy of Algorithm 6.

Theorem A.2 (Separation needed for accurate answers). Consider Algorithm 6, and let S € ST, ¢ € N,
e>0,7eR.

48


https://arxiv.org/abs/1809.02575
http://arxiv.org/abs/1809.02575
https://doi.org/10.1007/978-3-642-42033-7\_15
http://proceedings.mlr.press/v130/upadhyay21a.html
https://doi.org/10.1007/978-3-319-57048-8_7
https://doi.org/10.1007/978-3-319-57048-8_7
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3600060/

1. (True answer is above the threshold.) Fiz § € (0,1]. To ensure that Algorithm ¢ outputs L at or
before time step t with probability at least 1 — §, it suffices to have

q:(S) > 8cIn(1/6) /e + 7.

2. (True answer is below the threshold.) Fixt' € [T] and 8 € (0,1]. To ensure that Algorithm 6
outputs T on all queries qi,...,qy with probability at least 1 — 3, it suffices to have

q:(S) < 8In(B/T)/ec+ 1
forallt <t'.

To prove Theorem A.2; we use several lemmas presented below. The proof of Theorem A.2 appears at
the end of this section.

Lemma A.3. Let S € ST, ce N, e >0, 7 €R, and &1 = e = ¢/2. Additionally, let Z ~ Lap(1/1) and
Zy ~ Lap(2¢/eq). For all x € R and queries g,

1. if x>0 and ¢(S) > x + 7, then
Prig:(S)+ Z: <74+ Z] < exp s )
¢
2. ifx <0 and ¢(S) < x4+, then

Pr{g(S)+ 2 > 7+ Z] <exp (%) :

Proof of Lemma A.3. We begin by proving item (1). Assume that z > 0 and ¢;(S) > = + 7. We have the
following expressions:

Prigg(S)+Z, <7+ Z]|<Priz+7+Z <7+ Z] (given q:(S) >z +71)
=Prlx < Z - Z]
=Prz < Z+ Z] (Z: and Z are independent, symmetric r.v.s)
<Prjz/2<ZUx/2< Z] (at least one must occur for the line above)
<Prlz/2 < Z]+Prlz/2 < Z] (union bound)
= %exp (%x -8/2) + %exp (%x . %) (Laplace CDF, r.v.s are continuous)

_ _ 2 _
< exp <$) , (exp <§%> > exp (7x~a/2>, for = > 0)

which complete the proof of item (1).
The proof of item (2) follows from item (1), and from the symmetry of Laplace r.v.s and the fact that Z
and Z; are independent. O

Lemma A.4 uses Lemma A.3 to show a lower bound on the probability that Algorithm 6 returns 1 when
the true answer to the query ¢ is (at least) some value x > 0 above the threshold 7. Similarly, Lemma A.5
uses Lemma A.3 to show a lower bound on the probability that Algorithm 6 exclusively outputs values of T
when the threshold 7 is (at least) some value —z > 0 above the true answer to each query qi,...,qy.

Lemma A.4 (Probability of | for ¢/(S) > x + 7). Consider Algorithm 6, and let S € ST, c € N, € > 0,
T €R. For all x > 0 and queries q1,qs2, - .., if ¢:(S) > x + 7, then Algorithm ¢ outputs L at or before time

step t with probability at least
1 —xe
—exp| —].
P 8c
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Proof of Lemma A.J. Consider the event that we have ¢:(S) + Z; > 7 + Z. If this event occurs, either L
will be output, or I was output at some earlier time step. When the conditions in the theorem statement
above hold, by item (1) of Lemma A.3 this event occurs with probability at least

1 —exp (_8—:108) ,
c

which completes the proof. O

Lemma A.5 (Probability of T for stream ¢1(S),...,q(S) < x+7). Consider Algorithm 6, and let S € ST,
ceN e>0,7€R. Fizt' € [T]. For all x < 0 and query streams q1,qz,- .., if for all t < t' we have
qt(S) < x+ 7, then Algorithm 0 outputs T for all time steps t < t' with probability at least

xe
1-T-e ( —) .
P 8c
Proof of Lemma A.5. Cousider the event that, for all ¢ < ¢/, we have ¢;(S) + Zy < 7+ Z. If this event
occurs, the output at each time step ¢t < t' is T. We now consider the complement of this event. When
the conditions in the theorem statement above hold, by item (2) of Lemma A.3 and the union bound, this
complement occurs with probability at most

T - exp (g_s) .
c

Therefore, the event in which we're interested occurs with probability at least

1—T-exp(§),
c

which completes the proof. O

Parts (1) and (2) of Theorem A.2 follow from Lemmas A.4 and A.5, respectively, and show how far above
or below the threshold 7 it suffices to have the true query answers to ensure that Algorithm 6 outputs L or
T with some user-specified probability.

Proof of Theorem A.2. We prove each item below.

(Item 1.) Let A be the event that Algorithm 6 outputs L at or before time step t. We observe that we
want Pr[A] > 1 —§. Consider the case where we have ¢;(S) > 8cln(1/6)/e + 7. By Lemma A .4, where we
set = 8¢In(1/d)/e, we have

—ze

peia) 1o (22). ®

Substituting « = 8¢In(1/d)/e into Expression 9 gives us

Pr[A] > 1—exp (—_5 : 801;0(1/5)/5)
=1—exp(—1In(1/9))
=1-4.

Therefore, we have Pr[A] > 1 — § when we have ¢:(S) > 8¢In(1/§)/e + 7, which is what we wanted to show.
(Ttem 2.) Let B be the event that Algorithm 6 outputs T on all queries g1, ...,q . We observe that
we want Pr[B] > 1 — 8. Consider the case where, for all t < ¢/, we have ¢ (S) < 8In(8/T)/e + 7. By

Lemma A.5,
Pr[B]>1-T- exp (‘;—E) . (10)
&
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Substituting « = 8¢In(8/T) /e into Expression 10 gives us

Pr[B]Zl—T-exp(%)

=1-T exp(In(8/T)

—1-T 8T

=1-4.
Therefore, we have Pr[B] > 1 — 8 when we have ¢(S5) < 8¢cIn(8/T)/e + 7 for all t € [t'], which is what we
wanted to show. (|

B Tightness of Stabilities in Theorem 3.3

In Lemma B.1, we show that the upper bounds on stability in Theorem 3.3 are tight: the worst-case
lower bounds on stability are tight up to small additive constants for II'*?®, and are tight up to constant
multiplicative factors for II}**. The lower bounds given in Lemma B.1 are for input graphs. Recall from
Remark 3.1 that Algorithm 1 treats an input graph as a length-1 graph stream, so graphs can be viewed as
a special case of graph streams.

Lemma B.1 (Tightness of Theorem 3.3). Let D € N, £ € NU {0}, and let TIPS TI%*" be Algorithm 1 with
inclusion criterion ¢ = original and c = projected, respectively.

1. (Edge-to-edge stability.) There exist

(a) edge-neighboring graphs G, G’ such that deqge (HBDBDS(G) , HBDBDS(G’)) =3.

(b) edge-neighboring, (D, £)-bounded graphs G,G" such that deqge (H%LL(G) ) H%LL(G')) =/+1.
2. (Node-to-edge stability.) There exist

(a) node-neighboring, (D, {)-bounded graphs G, G’ such that dcqge (H%BDS(G) , H’%}DS(G’)) =D+/-1.
(b) node-neighboring, (D, £)-bounded graphs G,G’" such that, for D and € sufficiently large,

D+ Q%) if D>, and
de e HDLL G , HDLL G/ — -
dg( p"(@) » T )) {D+Q(€\/5) if D < {.

3. (Node-to-node stability.) There exist
(a) node-neighboring, (D, £)-bounded graphs G, G’ such that dnode (HBDBDS(G) , HBD”S(G’)) =20—1.
(b) node-neighboring, (D, £)-bounded graphs G, G’ such that dpode (H%“(G) ) H%LL(G’)) =/0+1.

For the proof below, we construct pairs of graphs (each of which can be viewed as a length-1 graph
stream) with the above-specified distances between their projections. Note that, for all T' € N, the examples
can be expanded to length-T' graph streams by having no nodes or edges arrive in the remaining T'— 1 time
steps.

Proof of Lemma B.1. We prove each item below. We begin by proving the statements for II%?"% (i.e., the
“a” items) and then prove the statements for II2'" (i.e., the “b” items, with (2b) proved last since its proof
is the most involved).

(Item 1a.) Consider a pair of edge-neighboring graphs G, G’, where G consists of two separate D-stars
with centers u and v, and where G’ is the same plus an additional edge et between u and v. Additionally, let

e’ be the first edge in the consistent ordering. All edges in S are in II%°°5(G). However, et is in II3PP3(G")
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but is not in II%*P5(G). Additionally, one edge incident to w is not in II%PP5(G’), and one edge incident to
v is not in ITPPP%(G')—otherwise, the projection would have added new edges to u and v despite having
counter values d(u) > D and d(v) > D.

(Item 2a.) We construct a pair of node-neighboring graphs G, G’. Graph G consists of a set of D nodes
with no edges, and £ — 1 separate D-stars. G’ is the same, plus an additional node v+ with an edge to each
of the D empty nodes and each center of the D-stars. Additionally, let all of the edges incident to v appear
before all other edges in the consistent ordering, and let the D edges incident to empty nodes appear before
all the other edges incident to vT.

All edges in G are in II%P%(G). However, all of the first D edges incident to v are in IT5*P5(G’) and
are not in II7’°%(G). Additionally, one edge incident to the center of each D-star is not in the projection
because their counters are each at D prior to the projection stage of the final edge incident to each D-star’s
center. There are D edges incident to v™ that appear in IIF?"(G’) and not II7P%(G); and there are £ — 1
centers of D-stars, each of which is missing an edge in II}?"%(G’) as compared to IIF*P5(G). We see, then,
that the projections differ on D + £ — 1 edges.

(Item 3a.) Consider the same example used for the proof of item (2a). To obtain II}PP%(G’) from
II%7°°S(G), we see that it is necessary to add v+. We also see that it is necessary to change the edges incident
to one node in each of the D-stars. To change a node, it must be removed and then re-added with different
edges. Since there are £ — 1 separate D-stars, there are 2¢ — 2 additions and removals of nodes in the D-stars,
plus the addition of v*. Therefore, we see that IIF"5(G) and II%P5(G’) are at node distance 2¢ — 1.

(Item 1b.) Consider the following pair of edge-neighboring graphs G,G’. Graph G is constructed by
taking two empty nodes v and w, and a set of £ separate (D — 1)-stars, enumerating their centers uq, ..., uy,
and then adding edges between u; and u;41 for all ¢ € [¢ — 1]. Additionally, these edges should appear last
in the consistent ordering, and they should appear such that, for all ¢ € [¢ — 2], edge {u;,u;41} precedes
{wit1,u;2}. There should also be an edge {uy, w} that appears last in the consistent ordering. Graph G’ is
constructed in the same way, except there is also an edge {v, u1} that appears first in the consistent ordering.

In IIPPP5(G), the edge {u1,u2} appears because d(u1) = D —1 and d(u2) = D — 1 at the projection stage
of the edge. By contrast, {uz, us} does not appear because d(uz) = D at the projection stage of the edge. By
similar logic {us, u4} appears, {ug, us} does not, and so on in this alternating fashion, with {us, w} appearing
if and only if ¢ is odd. On the other hand, for II}*"%(G’) the edge {v,u1} appears since d(v) = D — 1 and
d(u1) = D — 1 at the projection stage of this edge. By contrast, {u1,us} does not appear since d(u;) = D
at the projection stage of this edge. Similarly, {us,us} appears, {us,us} does not, and so on, with {ue, w}
appearing if and only if £ is even. We see that ¢ + 1 edges differ between II3?P*(G) and II%?P5(G’), which is
what we wanted to show.

(Item 3b.) Consider the same example used for the proof of item (1b), with the modification that v
does not appear in G. We see that to obtain II}*?%(G’) from IT}*P%(G) we need to—starting with v—remove
every other node in the path v, uq, ..., us, w, and then add a modified version of each of these nodes (except
for v). There are ¢ + 2 nodes in the path, so we need to remove [(¢ + 2)/2] > £/2 + 1 nodes and add
[(€+1)/2] > £/2 nodes, so the node distance between ITZPP5(G) and ITZPPS(G) is at least £ + 1.

(Item 2b.) Let k = min{D, ¢}. Before describing G and G’, we construct a graph P that is a collection
of paths and contains Q(¢v/k) edges, and we then show how to construct G' and G’ such that all edges in
P differ between the projections of G and G’. The high-level idea for P is to construct m = |k/4] simple
paths on ¢ nodes, such that this collection of paths contains Q(E\/E) edges.

For the sake of exposition, we use directed edges to construct these paths; they can be replaced with
undirected edges. Let (uy,...,us) be some left-to-right ordering of an arbitrary set of ¢ nodes, and let v™
be some additional node that is ordered to the left of u;. All of the edges in our constructed paths will go
from left to right. Let the hop length of an edge (u;,w; ), where ¢’ > i, refer to the value i’ — i.

We build m = |k/4] simple paths on these nodes as follows; we denote by P the resulting graph of
simple paths. Let p € {1,...,m} enumerate these paths. For all paths p, the first edge is from vt to
some node us,, where we define s, = 2p — 1. We now describe the remaining edges in each path. For
each odd integer h € {1,3,5,7,...}, construct (h + 1)/2 paths, where we start with path p = 1, then
path p = 2, and so on, up to and including path p = m. For a path p being made with value h, the
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first edge is from vt to wgp_1; and the remaining edges are edges of hop length h, except for the final
edge which goes to a special node v,. That is, where s, = 2p — 1, path p with hop length h is the path
vt — Us,, — Us,+h — Us,+2h — s = usp-l-h-l_(f—sp)/hj — Up.

We now color the edges of P in the following way. On each path, make the edges alternate between red
and blue edges: color all edges leaving v with blue, color the next edge on each path red, color the following

edge blue, and so on. Because hops and start indices are odd, we maintain the following invariants:
1. all blue edges (u;,u; ) have even i and odd i’, and
2. all red edges (u;,u;r) have odd i and even i’

These invariants mean that, for a given node u;, all of its in-edges have the same color, and all of its out-edges
have the same color (which is the opposite of the in-edges’ color). We also note that, for all nodes u;, the
number of in-edges to u; is equal to the number of out-edges from u;. Additionally, all nodes v, have one
in-edge and zero out-edges.

We now show that G and G’ can be constructed such that all edges in P will differ between projections
of G and G’. More specifically, we describe a construction where all blue edges and no red edges will be in
G’; and all red edges and no blue edges will be in G. Below, we describe how to construct G’; the graph G
is constructed identically, except v* and all edges from v™ are removed from the stream.

We construct G’ by taking P and adding some additional nodes and edges, and imposing a consistent
ordering on these edges. We first describe the additional nodes and edges to add. Let deg, (P) denote the
degree of u in P. Add a set of D — deg,+ (P) isolated nodes, and add an edge between v+ and each of these
nodes. For all i € [/], add a set of D — deg,,(P)/2 isolated nodes, and add an edge between u; and each
node in this set. Let all of these edges appear before all other edges in the consistent ordering.

We now describe how to order the remaining edges. For all i € [¢], let all in-edges to u; appear in
the consistent ordering appear before all in-edges to u; for i’ > 4, and after all in-edges to u,;» for i < i.
Additionally, let all in-edges to nodes of the form v, appear in the consistent ordering after all of the edges
already described.

We next use the following claim; we prove it at the end of this proof.

Claim B.2. For all u; in P, IIZ*(G') contains the following edges in P:
1. if @ is odd, then the projection contains all in-edges to u; in P, and no out-edges from u; in P.
2. if i is even, then the projection contains no in-edges to u; in P, and all out-edges from u; in P.

By Claim B.2, we see that all edges from w; with even 4, and all edges to u; with odd 7 are in IIY"(G’),
and that no other edges in P are in ITY"*(G’). This means that, by the two invariants provided above, all
blue edges are in ITP"(G’) and no red edges are in IIY"(G’). A symmetric claim and argument can be used
to show that all red edges are in IIP*(G) and no blue edges are in II?*"(G). This means that all edges in
P differ between the projections.

To prove the theorem, we use the following claim about the number of edges in P; we prove it at the end
of this proof.

Claim B.3. The graph P contains Q({VE) edges.

Recall from above that all edges in P differ between the projections. Note that, in addition to the edges
in P, all of the additional D — deg,+ (P) edges from v* appear in the projection of G’ and do not appear in
the projection of G. By this observation and Claim B.3, G and G’ project to graph streams which differ in
at least D — deg,+ (P) + Q(¢{Vk) edges.

We now show D — deg,+ (P) + Q({Vk) = D + Q(¢Vk). Recall that deg,+ (P) = m, where m = |k/4].
We have two cases: D > £ and D < £. For D < £, we have k = D, so m = | D/4] = o(¢~/D), which means
D — deg,+(P) + Q(tVk) = D + Q(t\Vk). For D > ¢, we have m = [£/4], so m = o(£*/?), which means
D — deg,+ (P) + QUk) = D + Q(VE).
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Therefore, the projections of the graph streams differ in at least D 4+ Q(¢vVEk) = D + Q(¢y/min{D, (})
edges, which is what we wanted to show and completes the proof.
We now provide proofs of the two claims used in the proof.

Proof of Claim B.2. To prove the claim, we induct on i. We prove the base case for ¢ = 1 and ¢ = 2. For the
base case, we see that the in-edge to u1, namely (v uy), is in the projection. Additionally, we see that the
out-edge from uq, namely (u1, u2), is not in the projection since u; already has degree D prior to considering
(u1,us2) for inclusion in the projection. For ug, we see that the in-edge to ug, namely (uj,us), is not in the
projection. Additionally, we see that the out-edge from us, namely (us2,u3), is in the projection since uy has
degree D — 1 prior to considering (usg,us) for inclusion in the projection and us has at most D — 1 edges
that are considered for addition prior to (uz,us).

Assume the claim is true for all i < j. We now show the claim is true for j. One useful fact from the
construction of G’ is that, for all u;, the number of in-edges to u; in P is equal to the number of out-edges
from u; in P, and there are D — deg,, (P)/2 additional edges from u; in G'.

We first consider the case where j is odd. The only in-edges to u; are from v* and from nodes u; where
i < j and 7 is even. By assumption, all out-edges from nodes of the form u; for i < j where i is even are in the
projection. Additionally, v* has degree at most D by construction, so all of its edges can be in the projection;
since there are D — deg,, (P)/2 edges from u; to isolated nodes, and there are deg,, (P)/2 —1 in-edges to u;
that are already included in the projection, the edge from v+ can also be included in the projection without
exceeding the degree bound. However, once these edges are included in the projection, adding any more
edges would cause the degree of u; to D in the projection, so none of the remaining out-edges are included
in the projection.

We next consider the case where j is even. The only in-edges to u; are from nodes u; where 7 < j and 7 is
odd. By assumption, all out-edges from nodes of the form w; for ¢ < j where 7 is odd are not in the projection.
Therefore, none of the in-edges to u; are in the projection. We next show that all of the out-edges from u;
are in the projection. First, note that the D — deg,, (P)/2 edges from u,; to isolated nodes are all in the
projection. Next, note that there are deguj (P)/2 remaining out-edges from u;, so they can all be included in
the projection without exceeding the degree bound. We now consider the nodes to which they are in-edges.
There are two cases for these edges. If the edge is an in-edge to some node of the form v,, including this
edge will not cause v, to exceed its degree bound, so it will be included in the projection. Otherwise, it is
an in-edge to a node of the form u; where i’ > i. At most D — deg,, ,(P)/2 edges are edges to the isolated
nodes (all of these edges appear in the consistent ordering prior to the edge we are considering). At most
deg,, ,(P)/2 — 1 other edges (i.e., the other in-edges to u; ) appear in the consistent ordering prior to this
edgef Therefore, including this edge will not cause u;s to exceed its degree bound, so it will be included in
the projection. O

Proof of Claim B.35. We now show that there are Q(¢+/k) edges in P. To do this, we show the set of paths
can be divided into Q(y/m) disjoint sets of (¢) edges. We first show that, for all values of h where we make
(h 4+ 1)/2 paths, there are at least £/4 edges in the set of paths with length h. There are m = |k/4] paths,
so for all p we have s, = 2p—1 < ¢/2. This means a path p with hop length h contains at least £/(2h) edges,
since there are at least £/(2h) — 2 edges between nodes of the form u;,u; for ,j > sy, and there is one edge
vt — u,, and one edge U, 4h-|(¢—sp)/h] — Vp- Since there are (h + 1)/2 paths with hop length h, there are
at least £/4 edges in the set of paths with length h. We next show, roughly, that we create (h + 1)/2 paths
for all odd natural numbers A < y/m. In other words, we determine the biggest value of h that is used in
the procedure for making m = |k/4| paths. Since there are at most m paths, we solve for x in

h+1 .
Y, =2 i=m
he{1,3,5,...} i€ [x]

and, using the identity 3,4 = n(n +1)/2, find 2 & v2m. Therefore, the largest value of h is (roughly)

V/8m. Since there are h = Q(y/m) disjoint sets of Q(£) edges, we see that there are Q(¢y/m) = Q(¢{Vk) edges
in the graph. (In this case, there are roughly ¢/4 - v/2k edges in the described graph.) |
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