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Abstract—The normal operation of power system relies on
accurate state estimation that faithfully reflects the phygal
aspects of the electrical power grids. However, recent reaech
shows that carefully synthesized false-data injection aticks can
bypass the security system and introduce arbitrary errors b state
estimates. In this paper, we use graphical methods to studyed
fending mechanisms against false-data injection attacksnopower
system state estimation. By securing carefully selected e
measurements, no false data injection attack can be launcte
to compromise any set of state variables. We characterize ¢h
optimal protection problem, which protects the state varidles
with minimum number of measurements, as a variant Steiner
tree problem in a graph. Based on the graphical characterizaon,
we propose both exact and reduced-complexity approximatio
algorithms. In particular, we show that the proposed tree-
pruning based approximation algorithm significantly reduces
computational complexity, while yielding negligible perbrmance
degradation compared with the optimal algorithms. The adva-
tageous performance of the proposed defending mechanisms i
verified in IEEE standard power system testcases.

Index Terms—False-data injection attack, power system state
estimation, smart grid security, graph algorithms.

[. INTRODUCTION
A. Motivations and summary of contributions

enterprise networks and even individual users are allowed t
connect to the power network information infrastructure to
facilitate data sharing [2]. With these entry points intiodd
to the power system, potential complex and collaborating
malicious attacks are brought in as well. latial. [3] showed
that a new false-data injection attack could circumvent bad
data detection (BDD) in today’s SCADA system and introduce
arbitrary errors to state estimates without being deteGadh
an attack is referred to as an undetectable false-datdionec
attack. A recent experiment inl[4] demonstrates that trechtt
can cause a state-of-the-art EMS/SCADA state estimator to
produce a bias of more th&0% of the nominal value without
triggering the BDD alarm. Biased estimates could direahd
to serious social and economical consequences. For imstanc
[5]-[7] showed that attackers equipped with data injectian
manipulate the electricity price in power market. Worsé, sti
[8] warned that the attack can even cause regional blackout.
Being aware of its imminent threats to power system, a
number of studies are devoted to both understanding itskatta
ing patterns and providing effective countermeasureqd19}-
A common approach to mitigate false-data injection attack
is to secure meter measurements by, for example, guards,
video monitoring, or tamper-proof communication systems,

HE current power systems are continuously monitorad evade malicious injections [12]-[14]. Recent studiegeha

and controlled by EMS/SCADA (Energy Managemengroposed a number of methods to select meter measurements
System and Supervisory Control and Data Acquisition) syfor protection. For instance] [12] proved that it is necegsa
tems in order to maintain the operating conditions in a nérmand sufficient to protect a set bisic measuremento that
and secure state [[1]. In particular, the SCADA host at th® undetectable false-data injection attack can be laghche
control center processes the received meter measuremeqdever, the protection scheme in [12] is costly in that the
using a state estimator, which filters the incorrect data agite of a set obasic measuremenis the same as the number
derives the optimal estimate of the system states. Thet® st unknown state variables in the state estimation problem,
estimates will then be passed on to all the EMS applicatigvhich could be up to several hundred in a large-scale power
functions, such as optimal power flow, etc, to control theystem. Under limited budget, the system operator should

physical aspects of the electrical power grids.

protect a subset of state variables. This is because an ill-

However, the integrity of state estimation is under mountimadvised protection method may leave the attackers the ehanc

threat as we gradually transform the current electricifyais-

to formulate undetectable attack to compromise a large eumb

tructures to future smart power grids, which are more ope, if not all the state variables, even if many measurements
to the outside ngtworks from th? extensive use of interné{ave been secured [15]. In this case, the system operator may
based protocols in the communication system. In particulgjive priority to protecting the state variables that haveager
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operator has enough budget to defend all the state varjables
protecting a set of basic measurements in a random sequence
may still open to attackers the possibility to compromise a
large number of state variables during the lengthy security
installation period. In both cases, it is valuable to devise
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a method that gives priority to defending a subset of stabdservability of a power network [20]. Few recent papers
variables that serves our best interests at the currene,staaso applied graphical methods to study the attack/defiendi
and opens to the possibility of expanding the set of protectmechanisms of false-data injection. For instance, based on
state variables in the future. the results in[[19],[[21] proposed an algorithm to quantify
In this paper, we focus on using graphical methods to deritlee minimum-effort undetectable attack, i.e. the nonitiv
efficient strategies that defend any subset of state vasabhttack that compromises least number of meters withougbein
with minimum number of secure measurements. Our detailddtected. Besides, [22] used a min-cut relaxation method to
contributions are listed as follows, calculate the security indices defined inl[23] to quantifg th

« We derive conditions to select a set of meter measur@sistance of meter measurements in the presence of enecti
ments, so that no undetectable attack can be launct@tck. Similar min-cut approach was also applied.in [24] to
to Compromise a given set of state variables if the sgientify the critical points in the measurement set, the lok
lected meters are secured. The conditions are particulaffpich would render the power system unobservable.
useful in formu|ating the 0pt|ma| protection pr0b|em that The prOblem of defending a subset of critical state varmble
defends the state variables with a minimum cost. against undetectable attack was first studied in our eavbek

« We characterize the optimal protection problem as [33], where we proposed an arithmetic greedy algorithm tvhic
variant Steiner tree problem in a graph. Then, two exa#ds the minimum set of protected meter measurements by
solution methods are proposed, including a Steiner vert@s@dually expanding the set of secure state variables. tewe
enumeration algorithm and a mixed integer linear préhe computational complexity of the greedy algorithm can be
gramming (MILP) formulation derived from a networkProhibitively high in large scale power systems. For instan
flow model. In particular, the proposed MILP formulatiorit may take years to obtain a solution in5a@-bus system. In
reduces the computational complexity by exploiting theontrast, we study in this paper the optimal protection fim
graphical structure of the optimal solution. graphical perspective. By exploiting the graphical stuves of

o TO tackle the intractab"iw of the prob|em, we also prothe Optlmal SOlUtion, the proposed MILP formulation obg&in
pose a polynomial-time tree-pruning heuristic (TPH) athe optimal solution with significantly reduced complexity
gorithm. With a proper parameter, simulation results sho@gldition, we also propose a pruning-based heuristic tteddyi
that it yields close-to-optimal solution, while signifiggn Nnear-optimal solutions in polynomial time.
reducing the computational complexity. For instance, the The rest of this paper is organized as follows. In Section

TPH solves a problem of 800-bus testcase in seconds!l, we introduce some preliminaries about state estimation
which may take days by the MILP formulation. and false-data injection attack. We characterize the @btim

The proposed MILP and TPH algorithms can also be extend@@tection problem in a graph in Section Ill and propose
to achieve incremental protection. That is, starting froses SClution algorithms in Section IV. In Section V, we discuss t

of protected state variables and measurements, the metRUgnods to extend the proposed algorithms to some practical
can gradually expand the set of protected state variablis ufcenarios, m_cludlng the method to achn_ave mcr_ementaépro
the entire set of state estimates is protected. The increhef O Slmul_atlon results are pre_sented in Section VI. Rypal
protection method can be used to plan a long-term securﬁﬂf} paper is concluded in Section V.

upgrade project in a large-scale power system.
P9 prol 9 P y Il. PRELIMINARY

A. DC measurement model and state estimation
B. Related works

. . L We consider the linearized power network state estimation
State estimation protection is closely related to the cphce P

. . Problem in a steady-state power system with 1 buses. The
of power network observability. The conventional power-ne .
. _“states of the power system include the bus voltage phasesang|

work observability analysis studies whether a unique egtm . X

. : and voltage magnitudes. The voltage magnitudes can often be

of all unknown state variables can be determined from th .

measurements|[1]. From the attacker’s perspecfive, [3lqato frectly _measured, while the v_alues of phase_angl_es need to
T ;! Re obtained from state estimation [25]. In the linearize€)D

that an undetectable attack can be formulated if removiag t
. . ; measurement model, we assume the knowledge of voltage
measurements it compromises will make the power system . . . .
‘ magnitudes at all buse$ (n the per-unit system) and estimate
unobservable. Conversely, [12] showed that no undetextbl . .
. . the phase angles based on the active power measurements, i.e
tack can be formulated if the power system is observable fr . . .
g active power flows along the power lines and active power

the protected meter measurements. In this paper, we eXt‘?nr}gctions at buses [1]. By choosing an arbitrary bus as the

the conventional wisdom of power network observability to a

. . - .~ reference with zero phase angle, the network state camgisti
generalizedtate variable observabilitio study the protection P ge, ) .

: ’ of then unknown voltage phase angles is captured in a vector
mechanisms for any set of state variables.

_ /
Graphical method is commonly used for power syster% = (61,05,.,6,) . In the DC measurement model, the

- : received measurements= . " are related to the
observability analysis. The early work by Krumphait al. (21,22, 2m)
: . .network states as
[19] stated that a power system is observable if and only if it
contains a spanning tree that satisfies certain measurgnoient
transmission-line mapping rules. A follow-up work pressht Here, H is the measurement Jacobian matrxX [H. ~

a max-flow method to find such mapping to examine th& (0,R) is independent measurement noise with covariance

z =HO + e. (1)



5 Bus number BDD. Herec = (c1, ¢, ..,c,)" is a random vector. This can
(1) Line index 3 be verified by calculating the residual i (5), where

4 | Measurement index ? R .
7=1z—HPz||=||z+a—H(0 +c)|| = ||z — HO||. (6)

/\" Flow measurement

v Injection measurement

The same residual is obtained as if no malicious data were
injected. Therefore, a structured attagk= Hc will not be
detected by BDD. In this case, the system operator would
mistaked + ¢ for a valid estimate, and thus an error veotor
has been introduced without being detected.

The risks of undetectable attacks can be mitigated if the
system operator can secure measurements to evade malicious
Fig. 1. Measurement placement of an example 5-bus system. injections. Within this context, we assume that the system

operator’'s objective is to ensure that no undetectablelatta
R. Using a5-bus power system in Fidll for example. By can be formulated to compromise a given set of state vasable

setting busl as the reference bus, there are four unknowp c 7, whereZ is the set of all unknown state estimates. That
state variables. Suppose that the reactance of all trasismis js ., — ( for all i € D. This is achieved by securing a set of

lines equalsl, the measurement Jacobian matrix is meter measuremen® C M, where M is the set of all the
-1 0 0 0 meters. In other words, attackers are not able to injece fals
1 0 -1 0 data to any protected meter measurementgaj.e= 0, Vi € P.
0 -1 0 1 From [15], securing a set of meteFswould eliminate the
H= o o0 1 -1 |’ (2)  possibility of undetectable attack to compromise a setatest
-1 2 0 -1 variablesD, if and only if

-1 0 2 -1 rank (H{fp},*) = rank (H{fp},{z\p}) + |D| (7)
where the firstt rows correspond to flow measurements Wh”?iere Hp, .. is the submatrix offl including the rows that

e o st e o Sespond > ndl 1 0 submatne o
pon - resp Y- _ excluding the columns that correspondZo |D| denotes the
the column gorrespondmg to the rgference bus is not InCIIUd‘§ize of D. Naturally, we are interested in minimizing the cost
When H is full column rank, i.e.rank (H) = n, the , hrotect the state variable®. For simplicity, we assume a
maximum likelihood estimaté is given by fixed cost, e.g. manpower or surveillance installation cobt
g — (HTRle)_l H'R !z 2 Pz ©) securing gach meter for the time being. This requires sglvin
the following problem
Sincerank (H) < m, i.e. the number of rows ik, at leastn I
meters are needed to derive a unique state estimation. Meamwéwze Pl
while, the othern —n measurements provide the redundancy sypject to rank (H{py..) = rank (
to improve the resistance against random errors. '
Errors could be introduced due to various reasons, sughich is proved to be aNP-hardproblem in the next section.
as device misconfiguration and malicious attacks. The ntirre
power systems use BDD mechanism to remove the bad data|||. GRAPHICAL CHARACTERIZATIONS OF OPTIMAL
assuming that the errors are random and unstructured. It STATE VARIABLE PROTECTION
calculates the residual= z — H and compares it§-norm
with a prescribed threshold. A measurement is identified
as a bad data measurement if

r=|z—HO|| =|(I-HP)e| >, (4)

Hpy (n\py) + D),
(8)

Interestingly, we show thaf(8) can be characterized as a
variant Steiner tree problem in a graph. The results will be
used in the next section to develop graphical algorithms.

wherel is an identity matrix. Otherwisey, is considered as aA' Network observability and state variable protection

normal measurement. In this subsection, we first introduce some definitions to
characterize a power network in a graph. Then, we establish
the equivalence between power network observability and

B. Undetectable attacks and protection model state estimate protection criterion. The results will bedus

Suppose t/hgt attackers inject malicious daia = in the next subsection to formulate an equivalent graphical
(a1,az,..,a,) into measurements. Then, the received megharacterization of the optimal state protection probler(@).
surements become A power network can be described in an undirected graph,

where vertices and edges represent buses and transmission
lines, respectively. We usez(.h) and egt) to denote the two

In general,a is likely to be identified by the BDD if it is vertices connected to the edgg and\V; to denote the set of
unstructured. Nevertheless, it is found in [3] that somel-wekedges incident to vertex;. The following Definition1 gives
structured injections, such as those with- Hc, can bypass the notion of measurability in a power network.

z=HO+e+a. (5)



Likewise, a measured subnetwo®(P) = (V',&’) is an
observable subnetworit and only if all the unknown state
variablesS in the subnetwork is observable froR) i.e.

rank (Hpy (sy) = |S], (15)

5 Bus number
12 Line index
Meter index 12 + 9)/
A Line flow meter

(1
&

* Injection meter
X Unmeasured lines

*

whereS = V' \ R, with R being the reference bus.
Remark 1: It holds that|/P| > |D| if D is observable from
P. We refer toP as abasic measurement sef D, if D is
observable fromP and |P| = |D|. Notice that not allD’s
have a basic measurement set. From (I5ontains at least
a basic measurement set ¥f when G (P) is an observable
subnetwork. Besides;; must include the reference bus,
i.e. R € V', since otherwiserank (Hpy (s1) < |S|. Note

that the conventional definition of network observabilisya
Fig. 2. A measurement placement for the |IEEE 14-bus testcase special case witlD = Z and P = M.

Definition 1: (measurability) The measured subnetwork NOw, we are ready to establish the equivalence between
of a meterr, denoted byG (r), consists of the vertices angState observability and state estimate protection coiteri

edgesmeasuredby the meterr. That is, for a flow meter  Theorem L: Protecting a set of meter measuremeftsan
r on transmission line;, G (r) includes the two vertices defend a set of state variabl@s against undetectable attack,

(h) (t) T if and only if D is observable fronP.
{ei 1€ } and edgee;. For an injection meter at bus Proof: We first prove théf part. WherD is observable from
vj, G (r) includes the vertex Se{el(-h)7e§t) |ei € NJ} and P, there must exist an observable subnetw@rP) = (1, &)
edge sefe; | e; € N;}. Themeasured subnetwor a set of that includesD, i.e. D C V and P C P. From [I5), we
metersM C M is defined as haverank (H{ﬁ}_’{g}) = |S|, whereS = V' \ R. Then, the

GM) = |J G). (9) SolutionofctoHpy c=0isc= (0,cp\5)", wherecy, g
is an arbitrary vector. That is, no undetectable attack @an b
~ formulated to compromisé if P is well protected. Since
In particular, G (M) is referred to as themeasured full p c S andP C P, this completes the proof of thé part.
network We then show theonly if part. That is, there exists an
Using al4-bus testcase in Fi@lfor example. The measuredundetectable attack to compromige if D is unobservable
subnetwork of the flow metes; includes edge;, and vertices from P. From Definition2, there exists ap and two different

vs anduwg, i.e. state vector® and 6, satisfying
G (r6) = ({vs,v6}, {e10}) - (10) Zp = H{p}7*0_ = H{p}_’*é (16)
The measured subnetwork of the injection meteris and 6, # ), for somek € D. By lettingc = 6 — 8, we
_ haveHp, .c = 0 andc; # 0. In other words, an attacker
G (ri2) = ({vr,v2, 05}, {er, e2}) - (11)  can introduce non-trivial error;, to state variablek € D
Besides, the measured subnetworkMdf= {rg, r12} is without the need to compromise any protected metePin
o Therefore, an undetectable attask= Hc can compromise
G (M) = ({v1,v2,v5,v6}, {€1,€2,€10}) - (12) statef without being detected. |

) - . Remark 2: Theorem1 indeed provides an equivalent
The conventional power network observability analysisongition as[[7) in protecting a set of state variables from

studies whether a unique estimate of all unknown state Vafiey perspective of network observability. This will help to

ables can be determined [1]. Here, we extend the conceptyfejop graphical algorithms in the following subsections
network observability to a generalized state variable nbse grom Theorem, we see that all the unknown state variables to
ability in the following Definition2. With a bit abuse of nota- o yefended. i.eD. are included in an observable subnetwork
tion, we use a set of verticeg' to denote the correspondinggonsirycted from a set of protected meters. In the following

state variables. N _ subsection, we find that the optimal observable subnetwork
Definition 2: (observability) A set of state variableB C 7 155 an interesting Steiner tree structure.

is observablefrom a set of meter® C M, if and only if a
unigue estimate oD can be obtained from the measurements
P. That is, for two different vector@ # 8, if B. Graphical equivalence of optimal protection
The power network observability analysis in [19] showed a
connection between network observability and a spannewy tr
structure. The idea is briefly covered in Proposition
Proposition 1: The measured full network (M) = (V, €)
0p =0, VkeD. (14) is observable if and only if the graph defined Gncontains a

Hpy, 0=Hp . 0=12p (13)

holds for an arbitrary measurement vectgr, then



treeT* is plotted in FigBl We see that conditionk) and2)
are clearly satisfied. Conditichis satisfied by mapping edges
ez andeps to injection meters;, andrig, and the other edges
in £* to the flow measurements placed on them.

We show that the MMST problem NP-hardby consider-
ing a special case where flow meters are installed at all edges
of G (M) = (V, ). Then, any Steiner trees that incluBteand
D automatically satisfy the three conditions, i.e. by magpin
each edge to the corresponding flow meter. In this case, the
MMST problem becomes a standard minimBteiner tree
Fig. 3. An illustration of MMST from the IEEB 4-bus testcase. (MST) problem, which finds the shortest subtree of the full

. o raph that connect& and all the vertices ifD. MST is a

spanning tree, where each edge of which is mapped to a m%@ﬁl-known NP-hardproblem. The time complexity of known
according to the following rules, exact algorithms increase exponentially wih| or |Z| — |D|

1) an edge is mapped to a flow meter placed on it, if angag]. Since MST is a special case of the MMST problem,

2) an edge without a flow meter is mapped to an injectiqle MMST problem is alsdNP-hard following the reduction

Protected meters

meter that measures it; . _ lemma for computational complexity analysis. A specialecas
3) different edges are mapped to different metersn  of the MMST problem withD = 7 is solved in [19] and
Proof: See the proof in[[19]. B [20] with time complexity O (]V||€]). The special case is

Proposition1 states that any basic measurement seVof easy becaus¥* = V holds automatically when all the state
can be mapped to a spanning tree in the measured full gragétimates are to be protected. The general MMST problem is
On the other hand, a measured subnetw@®) = (V,€), much harder due to the combinatorial nature of possitile
where’? C M, can also be considered as a closed network
whose observability is only related to the components withi V. GRAPHICAL METHODS FOROPTIMAL PROTECTION
G (P). Therefore, there also exists a measurement-to-edgén this section, we first introduce two exact solution method
mapping in an observable subnetwork, specified as following solve the MMST problem, including the SVE method

Corollary 1: A measured subnetwor& (P) = (V,€) is and an MILP formulation. Then, a tree pruning heuristic is
observable if and only if the graph defined Gi{7) contains proposed to obtain an approximate solution in polynomial
a tree that connects all vertices ¥ where each edge of thetime.
tree is one-to-one mapped to a unique metePithat takes

its measurement. A. Steiner vertex enumeration algorithm
Proof: The proof follows by replacingM with P in A vertex v in the Steiner tree solutiof™ = (V* &%)
Propositionl. B s aterminalif v € DU R, or a Steiner vertexotherwise.

From Remark and Corollaryl, we see that the unknown e sieiner vertex enumeration (SVE) method enumerates the
state variables to be defended are indeed contained in a ¥88sible Steiner vertice%, until a minimum observable sub-
constructed from a protected meter measurement set. Th‘?{@rwork, including, and the terminals, is found. The®;
fore, we propose the followingiinimum measured Steiner tre€an pe obtained by removing redundant measurements in the
(MMST) problem in a graph that is equivalent to the optimalypnetwork using Gauss-Jordan elimination. A pseudo-code
state protection probleri](8). _ of the SVE is presented in Algorithm The time complexity

MMST problem: Given the measured full graphi (M) = of SvE is O (2/71=IP1), which is computational infeasible in
(V,€). To protect a set of state variabl@swith & minimum 306 scale power networks, e.gl 88-bus system. Therefore,
cost, the MMST problem finds a shortest Steiner f{€e= e majnly use SVE as the performance benchmark to evaluate
(V*, &) (with the minimum number of edges) and a set ghe correctness of the algorithms proposed in the following

metersP* C M that satisfy the following conditions. subsections.
1) V* is the set of all vertices measured BY; i - _ _
2) Dc V* andR € V*; Algorithm 1: Steiner vertex enumeration algorithm

3) each edge ig* is one-to-one mapped to a unique meter input : Z,D, M, R
in P* that takes its measurement output: Minimum protected measuremer®' to defendD
’ 1 repeat

Then, the set of meterB* is the optimal solution td{8). 2 Enumerate a set of Steiner verticés C {Z \ D}, from
We name the problem as a Steiner tree problem, instead of| size|Vo| =0to |Z| — |D|. LetS = DU Wy,

spanning tree, becaud& in general connects only a subset Find the metersP that measure only the buses$hu R;

of vertices in the measured full graph. The three conditiorfsuntil rank (H{ﬁ},{é}) =IsE

ensure that all the unknown state variablesTin including 5 7~ = @ basic measurement set §f

D, are observable fror®*. We present an example from Fig.

2l to illustrate the structure of a MMST. We assume that= ) _ ) ) )

{vs,v12} ando; is the reference bus. The optimal protecte§- Mixed integer linear programming formulation

meters setP* = {rq,rs, 74,76, 78,710,712, 718} IS Obtained In this subsection, we propose an MILP formulation to solve
from exhaustive search. The corresponding minimum Steirthke MMST problem, which has much lower complexity than




SVE by exploiting the optimal solution structure. Consider For j ¢ D, d(j) is the total pseudo demand. Otherwise, one
digraph G = (V, A) constructed by replacing each edge iextra unit of actual demand is counted as well.
the measured full graplr (M) = (V,€) with two arcs in ~ As we can see, there are two terms [in (17a), each corre-
opposite directions. We set the reference bus as the root apanding to one objective. The first term is to minimize the
allocate one unit of demand to each vertesDinCommodities total number of arcs included in the arborescence. The skecon
are sent from the root to the verticesZinthrough some arcs. term is to minimize the number of injection measurements.
Then, the vertices ifD are connected t® via the used arcs Notice that the first objective is primary, as the second term
if and only if all the demand is satisfied. When we requiren (I73) is always dominated by the first one due to the
using the minimum number of arcs to deliver the commoditgcaling factorl /w, which makes the second term always less
the used arcs will form a directed tree, referred to asthan 1. As such, [I7a) is to minimize the total number of
Steiner arborescenceEvidently, the solution to the MMST arcs in the arborescence, and meanwhile eliminating reshind
problem can be obtained if we solve the followingnimum injection measurements, such as the case when two injection
measured Steiner arborescer(®MSA) problem and neglect measurements are assigned to the same arc. Condftalit
the orientations of the arcs. Without causing confusiors, orces arc(i, j) to be included inT ™ if any commodity flow
say an ard(i,j) is measured by a meter if the ed@iej] in  passes throughi, j). Constraint[I17c) and(1¥d) ensure that
G (M) is measured by the meter. each ard(i, j) included in 7'* has at least one measurement
MMSA problem: Given a digrapha = (V,A), find the assigned to it and each injection measurement can only be
shortest arborescencé* = (V*, A*) and a set of meters assigned to at most one arc. The flow conservative constraint

P* C M that satisfy the following conditions (178), together witHITH), forces the selected arcs to form an
1) V* is the set of all vertices measured BY; arborescence rooted at the reference vertex and spanting al
2) DcCV*andR € V" vertices with positive demand. Once the optimal solution to
3) each arc ind* is one-to-one mapped to a unique metefl ) is obtained, we can restore the optimal solutinto the

in P* that takes its measurement. MMST problem by including:

From conditionl), if an arc inT* is mapped to an injection 1) injection measurement on busf zij = 1,Y(i,j) € A;
meter, a_II the vert.ices measured by thg injection meter mus) flow measurement on ar@, j), if z;; = 1 and z;; =
also be included in the arborescence like t.he termm_al;f asi .. —0,¥(,j) € A Thatis, the arcs i * not mapped
an extra demand is allocated at these vertices. To dis8hgui to any injection measurement.
from the actual demand &9, we refer to the extra demand
induced by the use of injection meters pseudo demand
Then, the MMSA problem is to satisfy both the actual an
pseudo demand using minimum number of arcs.

Foran ardi, j) € A, letx;; be a binary variable with;; =
1 indicating that the arc is included ﬁ* and0 otherwise y;;
denotes the total amount of commodity througly). z;; be a
binary variable withz;; = 1 indicating that the injection meter
at vertex: is mapped to args, j) or (j,7), and0 otherwise.
Then, an MILP formulation of the MMSA problem is

Extensive experiments in the simulation section show that
t@e MILP formulation always obtains the same optimal solu-
tion as the SVE algorithm. Besides, the MILP significantly
reduces the computational complexity by exploiting the so-
lution structure. For instance, a problem ibabus system
that is computationally infeasible by the SVE algorithm can
now be solved by the MILP within minutes. Nonetheless, the
computational complexity of the state-of-art MILP algbrits,
such as branch and bound and cutting-plane method, etc, stil
grows exponentially with the problem size. We observe from
simulations that it takes excessively long time to solve the

. 1 .
qu{nz Z Tij + p Z Zij (17a) problem in a300-bus power system.
(i,5)€A (i,5)€A
s.t w2 jv V(i,j)e A (179) ¢, Tree pruning heuristic
15(i,j) + 2ij + 250 2 @35, V(i,5) € A (17¢)  To tackle the intractability of the problem, we propose a
Z zij <1y(i), VieV (17d) tree-pruning based heuristic (TPH) that finds an approxemat
(oA solution in polynomial time. We refer to a trée = (V, &),

o along with a set of measuremept a feasible measured tree
Z Yis = Z yie = d(j),Vi € VAR (17€) ¢ 7 angp satisfy the conditions of the MMST problem. Our
(G.5)eA (G ke observation is that, although it is hard to find a MMST, it
Tij, zij € {0, 1}, vy > 0,V(i,j) € A (17f) is relatively “easy” to find a feasible tree that includestht
Here,w is chosen as a large positive number such that  Vertices in the graph using the techniquesiri [19]. Staftiog
Z(i ea Zij andw > y;; always hold1x(i, j) and1y (i) are a feasible measured tree tha}t spans all vertices in the meghsu
two binary indicator functions, where (i, j) = 1 if a flow full graph, our TPH method iteratively prunes away reduridan
meter is available at eddé j] and1y (i) = 1 if an injection Vertices and updates the feasible tree, until a shortesilpes

meter is available at;. d(;) is the demand at vertek where [ree is obtained. A pseudo-code is provided in AlgoritBm
The TPH consists of multiple rounds of pruning operations.

d(j) = 1+ Z(j,k)eA Zjk + Z[k,j}ee Z(k,s)eA zks JED Here, we explain one round of pruning, which corresponds to
DGRy A Zik T 2ok )eE 2o (ks A Phs Jj ¢ D. line 2-8 in the pseudo-code, in the followingsteps.



Algorithm 2: Tree pruning heuristic algorithm

input : G(M)=V,€),D,R, K

output: Minimum protected measuremeri’ to defendD
1 initialization: V =V;
2 repeat

3 Let W = |V|. Find K basic measurement sets f
denoted byP*, k = 1,.., K. For eachP*, construct a
feasible measured treds;
4 for eachT}, do
5 Starting fromR to all leaf vertices, find the largest Transmission i
prunab|e Subs@;‘ (Z) for eachvi_ UpdateTk — — in;la:jlezlsirsll?}?e :?:e @ Terminal vertices + Injection meter
Tk \ {C: (’L) U D(C: (’L))} until each vertex |rﬂ1}c is -——— Transmission line not — Vertex pruning e Injccti.onfto—cdgc
either proceSSed or pruned; included in the tree assignment
6 end . . . .
- - o Fig. 4. A measured feasible tre¢vi, vs,vg} are the terminals and; is
7 Select the minimum trees™ and update)’ by lettingV = thg reference. Two marked edgés%l] and [S,}ll]) are mapped to injéction
the vertices inl™; meters and the other unmarked edges are mapped to flow meters.
8 until W = |T™|;
9 P* = the remaining measurements corresponding'tp MMST problem. Then, we updaté, by removing all the

vertices in{C; (i) UD(C;(i))} and proceed to another vertex
Step 1: Feasible tree generatioRor a set of verticed’ until each vertex inV is either checked or pruned.

(initially set to beV), we generatel feasible edge-measured Step 4: Vertex updatéet |T;| be the number of remaining
trees that span all the vertices ¥ where K is a tunable \qrtices inT}.. Then, we select among thi trees the one
parameter (lineg-4). In this step, we first find the meters thatyith minimum vertices, denoted by*. If [T*| = [V, i.e.
measure only the vertices M. This can be easily performedy,g vertex is removed for all thé trees, we terminate the
by examining inH whether all the non-zero elements in a rOW gorithm and outpuP* as the remaining meters ifi* (line
lie in the columns corresponding to the state variable’sek.  7.g) Otherwise, we first updaté as the remaining vertices
For instance, fol) = {vi,v2,v4,v5} and R = vy in Fig.[l, iy 7+ and start another round of pruning from Step
the selected meters afe,r2,74,76}. Among the selected _ )
meters, we findik basic measurement sets 0f, R, denoted !N Fig.ll we present an example to illustrate the TPH, where
by P* (k = 1,.., K), using Gauss-Jordan elimination. Ther® feasible tree contain vertices is presgnted. Starting from
we constructs feasible spanning trees, one for edeh using the rootvi, among the three child vertices of, only v,
the max-flow method given in the Appendix. THé feasible ©an be pruned, since the descendent vertices of either
spanning trees are denoted By = (]}751@)’ k=1,.. K. v4 contain terminal vert_ex. After pruning,, we proceed to
Step 2: Vertex identificatiorFor each treél;, we identify Checkvs, whose only child vertexs is a terminal. Then, we
the child and descendant vertices of each vertex (includedGheckva, where neither of its child vertices; andwv; can be

line 5-6 in Algorithm 2). This can be achieved by constructin®runed separately or together. On one hand, this is beaguse
a directed tree from the root to all leaf vertices. If theraiis CONtains terminal as its descendent vertices. On the otret,h

arc (i, j), we saywv; is a child ofv;, denoted byv; € C (). the removal ofv_7 _doe_zs not remove the eddé, 6], which is

In general, if there exists a path from to v;, we refer toy, Mapped to the injection meter & that measures;. For vz,

as a descendent of, denoted byv; € D(i). In Fig.d, for however, all (_)f its desggndent vertices can be prungq fotigw

instancey andv- are the child vertices af,, while vg to v13 t_he two pruning co_ndmons. Up to now, we havg f_mlshed_the

are all descendent vertices of. In practice, the descendentirst round of pruning. Then, we use the remaining vertices

vertex identification can be achieved using breadth-feareh {V1: V3, va, Us, vs, v7, vs } t0 generate new feasible trees, if any,

starting from the root. and repeat the pruning operations iteratively until noasedan
Step 3: Tree pruningFor eachT},, we start from the root be further pruned.

to the leaf vertices to prune away redundant vertices il The purpose of introducing the paramet&r is because

in Algorithm 2). For a vertex;, we find the largest prunablethe final outputP* is closely related to the tree’s topology

subsetC; (i) C C(i), such that the residual tree is still a feasipbtained in Stepl. Intuitively, with larger K, we have a

ble measured tree after all the vertices{ifl, (i) U D(Cs (7))}  larger chance to obtain a smallg?*| but also consume more

are pruned. In particula{C; (i) U D(Cs(i))} can be pruned computations. The proper choice &f will be discussed in

if: Simulations. The correctness of TPH is obvious from the
1) {Cs(i) U D(Cs(4))} contains no terminal vertex, following facts: 1) the K residual trees are always feasible
2) the deletion of{C,(i) U D(Cs(i))} will remove all measured tree?) the size of the minimum residual tree is

the edges mapped to injection meters that measure amn-increasing during the iterations) |P*| equals the size
vertex in{C;(i) U D(Cs(4))}. of the minimum residual tree. There are at m{&t — |D|

This is because the first condition ensures the all the stateinds of pruning. In each roundys trees are pruned and

variables to be protected is still included in the tree. Theach take® (|I|3) time complexity, dominated by the Gauss-

second condition guarantees that the vertices in the ralsiddordan elimination computation. The overall time comgiexi

tree are only measured by the remaining measurements. The (K|I|4), which is considered efficient even for very large

two conditions ensure that the residual tree is feasibldn¢o tscale power systems.



V. DISCUSSIONS OFAPPLICATION ENVIRONMENTS

In this section, we discuss the possibility of extending the
proposed algorithms to some interesting application siemna
The topics we consider include: the integration of phasa-me
surement units (PMUS) into state estimation, the applitgbi
to AC state estimation model and the extension to achieve
incremental state variable protection. Interestinglyfiwe that
our proposed algorithms can fit in all the considered scerari 3
with minor modifications.

@ Buses with PMU + Injection meter /™, Pseudo-flow meter from PMU

A. Integration with phasor measurement unit @ Busiobeproeced A Flowmetr = Preudodine from PMU

Recently, the introduction of more sophisticated measurigg. 5. integration of PMUs in state estimation protection.

ment components has largely improved the accuracy and ) ]
reliability of state estimation. One such device is the phasPUs and PMUs are available at buand5. The solid edges are

measurement unit (PMU). Combined with GPS technologﬂf/‘,e actual transmission lines in the power network. The eldsh
PMUs can provide direct real-time voltage phasor measuf9€ connecting bus and5 is made up by the PMU at bus
ment, i.e. voltage amplitude and phase aﬂghvith high 5, where a pseudo-flow meter of random direction is placed
precision and short measurement periodic time [27]. In roth@" dgecis. As discussed above, in any Steiner tree solution,

words, any bus with a PMU installed does not need to estimdf¢ injection meter at bus cannot be mapped to the dashed
its voltage phasor if the device has a credible precisiorr@h €dgee1; made up by the PMU. Since now we have formulated

have been a number of studies on the PMU deploymeit equivalent problem with only power flows/injections as th

to improve power network observabilityy][9]. [16]. Howevermea_surements, the proposed trge construction algorithms i
although the introduction of PMUs can be dated back t¢Ction IV can be directly applied. Suppose that the state
the 1980s, its deployment had been in a slow pace until théiable of bus7 is to be protected, a Steiner tree can be
past decade when a series of severe blackout experienced@structed by edgegeis, es7}, which are mapped to the
around the world[[28]. Nowadays, the available PMUs alor$€udo-flow meter on edggs (from the PMU at busy) and

are still not sufficient to guarantee the observability ofiren the flow meter on edges, respectively. Then, bus can be

power network. In practice, we need to rely on the mixegefended if the PMU at bus and the flow meter om;; are

measurements provided by both PMUs and the conventioR&ptected.
SCADA system to derive the state estimaled [29].

Interestingly, our proposed algorithms can be easily eg; Application to AC state estimation protection
tended to protect state estimation when PMUs are used. Not

that the state variable of a tagged bus cannot be compromi

ed . . .
by attacks if a secured PMU is installed at the Bughis 3?unctlons of AC power flow model consist of non-linear

: . : ; ﬁ'lnd coupled active and reactive power flow measurements.
is equivalent to installing a secured flow meter between tl\ﬁ ; . i

. eanwhile, the voltage amplitudes are also consideredes th
tagged bus and the reference bus. If there exists no suctr poggte variables in AC power flow model. Specifically. thewti
line connecting the two buses, a pseudo transmission line ¢ L\ reactive power fIcF:ws on a power Iiﬁe F():onnecti?/{ Bd“ﬁﬁc
be added to facilitate the calculation of the MMST problen% P P 9

Then, the proposed protection algorithms can be direcﬂyare functions are
applied to solve the MMST problem. The only modificationP;; = V;? - g;; — V;V; [gi; cos(6; — 6;) + bi; sin(8; — 6,)]
needed is that injection meters cannot be mapped to a dashgd _ —V2. bij + ViV [bij cos(6; — 0;) — gy sin(6; — 6,)] ,

(inike the linear DC power flow model, the measurement

edge in the Steiner tree solution, because they do not neeasur’

the dashed edges in real system. The modification can bg eagihereV; is the voltage amplitude at busg;; andb,; are the
made in the constraints on; in the MILP formulation [IV) conductance and susceptance of the power line (neglecting
by definingz;; = 0 if a dashed edge;; is made up by a PMU. the shunt elements). Besides, the injection measuremeénts a
For the TPH, the pruning rules need slight modification due {0 pys are merely the sum of power flows in the incident
the change of mapping rule of injection meters in the presengranches. The AC state estimation is commonly performed
of PMUs. The details are omitted here to avoid the repetItIQﬁ an iterative manner using the Newton’s method [1] False-
of presentations. data injection attack to AC state estimation is much harder

We provide an illustrative example in F{, where a graph than to the DC counter part. On one hand, both the active
is extracted from &-bus power network. Busis the reference and reactive flows measurements need to be compromised. On

1There also exists other type of PMUs that can provide cumpbasors of the other hand, th? attacker also needs to know the estimated
all the incident branches besides bus voltage phasors. \Wetdaclude them Values of state variables to calculate the attack pararf@gr

into consideration in this paper because they are incamsistith our notion This basically requires the knowledge of all the real-time

of a “measurement”, which provides only one reading at a.tirhewever, measurement readings.

we consider this problem as a future work. . . .
2PMU is normally required to be installed at the reference tousvoid the Despite the apparent differences, we find that the proposed

confusions due to the absolute voltage phasor measurements algorithms can still be applied to protect AC state estioraif



the attackers only compromise voltage phase angle vasiasle Suppose that a set of state variab@shas been defended
in the DC model. In particular, the proposed methods remddy protecting a set of meter®;. A feasible tree7; can
both valid and optimal (for exact algorithms) in protectingherefore be constructed using the maximum-flow technique
state variables in AC state estimation. From the attackeistroduced in the Appendix. By doing so, we also obtain the
perspective, giver//s are constant (assumed untouched byapping between the measurement and edges. Assume that
attackers), we notice that the power flow measurementsvie want to extend the coverage to defend another set of state
(18) are only determined by phase angles differences, whicdriablesD,, i.e. D1 (D2 = 0, given the protected meters
is the same as in DC power flow model. For example, suppdBe. Notice that the choice dP;, D, ... can be made arbitrary
that an attacker wants to perform an undetectable attdmkthe system operator. Intuitively, we need to find minimum
to compromise the phase angle variable of Busn Fig. number of edges, as well as the mapped meter measurements,
B (we assume the meters measure both active and reactiveonnect the vertices ifd, to the current feasible tree;.
flows/injections and the PMUs are removed), by introducirfgor the MILP formulation in [(1I7), we can first add to the
the same erroe to the phase angle variables of bdsto constraintsz;; = 1 andz;; = 1 for those edges and injection
7. From [18), the attacker does not need to compromise thmeter in the existing feasible trég. That is,z;; = 1 if edge
flow meters onesg and es7, and the injection meter at buse;; is included inTjy; z; = 1 if the injection meter at bus;
5. However, it is necessary for the attacker to compromis® mapped to the edge;. Then, a new minimum measured
the readings of the boundary meters, i.e. the flow meters Steiner tree (MMST) as well as the new meter Bgtto be
edgeeys and esy, and the injection meter on bus The protected can be calculated using the optimization[id (17).
compromised measurements will result in a biased estimdtiis can be achieved by a simple replacemeribaokith D-,
produced by the system operator’s AC state estimator wheen the. deliver one unit of demand to each vertexZig. Similar
system is observable, i.e. the AC state estimation consdrge calculations can be performed to defefd, Dy, ---, until
a unigue solution under any set of consistent measurenientsall the state variables are protected. For the TPH, we merely
general, the attacker needs to find a cut that separatesedtagegeed to add several new policies to make sure that the MMST
bus k£ and the reference bus, introducing the same atrtr generated in the previous iteration to defend the variable s
the subgraph that contains the blusand zero error to busesD;_; remain intact in the current iteration to defend another
in the other subgraph that contains the reference bus. Theariable setD;. The detailed pruning policies are omitted here
the attacker only needs to compromise the meters, either fldwe to the scope of this paper. Notice that the number of meter
or injection meters, which measure the buses on boundaryneeded to protect all the state variables equals to the numbe
Conversely, if a minimum measured Steiner tree is conf state variables, i.e. the size of a basic measurementsset a
structed by edges mapped to secured meter measuremanteduced in[[12], since we always keep a feasible tree whos
from the reference to buk, no undetectable attack can beedge is one-to-one mapped to a secured meter measurement.
performed. This is because any attack formulation by cutBefore leaving this session, we want to emphasize that all
will require the attacker to compromise at least one securige proposed algorithms can be built on top of the existiatest
meter measurement. Therefore, our proposed method for B&imation application in EMS/SCADA. This is because the
state estimation model remains valid and optimal in A@roposed algorithms merely find out a minimum set of meter
state estimation model. However, if attackers also commemmeasurements to be protected without altering the alguorith
voltage amplitude state variables, our methods may still loé state estimation or BDD. Besides, the calculation of the
valid but no longer optimal. This is because the readingsoposed algorithms can be done offline, independent of real
of flow meters are now determined by the absolute valugsne measurements.
rather than the difference of voltage amplitudes. Moreitista
analysis in AC s_tate (_est|rr_1at|on protection will be considier VI, SIMULATION RESULTS
as a future working direction.
In this section, we use simulations to evaluate the proposed
) . _ ) defending mechanisms. All the computations are solved in
C. Extension to incremental state variable protection MATLAB on a computer with an Intel Core2 Du@.00-
Another interesting extension of the proposed algorithni3Hz CPU and4 GB of memory. In particular, MatlabBGL
is to achieve incremental protection. Eventually, the esyst package is used to solve some of the graphical problenis [31],
operator may want to protect all the state variables in tiseich as maximum-flow calculation, etc. Besides, Gurobi is
power system. However, due to the temporary limited budgésed to solve MILP problems [32]. The power systems we
and lengthy security installation time in a large scale poweonsidered are IEEB4-bus, 57-bus and118-bus testcases,
network, we may only be able to install security devices onwhose topologies are obtained from MATPOWER][33] and
set of meters to protect a subset of state variables firserLasummarized in Tablg I. All the systems are observable wigh th
we can extend the coverage to protect the other state vasialsespective measurement placement. For illustration mepa
given the already protected meters, until all state vagimbare measurements placement of the 14-bus system is plotted in
protected. In fact, our proposed algorithms can be extetmled=ig. 2l The measurement placements for 57-bus and 118-bus
achieve such incremental protection. The intuitive ide#ois systems are omitted for the simplicity of expositions.
“grow” a new feasible tree on top of the existing feasibleetre We first verify the correctness of the MILP formulation to
to reaches more vertices to be protected. solve the optimal state variable protection problem. Thkis i
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TABLE | TABLE Il

STATISTICS OF DIFFERENTPOWER SYSTEM TESTCASES PERFORMANCE OFTPHAND MILP IN 57-BUS TESTCASE
No. of buses 14-bus | 57-bus | 118-bus |D] 1 4 9 19 29 39 49
No. of lines 20 80 186 Pl,K=1 11.8 | 22.2 | 30.3 | 39.5 | 46.3 | 51.6 | 55.8
Total no. of measurements 19 80 180 Pl, K=3 10.7 | 20.8 | 28.0 | 37.0 | 43.0 | 48.8 | 54.1
No. of inject measurements 8 30 70 Pl, K=5 9.9 | 204 | 27.8 | 36.7 | 42.5 | 47.9 | 53.7
No. of flow measurements| 11 50 110 P|, K =10 9.7 20.2 | 27.3 | 36.3 | 42.1 | 47.6 | 53.1
No. of unmeasured lines 2 2 7 P|, K=15 9.4 20.0 | 26.8 | 35.9 | 41.7 | 47.3 | 52.8
MILP (JP*]) 8.8 18.2 | 25.4 | 34.6 | 40.7 | 46.2 | 51.8
Gap 0.6 1.8 1.4 1.3 1.0 1.1 1.0
TABLE Il
HIT RATIO OF MILP FORMULATION IN 14-BUS TESTCASE
D] 1 2 1 7 10 510" .
Measurement set | 100% | 100% | 100% | 100% | 100% o 14-bus f—
Measurement se2 | 100% | 100% | 100% | 100% | 100% o 10| EEER 57-bus
Measurement set | 100% | 100% | 100% | 100% | 100% 5 [ nebus
£ 5
achieved by comparing the solutions of MILP against those I P A 1
of SVE algorithm in al4-bus system. The reason we use TPH MILP formulation

the 14-bus testcase is because the SVE algorithm become:
computational infeasible in a larger power network, such as ol s 160
57-bus testcase. Besides the measurement placement in Fig B 57-0us

282
. 2 HE= 1121
2l two other measurement placements in tHebus testcase £ =
are used as well, given that the power network is observable “ o}
from all the measurement placements. We seteof the 13 ol 00B 0y 04 02 37
unknown state variables (buseing the reference bus) &sto TPH MILP formulation

test each measurement placement, whiete {1,2,4,7,10}.
For eachk, 20 randomly selecte@®’s are tested using MILP Fig. 6. Comparison of computational complexity for MILP af&H. ()
formulation. Each entry in TabIElI1 s the percentage (feoja_[1104e sbove o e serge nuherof e weobisolton
that the MILP formulation yields the same number of meters
as the optimal solution obtained by the SVE algorithm. We seé the MILP method is due to the NP-harness of solving an
that MILP formulation obtains the optimal solution for dliet  MILP. It is foreseeable that the computational complexity o
experiments. This, together with extensive other simoifetj the MILP method will become extremely expensive as we
verifies the correctness of MILP formulation in solving thdurther increase the network size. For instance, the pregec
optimal protection problem. CPU time of MILP to solve a problem iB00-bus system is

We then evaluate the computational complexity of TPH ifore than5 days, while it takes TPH less thanseconds.
Fig. Bl where MILP is the benchmark for comparison. For When protecting all the state variables, the state estimati
TPH, we set the parametdk = 1 and record the total protection problem in[[12] is a special case of ours. In
number of vertices that are checked to produce a solutidhis case, the proposed SVE and TPH algorithms indeed
For MILP, we record the number of nodes explored in these the same Gauss-Jordan elimination technique proposed
search tree by the branch-and-bound algorithm. Both nusnbér [12], thus are of the same complexity. For the proposed
are the iterations consumed by the two methods to obtddiLP formulation, however, the complexity could be much
a solution. Besides, we also record the CPU time for boltigher due to the NP-harness of solving integer programming
methods. The results in Fil are the average performancegroblems. Therefore, we do not recommend to using MILP
of 50 independent experiments. Without loss of generality, we solve the special case that all the state variables are to
randomly generate ® with size|D| = 4 in each experiment. be protected. Another point to mention is the impact of the
In Fig.[Ba, we show the average number of iterationsfér redundancy in measurements. On one hand, the complexity of
bus,57-bus andl18-bus systems, respectively. We find that ththe MILP increases with the measurement redundancy. This is
iteration numbers are very close for both methods inttihe mainly because the number of variablgsin the optimization
bus system, where TPH consunissiterations and the MILP problem [[I¥) will increase as the number of injection meter
consumes47 iterations to obtain a solution. However, thancreases. On the other hand, the proposed TPH is not sensiti
difference becomes more and more significant as the netwéeskmeasurement redundancy in the network. This is because
size increases. The number of iterations of TPH increasesitsy complexity is O(K|I|*), independent of the number of
11 times as the network size increases frofito 118 buses. In measurements.
vivid contrast, the iteration number of MILP increases diypi  We also investigate the impact of the parametetto the
by 2272 times, from merelyl7 to 106787. Similar results are performance of TPH. By varying the values &fand|D|, we
also observed for the CPU time, where TPH takes ondg5 show in TableTll the average solution siZB| of TPH and
second to obtain a solution ihl18-bus system, while MILP MILP. Each entry of the table is the average performance of
consumes around minutes, which isl410 times slower than 50 independent experiments. From tbred to the6th rows, we
in the 14-bus system. The booming computational complexitsee that better solution, i.e. smal|@, is obtained with larger
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Fia 7. Effect of K to the perf £ TPH in ther-b em. (@) root to construct the spanning tree. We select in advance an
1g. /. ect o 0 the performance O n -bus system. (a, . . .

The figure above shows the solution size of TPH normalizedhkyoptimal edge_ Conn.eCted to the !’OOt, say, in the final tree solution. .
solution size obtained by MILP; (b) the figure below shows @RU time of This is achieved by setting both the lower and upper capacity
TPH normalized by the CPU time whefi = 1. bounds of the edge to bé. The other edges’ lower and

K. Compared with the optimal solutigh* obtained by MILP, UPPEr capacity bounds are set to beand 1, respectively.
TPH protects on average onlyl3 more meters whek — 15. 1hen. @ maximum flow is calculated from to ¢. If the

The optimality gap is less thad% for all the cases. For betterprOblem_ is feasible, i.e. the flow SOIUt'On i5in edgeel.,
visualization, we plot the ratidP|/|P*| for some selected we obtain a measurement-to-edge mapping by observing the

ID|'s in Fig.[Th. We notice that the ratio improves notably forsaturating flows in the graph. Otherwise, we select another
small|D| asK increases froni to 15. For instance, the ratio edge connected to the root and recalculate the maximum flow

improves from1.32 to 1.04 for [D| = 1. The improvement problem. SinceV is observable fronfP, there is always a
is especially notable when we chanfe— 1 to 3. However solution. In the above example, the final measurement-¢@-ed

the improvement becomes marginal as we further incréase MaPPING iS{r1, 76,12, 114} ¢ {e1, €10, e2,e7}. Then, the
such as the case witd| — 49, where the ratio only improves edges obtained by the maximum flow calculation will form

by 0.03 from K = 1 to 15. We also plot in Figlh the cpu & (ree that spans all vertices in

time normalized against the time consumed wiér- 1. We REFERENCES
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