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Abstract 

 
There is a large body of research on how to design user interfaces for systems so as to ensure that important mes-
sages from the systems are presented to the user to maximize the probability that the user notices, and acts on, the 
messages.  Nevertheless in security-related applications on general-purpose computer systems in use today, there is 
significant evidence that users routinely ignore system messages.   We discuss possible reasons for this state of af-
fairs, and propose a potential approach to improve it.  Noticeability of messages depends on the salience with which 
they are displayed.  We propose that given a message, the required salience differential for its display can be calcu-
lated as a function of the relevance of the message and the confidence with which the relevance was determined.  
This approach has wide applicability and can be used for making visual cues more noticeable in a variety of applica-
tions such as security indicators and recommendations in automated recommendation. 

 
1. Introduction 

Conveying visual information to the human user is an 
integral part of modern computer systems and end-user 
applications that run on them. There is a large body of 
work discussing how to optimally interact with users in 
the execution of a primary task ( [WH04]); consider-
able less work has been devoted to mechanisms of how 
to interact with users such that they switch to another 
(initially secondary) task.  

Examples of messages targeted at changing the users’ 
task are advertisements and security messages. The 
most intrusive method is using pop-ups windows inter-
rupting the primary task; the user has to act to return to 
the primary task. Another method to advertising is dis-
playing the advertisements when a new domain is vis-
ited for the first time in a browser session. The duration 
of these message is short (typically 10-15 sec), and the 
user has the opportunity to skip them. Yet another ap-
proach is to occupy the top-bar of the screen. The least 
intrusive approach to advertisement is used by Google: 
selected relevant advertisements are presented in the 
right-most column in a style similar to that of the web-
site itself; however, the user may miss the ads alto-
gether. The dilemma is obvious: an intrusive message 
(shown with high salience) will irritate the user who 
will not pay attention to the content of the message and 
may look for ways of avoiding them in the future; a 
subtler message (shown with low salience) may not be 
noticed by the user at all. 

 

 
 
Figure 1 Relevance – salience mapping. A very cau-
tious security policy (red) will flag all messages and 
interrupt the primary task. A very liberal security 
policy (black) requires a search for the message1.  
 
Security-related messages are different in that they 
warn against a potential risk. When the approach is too 
conservative the user will learn to ignore the messages; 
with a too liberal approach (no warnings at all) the user 
is exposed to potentially serious threats. To improve the 
quality of decision making context-sensitive guidance 
can be used to assist the user in making the appropriate 
security decision ([BV07]). This reduces the possibility 
of habitual ignoring the message. However, the trigger 
to initiating the user guidance is still the same as in the 
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most conservative approach; the main difference is in 
the quality of the decision. The method to provide a 
more secure environment compared to the “laissez 
faire” is to provide visual cues to the user. The effec-
tiveness of this has not been satisfactory. Dhamija et al 
show that visual cues in browsers about the security of 
web sites visited are largely ignored by users  
([SDOF07], [WMG06]).  

In this position paper, we first draw from research in 
visual perception to understand ways in which mes-
sages can be made noticeable to users.  We then discuss 
possible reasons why visual messages in various appli-
cations and systems today are not noticeable.  We then 
propose a new approach for making visual messages 
more noticeable and discuss its applicability.   

This paper does not discuss the source of a message; 
we assume that sufficiently accurate information is 
available, e.g., from portal owner or software security 
vendor. The actions following the user becoming aware 
of a message is also out of scope; we do not discuss the 
most appropriate text or icon to be used for a message.  

2. Visual Perception 
 
Visual salience is “the distinct subjective perceptual 
quality which makes some items in the world stand out 
from their neighbors and immediately grab our atten-
tion.”[SCH07]. Visual perception starts with a pre-
attentive phase in which the observer identifies the 
most noticeable features (bottom-up salience map) of 
an image. Elements to the bottom-up salience are e.g., 
color, shape, luminescence, relative positioning etc. of 
objects in the image. The bottom-up salience is modu-
lated by objective and task of the observer. The end 
result is a number of salient points in relation to the 
current task (task-dependent salience map). These maps 
can be numerically modeled with great accuracy 
([RBE06],  [PI07]). The most salient features can also 
be tracked with good accuracy in time-dependent tasks 
such as video games.  

New elements that are detected go through the same 
process of pre-attentive discovery. A user notices the 
new object if the salience of it is larger than that the 
task-related features. Once aware of the new feature 
cognitive processing of it will commence ([TAK00], 
[SC03]). Whether or not a new visual element can trig-
ger a secondary task depends therefore on the cognitive 
load to execute the primary task (focus). An interesting 
consequence is that the same object (message box) is 
not noticed when reading a difficult part of a document, 

but is noticed when reading a less complex part of the 
same document. The message representation did not 
change, but the reducing focus made it noticeable.  

To prevent messages unduly affecting the primary task 
they should be shown in the peripheral zone. There is 
extensive evidence from user studies that salience in 
this area depends on motion and changes in lumines-
cence of the icons, not to color or object detail 
([BWC01], [BWC03]). This is consistent with the anat-
omy of the eye: color sensitive receptors are located in 
the center, those insensitive to color at the edges. How-
ever, these color insensitive cells are very sensitive 
towards luminescence. Moreover, the receptor density 
(irrespective of type) decreases with increasing distance 
from the center of the retina. The result is that detail 
recognition is good at the center, and low at the edges. 
However, sensitivity towards motion and luminescence 
changes is still high at the edges of the retina. The sen-
sitivity towards these features is enhanced by the dif-
ferent chemical composition of the color-insensitive 
cells ([KFN05]). 

3. Challenges in making messages notice-
able 
 
Security indicators in web browsers, such as the lock 
icon and anti-phishing indicators, compete with a large 
amount of other functions in the toolbar such as pre-
ferred search engine, email accounts, navigation but-
tons, URLs etc. This cluttering of information reduces 
the salience of each indicator; it becomes very difficult 
to find the correct indicator, even when the focus is on 
the toolbar.  

When the user is focused on his actual task (reading the 
web page) toolbars are in the region of peripheral vi-
sion rather than in the foveal or parafoveal area. Indi-
cating status changes by changes in color or shape of 
toolbar elements has little effect; peripheral vision is 
not sensitive to these object characteristics. Training the 
user to regularly inspect the status of indicators is also 
doomed; it will be done only when the focus on the 
primary task is low. The probability of developing ha-
bitual behavior is high; by definition a change in secu-
rity status is an rare and unexpected event, and the user 
may notice the change, but does not pay due attention 
to it [NWQ06]. Messages displayed in the peripheral 
zone have to be shown by changing object lumines-
cence and position.  

The natural question then is why visual security indica-
tors are relegated to the peripheral region.  There are 



two possible explanations. First, the competition for 
pixel real-estate among various applications is fierce. It 
is impractical to reserve prime locations in the display 
for security; security never is the primary task. Second, 
application designers are wary of annoying users by 
distracting their attention too frequently from their pri-
mary task.  This tendency is evident in other contexts as 
well. For example, one reason for the popularity of 
Google is that the advertisements it serves up are in the 
periphery of the user’s vision and is therefore less in-
trusive, i.e. less noticeable. However, if messages have 
too low a salience, it defeats the purpose of showing 
them in the first place. Worse, in the case of security 
message it may be outright dangerous.  

The above is also valid for handheld devices. One 
could argue that the display size is that small that there 
effectively is no peripheral area. However, mobile de-
vices also have a large amount of status indicators: 
messages, connectivity icons (Bluetooth, WLAN, cellu-
lar), battery status, etc. 

4. Salience Differential 
 
We propose that given a visual message, an application 
should calculate its salience differential as a function of 
two parameters: 

• The relevance of the message 

• The confidence with which the relevance has been 
determined 

The relevance metric represents how important or in-
teresting a message is to the user; this is clearly con-
text-dependent. Confidence expresses the certainty that 
the message is indeed as interesting or important as 
suggested by the relevance metric. The approach is 
illustrated in Figure 2. The action associated with a 
message of high relevance but low confidence is shown 
with medium salience (black dashed). Messages with 
high confidence and better than medium confidence are 
shown with high salience (black, solid). The user is 
notified of messages of medium relevance and confi-
dence. Most other combinations become notifications. 
The overall result is that, even with a relative cautious 
security policy, the user interacts less with the system. 
In the case of advertisements the hit rate of advertise-
ment is likely to become higher.   

In the case of security messages relevance may be de-
termined by the severity of the consequences; installa-
tion of ransomware results in larger damages than in-
stallation of adware. The relevance metric could in-

clude the aspect of urgency: an ongoing fishing attack 
requires immediate action, indicating a site with poten-
tially harmful software does not. The confidence of the 
message being correct is higher if security experts have 
made the assessment, rather than that it is based on ru-
mors of non-experts. 

Figure 2 Relevance – confidence map determining 
the message salience and the associated actions1.  
 
The relevance in rating systems typically is the average 
community rating. In this case the standard deviation of 
the (weighted) rating distribution is a logical choice for 
confidence parameter. For advertisements relevance 
can be defined by e.g. similarity between advertisement 
and current task description. The confidence could be 
based on the number of matching keywords compared 
to the total number of keywords.  

The salience differential has similarities with the 
“arousal strength” used by  [AM06], but also clear dif-
ferences. The main difference lies in the fact that the 
salience differential is about controlling the noticeabil-
ity of a message; the arousal strength refers to the asso-
ciation people make between words and icons, and the 
message. In their approach the primary task flow is 
interrupted irrespective of the importance of the under-
lying process that results in the message; they find that 
this may lead to habitual behavior. In our model the 
user becomes aware of the message; only in case of 
sufficiently high importance (mostly security threats) 
the primary task flow is interrupted.  

Our approach draws on the approach by [BWC01], 
[BWC03]; it extends it by controlling the salience, and 
thereby controlling the moment the message is noticed 
by the user. We also use the concept of relevance and 
confidence of the message. 
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5. Discussion 
 
5.1 Calculating the Salience Differential 
 
The key to making a visual message noticeable is to 
ensure that that it has sufficient visual salience given its 
current context. The message competes with the other 
visual information, and, in order to be noticed, must 
change the salience map sufficiently that the new sali-
ence map cannot be anticipated from the previous sali-
ence map.  

The salience differential is calculated as the difference 
between the task-modulated salience map with and 
without the message representation. Attributes that con-
tribute to image saliency such as object location, dy-
namics, luminescence etc. are modified until the com-
puted salience differential equals that required by the 
(user-defined) policies.  

5.2 Advantages of using differential salience 
  
The goal of conveying a visual message is to guide user 
action. Thus efforts to make visual messages more no-
ticeable go hand-in-hand with ways of guiding the user 
towards the “correct” reaction. However, the current 
approach is “all or nothing”; either a message is not 
noticed, or the task flow is interrupted. Both  [AM06] 
and [BV07] interrupt the primary task flow and propose 
methods to improve on the decision. The first author 
does so by selecting the most appropriate wording and 
icon, the second author by introducing a context-
dependent “conversation” between user and system.  

Salience control is very useful in the context of adver-
tisements. If the advertisement strategy is conservative 
(low salience) they may not be identified as advertise-
ment, or not noticed at all. By calculating the differen-
tial salience the advertisement can be shown with a 
good chance of the user actually reading it. Also, two 
advertisements with similar relevance and confidence 
(differential salience) are noticed at the same time. Note 
that the approach by  [AM06] and [BV07] cannot be 
used for advertisements: their methods rely on interrup-
tion of the primary task. The advantage of controlling 
the salience differential is that the user (through the 
policies) can determine when he notices a message. In 
situations of high cognitive load the user will not notice 
less important messages, when the focus on the primary 
task reduces (“the user has time”) he becomes aware of 
the message, and can act according the salience – action 
policy (Figure 3) 

 
Figure 3 Focus – salience comparison. If the focus is 
larger than the salience the message will not be no-
ticed; the reverse also holds. The action is deter-
mined by the salience, the focus by the primary 
task1 
 
If the message is security-related the approach can be 
used to indicate different degrees of risk such that they 
are better noticed, and the primary task flow is not in-
terrupted needlessly. In related work on increasing the 
usability and security of software installation, we are 
taking this approach to deal with software deemed to be 
suspicious.  In addition to warning the user, we also 
make it difficult for the user to go ahead and install the 
software by breaking the workflow. The degree of dif-
ficulty could be a function of the relevance of and con-
fidence in the message, similar to the way the salience 
differential was calculated.  

Since salience differentials are calculated with respect 
to present the background it is easy to make messages 
noticeable irrespective of the background. This is im-
portant as personalized skins and rich, dynamic content 
of modern websites where traditional color schemes for 
messages may not work as well (Figure 4). 

5.3 Limitations and future work 
 
The validity of the proposal can be challenged in a 
number of ways. Most models of attention capture and 
saliency are based on experiments utilizing large 
screens; some authors suggest that larger screens are 
needed to better understand the mechanisms. We target 
small screens as well, and extrapolation is not straight-
forward. Further, most studies focus on attention cap-
ture and awareness of elements in the primary task us-
ing visual search as experimental model. Those are 
cognitive processes using information from the central 
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area of the retina. Our objective is to initiate a secon-
dary task, i.e. new cognitive processes should follow 
the surprise.  

We plan to test our ideas in the context of usable and 
secure software installation. In this context software 
attributes such as “contains adware”, or “socially less 
acceptable” are used as relevance metric. The user is 
alerted of an imminent risk via a polymorphic dialog in 
which the complexity of installation is higher for more 
risk-carrying. Alerting the user is a binary operation; 
we intend to change this into a coarse-grained method 
using the approach described above. We will verify the 
novel approach with user studies. 

6. Conclusions 
 
We have proposed a novel approach to displaying mes-
sages in a pixel-efficient manner. Messages are dis-
played taking into account the relevance of the message 
in the present context, and the confidence that it is in-
deed relevant. The method can be used to indicate the 
most interesting or important sub-task or related con-
tent in the current primary task, and is very suitable to 
indicating important or interesting secondary tasks in a 
granular such as inspecting advertisements.  
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Appendix 1. Peripheral vision in mobile de-
vices 
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In mobile devices focus on the primary task is obtained 
via highlighting the primary function (Figure 4). Status 
indicators in the top segment of the display (3G signal 
strength, unread message, battery status, WLAN) and 
indicators for other folders are in the peripheral area. 
Status indicators in the peripheral area are even more 
obscured by personalized skins (right).  

 
Figure 6 Notification message with high salience. 

 
 

 
Figure 4 Peripheral area for small displays 

 
Appendix 2. Message salience in games  
 
The game System Rush Evolution is a 3D Action ar-
cade with high dynamics. The user focus is on space 
ship in the center of the image; the remainder of the 
display is background. To show an informational mes-
sage to the user the standard “i” icon is hardly visible 
(Figure 5). Changing icon color is not useful as the 
background color changes rapidly. The salience of the 
message increases if the icon is placed in a white oval 
(Figure 6). The oval can be stationary, or may wiggle 
around a central point. The icon may be used to indi-
cate security notifications, or presence of relevant ad-
vertisements. 
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Figure 5 Notification message with low salience.  


