Chapter 1: Setting Up Our Python
Environment

WHICH VERSION OF PYTHON DOES YOUR DEVICE SUPPORT?

- CAT3850 | CAT3850 m Nexus 3K/SK | Nexus SK/6K

Python 2.7 10S-XE 16.5.1 10S-XE 16.5.1 10S-XE 16.5.1 N3K NX-0S 6.0 NSK NX-0S 5.2 NX-0S 6.1
N9K NX-0S 7.0 NE6K NX-0S 6.0

Python3x  N/A N/A 10S-XE 16.5.1

Python Console - DevNet (o]
Django Console Python interpret it as
a tuple

@

print ("welcome”, "to", "Enterprise”, "Automation")
1 Enterprise’, 'Automation’ Python interpret it as
a multi strings after
Importing __future__

‘|:II tion

print ("welcone”, "to", "Enterprise”,

+#2RHN VY X

tomatic




DIIIEL S Documentation Community Success Stories News Events

Download the latest version for Mac OS X ‘ \

Download Python 3.6.5

Looking for Python with a different 0S? Python for Windows,
Linux/UNIX, Mac OS X, Other

Want to help test development versions of Python? Pre-releases

Looking for Python 2.7? See below for specific releases

Download
latest release
RIS R{s  Of python 2.x

Python releaseS Dy onnumo

Release versig Release date Click for more

Python 2.7.15 Download & Download Release Notes
Python 3.6.5 |atest release & Download Release Notes
Python 3.4.8 for python 3.X & Download Release Notes

Python 2.7.15

Release Date: 2018-05-01
| choose the

2.7.15

Python 2.7.15 is a bugfix release in the Python 2.

Note:
Attention macOS users: as of 2.7.15, all python.org macOS installers ship with a builtin copy of OpenSSL. Additionally, there is a new additional installer variant for macOS 10.9+ that

includes a built-in version of Tcl/Tk 8.6. See the installer README for more information.

Files All supported
platforms will be

Version Operating System Description IISted here File Size GPG
Gzipped source tarball Source release ¥40219a1f6923fefdabde63342 17496336  SIG
XZ compressed source tarball Source release a80ae3cc478460b922242f43a1b4094d 12642436  SIG
macOS 64-bit/32-bit installer Mac OS X for Mac OS X 10.6 and later 9ac8c85150147f679f213addd1e7d96e 25193631  SIG
macOS 64-bit installer Mac 0SX for 0S X 10.9 and later 223b71346316c3ec7a8dc8bff5476d84 23768240  SIG
Windows debug information files Windows 4c61ef61d4c51d615cbe751480be01f8 25079974  SIG
Windows debug information files for 64-bit binaries Windows 680bf74bad3700e6b756a84256720949 25858214  SIG
Windows help file Windows 297315472777f28368b052be734ba2ee 6252777 SIG
Windows x86-64 MSI installer Windows for AMD64/EM64T/x64 0ffa44286522f9a37b916b361eebc552 20246528  SIG
Windows x86 MSI installer Windows 023e49c9fba54914ebc05c4662a93ffe 19304448  SIG
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Python 2.7.15 (64-bit) Setup
f679f213addd1
Customize Python 2.7.15 (64-bit)
BecTa8dc8bffs
Select the way you want features to be installed.
Click on the icons in the tree below to change the li615cheT51480
way features wil be installed.

......... =3 ~| Register Extensions A De6bT756a84a5
......... = Tcl/ Tk
......... &3 ~| Documentation P8368b052beT
......... g Ut"rty Scnpts
......... e h37b916b361e
......... = ~| Test suite

l . 4| Add python.exe to Path i p14ebc05c4662

m

= Will be instilled on local hard drive
=38 Entire featute will be installed on local hard drive

Prepend C:\F
variable. Thig
h command pr| ¥  Entire feature will be unavailable
python
for This feature requires 0KB on your hard drive.
windows
Stories

[ Disk Usage ] [ Advanced < Back ][ Next > | [ Cancel ]
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Python version  sicn 6.1.76011

( trosoft Corporation. All rights reserved.

C:s\UserssAdministrater >python
Python 2.7.1F (w2 7. 15:cal?%aljead, fipr 30 2018, 16:38:26> [MSC v.15688 64 bit (AM
D64>]1 on win32

Type “help". “copyright". "credits" or "license" for more information.
>

Choose either

N
P Choose your Download PyCharm community of

platform professional

edition

Windows macOsS Linux

Professional Community
version: 201814 Full-featured IDE Lightweight IDE
Build: 181.5087.57 for Python & Web for Python & Scientific
Released: May 31, 2018 development development
DOWNLOAD DOWNLOAD
Installation Instructions
Previous versions Free trial Free, open-source
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E3 PyCharm Community Edition Setup o @ (==

Installation Options
Configure your PyCharm Community Edition installation

Create D p Shortcut
] 32 I‘fél—bit launcher

Create Assodations
Py

o Download and install JRE x86 by JetBrains

< Back ][ Next > ][ Cancel
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E3 pyCharm Community Edition Setup | @ | 23 |

Installing
Please wait while PyCharm Community Edition is being installed.
Downloading jre.tar.qz
|

Show details

43928kB (80%) of 55142kB @ 828.8kB/s (14 seconds remaining)

< Back Mext = Cancel
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E Complete Installation @

Import PyCharm settings from:

C:\Program Files\JetBrains \PyCharm Community Edition 2018.1.4

@ Do notimport settings

i)
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& Customize PyCharm @

UI Themes — Featured plugins

Download featured plugins

We have a few plugins in our repository that most users like to download. Perhaps, you need them too?

. )
IdeaVim Markdown BashSupport
Editor Custom Languages Languages
Emulates Vim editor Markdown language support Bash language support

Recommended only if you are
= familiar with Vim.

Install and Enable Install Install

R Language Support

Languages

R language support

Install

New plugins can also be downloaded in Settings | Plugins

Skip Remaining and 5et Defaults Back to Ul Themes | Start using PyCharm |
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DevNet
/media/bassim/DAT...ogleDrive/Scripts

List of all
existing
projects

Welcome to PyCharm

Choose create
PyCh a new project
Version 2018.

3¢ Create New Project
l= Open

¥ Check out from Version Control ~

#* Configure v Get Help ~
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@ New Project
¢ Pure Python

[ Django

%_ Flask v Project Interpreter: Python 2.7 e
Google App Engine i

Location: \ /Users/babdeImageed/PycharmProjects/EnterpriseAutomatioe

£ Pyramid New environment using #, Virtualenv ¢

E Web2Py /Users/babdelmageed/PycharmProjects/EnterpriseAutomation/v
EH Scientific

@ Angular CLI & Python 2.7 jusr/local/bin/python2.7 2
3 AngularJs Inherit global site-packages

@ Foundation

E HTMLS Boilerplate
£ React App © Existing interpreter

Make available to all projects

& React Native Interpreter:  # Python 2.7 jusr/local/bin/python2.7
E2 Twitter Bootstrap

{» Web Starter Kit

y
Cancel Create
@ [ ] EnterpriseAutomation [~/PycharmProjects/EnterpriseAutomation]
= = v LBt

EnterpriseAutomation >

'g Project ~
o -
:i_ EnterpriseAutom 2 File
=1 b Il External Libraries | B8 Bash Script
= Scratches and Cor Y, Cut ~AX ash scnp .
=, New Scratch File F4
= Copy NG .
o ik ~AfC Directory
opy . _ Python Package
Copy Relative Path ~N{C
B Paste SVAN . Python File N 2
— - " mm Jupyter Notebook
ind 'sages i HTML File
Find in Path... ~F
. ess Stylesheet
Replace in Path... ~{+R . .
| it = JavaScript File
nspect Code... ' ws: TypeScript File
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__future__

vprint_function __future__

v CO_FUTURE_PRINT_FUNCTION  _ future__

~ 4 and ~ 4 will move caret down and up in the editor >>

£ Edit Configurations...

\

ello_
= | #- |© (@ Hello_World.py

| ~/PycharmProjects/EnterpriseAut 1 e futu re print funct iOI'I

P

3 print("Welcome to Enterprise Automation")

() ° Run/Debug Configurations
+ E ¥ Name: Run Share Single instance only

' Python
# Run  Configuration | Logs
7 Defaults . - : .
Script path: v /Users/babdelmageed/PycharmPrOJects/EnterprlseAutomatlon/HeIIo,WcrId.pyI
Parameters:

¥ Environment

L3 Environment variables: PYTHONUNBUFFERED=1
Python interpreter: Python 2.7 B
Interpreter options:
Working directory: /Users/babdelmageed/PycharmProjects/EnterpriseAutomation
Add content roots to PYTHONPATH
Add source roots to PYTHONPATH
Emulate terminal in output console

Run with Python console

~ Before launch: Activate tool window

Show this page Activate tool window

? Cancel Apply
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LK)
HSE D & @k ®an
EnterpriseAutomation = = Hello_World.py

g [ Project ~ | %

§ i lon ~/Pych : d __future__ print_function

- # Hello_World.py

= » Il External Libraries

[ Scratches and Consoles

¢
b ]
o

oS il

print(

150 S10way B

come to Enterprise Auto

language

Set breakpoint on which the
debugger will stop and

: for item in language
evaluate every thing before °

for char in item
if char — "a"
print item
if True
continue

print item + char

Scripts

Te
language = [

for item in language:
for char in item
if cha 4
print item
if True:
continue
print item + char

Values are evaluated
beside the variable
itself

GGy

You can see a simplified
view of variables and their
values

# Meswada
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77 for host in hosts: host: 'y
78 print (1+2)

| Scripts
[N return_name(host)

Person Inspection

Test_Area.py:79

Enabled

set a condition that

Suspend (O Al @ Thread once reached,
- program will exit

Condition: [host 1s 'y

Log message to console

Evaluate and log:

|

E] Remove once hit

More (Ctrl+Shift+F8) Generate a log
message once
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refactor_2

refactor_3
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important_funcjse

opy Reference
= Paste

Paste from History...
Paste Simple
Column Selection Mode

Find Usages
Refactor Rename...

Change Signature...
Folding el

Move...
Copy...
Safe Delete...

Go To
Generate...

Find: Refactoring Preview

E}J 4 Function to be renamed to another_function
» @ f important_function(x)
References in code to function important_function (4 references in
X (= @ refactor_2.py
= 7 important_function(2)
& = refactor_3.py
= 7 important_function(10)
4+
+ b
X i

» Cancel Do Refactor

M
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L 2SN Preferences

Q: IProiect: i ion > Projj For current project

Appearance & Behavior Project Interpreter: #* Python 2.7 /usr/lox 7
Keymap

Editor Backage,

Plugins Diango.

Version Control

Latest
=» 2.1a1

121

3.12

1041

0.24.0

The current
interpreter

Project: EnterpriseAutomation appscript
asnicrypto
" berypt
Project Structure ofi

Build, Execution, Deployment cryptography
enum3d
fabric

idna
invoke
ipaddress
netaddr
netmiko
paramiko

Project Interpreter

All installed
packages

1m5

Languages & Frameworks
Tools

Update is
available for
this package

pip
prettytable
pyasni
pycparser
pyserial
pytz

scp
selenium
setuptools

wheel 0.31.0 = 0.311
wsgiref 0412 012

Install a new
package

? Cancel | Ar
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0 Available Packages

Q~ netmi

Description

Multi-vendor library to simplify Paramiko SSH connections to network devices
Version

211

Author

Kirk Byers

mailto:ktbyers@twb-tech.com

https://github.com/ktbyers/netmiko Th |S se CtIO n

contains the

description and
GitHub link for
the package

Install specific
version.
Otherwise it

install the latest

| Specify version  2.1.1
(%) Options

Install to user's site packages directory (/Users/babdelmageed|/.local)

Install Package Manage Repositories

<>

[17]



Chapter 2: Common Libraries Used in

Automation

from netmiko.
extrsm

alo
accedian
alcatel
arista
aruba

avaya

brocade
calix

ciena
cisco

coriant
dell
eltex
entera SYys
of Jusr/local/lib/pythol ™ €X Tt reme

~base_connection

checkpoint

~cisco_base_connection

usr/local/l1ib/pythonZ.//site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/1lib/python2.7/site-packages/netmiko
/usr/localW lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/1lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmi..
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/lib/python2.7/site-packages/netmiko
/usr/local/1lib/python2.7/site-packages/netmiko

r/laral /lah/nuthan?) T /cqi+a narlbanac Inatm-ila
T

: £ Iiie
© Database Changes  Dot, space and some other keys will also close this lookup and be inserted into editor >>

bassim:~$ python
[GCC 7.3.0] on linux2

import sys

sys.path

Python 2.7.15rcl (default, Apr 15 2018, 21:51:34

Type "help", "copyright", "credits" or "license" for more information.

"/usr/lib/python2.7', '/usr/lib/python2.7/plat-x86_64-linux-gnu', ‘/usr/lib/python2.7/lib-tk', '/usr/lib/python2.7/
lib-old', '/usr/lib/python2.7/1ib-dynload"’ ' /home/bassim/.local/lib/python2.7/site-packages', '/usr/local/lib/python2.7
/dist-packages', '/usr/local/lib/python2.7/dist-packages/pycontrail-2.20b64-py2.7.egg', '/usr/lib/python2.7/dist-package

'
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module.py I

Sub-package-1

__init__.py

module.py I

Sub-package-2

__init__.py

modulel.py

module2.py

Python Package

[19]



E:I Join GitHub today Dismiss

GitHub is home to over 20 million developers working together to host
and review code, manage projects, and build software together.

Multi-vendor library to simplify Paramiko SSH connections to network devices

(D 1,645 commits ¥ 3 branches © 28 releases 42 73 contributors sfs MIT
Branch: develop v New pull request Find file
- ktbyers Merge pull request #809 from brunopeter/develop - Latest commit 2fbaef5 9 hours ago
B docs Test of documentation 2 years ago
8 examples Merge pull request #809 from brunopeter/develop 9 hours ago
B netmiko Minor extreme fix 9 hours ago
a tests Merge pull request #824 from nmisaki/develop 10 hours ago
[ .gitignore TOX integration 2 years ago
B .travisyml rebase 4 months ago
[E) COMMON_ISSUES.md Add additional comment to documentation 10 months ago
[E) LICENSE Updating copyright year 2 years ago
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1 _ future__ 1

logging

log = logging.

log.

netmiko.
netmiko.
netmiko.
netmiko.
netmiko.

(logging.

ssh_dispatcher
ssh_dispatcher
ssh_dispatcher
ssh_dispatcher
ssh_dispatcher

(__name_ )

- unicode_literals

)

ConnectHandler
ssh_dispatcher
redispatch
platforms
FileTransfer

init.py file of the
netmiko module

SCPConn
InLineTransfer
NetMikoTimeoutException
NetMikoAuthenticationException
SSHDetect
BaseConnection
file_transfer

netmiko.scp_handler
netmiko.cisco.cisco_ios
netmiko.ssh_exception
netmiko.ssh_exception
netmiko.ssh_autodetect
netmiko.base_connection
netmiko.scp_functions

NetmikoTimeoutError = NetMikoTimeoutException
NetmikoAuthError = NetMikoAuthenticationException
Netmiko = ConnectHandler

_version__ = '2.1.1'

J__all__ = ('ConnectHandler', 'ssh_dispatcher', 'platforms', 'SCPConn',
'NetMikoTimeoutException', 'NetMikoAuthenticationException',
'NetmikoTimeoutError', 'NetmikoAuthError', 'InLineTransfer',
'SSHDetect', 'BaseConnection', 'Netmiko', 'file_transfer')

'FileTransfer',

'redispatch’,

CNTL_SHIFT_6 = chrfi32]]
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= loggin

.addHand1

netmiko
from netmiko
from netmiko
from netmiko
from netmiko
from netmiko
from netmiko
from netmiko

NetmikoTimeo
NetmikoAuthE

Will show the UML
Diagram for entire
module and

CNTL_SHIFT_

[22]
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®.function
unicodeNliterals

import paramiko
import telnetlib
import time
import socket

import re
import io Python File Name

from os import path

netmiko_clats,only.png - Photos

iew all photas

from netmiko.netmiko_globals

from netmiko.ssh_exception ir

from netmike.utilitéeS Imp meodule(package)
from netmiko ip#ort log name

class BaseConnectior (objec

this class inheriting from
netmiko.base_connection_BaseConnection

[24]



netmiko ) ConnectHandler

Jdevice = {"device_type": "cisco_ios_telnet",
Ilipll: 1 II'
""username':
"password":

Copy Reference
= Paste
Paste from History...

net_connect = (*xkdevice)
output = net_connect. ("show arp

OUtPUt Paste Simple

Column Selection Mode
Refactor
Folding

Go To
Generate...

P Run 'profile_code'
& Debug 'profile_code'

& Profile 'profile_code'

[25]



decimal.py x1

Total: 12ms 0.1%

Own: 5ms 0.1%
A

fractions.py 1 _intpy  x1

Total: 41ms 0.4%  Totak 23ms 0.2%

Own: 27ms 0.3%  Own: Ims0.0%
A A

rsa.py X1 algospy  x1

Tota: 47ms 0.5%  Total: 30ms 0.3%

Own: 6ms01%  Own: 3ms0.0%
A A

serialization.py 1 utils.py  x1
Total: Sams 0.6% Total: 33ms 0.3%

ssh.gss.py =1
Tota: 36ms 0.4% Tota
Own:

signing.py  x1
1ams 0.1%

Own:  2ms 0.0% Own:  2ms 0.0% 2ms 0.0%
A A A
dsskey.py 1 _init_py x1  auth_handler.py <1 ed25519key.py x1
Total: 92ms 0.9% Total: 16ms 0.2%  Total: 42ms 0.4% Total: 20ms 0.2%
Own: 3ms 0.0% Own: ms00%  Own: Sms 0% Own: 2ms 0.0%
A A A A
transport.py x1
Total: 212ms 2.2%
Own: 20ms 0.2%
A
utiities.py *1
Total: 21ms 0.2%

2ms 0.0%
A

base_connection.py x1
257ms 2.6%
8ms 0.1%
A

Tote
own:

cisco_base_connection.py x1

a10_ssh.py x1

Total: 262ms 2.7%

Own:  1ms 0.0%
A

_init_py  x1

Total: 263ms 2.7%

Own:  Oms 0.0%
A

ssh_dispatcher.py x1
Total: 325ms 3.3%
Own:  21ms 0.2%

A

_init_.py  *
Total: 332ms 3.4%
Own:  ams 0.0%

A

_test_channel_read x1
Total: 5436ms 55.6%
own:  oms 0.0%

A

disable_paging 1

Total: 208ms 2.1%

Own:  Oms 0.0%
A

_read_channel_timing x2
Total: 4318ms 44.2%

Total: 208ms 2.1%
Own:  Oms 0.0% own:
A

oms 0.0%
A

read_until_prompt x2
Total: 208ms 2.1%
Own:  Oms 0.0%

A A

session_preparation 1
Total: 6252ms 64.0%

oms 0.0%
A

—init_ x

Total: 8812ms 90.2%
own:

oms 0.0%
A

ConnectHandler x1

_read_channel_expect x2

read_channel x23
Total: 17ms 0.2%
Own: Oms 0.0%

A

read_channel x23

find_prompt x2

Total: 411ms 4.2%

Own:  Oms 0.0%
A

A

send_command x1

set_terminal_width x1

Total: 2517ms 25.8%
oms 0.0%
A

set_base_prompt x1
208ms 2.1%
oms 0.0%
A

<method 'connect' of *_socket.socket' objects> x1
Total: 40ms 0.4%
Own: 40ms 0.4%

« create_connection x1
Total: 41ms 0.4%
Own: Oms 0.0%

establish_connection x1
Total: 2550ms 26.2%
Own:  Oms 00%
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Chapter 3: Setting Up the Network Lab

Environment

Settings
PEP Editor } Inspections For current project
Editor Profile: | me-inside-inspection Project n -
Intentions Y £ =
VIIS5EU LIl LU 1L U1 5UpEl Lidss

Missing or empty docstring

Missing type hinting for Function definition
Namedtuple definition

No encoding specified for File

Old-style class contains new-style class features
Overloads in regular Python files
Package requirement:
PEP 8 coding style
PEP 8 naming conve:
Problematic nesting of decorators
Property definitions

Raising a new style class

Raising a string exception

Reassignment of method's first argument
Redeclared names without usage
Redundant parentheses

shadowing built-ins

Shadowing names from outer scopes
Single quoted docstring

Statement has no effect

Too broad exception clauses

Trailing semicolon in statement

Trying to call a non-callable object

Tuple assignment balance is incorrect

(] Disable new inspections by default

ENESSEEEEn . -008

Description

This inspection runs the pep8.py tool to check for violations of the
PEP 8 coding style guide.

Severity:

Options

| | help |

“ ‘ Cancel ‘ ‘

in(String
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Hypervisor Installation Bare Metal Installation
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Virtual Machine Settings

Hardware Options

. Processors
Device Summary
0 Memory 9.2GR Mumber of processors: 4 e
I [ Processors 4 I MNumber of cores per processor: | 1 ~
Hard Disk (SCST) 068 Total processor cores: 4
“JCD/OVD (IDE) Auto detect

ENetwnrk Adapter  Custom (VMnet10)
ENetwnrk Adapter 2 Bridged (Automatic) farred mod .
ENetwnrk Adapter 3 Bridged (Automatic) Preferred mode: | Automatic e

!_]Display 1 monitor [ I Disable acceleration for binary translation
| [+] Virtualize Intel VT—/EPT ar AMD-V/RVI |
| |virtualize CPU performance counters

Virtualization engine

Gﬁ.dd. = Remove

Cancel Help
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Hardware = Qptions

) Disk file
Device summary
8 Memory & GH EVE-ALFA-disk 1.vmdk
re 4
i Hard Disk (SCSI) 20 GB I Capadity
“JCD/DVD (IDE) Auto detect Current size: 2.8 GB
ENetwnrk Adapter  Bridged (Automatic) System free: 122,7 GB
ENetwork Adapter 2 Bridged {Automatic) Maximum size: 20 GB
@Network Adapter 3 Bridged (Automatic)
!Display 1 monitar Disk information
Digk space is not preallocated for this hard disk.
Hard disk contents are stored in a single file.
o BT [T TR o
Expand Disk Capacity x |
k- Map...
Spedfy the maximum size for the virtual disk:
ee
Misimurm disk size (GB): 30.0 = JETIIET
+ . Expand increases only the size of a virtual disk. Sizes of Expand...
e partitions and file systems are not affected.
ace. Compact
Expand Cancel Help Advanced...
gﬁ.dd... Remove
oK Cancel Help

Viware Workstation

The disk was successfully expanded. You must
repartition the disk and expand the file systems
from within the guest operating system.
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i Deploy OVF Template

Source

Select the source location.

Source

CVF Tnmr Iste Details
Wame and Locabion
Disk Formak

Ready ko Complete

Dephoy From a file or URL

\Dovenloads\EVE Community Edition.ova j Browse, .. |

Enter & LURL to download and install the OWF package from the Inkernet, or
specify & location accessible From your computer, such as a local hard drive, a

network, share, or 3 CO/OVD drive,

Help I

< Back | Next = I

Cancel
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1 Deploy OVF Template E QE

Ready to Complete
Are these the options you want ko use?

SoUrCe
mmdar, Detais when you dick Finish, the deployment task will be started.
Name and Location Deployment settings:
Disk Format GVF File: Downbasds\EVE Community Edition.ova
Ristwork Mapping Download size: 1.3GB
Ready to Complete size o disk: 40.068
MName: EVE Community Edition
HostfChuster: localhost,
Datastore! datastorel
Disk, provisioning: Thick Provision Lazy Zeroed
Metwark Mapping: "Management 90 UD" ko "Internat-2"

™ Power on after deployment

Help I < Back | Firish I Cancel
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New VM

m Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system

“'Local install media (ISO image or CDROM)
“'Network Install (HTTP, FTP, or NFS)
“'Network Boot (PXE)

©Import existing disk image

» Architecture options

Cancel Back Forward
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New VM

m Create a new virtual machine

Provide the existing storage path:
/media/bassim/DATA/ISO Room/eve-ng.qcow2 Browse...

Choose an operating system type and version

OS type: Generic -
Version: Generic |~
Cancel Back Forward

[34]



Eve-NG - Setup

Root Password
Type the Root Password:

l

[35]



Eve-NG - Setup

Hostname
Type the short hostname for the
systen:

leue—ng
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Eve-NG - Setup

DNS domain name
Type the DNS domain name for the
systen:

lﬁutnmatiun—“nrkshup
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Eve-NG - Setup

Use DHCP-Static IP Address
Use DHCP or Static IP nddress for
the network adapter on Management
Network?
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Eve-NG - Setup

Management Network IF Address
Type the IP address for the
Management Network:

110.10.83.100_
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2.0.3-86

Sign in to start your

admin

Mative console
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]i,:.zl Setup - EYE-NG-Win-Client-Pack

Information
Please read the fFollowing important information before continuing.

Wehen wou are ready bo continue with Setup, dick Mext.

|i-.-'-.-'e||:|:|me ko EVE-MG Windows x64_32 Installer -

Installation Folder;

[ Z:\Program Files\EYE-MG

If wou choose to install Wireshark and UlbrathiC

2 Mo T change thier installation Folder

=
| Mext = I Cancel |

‘éoo‘ - Computer ~ Local Disk (C1) + Program Files + EVE-NG ~ - &) [ searche.. \Q‘

Organize »  Includeinlibrary = Sharewith ¥ New folder = ~ 0l @

£ £ & &

Uninstal plink. ex2 putty,exe Ulkra¥NE_1_2_12_864 S ultravne_wrapper bat
ehup sxe

win7_gabit_crt.reg.

E A b Used to
® & & L&
V‘ﬁ:g SecureCRT
as a default
win7_gabit_putty.reg win?_g4bit_ulravnc.reg win?_g4bit_wireshark.reg wireshark_wrapper bat Wireshark-

Used to

Used to Setup
Wireshark for

setup Putty
as a default

capturing packets
remotely
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Add a new object

B Node

«" Network

Gl Picture

O Custom Shape

A Text
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ADD A NEW NODE

Template
Nothing selected

This emulate
Cisco router

Cisco FirePower 6

Cisco vIOS
Cisco vIOS L2

Cisco vNAM

Cisco VWLC This will emulate
Cisco VWAAS Cisco switch
Cisco Prime Infra
Cisco Email Security Appliance (ESA)
Cisco Web Security Appliance (WSA)
Cisco XRv

Cisco XRv 9000

Citrix Netscaler

Dell Sonicwall

Cumulus VX

ExtremeX0S

F5 BIG-IP LTM VE

Fortinet FortiGate
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ADD A NEW NODE

Template

CiscoviOS L2 v
Number of nodes to add Image

4 B viosl2-15 -

Name/prefix

Switch

lcon

g3 Switch L3.png -

[44]




B Switcha

B Switch7
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-

10.10.88.110

0.10.88.113

I 10.10.88.114
4 1 h

> Switch4
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Chapter 4: Using Python to Manage Network
Devices

bassim@me-inside:~$ pip install paramiko
Collecting paramiko
Using cached paramiko-2.4.0-py2.py3-none-any.whl
Collecting cryptography>=1.5 (from paramiko)
Using cached cryptography-2.1.4-cp27-cp27mu-manylinuxl x86 64.whl
Collecting pynacl>=1.0.1 (from paramiko)
Using cached PyNaCl-1.2.1-cp27-cp27mu-manylinuxl x86 64.whl
Collecting pyasnl>=0.1.7 (from paramiko)
Using cached pyasnl-0.4.2-py2.py3-none-any.whl
Collecting bcrypt>=3.1.3 (from paramiko)
Using cached bcrypt-3.1.4-cp27-cp27mu-manylinuxl x86 64.whl
Collecting cffi>=1.7; platform_python_implementation != "PyPy" (from cryptography>=1.5->paramiko)
Downloading cffi-1.11.4-cp27-cp27mu-manylinuxl_x86_64.whl (406kB)
100% | N | /0okB 1.2MB/s
Collecting enum34; python version < "3" (from cryptography>=1.5->paramiko)
Using cached enum34-1.1.6-py2-none-any.whl
Collecting idna>=2.1 (from cryptography>=1.5->paramiko)
Using cached idna-2.6-py2.py3-none-any.whl
Collecting asnlcrypto>=0.21.0 (from cryptography>=1.5->paramiko)
Using cached asnlcrypto-0.24.0-py2.py3-none-any.whl
Collecting six>=1.4.1 (from cryptography>=1.5->paramiko)
Using cached six-1.11.0-py2.py3-none-any.whl
Collecting ipaddress; python version < "3" (from cryptography>=1.5->paramiko)
Collecting pycparser (from cffi>=1.7; platform python implementation != "PyPy"->cryptography>=1.5->pa
ramiko)
Installing collected packages: pycparser, cffi, enum34, idna, asnlcrypto, six, ipaddress, cryptograph
y, pynacl, pyasnl, bcrypt, paramiko

bassim@me-inside:~$ python

Python 2.7.14 (default, Sep 23 2017, 22:06:14)

[GCC 7.2.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import paramiko

>>>
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Python Console - DevNet o0
Django Console -
I0Sv 1 trictly limited to us eva <
education. IOSv is provided as-is and not supported by Cis s
Technical Advisory Center. Any use or disclosure, in whole or in part,
th i

o

| v ¥ X

&

BlSW2#terminal length ©

-8 ip int b

Bl nterface IP-Address OK? Method Statu Protocol
[SllGigabitEtherneto/1 unassigned unset up

+ GigabitEthernet0/2 S unset up

GigabitEtherne E S set p up
GigabitEtherne 0. VRAM up
abitEthernet1/0 ss up
GigabitEthernet1/1 gne S up up
abitEthernet1/2 e et up up
GigabitEthernet1/3 up up
GigabitEthernet2/0 igne up up
GigabitEthernet2 : S up up
bitEthernet2/2 e \ up up
abitEthernet2/3 s S up up
GigabitEthernet3/0 i up up
GigabitEthernet3/1 a S t up up
bitEthern up up
abitEthernet3/3 unassigned up up
#show arp
Age (min) Hardware Addr 3 e ce
odl 10 5254.008e.88b2 P/ bitEtherneto/0
.112 - 5000.0002 ] GigabitEthernet0/0
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Regularly tested

Arista VEOS
Cisco ASA
Cisco 10S
Cisco I0S-XE
Cisco I0S-XR
Cisco NX-OS
Cisco SG300
HP Comware7
HP ProCurve
Juniper Junos
Linux
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Limited testing

Alcatel AOS6/A0S8
Avaya ERS

Avaya VSP

Brocade VDX
Brocade MLX/Netlron
Calix B6

Cisco WLC
Dell-Force10

Dell PowerConnect
Huaweli

Mellanox

NetApp cDOT

Palo Alto PAN-OS
Pluribus

Ruckus ICX/Fastlron
Ubiquiti EdgeSwitch
Vyatta VyOS
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Experimental

A10

Accedian

Aruba

Ciena SAOS
Cisco Telepresence
Check Point GAIA
Coriant

Eltex

Enterasys
Extreme EXOS
Extreme Wing

FS LTM

Fortinet

MRV Communications OptiSwitch

Nokia/Alcatel SR-OS
QuantaMesh
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bassim@me-inside:~$ pip install netmiko
Collecting netmiko

Downloading netmiko-2.0.1.tar.gz (68kB)

100% | I | 71kB 450KB/s
Collecting paramiko>=2.0.0 (from netmiko)

Using cached paramiko-2.4.0-py2.py3-none-any.whl
Collecting scp>=0.10.0 (from netmiko)

Using cached scp-0.10.2-py2.py3-none-any.whl
Collecting pyyaml (from netmiko)

Collecting pyserial (from netmiko)

Using cached pyserial-3.4-py2.py3-none-any.whl
Collecting textfsm (from netmiko)

Downloading textfsm-0.3.2.tar.gz
Collecting cryptography>=1.5 (from paramiko>=2.0.0->netmiko)

Using cached cryptography-2.1.4-cp27-cp27mu-manylinuxl x86 64.whl
Collecting pynacl>=1.0.1 (from paramiko>=2.0.0->netmiko)

Using cached PyNaCl-1.2.1-cp27-cp27mu-manylinuxl x86 64.whl
Collecting pyasnl>=0.1.7 (from paramiko>=2.0.0->netmiko)

Using cached pyasnl-0.4.2-py2.py3-none-any.whl
Collecting bcrypt>=3.1.3 (from paramiko>=2.0.0->netmiko)

Using cached bcrypt-3.1.4-cp27-cp27mu-manylinuxl x86 64.whl
Collecting cffi>=1.7; platform python implementation != "PyPy" (from cryptography>=1.5->param
iko>=2.0.0->netmiko)

Using cached cffi-1.11.4-cp27-cp27mu-manylinuxl x86 64.whl
Collecting enum34; python version < "3" (from cryptography>=1.5->paramiko>=2.0.0->netmiko)

Using cached enum34-1.1.6-py2-none-any.whl
Collecting idha>=2.1 (from cryptography>=1.5->paramiko>=2.0.0->netmiko)

Python Console - DevNet ®
Django Console L - T2

Interface IP-Address Method Status Protocol
GigabitEthernet0/0 10.10.88.110 NVRAM up up
GigabitEtherneto/1 unassigned NVRAM administratively down down
GigabitEthernet0/2 unassigned NVRAM administratively down down
GigabitEthernet®/3 unassigned NVRAM administratively down down

’_GigabitEthernet®/4 unassigned NVRAM administratively down down
GigabitEthernet®/5 unassigned NVRAM administratively down down
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Python Console - DevNet

- e

Django Console - 22
lefshow ip int b
Interface IP-Address OK? Method Status Protocol
GigabitEtherneto/e 10.10.88.110 YES NVRAM up up
X 4 1 unassigned YES NVRAM administratively down down

]
[WCigabitEtherneto/2 unassigned YES NVRAM administratively down down
1

PRlGigabitEtherneto/3 unassigned YES NVRAM administratively down down
;J i i unassigned YES NVRAM administratively down down
e lCigabitEtherneto/5 unassigned YES NVRAM administratively down down

interface GigabitEthernet0/1
switchport trunk allowed vlan 1,2
switchport trunk encapsulation dotlqg
switchport mode trunk
media-type rj45
negotiation auto
|
interface GigabitEthernet0/2
switchport trunk allowed vlan 1,2
switchport trunk encapsulation dotlqg
switchport mode trunk
media-type rj45
negotiation auto
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__author__ = "Bassim Aly"
EMAIL = "basim.alyy@gmail.com"

telnetlib
username = "admin"
password = "access123"
enable_password = "access123"
cnx = telnetlib.Telnet ="10.10.88.110"
cnx.read until("Username:"
cnx.write(username + "\n"

WoOo~SNau b WwWwMNRE

cnx.read until("Password:"
cnx.write(password + "\n"
cnXx.read_ iL(">"

cnx.write + "\n"

cnx.read _until("Password:"
cnx.write(enable_password + "\n"
cnx.read_until("#"
cnx.write("show ip int b" + "\n"
output = cnx.read_until("#"

OUtpUt
Run - DevNet
Run telnetlib_1
>
B show ip int b
BN Interface IP-Address Method Status Protocol
sl GigabitEtherneto/0 10.10.88.110 NVRAM up up
B GCigabitEtherneto/1 unassigned NVRAM administratively down
» _i GigabitEtherneto/2 unassigned NVRAM administratively down
X [N GigabitEtherneto/3 unassigned NVRAM administratively down
GigabitEtherneto/4 unassigned NVRAM administratively down
& GigabitEtherneto/5 unassigned NVRAM administratively down
R1#
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Run -DevNet
Run telnetlib_1
/usr/bin/python2.7 /media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject
/Chapter5_Using Python_to_manage network_devices/telnetlib_1.py

Interface IP-Address OK? Method Status Protocol
GigabitEtherneto/o 10.10.88.110 YES NVRAM up up
GigabitEtherneto/1 unassigned YES M administratively down down
GigabitEtherneto/2 unassigned YES M administratively down down
GigabitEtherneto/3 unassigned YES M administratively down down
GigabitEtherneto/4 unassigned YES M administratively down down
GigabitEtherneto/5 unassigned YES M administratively down down

Process finished with exit code 0

bassim@me-inside:~$ /usr/bin/python2.7 /media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProje
ct/Chapter5_Using_Python_to_manage_network_devices/telnetlib_push_vlans.py
Please Enter your username:admin

Please Enter your Password:

Please Enter your Enable Password:

HHAHHHEHAEHA Working on Device 10.10.88.111 #H######HEHHHIHHHE
Hdokdctkkkk Adding VLAN

ok ok ok Ok Ok Adding VLAN 301X kkk%k%%k

ok ok Kok ok oKk k. Adding VLAN 3@2**********

HkokskokkcRkk Adding VLAN

KKK KK KKKk Adding VLAN 3@4**********

ek sk ok sk ok kK Adding VLAN 305k kK% ok k% ok

Rorkckkkkk - Adding VLAN

ok ok ok K oK K k. Adding VLAN 307k Fk*kkkkxkk

3k ok ok skook ok ok ok R Adding VLAN 308*k*kkkkkkk
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SWl#show vlan

VLAN Name

300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317

default

VLANOG300
VLANG301
VLANG302
VLANG303
VLANG304
VLANO305
VLANO306
VLANG307
VLANO308
VLANG309
VLANO310
VLANO311
VLANG312
VLANO313
VLANG314
VLANO315
VLANO316
VLANG317

active

active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active
active

Gie/1, Gie/2, Gie/3, Gil/o
Gil/1, Gil/2, Gil/3, Gi2/0
Gi2/1, Gi2/2, Gi2/3, Gi3/0
Gi3/1, Gi3/2, Gi3/3
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Python Console - DevNet e
Django Console - 22

- e

o

Please Enter the IP Address: >?

IP Address is Private

IP Address is unicast

Please Enter the IP Network: >?

Network IP Address is 8.8.8.0 and Netowrk Mask is

The Broadcast is 8.8.8.255

SflIP Version is 4

Information known about this network is {'IPv4': [{'date': '1992-12',
'designation': 'Level 3 Communications, Inc.',
'prefix': '8/8',
'status': 'Legacy',
'whois': 'whoils.arin.net'}]}

The IPv6 representation is ::ffff:8.8.8.8/120

The Network size is 256

Generating a list of ip addresses inside the subnet

W Vv X

"
il

+ DY

R R R LVONOUNRWNR O

10.10.88.110,admin,access123,access123,cisco
10.10.88.111,admin,access123,access123,Cisco
10.10.88.112,admin,access123,access123,Cisco

10.10.88.113,admin,access123,access123,Cisco
10.10.88.114,admin,access123,access123,Ciscol
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Run - DevNet
UC1_BackupDe nfig
Jusr/bin/python2.7 /media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject
/Chapter5_Using_Python_to_manage_network_devices/UC1_BackupDeviceConfig.py
2018-02-08 :37:11.690865 Connecting to device 10.10.88.110
2018-02-08 :37:23.363711 Saving config from device 10.10.88.110
.364040 Connecting to device 10.10.88.111
.711011 Saving config from device 10.10.88.111

2018-02-08 :37:37. device 10.10.88.112
2018-02-08 8378 from device 10.10.88.112

.866718 Connecting to device 10.10.88.113
.578131 Saving config from device 10.10.88.113

2018-02-08 :38:06.578548 Connecting to device 10.10.88.114
2018-02-08 :38:21.228174 Saving config from device 10.10.88.114

Process finished with exit code 0

bassim@me-inside: $ ls dev*

dev 10.10.88.110 .cfg dev 10.10.88.112 .cfg dev 10.10.88.114 .cfg
dev 10.10.88.111 .cfg dev 10.10.88.113 .cfg

bassim@me-inside: $

bassim@me-inside: $ more dev 10.10.88.110 .cfg

Building configuration...

Current configuration : 3994 bytes
1
version 15.6

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

]

hostname R1

1
boot-start-marker
boot-end-marker

]
1

enable password accessl123
]

aaa new-model
1
!

aaa authentication login default local




Run

X

-~

Run - DevNet

'_UC2_CreateYourTerminal

IP-Addr OK? Status Protocol
igabitEthernet0/0 .110 YES M up
GilgabitEtherneto/1 3 3 YES admini
abitEthernet0/2 YES admini y
abitEthernet0 unassigned YES NVI administrativel
itEtherneto/4 igned YES administrati
tEtherneto/5 a YES

, S - static, R - RIP, - mobile, B - BGP

D - EIGRP, E) ternal, O - OSPF, IA - OSPF inter area
N1 - OSPF NS é y , N2 - OSPF NSSA external type 2

ternal type

IS level-1, - IS-IS level-2

ult, U - per-user stat te

o - ODR, P - p odi 0 oaded < ic route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - nex op © ide, p - overrides from PfR

Gateway of last resort is not set

10.0.0. is variably subnetted, 2 subnets, 2 masks
10.10.88.0/24 is directly connected, GigabitEthernet®/0
10.10.88.110/32 rectly connected, GigabitEthernet0/0

UTC Thu Feb 8 2018

Run

: H

X % 8

-~

Run - DevNet
', UC2_CreateYourTerminal -1

Age (min) Hardware Addr Interface
Internet 0. . 0 gabitEtherneto/0
Internet 10.10.88.110 - 000 . 5 GilgabitEtherneto/

rsi | 1 uptime
R1 uptime is 30 minutes

Hw Serial#

S9SCN2K7NIOOEFO2F
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UC3_devices.xlsx - LibreOFfice Calc
File Edit View Insert Format Styles Sheet Data Tools

E-B-E-M8 « 5B 5& -
Calibri -aaea a-8-s==

Window Help

Qe \m-E- Gty @R Q=0 - 2H-Z @

1"

S Qe vwenwa==mF 0 -
F7 ~ &L=
A | B [ C [ D | E; [F——F
i hostname ip username password secret vendor
> R1 10.10.88.110 admin access123 access123 cisco_ios
= SW1 10.10.88.111 admin access123 access123 cisco_ios
|« SW2 10.10.88.112  admin access123 access123 cisco_ios
s SW3 10.10.88.113 admin access123 access123 cisco_ios
s SW4 10.10.88.114 admin access123 access123 cisco_ios
BB R AEm KSR A& AN BT LBy EOE Q=0 RE-S
Calibri n|-aca a8 g5 e v s =E G4 F-E-8-
sheet.row(0)[0] z =J sheet.row(0)[1] § = ‘ B | T (
' hostname ip username password secret vendor
‘z[Rl 10.10.88.110  admin access123 access123 cisco ios |
- SW1 10.10.88.111  admin access123 access123 cisco_ios
< SW2 10.10.88.112  admin access123 access123 cisco ios
¢ SW3 10.10.88.113  admin access123 access123 cisco_ios
s \SW4 10.10.88.114  admin access123 access123 cisco_ios -

sheet.row(6)[0]

Workbook

[
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Branch: master~  pynet / presentations / dfwcug / examples /

! ktbyers Minor update

B case10_ssh_proxy

B case11_logging

I case12_telnet

I case13_term_server

i casel4_secure_copy
B case15_netmiko_tools
8 case16_concurrency
B case17_jinja2

B casel_simple_conn

I case2_using_dict

B case3_multiple_devices
B case4_show_commands
I case5_prompting

B case6_config_change
B case7_commit

8 case8_autodetect

Bl case9_ssh_keys

DFCWUG presentation update

More Netmiko examples for presentations
More Netmiko examples for presentations
More Netmiko examples for presentations
More Netmiko examples for presentations
Presentation updates

More content for presentation

More content for presentation

Updating presentation

Updating presentation

Updating presentation

DFCWUG presentation update

Minor update

DFCWUG presentation update

DFCWUG presentation update

DFCWUG presentation update

DFCWUG presentation update

Upload files = Find file  History

Latest commit 3106bd5 on Apr 17

3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
3 months ago
2 months ago
3 months ago
3 months ago
3 months ago

3 months ago
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Chapter 5: Extracting Useful Data from
Network Devices

expression [ matches...

abc abe (that exact character sequence, but anywhere in the string)
~abe abc at the beginning of the string

abc$ abc at the end of the string

alb either of a and b

~abc|abc$ the string abe at the beginning or at the end of the string

ab{2,4}c an a followed by two, three or four b’s followed by a ¢
ab(2,}c an a followed by at least two b’s followed by a ¢
ab*c an a followed by any number (zero or more) of b’s followed by a ¢
ab+c an a followed by one or more b’s followed by a ¢
b? an a followed by an optional b followed by a c; that is, either abc
anse or ac
ac an a followed by any single character (not newline) followed by a
. c
a\.c a.c exactly
[abc] any one of a, b and ¢
[Aa]bc either of Abe and abe
any (nonempty) string of a’s, b’s and c's (such as a, abba,
[abe]+
acbabcacaa)
[habe]+ any (nonempty) string which does not contain any of a, b and ¢
(such as defg)
\d\d any two decimal digits, such as 42; same as \d{2}
- a “word”: a nonempty sequence of alphanumeric characters and
low lines (underscores), such as foo and 12bar8 and foo_1
. the strings 100 and mk optionally separated by any amount of
100\s*mk X h
white space (spaces, tabs, newlines)
abc when followed by a word boundary (e.g. in abc! but not in
abc\b
abed)
perl\B perl when not followed by a word boundary (e.g. in perlert but not

in perl stuff)
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Settings [ ]
(Q-inten }) Editor ) Intentions
Appearance & Behavior z % ‘ Description
System Settings o 11115 THLETIUOIT dUOWS YOU L0 PLay Wit 1 S e s s I LR L
2 Joinif's fFor bugs)
AWUPAEEY Negate comparison S
Keymap Replace string concatenation with Format operator Before
Editor ) specify type for reference in docstring
General Specify type for reference using annotation
Appearance 2 splitif
Inspections B Toggle import alias
m Transform conditional expressioninto if/else statement
" ) Transform explicit iteration with 'yield' into 'vield from' expre
Plugins
) RegExp
2 Check RegExp After
9 sQL
Expand column list
I Inject by Type
Qualify identifier
2 Quote identifier
Split string literal
Unqualify identifier
) unguote identifier ]
TypeScript JetBrains PyCharm
m ‘ Cancel ‘ ‘ ‘ ‘ Help ‘
Python Console - DevNet
piEnesleaess Fraay
Iell>>> #!/usr/bin/python
__author__ = "Bassim Aly"
. __EMAIL__ = "basim.alyy@gmail.com"
x
> import re
2 intf_ip = 'Gi0/0/0.911  10.200.101.242 VESNVRAM uwp  up'
u‘—lﬂ match = re.search('10.200.101.242', intf_1ip)
=]
& if match:
© match.group()
bl 10.200.101.242
+

[63]



Python Console - DevNet [ N ]
Django Console X~ L
10.200.101.242

o

AMporeT re
. intf_ip = '''Gl0/0/0.705 10.103.17.5 YES NVRAM u

.. Gi0/0/0.900 86.121.75.31 YES NVRAM up up

.. (10/0/0.911 10.200.101.242 YES NVRAM up up

. Gie/0/0.7000 unassigned YES unset up up "'’
match = re.search("\d+\.\d+\.\d+\.\d+", intf_1ip)

~w v X

2

if match:

B &

match.group()

-

10.103.17.5

3
3

+ ¥

Python Console - DevNet o0
Django Console E- 2R3
. log msg =
. match = re.search("(\w+\s\d+\s\S+):\s(\S+): S+),\schanged state to (\S+)", log
match:

17

match.groups()

import re

. log msg = 'Dec 20 12:11:47.417: %LINK-3-UPDOWN: i i changed st

. match = re.search("(\w+\s\d+\s\S+):\s(\S+): In S+ S+)", log_
if match:

w V¥ X

Ifil
Ry

match.groups()

® 5 &

('Dec 20 12:11:47.417', '%LINK-3-UPDOWN', 'GigabitEthernet®/0/4', 'down')

3
3

+ 3

re
log_msg = 'Dec 20 12:11:47.417: %LINK-3-UPDOWN: Interface GigabitEthernet®/0/4, changed state to down'
match = re.search(" TIMESTAMP + + +): EVENT +): Interface INTF +), changed state to STATE +)"

log_msg
match:
match.groups
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Python Console - DevNet oe
4

Django Console k- 34
... for line in show_ip_int_br_full.split("\n"):
. match = re.search(r"(?P<interface>\w+\d\/\d\/\d)\s+(2P<ip>\d+.\d+.\d+.\d+)", line)
X . if match:
> B intf_ip = match.groupdict
2 if intf_ip["ip"].startsw "57"):

] "Subnet is confiqured on " + intf_ip["interface"] + " and ip is " + intf_ip["ip"

® 0

*

»

Python Console - DevNet o0
Django Console [ -2
. GigabitEthernet0/2/0 10.30.40.1 YES manual down down

1}

. GigabitEthernet@/2/1 57.20.20.1 YES manual down down

wnn

d+)", show i

~ v X

intf_ip = re.findall(r"(?P<interface>\w+\d\/\d\/\d)\s+(?P<ip>57.\d+.\d+.\d+)", show_ip_int_br_full)
pprint(intf_1ip)

iy

=

a !
— -
—~
(o]
=
(=]
2]
o
=
+
m
~+
=r
m
)
2
m
~+
(<)
~
iy
~
[y

4.66.28'),

*
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- e ey Gl
é mpenning @tsunami: fhome/mpenning/ccp/ciscoconfparse/sphinx-doc =

bassim@me-inside:~$ pip install ciscoconfparse
Collecting ciscoconfparse
Downloading ciscoconfparse-1.3.1-py2-none-any.whl (85kB)
100% | [N | 02kB 183kB/s
Collecting colorama (from ciscoconfparse)
Using cached colorama-0.3.9-py2.py3-none-any.whl
Collecting ipaddr>=2.1.11 (from ciscoconfparse)
Downloading ipaddr-2.2.0.tar.gz
Collecting dnspython (from ciscoconfparse)
Downloading dnspython-1.15.0-py2.py3-none-any.whl (177kB)
100% | N | 184KB 263kB/s
Building wheels for collected packages: ipaddr
Running setup.py bdist wheel for ipaddr ... done
Stored in directory: /home/bassim/.cache/pip/wheels/3a/75/ef/8677a26e72d7fee90f46blcb9d8cfd
coffe9c738dfd22a54e5
Successfully built ipaddr
Installing collected packages: colorama, ipaddr, dnspython, ciscoconfparse
Successfully installed ciscoconfparse-1.3.1 colorama-0.3.9 dnspython-1.15.0 ipaddr-2.2.0
bassim@me-inside:~$%
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ciscoconfparse CiscoConfParse
pprint pprint

orig_config = CiscoConfParse("media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject
/Chapter5_Extract_useful_data_from_network_devices/Cisco_Config.txt"

shutdown_1intfs = ig_config.find_parents_w_child =r"*interface" ="'shutdown'
pprint(shutdown_intfs

Python Console - DevNet

Django Console k- 22
c pprint imj pprint

. # Find ALl shutdown inter
X B
> B orig_config = CiscoConfParse(’
_; shutdown_1intfs = orig_config.find_parents_w_child(parentspec=r"~interface",childspec='shutdown'
=B pprint(shutdown_intfs)
= B
© ['interface GigabitEthernet3', 'interface GigabitEthernet4']
g
%

ciscoconfparse CiscoConfParse
pprint pprint
orig_config = "/media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject
/Chapter5_Extract_useful_data_from_network_devices/Cisco_Config.txt"

check_router = orig_config.has_line_with(r"~router"
check_router

Python Console - DevNet o0
Django Console P L
aE router
. ciscoconfparse imj CiscoConfParse
X N pprint pprint
> B orig_config = CiscoConfParse("/media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject/Chapter5
Ai : check_router = orig_config.has_line_with(r"~router”
=B pprint(check_router)
£54
[
%
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ciscoconfparse CiscoConfParse
from pprint import pprint

orig_config = "/media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject

/Chapter5_Extract_useful_data_from_network_devices/Cisco_Config.txt"

orig_config.has_line_with(r"*router ospf"):
ospf_config = orig_config.find_all_children(r"~router ospf"
networks = []
line ospf_config:
'network’ line:
| networks.append(line.split(" ")[2]

networks

Python Console - DevNet
Django Console

I ®

G if orig_config.has_line_with(r"~router ospf"):
ospf_config = orig_config.find_all_children(r"~router ospf"
networks =
for line in ospf_config:
if 'network' in line:
networks.append(line.split(" "

~N W X

il
Sy

networks

['10.10.10.1", '172.16.35.1', '192.168.35.0']

LK

>
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bassim@me-inside:~$ pip install matplotlib
Collecting matplotlib
Downloading matplotlib-2.1.2-cp27-cp27mu-manylinuxl x86 64.whl (15.0MB)
100% | N | 15.0MB 79kB/s
Collecting cycler>=0.10 (from matplotlib)
Downloading cycler-0.10.0-py2.py3-none-any.whl
Collecting numpy>=1.7.1 (from matplotlib)
Downloading numpy-1.14.1-cp27-cp27mu-manylinuxl x86 64.whl (12.1MB)
100 | [ | 12.1MB 122kB/s
Collecting backports.functools-lru-cache (from matplotlib)
Downloading backports.functools lru cache-1.5-py2.py3-none-any.whl
Collecting subprocess32 (from matplotlib)
Downloading subprocess32-3.2.7.tar.gz (54kB)
100% | [ | 1B 248KkB/s
Collecting pytz (from matplotlib)
Downloading pytz-2018.3-py2.py3-none-any.whl (509kB)
100% | [ | 512kB 467kB/s
Collecting six>=1.10 (from matplotlib)
Using cached six-1.11.0-py2.py3-none-any.whl
Collecting python-dateutil>=2.1 (from matplotlib)
Using cached python dateutil-2.6.1-py2.py3-none-any.whl
Collecting pyparsing!=2.0.4,!=2.1.2,!=2.1.6,>=2.0.1 (from matplotlib)
Downloading pyparsing-2.2.0-py2.py3-none-any.whl (56kB)
100% | | 61kB 234kB/s
Building wheels for collected packages: subprocess32
Running setup.py bdist wheel for subprocess32 ... done
Stored in directory: /home/bassim/.cache/pip/wheels/7d/4c/a4/ce9ceb463daec01f4b95e670abd9afc

bassim@me-inside:~$%

bassim@me-inside:~$ python

Python 2.7.14 (default, Sep 23 2017, 22:06:14)

[GCC 7.2.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import matplotlib

>>>
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numbers multiplied by ten

Generated Graph
Check it out
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numbers multiplied by ten

Generated Graph

Check it out
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Figure 1
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Chapter 6: Configuration Generator with

Python and Jinja2

L1 Dictionary Key |
) L1 Dictionary Value
—{ETED 2 vy ke

S STTTES

L2 Dictionary ValueJ

[74]



W oo~ h un B =

32773
vIOSL3 Template
R1
gig0/o
10.10.88.110
255.255.255.0

- gig0/o

- gigo/1
- gig0@/2

32769

vIOSL2 Template

SW1
gig@/o
10.10.88.111
255.255.255.0

32770
vIOSL2 Template
SW2
gig@/o
10.10.88.112
255.255.255.0




thon
= "Bassim Aly"
__ = "basim.alyy@gmail.com"
yaml
pprint pprint

1
2
3
4
5
6
7
8
9

open(r'/media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject
/Chapter6_Configuration_generator_with_pytho d_jinja2/yaml_example.yml', 'r' yaml_file:
yaml_data = yaml.load(yaml_file # Thi [ t Fil

yaml_data

Python Console - DevNet
jango Console E- 22

- e

o

pprint(yaml_data)

{'my_datacenter': {'GW': {'device_template': 'vIOSL3 Template',
' ['gig0/e’', 'gigd/1', 'gigd/2'],

N VX

'hostname': 'R1’',
Top-Level Key 'mgmt_intf': 'gigo/e’,
'mgmt_ip': '10.10.88.110',
'mgmt_subnet': '255.255.255.0'},
'switchl': {'device_template' vIOSL2_Template',
'eve_port':
'hostname': 'SW1',
'mgmt_intf': 'gige/o',

First Level keys
and Top-level

values ‘mgmt_ip': '10.10.88.111'
T~ 'mgnt_subnet': '255.255.255.0'},

+ &R g

switch2': {'device_template': 'vIOSL2_Template',
'eve_port': 3
'hostname': 'SW2',
'mgmt_intf': 'gigo/o',
'mgmt_ip': '10.10.88.112',
'mgmt_subnet': '255.255.255.0'}}}
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"unarchive xRV"

/root/xrv-k9-6.1.2.tar.gz
/opt/unetlab/addons/gemu/
no
upload file
yes

"unarchive vIOS"

/root/vios.tar.gz
/opt/unetlab/addons/qemu/
5 no
Vertical upload file
Lines VES

Guide N . N
unarchive centos server

/root/linux-centos-server-1707.tar.gz
/opt/unetlab/addons/gemu/
no Number of white
upload file spaces inserted
yes when click on TAB

"unarchive Linux VRIN server"

Python Console - DevNet [ X ]
Django Console - 24

o

X

mgmt subnet

> B

A; swl = {'hostname': 'switchl'. 'mgmt intf':'gig@/0'. 'mgmt ip':'10.10.88.111'. 'mgmt subnet':'255.255.255.0"
= template.render(swi))

&

g>hostname switchl

% new-model

-3 session-id unique

+ authentication login default local

authorization exec default local none
mode transparent
vlan 10,20,30,40,50,60,70,80,90,100,200

int gig0/0

no switchport

no shut

ip address 10.160.88.111 255.255.255.0
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N \

& e

YAML Data Python Script

lJinja2 Template

Django Console

o

rendering n

X

hostname R1
int gige/e
no shutdo
ip add 10

“w Vv

il
Hit

Lldp run

*m &

ip domain-n
ip ssh vers

3
3

+ ¥

crypto key

snmp-server
Ssnmp-server
snmp-server
snmp-server
snmp-server

loaaina his

ow device GW

wn
.10.88.110 255.255.255.0

ame EnterpriseAutomation.net
ion 2

ip scp server enable

generate rsa general-keys modulus 1024

community public RW

trap link ietf

enable traps snmp linkdown Llinkup
enable traps syslog

manager

torv debuaaina

Python Console - DevNet

[78]




Django Console

a5

M~ w X

w0 g

"
g

+ g

rendering now device switch2z

hostname SW2

aaa new-mode
session-
authenti
authoriz
mode tra
vlan 10,20,3

int gigo/e
no switchpo
no shut

ip address

Snmp-server
SNMp-server
SnMp-server
Snmp-server
SNMp-server

1

id unique

cation login default local
ation exec default local none
nsparent
0,40,50,60,70,80,90,100,200

rt
10.10.88.112 255.255.255.0

community public RW

trap link ietf

enable traps snmp linkdown linkup
enable traps syslog

manager

Python Console - DevNet
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Chapter 7: Parallel Execution of Python

Script
‘ il I|l il
— - Please | need a thread to run the script
((-‘s - 0
_-= - Here You're
= = EE

@

e

——Read X value
—Write X Value

h

" Race Condition

Where's X211

[80]




Y = D

: A

| @3
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Main Program

Fork

Thread 1

Thread 2

Join

Thread N

Main Program Running

Main Program
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Chapter 8: Preparing a Lab Environment

& CentOS

[_|I:)l_||']tl_|0 Cloud = Server = Containers | Desktop Core | loT = Support

Downloads » Server »  ARM POWERS LinuxONE Provisioning

Download Ubuntu Server

Ubuntu Server 16.04.4 LTS

The long-term support version of Ubuntu Server, including the Mitaka release
of OpenStack and support guaranteed until April 2021 — 64-bit only.

Ubuntu Server 16.04 release notes &

Resources

Alternative downloads and torrents »

[83]




[ s el

File Edit View Inwventory Administration Plug-ins Help
ﬁ |Q Haome [ ﬁﬂ Inventory [ @ Inventary |
4
& &
2 ﬁ_"l‘ Mew Wirtual Machine... Cirl+M FMware ESXI, 5.5.0, 3248547
| :I 6‘ Mew Resource Pool.., Ctrl+0 Wirtual Machines ation ' Performan
. i E Enter Maintenance bode
|
I Rescan for Datastores..,
m ! A Permmisa Colap Er that uses virtualization software, such Virtual Machines
! ErmIssIon.. trl+ run virtual machines. Hosts provide the -
| = Fy  shutDown esources that virtual machines use and
By Reboot s access fo storage and network
I
| Report Summary... _ _
.. R lial machine to a host by creating a new
eport Performance.., - )
g a virtual appliance.
Openin Mew Window.,,  Ctrl+Alk+M X o
= add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already E
inetalled A new virtnal machine will nead an nneratinn Jﬂ
J 2]« | >
Recent Tasks Mame, Target or Status contains: - I Clear X
Narne | Target Status | Details | Initiated by | Requested Start Ti... = | Start Time | Corr
4| | 2|

|E Tasks | [root él
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If,J Create Mew Yirtual hMachine

Configuration

Select the configuration For the virtual machine

Configuration

Marne and Location
Skorage

Wirtual Machine Version
Guesk Operating Syskem
ZPUs

Mernary

Mebwark

SC5I Conkroller

Select a Disk,

Ready to Complete

Configuration
" Typical

Creake a new virtual maching with the most common devices and configur ation options.

* Custom

Creake a virtual machine with additional devices or specific configuration options,

Help |

< Back | MNext = I

Cancel |

4

[85]




i1 Create Mew Virtual Machine - O] x|

Guest Operating S5ystem Wirkual Machine Version: &

Specify the guest operating system ko use with this virtual machine

Confiquration

Mame and Location
shorage ™ windows
Yirkual Machine Wersion

Guest Operating Syskem:

Guest Operating System " Linux

CPUs ™ Other

femory .

Mehwaork Yersion:

SCSI Contraller Lbuntu Lin

Select a Disk

Ready ko Complete Identifving the guest operating system here allows the wizard to provide the appropriate defaults For

the operating system installation,

Help | < Back | Next > I Cancel |

Y
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2] Create Mew Wirtual Machine

Network

=10l x

Wirtual Machine Yersion: &

Which network connections will be used by the wirtual machine?

Confiquration

Pame and Location
Skorage

Wirbual Machine Wersion
Guest Operating Svstem
CPUs

[Mermary

Network

SC5I Cankroller

Select a Disk

Ready ko Complete

Create Metwork Connections

How marey NICs do you want ko connect? 3 -
Conneck at
Metwork Adapher Power On
MIC 1: |Internet ﬂ |E1EIIZID ﬂ e
MIC 2 E1000 - I

i| I supported by khis virtual machine version, mare than 4 MICs can be added after the
virtual maching is created, via its Edit Settings dialog.

Adapter choice can affect both networking performance and migration compatibility, Consulk
the YMware KnowledgeBase for more information on choosing among the network adapters
supported For various guest operating svstems and hosts,

Help |

< Back. | Mext = I Zancel
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1) AutomationServer - Yirtual Machine Properties

Hardware ] Cptions ] Resources

[ Show &l Devices Add... Remove
Hardware Sunnmary

Bl Memory (edited) 4096 MB

i crus 1

[ viden card viden card

= WMl device Restricted

@ 331 cantraller 0 L3I Logic Parallel

[, CD/DYD drive 1 (edited) [datastore1] IS0 Ro... |
== Hard disk 1 wirtual Disk,

& Floppey drive 1 Client Device

EE} Metwork adapter 1 {edite...  Internet

BB Metwork adapter 2 (edite... network1

Device Status
r

¥ Connect at power on

Device Type
" Client Device

™ Host Device

=10l %]

Virtual Machine ersion: §

{* Dataskore 150 File

=]

|[datast0rel] IS0 Roomfubuntu-16.00 Browse, .,

Mode
~

o

Virkual Device Mode

& [IDE {1:0) COJDYD drive 1

=]

Help

oK Cancel
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IJ___;J AutornationServer on localhost.localdomain

File Wiewr Whi

0|y &8 @& B &

Language

_lo/x|

Francais
Gaeilge
Galego
Gujarati
nad
Hindi
Hrvatski
Magyar

Amharic
Arabic
Asturianu
Eenapyckas
BrArapckin
Bengall
Tihetan
Bosanski
Catald
Cestina
Dansk
Deutsch
Dzongkha
EAANULKD

Islenska
Italiano
AR
do@mt@n
Kazak
Khmer
B3 TS0
=104
Kurdi
Lao
Lietuvigkai
Latviski
nap

Esperanto
Espafiol
Eesti
Euskara
Al s
Suomi

Fz

F1 Help

Bahasza Indonesia

MakeadoHCK K
Malayalam
Marathi
Burmese
Nepali
Nederlands
Norsk bakmal
Norsk nynorsk

Punjabi (Gurmukhi)

Folski

Tamil
57 enana

Thai

Tagalog
Tlrkce
Uyghur
YipalHCeKa
Tifng viét
R4
(2 EE)

Fortugués do Brasil

Portugués
Romana
PYCCKMA
Samegillii
%o @
Slovencina
Slovenscina
shoip
CPNCKK
Swenska

F6& Other Options
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New VM @

m Create a new virtual machine

Connection: QEMU/KVM

Choose how you would like to install the operating system

O Local install media (ISO image or COROM)
“'Network Install (HTTP, FTP, or NFS)
“'Network Boot (PXE)

~'Import existing disk image

~ Architecture options

Architecture: x86 64 >

Cancel Back Forward
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New VM |

m Create a new virtual machine

Locate yourinstall media
~'Use CDROM or DVD

No device present ~
O Use SO image:

- Browse...

@ Automatically detect operating system based on install media
OS type: -
Version: -

Choose Storage Volume @

_ Size: 539.08 GiB Free / 392.31 GiB In Use
ectory Location: /media/bassim/DATA/ISO_Room
server-170321-14-17-08 Volumes
ectory

o %

Volumes

Cent0S5-6.9-x86_64-minimali.iso
CentOS-7-x86_64-Minimal-1708.iso
contrail-install-packages_3.2.0.0-19-ubuntu-14-04mit:
distribution.vtn-coordinator-6.5.1-bin.tar.bz2

® Browse Local Cancel Choose Volume
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New VM ]

m Create a new virtual machine

Choose Memory and CPU settings
Memory (RAM): 2048 - + MIB
Upto 15910 MiB available on the host
CPUs: 2l - +
Upto8 auaila.ble

Cancel Back Forward
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New VM @

m Create a new virtual machine

Enable storage for this virtual machine
© Create a disk image for the virtual machine
0.0 - + GiB
539.1 GiB available in the default location

“1Select or create custom storage

Manage...

Cancel Back Forward
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New VM [ ]

m Create a new virtual machine

Ready to begin the installation
Name: AutomationServer

0OS: CentO5 7.0
Install: Local CDROM/ISO
Memory: 2048 MiB
CPUs: 2
Storage: 45.0 GiB .../DATA/ISO_Room/centos7.0.qcow2

Customize configuration before install

~ Network selection
Virtual network 'NAT_NW': NAT to wlp61s0 »

Cancel Back Finish
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< Begin Installation

B Overview

{7} cpus

ES Memory

- Boot Options
) Virtlo Disk 1

) IDECDROM 1

& Tablet

B Dpisplay Spice
& sound:iche

@ Console

& Channel gemu-ga
& Channel spice
B video QXL

B controller UsB
@ usB Redirector 1
@ USB Redirector 2

Add Hardware

AutomationServer on QEMU/KVM

® Cancel Installation

Virtual Network Interface
Network source:  Virtual network 'NAT_NW': NAT to wlp61s0
virtio -

52:54:00:0d:73:5F

Device model:

MAC address:

Remove
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Add New Virtual Hardware

8 storage

B Controller

Network source: Virtual network 'vmnet10': Isolated network, internal and host routing only ~

{4 Input MAC address: 52:54:00:71:02:8
B Graphics

E sSound
# Serial
# Parallel

# Console

# Channel

USB Host Device
PCI Host Device
Video
Watchdog
Filesystem
Smartcard

USB Redirection
TPM

2 RNG

Panic Notifier

Device model: Hypervisor defaull ~

[

LI W

@b

Lo

Cancel Finish
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<~ Begin Installation

8 overview

{3} cpus

== Memory

‘2 BootOptions

. VirtlO Disk 1

(. IDECDROM 1
NIC:71:02:F8

& Tablet

@ Display Spice

B sound:iche

&= Console

&= Channel gemu-ga

&= Channel spice

E video QXL

[ Controller USB

@ usg Redirector 1

@ USB Redirector 2

Add Hardware

AutomationServer on QEMU/KVM

® CancelInstallation

Virtual Network Interface
Network source: Virtual network 'NAT_NW': NAT to wlp61s0
Device model: virtio -
MAC address:  52:54:00:0d:73:5fF

Creating Virtual Machine

The virtual machine is now being created. Allocation of disk
1 ) storage and retrieval of the installation images may take a
few minutes to complete.

Allocating 'AutomationServer.qcow?2'

Remove
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AutomationServer on QEMU/KVM ®
File Virtual Machine View SendKey

Cent0S 7

Install CentOS 7
Test this media & install CentO0S 7

Troubleshooting

> vmlinuz initrd=initrd.img inst.stageZ=hd:LABEL=CentOS\xZ07\x20x86_64 rd.live
.check net.ifnames=0 biosdevname=0 quiet

[98]



Webui(Django)

<
@ XZ
reposync DHCP

:

distros
profiles
systems powertools
repos ‘—‘ﬂ———
Objects DB Kickstart Templates

Cobbler

®

Server2

Automation Server

PXE Network
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=10 x|

= Cobbler_Cent0S_Test an localhost.localdarmain
File  Wiew W

Iy & 8 & B & f

7C GUID: 564D618D0-AB19-6E17-B5FB-32185F4C717C

LIENT MAC ADDR: 88 8C 29 4C 71
18.18.18. 138

LIENT IP: 18.1@8.18.7 MASK: 255.255.255.8 DHCPF IP:

ATEWAY IP: 18.18.18.138

XELINUX 3.86 2818-84-81 Copyright (C) 1994-2818 H. Peter Anvin et al
tPXE entry point found (we hope) at 9E95:8186 wvia plan A

NDI code segment at 9E95 len BEBIDE

NDI data segHent at 98FF len 5968

etting cached packet B1 BZ B3

y IP address seems to be BABABAABT 18.10.18.7
ip=18.18.18.7:10.18.108.130:18.1A8.18. 138:255.255.255.8

FTP prefix:
rying to load: pxelinux.cfgs564d61Bd-ab19-6el17-b5° " ~~ 77 °°
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r';_;.l Cobbler_ CentQs_Test on localhostlocaldamain
Eile ‘iew Wi

I S 8 @ B S R

ent03 Linux 7 (Core)
Kernel 3.18.8-693.e17.x86_64 on an =B86_64

entos-client login: _
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Chapter 9: Using the Subprocess Module

Python Console - DevNet [ N ]
Django Console 8- L

q

<subprocess.Popen object at Ox7fb97f8ff7do>
docker@: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 172.17.0.1 netmask 255.255.0.0 broadcast 0.0.0.0
inet6 fe80::42:d0ff:fe29:3254 prefixlen 64 scopeid 0x20<link>
ether 02:42:d0:29:32:54 txqueuelen @ (Ethernet)
RX packets 23 bytes 1854 (1.8 KB)
RX errors @ dropped @ overruns @ frame 0
TX packets 248 bytes 32423 (32.4 KB)
TX errors @ dropped © overruns @ carrier @ collisions 0

il v X

15
A

+ # &0 8

: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether d4:81:d7:cb:b7:1e txqueuelen 1000 (Ethernet)

DY narlat+e N hirtac A /0 A R

Python Console - DevNet o0
Django Console - L
Iel- . - import subprocess
R (subprocess.Popen(["if
Bl Traceback (most recent call last):
> . . . .
5 File "< , line 3,
B File ", line 394, in __init__
= errread, errwrite)
S File " ", line 1047, in _execute_child
= raise child_exception
EMOSError: [Errno 2 y such file or directory
o
+
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Python Console - DevNet
Django Console
<subprocess.Popen object at 0x7fb97f86fel0>
# interfaces(5) file used by ifup(8) and ifdown(8)

iface vnetl inet static

address 10.10.88.1
netmask 255.255.255.0

£- L

Python Console - DevNet
Django Console

=The Sta
PING 8.8.8.8 (8.
64 bytes from 8.
64 bytes from 8.
jl64 bytes from 8.

Output is== =

56(84) bytes of data.
icmp_seqg=1 ttl=44 time=187 ms
icmp_seq=2 ttl=44 time=365 ms
icmp_seq=3 ttl=44 time=380 ms

e~

0 0o

Bll- -- 8.8.8.8 ping statistics ---
= packets transmitted, 3 received, 0% packet loss, time 2002ms

Llrtt min/avg/max/mdev = 187.616/311.172/380.608/87.592 ms
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Python Console - DevNet [ N J
Django Console - L

stdout,stderr = p.communicate(input=b"welcome to subprocess module\nthis line is a n

ut is=

- =The Standard Error is=
o 3" format(stderr))

The Standard Output is
tAlwelcome to subprocess module

Python Console - DevNet [ N ]
Django Console #He L
a B False, stderr
: True:
- B ping_destination(raw_input("Please enter the host:."
é Please enter the host:>?
EllHost is alive
El(True, 'PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.\n64 bytes from 8.8.8.8: icmp_seq=1 t

L8P lease enter the host:>? HostNotExist

BlHost 1s down

Bl (False, 'ping: HostNotExist: Name or service not known\n')
Please enter the host:

*popenargs, **kwargs).wait
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Chapter 10: Running System Administration
Tasks with Fabric

env.hosts J
env.user

env.password I
def task1()

SSH

def task2()

def task3()

SSH

| FabFile.py |

| AutomationServer |
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[root@AutomationServer ~]#
[root@AutomationServer ~]# pip install fabric
Collecting fabric
Downloading Fabric-1.14.0-py2-none-any.whl (92kB)
100% | N | 102kB 738KB/s
Collecting paramiko<3.0,>=1.10 (from fabric)
Downloading paramiko-2.4.1-py2.py3-none-any.whl (194kB)
100% | N | 104kB 1.4MB/s
Collecting pyasnl>=0.1.7 (from paramiko<3.0,>=1.10->fabric)
Downloading pyasnl-0.4.2-py2.py3-none-any.whl (71kB)
100 | [N | /1B 3.2MB/s
Collecting bcrypt>=3.1.3 (from paramiko<3.0,>=1.10->fabric)
Downloading bcrypt-3.1.4-cp27-cp27mu-manylinuxl x86 64.whl (57kB)
100 | I | 1B 3.3MB/s
Collecting cryptography>=1.5 (from paramiko<3.0,>=1.10->fabric)
Downloading cryptography-2.2.2-cp27-cp27mu-manylinuxl x86 64.whl (2.2MB)
100 | I | 2 VB 353kB/s
Collecting pynacl>=1.0.1 (from paramiko<3.0,>=1.10->fabric)
Downloading PyNaCl-1.2.1-cp27-cp27mu-manylinuxl x86 64.whl (696kB)
100 | I | 706kB 918kB/s
Requirement already satisfied (use --upgrade to upgrade): six>=1.4.1 in /usr/lib/python2.7/si
te-packages (from bcrypt>=3.1.3->paramiko<3.0,>=1.10->fabric)
Collecting cffi>=1.1 (from bcrypt>=3.1.3->paramiko<3.0,>=1.10->fabric)
Downloading cffi-1.11.5-cp27-cp27mu-manylinuxl x86 64.whl (407kB)
100% | N | £09KB 1.4MB/s
Collecting enum34; python_version < "3" (from cryptography>=1.5->paramiko<3.0,>=1.10->fabric)
Downloading enum34-1.1.6-py2-none-any.whl
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O = = = o = = = = = = = = 0

25 D DDDDDDDDDDDODODOE

f
v

f

run

. ssh

_Attributelist
_AttributeString
_execute

_noop
_prefix_commands
_prefix_env_vars
_pty_size
_run_command
_shell_escape
_shell_wrap
_sudo_prefix

_sudo_prefix_argument

abort
apply_lcwd
char_buffered
closing
connections
contextmanager
default_channel
env

error

get

glob
handle_prompt_abort
hide

indent
input_loop
local
needs_host
open_shell
output_loop
prompt

put
quiet_manager
reboot

rabric.

fabric.
fabric.
fabric.
fabric.
fabric.
fabric.

operations

paramiko
operations
operations
operations
operations
operations
operations

fabric.utils

fabric
fabric
fabric
fabric
fabric

.operations
.operations
.operations
.operations
.operations

fabric.utils
fabric.utils
fabric.context_managers

contextlib

fabric.state

contextlib

fabric.state
fabric.state
fabric.utils

fabric.

operations
glob

fabric.utils
fabric.context_managers
fabric.utils

fabric.

fabric.io
operations

fabric.network

fabric.

fabric.
fabric.
fabric.

fabric.
Did you know that Quick Documentation View (Ctrl+Q) works in completion lookups as well? >> 7

operations

fabric.1o
operations
operations
operations
operations
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Chapter 11: Generating System Reports and
System Monitoring

Python Console - DevNet
Django Console

]
- L

q

X

w W

Python 2.7.14 <w2.7.14:84471935ed. Sep 16 2617, 268:1%:38> [MS5C v.15688 32 hit <In
tel?] on win32

Type "help',. “copyright',. "credits" or "license' for more information.

»»» dimport platform

>»» print{(platform.system{}>

ginduws

Python Console - DevNet

#» O
ﬂc—

Django Console

q

('Linux',

'me-inside’,

'4.15.0-20-generic’,

'#21-Ubuntu SMP Tue Apr 24 06:16:15 UTC 2018',
'x86_64",

'x86_64")

X

IS 4

¥
by

» €
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platform(aliased, terse)
i uname ()
i system()
i version()
i _abspath(path, isabs, join, getcwd, normpath)
v _architecture_split
i _bcd2str(bcd)
v _default_architecture
i _dist_try_harder(distname, version, id)
i _follow_symlinks(filepath)
v _ironpython_sys_version_parser
i _java_getprop(name, default)
v _libc_search
v _1sb_release_version
i _mac_ver_gestalt()

platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform
platform

=T O

T
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Python Console - DevNet (o]

Django Console %L
G

BllSystem Type: Linux

> Hostname: me-inside

5 Kernel Version: 4.15.0-22-generic

Sy stem Version: #24-Ubuntu SMP Wed May 16 12:15:17 UTC 2018
i Machine Architecture: x86 64

Rl°ython version: 2.7.15rcl

&

FNumber of Processors: 8

EMCPU Virtualization: enabled

Known Bugs: CPU Metldown
Model Name: NONE

CPU MHz: 3512.935
=Memory Information
Total Memory in GB: 15909
Free Memory in GB: 9055
SWAP Memory in GB: 2047

Google -IE # 0 @

Gmail ~ “ a o [] | %> More 1of13 > =~ e
m Monitoring System Report  inbox &
Inbox 6 PythonEnterprissAutomations SN S0P Gemindos o) & -
Starred to To, bee: me |+
Sent Mail Informatior

System Type: Linux
Drafts Hostname: me-inside

Kernel Version: 4.15.0-22-generic
More v System Version: #24-Ubuntu SMP Wed May 16 12:15:17 UTC 2018

Machine Architecture: x86_64

Python version: 2.7.15rc1
QBassim + PU Informatio

Number of Processors: 8
CPU Virtualization: enabled
Known Bugs: CPU Metldown
Model Name: NONE
CPU MHz: 3553.418

ory Informatio
Total Memory in GB: 15909
Free Memory in GB: 7881
SWAP Memory in GB: 2047
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System Type: Linux

Hostname: me-inside

Kernel Version: 4.15.0-22-generic

System Version: #24-Ubuntu SMP Wed May 16 12:15:17 UTC 2018
Machine Architecture: x86_64

Python version: 2.7.15rc1

Number of Processors: 8
CPU Virtualization: enabled
Known Bugs: CPU Metldown
Model Name: NONE

CPU MHz: 2799.999

Total Memory in GB: 15909

Free Memory in GB: 8429
SWAP Memory in GB: 2047

& Reply ®» Forward
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Chapter 13: Ansible for System
Administration

bassim@me-inside:~$ ansible --version
ansible 2.5.1

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/bassim/.ansible/plugins/modules’, u'/usr/sha
re/ansible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/dist-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.14 (default, Sep 23 2017, 22:06:14) [GCC 7.2.0]
bassim@me-inside:~$

EE
SS5H

db-servers

Ansible Host

.

SSH ‘ '

web-servers
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I sql module I

Db-servers tasks

|
l apt module I

1 dul
P

Web-servers tasks

e | f—— E E
SSH

web-servers

SSH
| yum module I
J

db-servers

templates

Preferences x

General Language Menu Tab Settings

Editing [ Make la e menu compact

New Document M e e r:'::V A

Default Directory Available items Disabled items sceme

Recent Files History smalltalk

iati Haskel ~ sql

Inno Setup i

FIGHigTong CMake tex

Print P,

Badwp CoBOL = verilog

Auto-Completion GuiCi - vhd

Multi-Instance o] xml

Delimiter PowerShell

Cloud R - searchResult v

Search Engine isP

MISC. Coffeescript [(use default value
o Tabsize: 4
JavaSaript kit
Fortran (fixed form] S []Replace by space
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PLAY [infra] 2k ok Aok ok ok ok ok ok ok dkook ok ok i ko ok Rk kKo ok ook ok ki ok ok okok skokok Kok ok ok R ookok kR ok R ok kokokok ko kok R ok kokokokok ok ok ok ok kol kok ok ok

TASK [Gathering Facts] 3 ok s ok ok ok sk sk ok ok ok ok ok ok ok sk sk R ok ok ok o ok sk sk ok ok o sk sk ok sk sk ok ok ok ok sk sk ok ok ok sk sk sk ok ok sk ok ok ok sk sk ok ok ok k ok ok kR skokokok ok ok

ok: [centos-machine0@l]
ok: [ubuntu-machine0@1l]

TASK [Modifying Packages] ok 2k ok sk sk ok sk ok ok sk sk sk sk sk ok kR sk ok sk ok sk sk ok ok ok sk sk ke sk sk sk ok sk sk sk ok sk sk ok ok ok ok ok sk sk ok sk ook ok ok ok sk sk sk okook sk ok ok sk kokok kR ok
skipping: [ubuntu-machine0l] => (item={u'state': u'absent', u'name': u'python-keyring-5.0-1.
el7.noarch'})

skipping: [ubuntu-machine0l] => (item={u'state': u'absent', u'name': u'python-django'})
skipping: [ubuntu-machine0l] => (item={u'state': u'absent', u'name': u'python-django-bash-co
mpletion'})

skipping: [ubuntu-machine0l] => (item={u'state': u'present', u'name': u'httpd'})

skipping: [ubuntu-machine0l] => (item={u'state': u'present', u'name': u'httpd-tools'})
skipping: [ubuntu-machine0l] => (item={u'state': u'present', u'name': u'python-qpid'})

ok: [centos-machine@l] => (item={u'state': u'absent', u'name': u'python-keyring-5.0-1.el7.no
arch'})

ok: [centos-machine@l] => (item={u'state': u'absent', u'name': u'python-django'})

ok: [centos-machine@l] => (item={u'state': u'absent', u'name': u'python-django-bhash-completi
on'})

changed: [centos-machine0l] => (item={u'state': u'present', u'name': u'httpd'})

ok: [centos-machine@l] => (item={u'state': u'present', u'name': u'httpd-tools'})

changed: [centos-machine0l] => (item={u'state': u'present', u'name': u'python-qpid'})

PLAY RECAP sk skskosk skok ok ok sk ok sk ok ok ok R ok ok sk ok sk ok ok sk s sk skokook ok ok ok sk sk sk ok ok ok sk ok sk sk sk stk sk sk sk sk skoskok sk ok sk sk sk sk ook sk sk sk skskoskor sk skoskoskokokokokok ok

centos-machine01 : ok=2 changed=1 unreachable=0 failed=0
ubuntu-machine@1 : ok=1 changed=0 unreachable=0 failed=0

rRAve @veae ¢«
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ubuntu-machine®@l | SUCCESS => {
"ansible facts": {
"ansible all ipv4 addresses": [
"10.10.10.140"
I,
"ansible all ipv6 addresses": [
"fe80::20c:29ff:feef:a88c"

I,
"ansible apparmor": {

"status": "enabled"
F
"ansible architecture": "x86 64",
"ansible bios date": "09/17/2015",
"ansible bios version": "6.00",

"ansible cmdline": {
"BOOT IMAGE": "/vmlinuz-4.4.0-116-generic",
"ro": true,
"root": "/dev/mapper/ubuntu--machine--vg-root"
b
"ansible date time": {
"date": "2018-04-26",

Ildayll: II26II’
"epoch": "1524699626",
Ilhourll: II@lII,

"iso8601": "2018-04-25T23:40:26Z",
"is08601 basic": "20180426T014026018841",
"is08601 basic short": "20180426T014026",
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Hello warld x B

<« ¢ o @© 101010193 160%
i

Welcome to Server facts page generated from ansible playbook

Date Now is: Thu Apr 26 03:12:18 EET 2018

IPv4 Address: 10.10.10.193

IPv4 gateway: 10.10.10.1
Hostname: controller329

Total Memory: 32173

Operating System Family: RedHat
System Vendor: VMware, Inc.

. Q7
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Chapter 14: Creating and Managing VMware
Virtual Machines

File Edit View Inventory Administration Plug-ins Help

B3 EJ & rome b g rwentory b Inventory

+
5 &
=l E localhost.localdomain ¥Mware ESXi, 5.5.0, 3248547
Configuration
Hardware Security Profile

Health Stetus Services Refresh
1} Redirector (Active Directary Service)

Processars
snmpd

Memary Metwork Lagin Server (Active Directory Service)

Storage |btd

Metworking vpxa

Storage Adapters Esii shel

Hetwork Adapters xorg
Lacal Security Authentication Server (Active Diractary Servics)

Adwanced Settings WTP Dasman

Power Management vprobed
55H

Software Direct Console UL
Licensed Features _CIM Server Pefrech 5
Time Configuration IFlrelfwaIlc i e it |
ncoming Connections
DS and Rout
and Rouking WM serial port connecked over ne... 23,1024-65535 [TCP) 4

Authentication Services wSphere Web Access 0 (TCP) all

Wirtual Machine Startup/shutdown wSphere Clisnt 02,443 (TCFY Al

irtual Marhine 5 Location ipFam 6939 (UDP) Al

» Security Profile CIM Serwer 5985 (TCF) Al

Host Cache Configuration DRCPVE 546 (TP, LIDF) Al
CIM5LP 427 (LIDP,TCP) Al

System Resource Allocation OHCP Client &5 (UDP) al

Agent ¥M Settings CIM Secure Server 5989 (TCP) all

Advanced Settings wsanvp 080 (TCP) al
HFC 902 (TCP) Al
DNS Clignt 53 (UDP) Al
rdt 2233 (TCP) Al
S5H Server 22 (TCPY Al

Outguoing Connections

HER F1031,44046 (TCP) al
55H Client 22 (TCP) Al
vsanvp B080(TCP) Al
ipFam 6939 {LDP) Al
DHCP Client &8 (LIDP) Al
DHCPvE 547 (TCP,LIDPY al
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f Services Properties 0] x
4

Renote Access

By defaulk, remote clients are prevented from accessing services on this host, and local clients are prevented From
accessing services on remoke hosts,

Unless configured otherwise, daemons will start automatically,

Label Daemon ﬂ
snmpd Stopped
Metwork Login Server (Active Direc...  Stopped
lbtd Stopped
vpxa Stopped
ESwi Shell Running
xorg Stopped
Local Security Authentication Serv...  Stopped
MTP Daemon Stopped
wprobed Stopped T
55H Running
Direct Console LI Running ﬂ

Service Properties

General

£ SSH (TSM-SSH) Optians x|

Skatus
Running

Skartup Policy
{+ Start automatically if any ports are open, and stop when all ports are closed

" Start and stop with host

" start and stop manually Cptions. .. |

Service Commands

Stop | Restart |

Cancel | Help

| [ | Cancel | Help ‘
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+” UCS-220-ESXI ¢
The time and date of this login have been sent to the system logs.

VMware offers supported, powerful system administration tools. Please
see www.vmware.com/go/sysadmintools for details.

The ESXi Shell can be disabled by an administrative user. See the
vSphere Security documentation for more information.
~ #
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| Virtual Machine

[120]



—
(1 2]
=D =) _Jinja
_— e
o

[root@AutomationServer ~]# pip install xlrd

Collecting xlrd
Downloading xlrd-1.1.0-py2.py3-none-any.whl (108kB)

100% | | 112kB 750kB/s
Installing collected packages: xlrd
Successfully installed xlrd-1.1.0
[root@AutomationServer ~1# [
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B EH S = devices xsx- Excel
HOME  INSERT  PAGELAYOUT ~ FORMULAS  DATA  REVIEW  VIEW  OFFICETAB  FOXIT PDF

sheet.row(0)[0] sheet.row(0)[1] C D E F G H
1 hostname ip username password secret global_delay_factor ™
2 [R1 10.10.10.1 admin access123 access123 6) n
3 sSwi 10.10.10.2 admin access123 access123 6 R
4 SwW2 10.10.10.3 admin access123 access123 6 opr
5 sSw3 10.10.10.4 admin access123 access123 6 l'\_JI
6 Sw4 10.10.10.5 admin access123 access123 6 s
7 SWS5S 10.10.10.6 admin access123 access123 6 )

F16 ME P
A | B | c | D | E e G

1 |virtual machine name  memory phyCpu CorePerCpu Hardisk size operating system  vswitch

2 |python-vm1 4096 2 2 10 ubuntu-64 network1

3 |python-vm2 2048 2 2 20 centos-64 networ2

4 |python-vm3 3072 1 2 20windows7-64 network3

5 |python-vm4 6144 2 3 15 centos-64 network1

6

7

Run - DevNet ee

Run: Generate_Config -2 i
>

The script working directory is /media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject
/Chapter14_Creating_and_managing_VMWare_virtual_machines

The number of rows inside the Excel sheet is 5

The number of columns inside the Excel sheet is 7

Writing Data of python-vml into directory

\riting Data of python-vm2 into directory

% B
= - e 3]

x

W
Writing Data of python-vm3 into directory
Writing Data of python-vm4 into directory
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Q| =

EnterpriseA...ationProject Chapter14_C...al_machines

python-vm1.vmx python-vm2.vmx python-vm3.vmx python-vm4.vmx

Run - DevNet ®oe
Run: Generate_Config E- 20 e

hap _Creating_and_managing_ _vi _machi _vm_full_script.p
The script working directory is /media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject
/Chapter14_Creating_and_managing_VMWare_virtual_machines
The number of rows inside the Excel sheet is 5
The number of columns inside the Excel sheet is 7
Writing Data of python-vml into directory
DEBUG:Communicating with ESXi server to upload and register the VM
DEBUG: ... Executing the command on ESXI server
DEBUG Executing the command on ESXI server
DEBU Uploading file to the datastore
DEBUG .. Register the virtual machine python-vmi
Writing Data of python-vm2 into directory
DEBUG:Communicating with ESXi server to upload and register the VM
. Executing the command on ESXI server
.. Executing the command on ESXI server
. Uploading file to the datastore
.. Register the virtual machine python-vm2
Writing Data of python-vm3 into directory
DEBUG:Communicating with ESXi server to upload and register the VM
.. Executing the command on ESXI server
Executing the command on ESXI server
Uploading file to the datastore
. Register the virtual machine python-vm3
Writing Data of python-vm4 into directory
:Communicating with ESXi server to upload and register the VM
. Executing the command on ESXI server
Executing the command on ESXI server
Uploading file to the datastore
. Register the virtual machine python-vm4

% B

X

ed with exit c
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ST - wSphere Client
File Edit View Inventory Administration Plug-ins Help
ﬁ E ‘E} Home b g5 Inventory b [l Inventory
TR XS
ERE| ¥_CSR-PE1
& sic-0s :
@ AutomationServer Getting Started ST
1 BNG-Automation close tab [X]
@ centos? What Is a Virtual Machine?
G Cisca Prime Netwark
{5 Cobbler_Cents_Test Avirtual machine is a software computer that, like a Virtual Machine s
{1 Cobbler_Ubuntu_Test physical computer, runs an operating system and
(3 eve-ng applications. An operating system installed on a virtual
() NFY_POC_COMPUTE D2 machine is called a guest operating system.
&1 NFY_POC_CONTROLLER_D1
o i) Because every virtual machine is an isolated computing N
1 python-vmi environment, you can use virtual machines as desktop or Q\-
1 python-vmz workstation environments, as testing environments, or to BN Host
(F1 python-vma consolidate server applications.
{31 python-vm+
g Virtual machines run on hosts. The same host can run -~ =
& Ubuntul6.06 many virtual machines. o=
{5 [¥_CSRPEL
G WAE_6.4.9
Basic Tasks vSphere Client
[» Power on the virtual machine
{3 Edit virtual machine settings
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Hardware |Opti0ns | Resources | Wirtual Machine Version: &

— Device Status

[T Connected

Hardware | Summar: ¥ Connect at power on
s

Ll 4096 MEB

B Memory —Device Type

IJd crus 2 A o ]

@ Wideno card Wideo card Client Device

) ) Mote: To connect this device, you must power on the
&= YMCI device Restricted wirtual machine and then dlick the Connect COJOYD
button in the toolbar,

™ Show Al Devices add... Remove |

TS controllsr 0 LSl Lonic Parallel

&= Harddisk 1 Wirtual Disk ® PEEmE
BB Metwork adapter 1 networkl

| =]

@ Datastors 150 File

I[datastorel]ISO Roomjubuntu-16.00  Browse, ., |

—Mode
€ Passthrough IDE (recommended)

& Emulate IDE

—Wirtual Device Mode
& [IDE (1:0) CO/OVD drive 1 ~|
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Home

Managed Object Type: ManagedObjectReference:Servicelnstance
Managed Object ID: ServiceInstance

Properties
NAME TYPE VALUE
capability Capability | capability

content | ServiceContent | content

serverClock dateTime | "2018-04-14T13:01:18.240839Z"

Methods

RETURN TYPE NAME

dateTime | CurrentTime

HostVMotionCompatibility[] | QueryVMotionCompatibility

ServiceContent RetrieveServiceContent

ProductComponentInfo[] | RetrieveProductComponents

Event[] | ValidateMigration
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Home

Data Object Type: AboutInfo
Parent Managed Object ID: ServiceInstance
Property Path: content.about

Properties
NAME TYPE VALUE
apiType string | "HostAgent"
apiVersion string | "5.5"
build string | "3248547"
dynamicProperty | DynamicProperty[] | Unset
dynamicType string | Unset
fullName string | "VMware ESXi 5.5.0 build-3248547"
instanceUuid string | Unset
licenseProductName string | "VMware ESX Server"
licenseProductVersion string | "5.0"
localeBuild string | "000"
localeVersion string | "INTL"
name string | "VMware ESXi"
osType string | "vmnix-x86"
productLineld string | "embeddedEsx"
vendor string | "VMware, Inc."
version string | "5.5.0"
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[root@AutomationServer ~]# pip install pyvmomi
Collecting pyvmomi

Downloading pyvmomi-6.5.0.2017.5-1.tar.gz (252kB)

1oos | N | 256kB 1.3MB/s

Requirement already satisfied: requests>=2.3.0 in /usr/lib/python2.7/site-packages (from pyvm
omi)
Requirement already satisfied: six>=1.7.3 in /usr/lib/python2.7/site-packages (from pyvmomi)
Requirement already satisfied: certifi>=2017.4.17 in /usr/lib/python2.7/site-packages (from r
equests>=2.3.0->pyvmomi)
Requirement already satisfied: chardet<3.1.0,>=3.0.2 in /usr/lib/python2.7/site-packages (fro
m requests>=2.3.0->pyvmomi)
Requirement already satisfied: idna<2.7,>=2.5 in /usr/lib/python2.7/site-packages (from reque
sts>=2.3.0->pyvmomi)
Requirement already satisfied: urllib3<1.23,>=1.21.1 in /usr/lib/python2.7/site-packages (fro
m requests>=2.3.0->pyvmomi)
Building wheels for collected packages: pyvmomi

Running setup.py bdist wheel for pyvmomi ... done

Stored in directory: /root/.cache/pip/wheels/5a/e2/d8/1a5692c5a3190b0dc406ea9613ad399943b2e
138462b21aelc
Successfully built pyvmomi
Installing collected packages: pyvmomi
Successfully installed pyvmomi-6.5.0.2017.5-1
[root@AutomationServer ~]#

Python Console - DevNet [ N ]
Django Console - L
Server Full name is VMware ESXi 5.5.0 build-3248547
x ESXi version is 5.5.0
[ 3
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Home

Managed Object ID: ha-folder-vm

Managed Object Type: ManagedObjectReference:Folder

Properties

NAME

alarmActionsEnabled

boolean

VALUE

Unset

availableField

CustomFieldDef[]

| cthEntityl

ManagedObjectReference:ManagedEntity[]

111 (NFV_POC_CONTROLLER_01)
119 (NFV_POC_COMPUTE_02)
121 (eve-ng)

123 (BNG-Automation)

124 (WAE_6.4.9)

125 (NSO)

131 (AutomationServer)

132 (Cobbler_Ubuntu_Test)
133 (Cobbler_CentOS_Test)
135 (CentOS7)

136 (Ubuntul6.06)

138 (AI0-0S)

152 (python-vm1)

153 (python-vm2)

154 (python-vm3)

155 (python-vm4)

77 (v_CSR-PE1)
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Data Object Type:

Parent Managed Ob

Property Path:

Cl
|summary.config|

VirtualMachineConfigSummary
et 1D

Properties
NAME TYPE VALUE
annotation string "
cpuReservation int | 0
dynamicProperty DynamicProperty[] Unset
dynamicType string Unset
ftinfo | FaultToleranceConfiglnfo Unset
[auestruiiNamd string | "Ubuntu Linux (64-bit)"
guestld string | "ubuntu64Guest"
installBootRequired boolean Unset
instanceUuid string "523b23be-7100-c891-959a-0d5b0b1f7cad"
managedBy ManagedByInfo | Unset
memoryReservation int | 0
[memorysizes] int | 4096
string "AutomationServer"
fpumced int | 1
numEthernetCards int | 2
numVirtualDisks int | 1
product VAppProductInfo Unset
template boolean | false
uuid string | "564de65b-1c66-be66-b11d-7472aa3428a6"
vmPathName string "[datastorel] AutomationServer/AutomationServer.vmx"
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Python Console - DevNet
Django Console - 2N

vCPU is 20

Operating System is Red Hat Enterprise Linux 6 (64-bit)
Memory is 32768

IP Address is None

VvCPU is 2

Operating System is Ubuntu Linux (64-bit)
Memory is 4096

IP Address is None

+ B qY v X

The Guest vCPU is 2

The Guest Operating System is

The Guest Memory is 2048

The Guest IP Address is None
python-vm3

The Guest vCPU is 1

The Guest Operating System is

The Guest Memory is 3072

The Guest IP Address is None
python-vma4

The Guest vCPU is 2

The Guest Operating System is CentOS 4/5/6/7 (64-bit)

The Guest Memory is 6144

The Guest IP Address is None

Python Console - DevNet e e
Django Console #- L
python-vm1
The Guest Power state is poweredOff
**Powered On the virtual machine**
python-vm2
The Guest Power state is poweredOff
**Powered On the virtual machine**
python-vm3
The Guest Power state is poweredOff

Mll**Powered On the virtual machine**

Elpy thon-vm4

% The Guest Power state is poweredoff
**Powered On the virtual machine*#*
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G Ai0-05

{3 AutomationServer Getting Started

1 BNG-Autamation

@ Centos? What is a Virtual Machine?

G Cisco Prime MNetwork

{1 Cobbler_CentOs_Test A virtual machine is a software computer that, like a Virtual
1 Cobbler_Ubunku_Test physical computer, runs an operating system and

Gh eve-ng applications. An operating system installed on a virtual

Gh MPv_POC_COMPUTE 02 machine is called a guest operating system.

Eh NFY_POC_COMTROLLER_01
Because every virtual machine is an isolated computing

environment, you can use virtual machines as deskiop or
python-vmz workstation environments, as testing environments, or o
python-vm3 consolidate server applications.

python-wms

TASK [Provision the VM] S 3 >k sk 3 sk 3K K Sk oK Sk oK ok 3K SR Sk 3K Sk K oK SRR SRR R R ok 3R K SR 3K Sk Sk Sk Sk K Sk K Sk KK SRR kR ok SR ok 3R ok SR sk Sk sk sk Sk sk sk sk ok sk ok sk R sk R ok kR

task
changed: [localhost] => {"changed": true, "instance": {"annotation": "", "current snapshot":
null, "customvalues": {}, "guest consolidation needed": false, "guest question": null, "guest
_tools_status": "guestToolsNotRunning", "guest tools_version": "0", "hw_cores_per_socket": 2,
"hw datastores": ["datastorel"], "hw esxi host": "localhost.localdomain", "hw eth0": {"addre
sstype": "generated", "ipaddresses": null, "label": "Network adapter 1", "macaddress": "00:0c
129:55:d5:3e", "macaddress dash": "00-0c-29-55-d5-3e", "summary": "networkl"}, "hw ethl": {"a
ddresstype": "generated", "ipaddresses": null, "label": "Network adapter 2", "macaddress": "@
0:0c:29:55:d5:48", "macaddress dash": "00-0c-29-55-d5-48", "summary": "network2"}, "hw files"
["[datastorel] DevOps/DevOps.vmx", "[datastorel] DevOps/DevOps.vmxf", "[datastorel] DevOps/
DevOps.vmsd", "[datastorel] DevOps/DevOps.nvram", "[datastorel] DevOps/DevOps.vmdk"], "hw_fol
der": "/ha-datacenter/vm", "hw guest full name": null, "hw guest ha state": null, "hw guest i
d": null, "hw interfaces": ["eth0", "ethl"], "hw is template": false, "hw memtotal mb": 4096,
"hw _name": "DevOps", "hw power status": "poweredOn", "hw processor count": 4, "hw product uu
id": "564d655b-92bd-384a-7d2e-86907e55d53e", "ipv4": null, "ipv6": null, "module_hw": true, "
snapshots": []}}
META: ran handlers
META: ran handlers

PLAY RECAP S 3k ok sk ok s ok sk sk ok ook 3Rk sk k kook e ok sk ok sk ok ok sk sk sk sk kol ok sk ok o ok ok ok ok ook sk ok sk ok sk sk stk sk sk sk ok ok R ok ok sk ok kot ok ok skokok kok kok
localhost 1 ok=5 changed=2 unreachable=0 failed=0
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File Edit “iew Inventory Administration Plug-ins Help

@ £y Home b B Inventory [ Inventary
N &0 GE 2RO R
_E & HO-05 H;_;J DewOps on localhostlocaldomain
(3 AutomationServer File Wiew Wh
Bowwnss |m n[> &6 &G B @ @

G Cisco Prime Metwark
Gh Cabbler_CentOS_Test

Cobbler Ubuntu_Test
eyidps
T

Gh HRY_POC_COMPUTE I
Gh HFY_POC_CONTROLLE
Gh nso

Gl python-vmi

G python-vm2

G python-vm3

G python-vm4

CentDS 7

& Ubunkul6.os
& w_CSR-PEL Install CentOS 7

G WAE_6.4.9 Test this media & install CentOS 7

Troubleshoot ing

achines

[
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Chapter 15: Interacting with the OpenStack
API

Y Y p
» Ethernet II src: Dell cb:b7:1e (d4:81: d? cb:b7:1e), Dst: HuaweiTe 31:5e:11 (98:e7:15:31:5e:11)
» Internet Protocol Version 4, Src: 192.168.1.99, Dst: 164.20.104.11
» Transmission Control Protocol, Src Port: 49904, Dst Port: 8@, Seq: 473, Ack: 1582, Len: 360

- rtext Transfer Protocol
GET /files//Downloads/8678545300.jpg HTTP/1.1\r\n I
21 GW)‘ LU A

User—Agent. Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:60.8) Gecko/20180101 Firefox/60.8\r\n
Accept: */¥\r\n

Accept-Language: en-GB,en;g=0.5\r\n

Accept-Encoding: gzip, deflate\r\n

Referer: http://www.masrawy.com/\r\n

Connection: keep-alive\r\n

\rn

[Full request URI: http://www.masrawy.com/files//Downloads/8678545300.]ipal
[HTTP request 2/4]

[Prev request in frame: 315]

[Response in frame: 8241

Automation Server Openstack Server

10.10.10.130 10.10.10.150

LAN Network
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openstack.

Login

User Hame

| adrmir

Password
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AP| Access

Compute >

Volumes >

Network >

Object Store >

Admin >
Identity >

sopenstack. ®admin~

APl Access

Displaying 11 items
Service

Identity
Cloudformation
Orchestration

Object Store

& admin v

@ View Credentials Download OpenStack RC File v

Service Endpoint «

http:#110.10.10.150:5000%3] Openstack API Version
http://10.10.10.150:8000/v1]
hittp://10.10.10.150:8004f1}892201c52984041af8fe 2206 1aaedcd13
http://10.10.10.150:808JAYAUTH_8922dc5298404 1 affe22061aaedcd13

http://10.10.10.150:8774 922dc529840111afﬂf522061aaedcd13

Compute
Volume http://10.10.10.150:8776/[v1]8922dc529840412fBfe22061aaedcd13
Volumev2 http://10 10.10.150:87768922dc5298A041 af8fe22061aaeded13
Volumev3 http://10.10.10.150:8776{v3[8922dc5298404 1af8fe22061aaedcd1 3
Placement http://10.10.10.150:8778/placement
Image http://10.10.10.150:9292
Network http://10.10.10.150:9696 d
+ Create FI
Displaying 5 items
0O Flavor Name VCPUs RAM Root Disk Ephemeral Disk Swap Disk RX/TX factor ID Public Metadata
0O  mllarge 4 8GB 80GB 0GB O0MB 1.0 4 Yes No
0O ml.medium 2 4GB 40GB 0GB OMB 1.0 3 Yes No
0O mi.small 1 2GB 20GB 0GB OMB 1.0 2 Yes No
0O mil.tiny 1 512MB 1GB 0GB OMB 1.0 1 Yes No
0O ml.xdarge 8 16GB 160GB 0GB oMB 1.0 5 Yes No
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etho

Physical Hetwork

172.16.128.0/24

Openstack Network

10.10.10.0/24

Subnet 1

Subnet 2

—A

DH CP Server
DHCP Server
PEETYY PTTTTCTETY Ty sennaleanes s semm=demees .
i - ' i
i i ' i
i : B '
. VM : P VM VM
H : . i :
\ ; EUR—— D :
— .
f:openstack. ©admi~ N
Project v
Project / Compute / Instances
API Access
cmue v INStances
Overview
m Instance ID =~ Filter & Launch Instance I Dele stan More
Images Displaying 1 item
Key Pairs Instance Image Key Availability Power Time since N
o Name Name IP Address Flavor Pair Status Zone Task State created Actions
Volumes > )
@] Rty Cirosimag Active nova None  Running 5 minutes Create Snapshot
Network > e €
Displaying 1 item
Object Store praying
Admin >
Identity >
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T2 openstack. =admin~ n

Project >
Admin / Compute / Instances
Admin v

oeniew  INStANCES

Compute v
Hypervisors Project Name =+ Filter
Host Aggregates Displaying 1 item
O Project Host Name Image Name  IP Address Flavor Status Task Power Time since Actions
State created
Flavors
O  admin openstack Cirros_Image CIRROS_FLAVOR None Running 0 minutes Edit Instance

Images

Volume Displaying 1 item
Network >
System >
Identity >
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Chapter 16: Automating AWS with Boto3

bassim:~$ pip install boto3
Collecting boto3
Downloading ://files.pythonhosted.org/packages/b8/29/f35b0a055014296bT4188043e2cclfd4
ca041a085991765598842232c2f5/boto3-1.7.26-py2.py3-none-any.whl (128kB
100% | N | 133kB 351kB/s
Collecting jmespath<1.0.0,>=0.7.1 (from boto3
Downloading ://files.pythonhosted.org/packages/b7/31/05¢c8d001f7f87f0Tf07289a5fc0fc3832
e%a57f2dbd4d3b0fee70e0d51365/jmespath-0.9.3-py2.py3-none-any.whl
Collecting botocore<1.11.0,>=1.10.26 (from boto3
Downloading ://files.pythonhosted.org/packages/87/c5/7ed94b700d30534f346bb55408ca8501
325840bcdc371628cff10d7ba68d/botocore-1.10.26-py2.py3-none-any.whl (4.2MB
100% | N | < 2B 324kB/s
Collecting s3transfer<0.2.0,>=0.1.10 (f boto3
Downloading ://files.pythonhosted.org/packages/d7/14/2a0004d487464d120c9fb85313a75¢cd3
d71a7506955be458eebfel9abbld/s3transfer-0.1.13-py2.py3-none-any.whl (59kB
100% | N | G1kB 363kB/s
Collecting docutils>=0.10 (from botocore<l.11.0,>=1.10.26->boto3
Downloading ://files.pythonhosted.org/packages/50/09/c53398e0005b11f7ffb27b7aa720c617
aba53be4fh4f413706b9b5c60T28/docutils-0.14-py2-none-any.whl (543kB
100 | I | 552kB 391KB/s
Requirement already satisfied: python-dateutil<3.0.0,>=2.1; python version >= "2.7" in ./.lo
cal/lib/python2.7/site-packages (from botocore<1l.11.0,>=1.10.26->boto3 2.6.1
Collecting futures<4.0.0,>=2.2.0; python version == "2.6" or python version == "2.7" (from s
3transfer<0.2.0,>=0.1.10->boto3
Downloading ://files.pythonhosted.org/packages/2d/99/b2c4e9d5a30f6471e410a146232b4118
e697fa3ffc06d6ab5efde84debdd/futures-3.2.0-py2-none-any.whl

bassim:~$% python

Python 2.7.15rcl (default, Apr 15 2018, 21:51:34

[GCC 7.3.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> import boto3

>>>
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Amazon Linux AMI IDs

The latest Amazon Linux AMI 2017.09.1 was released on 2018-01-17.

Region

US East
N. Virginia

US East
Ohio

US West
Oregon

US West
N. California

Canada
Central

EU
Ireland

EU

HVM (55D)
EBS-Backed
64-bit

ami-97785bed

ami-f63b1193

ami-f2d3638a

ami-824cdee2

ami-a954d1cd

ami-d834abal

ami-403e2524

HVM
Instance Store
64-bit

ami-f6795a8c

ami-ca3b11af

ami-74d8680c

ami-aa4fddca

ami-2f4ech4b

ami-072eb17e

ami-b3312ad7

PV
EBS-Backed
64-bit

ami-c87053b2

n/a

ami-31d86849

ami-d8494bb8

n/a

ami-e539a69c

n/a

PV
Instance Store
64-bit

ami-a4795ade

n/a

ami-08d66670

ami-bc4edcdc

n/a

ami-d535aaac

n/a

HVM (NAT)
EBS-Backed
64-bit

ami-8d7655f7

ami-fc3b1199

ami-35d6664d

ami-394e4c59

ami-2b4acf4f

ami-a136a9d8

ami-87312ae3

HVM (Graphics)
EBS-Backed
64-bit

AWS Marketplace

n/a

AWS Marketplace

AWS Marketplace

n/a

AWS Marketplace

n/a

Django Console

ISl L - 0a81k3nd129175220

Python Console - DevNet
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Chapter 17: Using the Scapy Framework

[root@AutomationServer ~]# pip install scapy
Collecting scapy

Downloading https://files.pythonhosted.org/packages/68/01/b9943984447e7ea6f8948e90c1729b78
161c2bb3eef908430638ec3f7296/scapy-2.4.0.tar.gz (3.1MB)

100% | | : 1B 256kB/s

Building wheels for collected packages: scapy

Running setup.py bdist wheel for scapy ... done

Stored in directory: /root/.cache/pip/wheels/cf/03/88/296bf69feelf9ec7a87e122da52253b65f30
67T6€a8719b473
Successfully built scapy
Installing collected packages: scapy
Successfully installed scapy-2.4.0

, available
via --

[root@AutomationServer ~]#

[GCC 4.8.5 20150623 (Red Hat 4.8.5-16)] on linux2

Type "help", "copyright", "credits"” or "license" for more information.
>>> import scapy
>>>
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[root@AutomationServer ~1# sudo scapy

WARNING: Cannot read wireshark manuf database

INFO: Can't import matplotlib. Won't be able to plot.

INFO: Can't import PyX. Won't be able to use psdump() or pdfdump().
WARNING: No route found for IPv6 destination :: (no default route?)
WARNING: IPython not available. Using standard Python shell instead.
AutoCompletion, History are disabled.

aSPY//YASa
apyyyyCY////7//////YCa |
sY//////YSpcs scpCY//Pp | Welcome to Scapy
ayp ayyyyyyySCP//Pp syY//C | Version 2.4.0
AYASAYYYYYYYY///Ps cY//S |
pCCCCY//p cSSps y//Y | https://github.com/secdev/scapy
SPPPP///a pP///AC/ /Y |
A//A cyP////C | Have fun!
p///Ac sC///a |
P////YCpc A//A | We are in France, we say Skappee.
sccccep///pSP///p p//Y | OK? Merci.
sY/////////y caa S//P | -- Sebastien Chabal
cayCyayP//Ya pY/Ya |
sY/PsY////YCc aC//Yp
sc sccaCY//PCypaapyCP//YSs
spCPY//////YPSps
ccaacs

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[amce| ERERe2=FEZ(EQQQB
W Jicmp ~ | Expression... | +
No. | Time: | source | Destination |Protocol [ Length [ 1nfo
[ 165 20:56:26.520005  10.10.10.130 10.10.10.1 1 81 Echo (ping) request 1d=x0000, seq=0/@, ttl=64 (reply in 166)
166 20:56:26.920121  10.10.18.1 10.10.10.130 10 81 Echo (ping) reply  id=8x2000, seq=0/d, ttl=128 (request in 165)
+ Frame 165: 81 hytes on wire (648 bits), 81 bytes captured (648 bits) on interface @ -
[ Ethernet II, Src: Vimware_34:28:a6 (0:0c:29:34:28:26), Dst: Vmware_2e:d5:b9 (00:0c:29:2e:d5:bg)
+ Internet Protocol Version 4, Src: 10.10.10.130, Dst: 10.12.10.1
= Internet Control Message Protocol
Type: 8 (Echo (ping) request) Ll
00

a8 @c 29 2e d5 b9 @@ @c 29 34 28 26 08 0 45 @@ - ).--- )4(- -E-

0a1e 43 90 @1 00 @0 40 @1 52 23 Oa @a Qa B2 Qa @a Coree@ REiveens

@1 08 @2 42 bd Q@ @0 @0 @@ 57 65 6¢ 63 6f 6d cooIees - -Welcom

2030 65 20 74 6f 20 45 6e 74 65 72 7@ 72 69 73 65 20 e to Ent erprise
7

ootn 41 75 74 6f 6d 61 74 69 6f 6e 20 43 6f 75 72 73 Automati on Cours
0250 65 e
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>>> 1s(IP)
version
ihl

tos

len

id
flags
frag
ttl
proto
chksum
src

dst
options
>>>

: BitField (4 bits)
: BitField (4 bits)
: XByteField

: ShortField

: ShortField

: FlagsField (3 bits)
: BitField (13 bits)
: ByteField

: ByteEnumField

: XShortField

: SourcelIPField

: DestIPField

: PacketListField
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Priority 224

SCAPY server

Send VRRP >
Announcement

Priority 254

Enterprise
Network

Priority 192
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] Capturing from Local Area Connection 4 =] F9|
File Edit View Go Capture Analyze Statistics Telephony ‘Wireless Tools Help
RE|Ae=2=ZFFZ|EQQQE
[x] -] Expression... | +
‘Snuvce |Dastmatmn ‘Pmtnml ‘Lar\gthllnfﬂ
. 085537 10.10.10.13@ 224.02.0.18 WRRP 60 Announcement (w2
.Go0085  10.10.18.130 224.0.2.13 YRRP &0 Announcement (v2)
.0945¢4  10.10.18.130 224.0.2.1% VRRP 6@ Announcement (v2)
.098545 10.10.1@.13@ 224.02.9.18 WRRP 6@ Announcement (w2
. 102357 10.10.1@.13@ 224.02.0.18 WRRP 60 Announcement (w2
«1le459 le.le.1e.13e 224.2.0.18 WRRP 6@ Announcement (w2
.107574  10.10.18.130 224.0.8.13 VRRP £0 Announcement (v2)
+ Frame 13: 60 bytes on wire (48@ bits), 6@ bytes captured (480 bits) on interface @ -
= Ethernet II, Src: LETF-VRRP-VRID_@1 (02:20:52:00:@1:01), Dst: IPwdmcast_30 (21:00:5e:@0:08:30)
- Destination: IPwdmcast_30 (@1:00:5e:@0:08:30)
- Source: TETF-VRRP-VRID @1 (0@:00:52:00:01:01)
Type: IPv4 (@x0800)
Padding: @ooeeeaeeedd
+ Internet Protocol Wersion 4, Src: 10.18.10.138, Dst: 224.8.0.18
= Virtual Reuter Redundancy Protocal
* version 2, Packet type 1 (Advertisement)
wvirtual Rtr ID: 1
Priority: 254 (Non-default backup priority)
Addr Count: 1
uth Type: No Authentication (0)
Adver Int: 1
Checksum: @xccf@ [correct]
[Checksum Status: Good] |
@1 02 Se 20 20 32 22 @2 Se 20 QL @1 @8 @2 45 Q2 R ] - E
@@ 25 00 O 80 @2 f 70 c6 c6 Ca Oa Oa 82 €@ 80 [ p
0020 @0 12 21 @1 i @l 02 01 cc 0 @a 0a 2a 01 20 02 Y |

£ “Local Area Connection 4

N=1k3

File Edit “iew Go Capture Analyze Statistics Telephony “Wireless Tools Help
W ® RE ] == TES(|EaqaH
(W ]arp [X] +| Expression... | +
Mo, |T|ms |5uurce |Dsst|nat|un ‘Prutucul ‘Length |Ir|fu
5486 22:33:10. 928426  Ymware_34:28:36 Broadcast ARP 6@ Who has 10.18.1@.32 Tell 1@.1@.10.13@
S487 22:33:10. 3288933  Wmware_34:28:a36 Broadcast ARP @ Who has 12.10.1@.42 Tell 1@.1@.10.132
S48% 22:33:10, 929352  vmware 34:28:a6 Broadcast ARF 6@ Who has 12.1@.1@.58 Tell 1@.1@.1@.13@
5489 22:33:10. 929833  Ymware_34:28:36 Broadcast ARP 60 Who has 10.18.1@.62 Tell 1@.1@.18.138
549Q 22:33:18. 930281 Wmware 34:28:a6 Broadcast ARP 6@ Who has 12.10.1@.72 Tell 12.1@.10.132
5491 22:33:1@. 938754  Ymware_34:28:36 Broadcast ARP 6@ Who has 1@.12.1@.82 Tell 1@.1@.18.13@
5492 22:33:18.931281  Wmware_34:28:36 Eroadcast ARP 6@ Who has 10.18.10.%2 Tell 1@.1@.18.138
5493 22:33:10. 931684  Wmware 34:28:36 Broadcast ARP 6@ Who has 12.10.10.187 Tell 18.1@.12.13@2
5494 22:33:10.932127 Ymware_34:28:36 Broadcast ARP 6@ Who has 10.12.10.117 Tell 18.10.12.13@
5495 22:33:1@. 932598 Wmware_34:28:36 Broadcast ARP @ Who has 12.10.1@.122 Tell 1e.1@.12.13@2
5496 22:33:1@,. 933846  Ymware I Broadcast ARP 6@ Who has 12.12.1@.137 Tell 18.1@.12.13@
5497 22:33:1@. 933532 Wmuare 3 Broadcast ARP 6@ Who has 10.18.10.147 Tell 18.10.12.13@
5498 22:33:18. 933988 Wmware 3 Broadcast ARP @ Who has 12.10.1@.152 Tell 18.1@.12.132
5499 22:33:1@. 934453 Wmware 3 Broadcast ARP 6@ Who has 12.12.1@.167 Tell 18.12.12.13@ —
SSeQ 22:33:1@. 934997  Ymware 3 Eroadcast ARP 6@ Who has 10.19.10.177 Tell 10.19.18.13@8
S5@1 22:33:18.935358  Wmware 3 Broadcast ARP 6@ Who has 12.10.10.182 Tell 18.1@.12.13@2
9502 22:33:1@.9358489  Ymware 3 Broadcast ARP 6@ Who has 10.18.10.197 Tell 10.10.12.13@
S5@3 22:33:10. 936296  Wmware 3 Broadcast ARP @ Who has 12.10.1@.227 Tell 1e.1@.12.13@2
5585 22:33:10. 937835 Wmware 3 Broadcast ARP 6@ Who has 12.10.1@.217 Tell 10.1@.12.13@
2506 22:33:1@. 937615 Wmuare 3 Broadcast ARP 6@ Who has 10.18.10.227 Tell 10.10.12.13@
S5@F 22:33:10.9381F7  Wmware 34: Broadcast ARP @ Who has 12.10.1@.232 Tell 1e.1@.12.13@2
S5@8 22:33:1@. 935761 Wmware 34:28:36 Broadcast ARP 6@ Who has 1@.12.1@.247 Tell 12.12.12.13@ ﬂ
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[root@AutomationServer ~]# python ping arp.py

Begin emission:

Finished sending 256 packets.

*

Received 1 packets, got 1 answers, remaining 255 packets
00:0c:29:2e:d5:b9 10.10.10.1

[root@AutomationServer ~]#

[root@AutomationServer ~]# python reaaihg_pki.py
###[ Ethernet [###

dst 00:0c:29:34:28:a6
src 00:0c:29:2e:d5:b9
type IPv4
### [ IP |#4##
version 4
ihl 5
tos Ox0
len 195
id 27000
flags DF
frag 0
ttl 128
proto tcp
chksum 0x0
src 10.10.10.1
dst 10.10.10.130
\options \
###[ TCP ###
sport ftp
dport 45380
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|Header (Default Style) + }»

Savein: [ B Deskion ~ledr@

= | Expression...

o

n| Info

220-Filezilla Server 9.9.6@ beta

4 Request: USER python_test

S Response: 331 Password required for python_test

2 Request: PASS accessl23

1 Response: 230 Logged on

2 Request: SYST

8 Response: 215 UNIX emulated by FileZilla

2 Request: PASY

3 Response: 227 Entering Passive Mode (10,10,10,1,222,27)
9 Request: RETR run.sh

6 Response: 226 Successfully transferred “frun.sh®

Computer

5 Response: 150 Opening data channel for file download from server of “/run.sh™

tterface @
@:0c:29:34:28:26)

"m

llttwmk

il name: [ fip_deta peapng | Save

Save as type:

s} I
| iteshark tepdump/. . - nanosecond fpo [§
I™" Compress with & M odified tcpdump - poap [~ drugz

P - peap Imp.”.cap.gz." cap.” peap.gz.”
SuSE 6.3 tepdump - poap - dmngz .dmp.”.cap.gz;" cap;”.pcap.gz; nran]
InfoVista View capture [ Svw.g2." 5vw)

Endace ERF caplure [*erf.gz ef]

Microsaft Nethlon 1 % [".cap.g2;".cap)

Microsoft Nethon 2.x

o)

0000 9@ @c 29 34 28 a6 20 ¢
Sniffer (OS] fdc. 02" de;" rc.g2; "
2010 0 c3 5a 46 40 00 50 4 i al[ ";'Lm"l;z sylcn[ugpgl B;]nz c."8nc.g2;" enc.".cap.gz." cap)
2020 @a §2 @0 15 b de b7 ‘Smﬂellw'r\dnwxlzﬂll)([‘nalgz caz.” cap.gz” cap)
0030 L 04 29 4c 00 @0 01 §MNetwark Instruments Observer ["bir gz bh)
0240 de d8 32 32 3@ 2d 46 egovd‘ LANFva[‘M gz"i1) )
2050 53 €5 72 76 65 72 20 33unsnoon (.oap.gz”.cap.snoop.gz;” snoop)
N 7 Visual Netwarks iaffic capture )

a0 74 61 ed 0a 32 32 30 2yEE IOIAE R
2070 62 79 20 54 69 6 20 9 Tamgtch Commiien [ ol ge- ref]
0080 bd 2e 6b 6f 73 73 65 4@ 6b BY bC 65 BE m.kossel filerill

[root@AutomationServer ~1# python manipulate packets.py
##H[ IP ]###
version =4
ihl =5
tos = 0x0
len = 195
id = 27000
flags = DF
frag =0
ttl = 128
proto = tcp
chksum = None
src = 10.10.88.100
dst 10.10.88.1
\options \
#iH[ TCP 44
sport = ftp
dport = 45380
seq = 2298262710
ack = 1884773834
dataofs =8
reserved = 0
flags = PA
window = 260
chksum = None
urgptr =0

options = [('NOP', None), ('NOP', None), ('Timestamp , (40372295, 265470205))]
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. Capturing from Local Area Connection 4 =]
File Edit View Go Capture Analyze Statistics Telephony Mireless Tools Help
L RERe==FL5(|Elaqan
[ [X] ~ | Expression... | +
Ma. [ Time [ source | Destination [protocol_[Length [ 1nfa
580 @2:19:26.160188 10.1@.88.100 1@.192.88.1 FTP 209 Response: 22@-FileZilla Server 9.9.60@ beta

®

Frame 588: 209 bytes on wire (1672 bits), 289 bytes captured (1672 bits) on interface @
=-Ethernet II, Src: Vmuare 34:28:36 (00:0C:29:34:28:26), Dst: Vmuare 2e:dS:bd (00:0c:29:2e:d5:bd
#- Destination: Vmware_2e:d5:b3 (@0:@c:29:2e:d5:b3)
- Source: Vmware 34:28:a8 (80:0c:29:34:28:a8)
Type: IPv4 (0x@500)
=-Internet Protocol Version 4, Src: 12.10.88.10@, Dst: 10.12.86.1
@180 .... = Version: 4
.. @101 = Header Length: 2@ bytes (5)
® Differentiated Services Field: @x@@ (D5CP: (5@, ECN: Not-ECT)
Total Length: 195
Identification: @x6978 (27080)
# Flags: @x400@, Don't fragment
Time to live: 128

Frotocol: TCP (&
Header checksum: @xcc43 [validation disabled]

[Header checksum status: Unverified]
Source: 18.10.858.100
Destination: 10.18.88.1
Transmission Control Protocol, Src Port: 21, Dst Port: 45380, Seq: 1, Ack: 1, Len: 143
=-File Transfer Protocol (FTP)
+ 220-FileZilla Server .9.60 betaln
22@-written by Tim Kosse (tim.kosseifilezilla-project.org)in

&

220 Plesse visit https://filezilla-project.org/in
Aie224n

[Current working directory: ]

BEE 02 ea 58 64 2a @a

b4 bé 7@ 57 5d ca 5@ 18 X D pu]
08 @3 92 68 @8 47 ef d2 P h-G

2018 @@ c3 B9 78 40 00 8O 06
58 0L @@ 15 bl 44 88 fc
21 @4 5@ €9 @0 0P @1 @l

c@ fd 32 32 30 2d 46 &9
53 65 72 76 65 72 20 3@
74 6l @a 32 32 3@ 2d 77
79 2@ 54 69 6d 20 4b &F
2e &b &5f 73 73 £S5 4@ 66
2d 7@ 72 6f Ga €5 63 74
30 20 5@ Bc BS Bl 73 65
74 74 70 73 3a 2f 2f €6
2d 70 72 &f Ba 85 63 74

6C 65 Sa 69 6c 6c 61 28
2e 39 2e 36 30 20 62 65
72 69 74 74 €5 fe 20 62
73 73 65 2@ 28 74 69 6d
69 Gc £S5 7a 69 EC BC 6L
2e 6f 72 67 29 @a 32 32
20 76 69 73 69 74 20 68
69 6c 65 7a 69 6C 6C 61
2e 6f 72 67 2f @a @c 12

220-F1 leZilla

server @ .9.60 be
ta 228-u ritten b
y Tim Ko sse (tim
_kosse@f ilerilla
-project .org)-22
@ Please wisit h
ttps://f ilezills
-project .org/

=]

@ 7 Header checksum (ip.checksum), 2 bytes Packets: 1039 * Displayed: 1 (0,1%) Profile: Defaul

[root@AutomationServer ~]# python sniff_all.py

~CEther / IPv6 / UDP fe80::clec:5f5d:9e9b:c874:dhcpv6 client > ff02::1:2:dhcpv6 server / DHC
P6 Solicit / DHCP6OptElapsedTime / DHCP6OptClientId / DHCP60OptIA NA / DHCP60ptClientFQDN / D
HCP60ptVYendorClass / DHCP60ptOptReq

Ether / ARP who has 10.10.10.130 says 10.10.10.1 / Padding

Ether / ARP is at 00:0c:29:34:28:a6 says 10.10.10.130

Ether / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0 / Raw

Ether / IP / ICMP 10.10.10.130 > 10.10.10.1 echo-reply 0 / Raw

Ether / IPv6 / UDP fe80::clec:5f5d:9e9b:c874:dhcpv6 client > ff02::1:2:dhcpv6 server / DHCP6
Solicit / DHCP6OptElapsedTime / DHCP60ptClientId / DHCP60ptIA NA / DHCP60ptClientFQDN / DHC
P60ptVendorClass / DHCP60ptOptReq

Ether / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0@ / Raw
Ether / IP / ICMP 10.10.10.130 > 10.10.10.1 echo-reply 0 / Raw
Ether / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0 / Raw
Ether / IP / ICMP 10.10.10.130 > 10.10.10.1 echo-reply 0 / Raw
Ether / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0 / Raw
Ether / IP / ICMP 10.10.10.130 > 160.10.10.1 echo-reply 0 / Raw
Ether / IP / TCP 10.10.10.1:49250 > 10.10.10.130:ssh PA / Raw
Ether / IP / TCP 10.10.10.130:ssh > 10.10.10.1:49250 A
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[root@AutomationServer ~]# python sniff icmp ethO.py
Begin capturing all packets from all interfaces. send ctrl+c to terminate and print summary
~"CEther / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0 / Raw

Ether / IP / ICMP 10.10.10.130 > 10.10.10.1 echo-reply 0 / Raw
Ether / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0 / Raw
Ether / IP / ICMP 10.10.10.130 > 10.10.10.1 echo-reply 0 / Raw
Ether / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0 / Raw
Ether / IP / ICMP 10.10.10.130 > 10.10.10.1 echo-reply 0 / Raw
Ether / IP / ICMP 10.10.10.1 > 10.10.10.130 echo-request 0 / Raw
Ether / IP / ICMP 10.10.10.130 > 10.10.10.1 echo-reply 0 / Raw
None
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Chapter 18: Building a Network Scanner
Using Python

Python Console - DevNet
Django Console

Starting Nmap 7.60 (

b4

Nmap scan report for _gateway (192.168.

VIR 4

Host is up (0.010s latency).

E; \AC Address: 98:E7 I (Huawel Technologies)
Nmap scan report for 192.168.1.2
Host is up (0.26s latency).

MAC Address: FC:19: Samsung Electronics)

Nmap scan report for 192.168.1.3

Python Console - DevNet
Django Console

Host_Table

Technolo
Samsung Electro-mechanics

bile T ommunications

Samsung Electr
D-Link International
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Python Console - DevNet
Django Console

Please Enter a valid network IP address in x.x.x.x/y format

>>>

bassim:~$ nmap -p 80 www.google.com

Nmap 7.60 ://nmap.org at 2018-05-28 23:18 EET
Nmap scan report for www.google.com (172.217.19.36
Host is up (0.058s latency).

Othe suapavamamee fOor www.google.com (not scanned): 2a00:1450:4006:802::

S 172.217.19.36: ham@2s11-in-f36.1e100.net

ATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.31 seconds
bassim:~$
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Django Console

q

| IP Address |

SNMP

BGP

+ #®RHN v X

HTTPS

10.10.10.2
FTP :

RPCBIND

LDP :
SNMP

BGP

10.10.10.65

NETCONF :
FTP :
RPCBIND
HTTP :
LDP :

Python Console - DevNet

closed
closed
: closed
closed
closed

: closed

SMTP :
TELNET :

open
open

: closed

XNM-CLEAR-TEXT :
SSH :

NETCONF :

HTTP :

closed
open

: closed
filtered
filtered

: filtered
open
filtered

: filtered
SMTP :
TELNET :

open
filtered

: filtered
XNM-CLEAR-TEXT :
SSH :

HTTPS
NETCONF :

FTP :

filtered
closed

: open
closed
closed

Pull requests Issues Marketplace Explore

(¢®)) Custom domains on GitHub
Pages gain support for HTTPS
Custom domains on GitHub Pages gain
support for HTTPS.

X

View new broadcasts

_ﬁ TheNetworker

Browse activity

4 opencontrail-ci-admin pushed to Juniper/contrail-ansible-

New repository

Discover repositories

Import repository

New gist
New organization

1 commit to master

@ 3783406 re-order definitions for k8s
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Create a new repository

A repository contains all the files for your project, including the revision history.

Owner Repository name
& TheNetworker~ / My_Great_Project v
Great repository names are short and memorable. Need inspiration? How about upgraded-potato.

Description (optional)

° Public

Anyone can see this repository. You choose who can commit.

Private
You choose who can see and commit to this repository.

Initialize this repository with a README
This will let you immediately clone the repository to your computer. Skip this step if you're importing an existing repository.

Add .gitignore: None + Add a license: None > (3)

Create repository

| TheNetworker / My_Great_Project @ Unwatch~ 1 s Star 0

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings

Quick setup — if you've done this kind of thing before
or HTTPS SSH https://github.com/TheNetworker/My_Great_Project.git

We recommend every repository include a README, LICENSE, and .gitignore.
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Local History »

VCS Operations Popup... Alt+
% Commit... Ctrl+K
+ Update Project... Cerl+T

Integrate Project...
Refresh File Status
“i* Show Local Changes as UML  Ctrl+Alt+Shift+D

Git »
+ Create Patch...

Apply Patch...

Apply Patch from Clipboard...
&, Shelve Changes...

Checkout from Version Control

»
Import into Version Control » Import into CVS...
Browse VCS Repository » Create Git Repository...

Sync Settings > Import into Subversion...
Create Mercurial Repository
® Share Project on GitHub
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Create Git Repository

Select directory where the new Git repository will be created.

Hide path

My CV-B

My Wallpapers-Very Selective-B

Network Notes

OneNote

Packt

EnterpriseAutomationProject

idea
Chapter10_Running_system_administration_tasks with_
Chapter11_Generating_System_Reports
Chapter12_Interacting with_database
Chapter13_Ansible for system_administration
Chapter14 Creating_and_managing VMWare virtual _me
Chapter15_Interacting with_openstack API
Chapter16_Automating AWS_with_python_and BOTO3
Chapter17 _using SCAPY framework

ter18 building network scanner with python
Drag and drop a file into the space above to quickly locate it in the tree

“ ‘ Cancel ‘ ‘ Help

[155 ]



New »

a6 Cut Ctrl+X
= Copy Ctrl+C
Copy Paths Ctrl+Shift+C
Copy Relative Paths Ctrl+Alt+Shift+C
E Paste Ctrl+v
= Jump to Source
Inspect Code...
Refactor »
Clean Python Compiled Files
Add to Favorites »
Delete... Delete Commit File
P Run 'scan_using_subprocess' Ctrl+Shift+F10 Add
# Debug 'scan_using_subprocess' Annotate
% Run 'scan_using_subprocess' with Coverage Show Current Revision
©p Profile 'scan_using_subprocess’ Compare with the Same Repository Version
55 Concurrency Diagram for 'scan_using_subprocess' Compare with...
# Create 'scan_using_subprocess'... Compare with Branch...
Show in Files Show History
Openin terminal Show History for Selection
Local History » 5 Revert... Ctrl+Alt+Z
Git » Repository »
(5 Synchronize selected files
File Path Ctrl+AlE+F12
#% Deployment »

® Create Gist...
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Name URL 4

/media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject/Chapter18_building_network_scanner_with_python
AutomationScripts
GitLab-Public-Automa Define Remote in /media/bassim/DATA/GoogleDrive/Packt/EnterpriseAutomationProject/Chapter18_building_network_scanner_with_python © |git

Name: My_Great_Project

URL: | https://github.com/TheNetworker/My_

 E=m
,i—(;;;,etho,py | “ Cancel -
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Commit Changes

»* O % - 5% %< Changelist: Default Git
a /rned|a/ba55|m/D.ATA/Googl.eDrlvel — - Author:  Basim <basim.alyy@gmail.com>
Packt/EnterpriseAutomationProject/Chapter18_building_network_scanner_with_python
v il scan_for_routers.py [_] Amend commit

» scan_using_subprocess.py
< scan_using_subprocess_report.py
] b= Scripts/AutomationScripts
[] Unversioned Files

["] Sign-off commit

Before Commit

New: 3 of 19 Modified: 0 of 16 Unversioned: 0 of 6 (L] Reformat code
. [ Rearrange code

Commit Message
Creating a great project and push it to GitHub for Enterprise Automation
Book

[ Optimize imports

[) Perform code analysis

Check TODO (Show All) Configure
] Cleanup

After Commit
Upload Files to:

(none) [ - "

~ Diff

~J

4+ ¥ # Side-by-side viewer Do notignore Highlight lines *
Your version

__author__
__ EMAIL__ " i @gmail.com"”

prettytable PrettyTable
subprocess
re

SHGNC NN WV RNV C e

get_port_status(port,data):
Do 2 — e '

() Push successful
/media/bassim/DATA/GoogleDrive/Packt/Enterprise

AutomationProject/Chapter18_building_network_sca. ~

2. Event Log 5 3: Python Console
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J TheNetworker / My_Great_Project @ Unwatch~ 1 s Star 0  YFork 0

<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings
No description, website, or topics provided. Edit
Add topics
D 1 commit 1 branch © 0 releases 22 1 contributor
Branch: master v New pull request Create new file = Upload files  Find file Clone or download >
“é_ TheNetworker Creating a great project and push it to GitHub for Enterprise Automat... - Latest commit a4a6f70 3 minutes ago
[E) scan_for_routers.py Creating a great project and push it to GitHub for Enterprise Automat... 3 minutes ago
[E) scan_using_subprocess.py Creating a great project and push it to GitHub for Enterprise Automat... 3 minutes ago
[) scan_using_subprocess_report.py Creating a great project and push it to GitHub for Enterprise Automat... 3 minutes ago
Help people interested in this repository understand your project by adding a README. Add a README
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