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Abstract

The notion of deniable authentication protocol was in-
troduced in 1998 by Dwork et al. [11] and Aumann and
Rabin [1, 2] independently. As a new cryptographic au-
thentication protocol, a deniable authentication protocol
enables an intended receiver to identify the source of a
given message without being able to prove the identity of
the sender to a third party. Over the past years, many
deniable authentication protocols have been proposed. In
this paper, we would like to present a universal encrypted
deniable authentication protocol from any public key en-
cryption scheme. Provided that the public key encryption
scheme is secure, a secure deniable authentication proto-
col can be directly derived.

Keywords: Authentication protocol, deniable authentica-
tion protocol, public key encryption

1 Introduction

The notion of deniable authentication protocol was in-
troduced in 1998 by Dwork et al. [11] and Aumann and
Rabin [1, 2] independently. As a new technique compared
with the traditional authentication protocols, it has the
following two characteristics:

1) It enables an intended receiver to identify the source
of a given message just like the traditional authenti-
cation protocol.

2) However, the intended receiver cannot prove to any
third party the identity of the sender.

Just due to these two characteristics, deniable authen-
tication protocol can help the sender control who is able to
authenticate his messages and who cannot, which there-
fore becomes a solution to the special requirements for
practical applications, such as being used to solve the
coercion problem in electronic voting systems and con-
structing a secure electronic negotiation system in elec-
tronic commerce [1, 2, 11].

Over the past years, many researchers have done deep
researches on deniable authentication protocol [1, 7, 10,

11, 14, 16, 17, 18, 19, 23, 27, 28, 29, 30, 31]. Dwork
et al. [11] developed a deniable authentication proto-
col based on concurrent zero-knowledge proof. However,
their protocol suffers from a time constraint, and the proof
of knowledge is subject to a time delay during the au-
thentication process. Aumann and Rabin [1] proposed
another deniable authentication scheme based on the fac-
toring problem. Lately, Deng et al. [10] also developed
two deniable authentication protocols based on factoring
and discrete logarithm problems, respectively. However,
these schemes of Deng et al. [10] and Aumann-Rabin
[1] both need a public directory which is trusted by the
sender and the receiver. In 2002, to solve this problem,
Fan et al. [14] proposed a simple deniable authentication
protocol based on the Diffie-Hellman [9] key distribution
protocol. More recently, other deniable authentication
protocols have been presented [18, 28, 30, 31]. In addi-
tion to these interactive deniable authentication proto-
cols, several non-interactive deniable authentication pro-
tocols also have been proposed [7, 16, 17, 19, 23, 27, 29].

In this paper, we would like to present a universal de-
niable authentication protocol from any public key en-
cryption scheme. Only if these exists a secure public key
encryption scheme Π, such as RSA [25], ElGamal [12],
Identity-based encryption [4], we can directly derive a se-
cure encrypted deniable authentication protocol from Π.

The rest of this paper is organized as follows. In the
next section, we first briefly review some preliminarily
work, namely some used notations and public key encryp-
tion. Then, we formalize the definition of the universal
encrypted deniable authentication protocol and its secu-
rity notions in Section 3. In Sections 4 and 5, we present
the universal encrypted deniable authentication protocol
(UEDAP) from any public key encryption with a precise
security treatment and efficiency analysis. And in Section
6, we give some examples of UEDAP. Finally, we draw our
conclusion in Section 7.
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2 Preliminaries

2.1 Notations

Throughout this paper, if x is a string then |x| denotes
its length, and if S is a set then |S| denotes its size. We
denote by N the set of positive integers, and the integer
k ∈ N denotes the security parameter. We say a function
ǫ(k) : N 7→ [0, 1] is negligible if for all α > 0, ǫ(k) <
1/kα for all sufficiently large k [20]. Assume that A is
a probabilistic algorithm that runs in polynomial time
with respect to the security parameter k. Then we denote
z ← A(x, y, · · · ) as the operation of runningA with inputs
x, y, · · · and output z, z ← A(x, y, · · · ,O1,O2, · · · ) as the
operation of running A with inputs x, y, · · · , accesses to
oracle O1,O2, · · · and output z. Furthermore, we denote
⊥ as no oracle.

2.2 Public Key Encryption

In this subsection, we recall the formal definition for pub-
lic key encryption schemes, together with the security no-
tions.

Definition 1. A public key encryption scheme Π =
(KGen,Enc,Dec) consists of the following three
polynomial-time (in k) algorithms:

• The key generation algorithm – KGen: On input 1k

(unary representation of k), the algorithm KGen pro-
duces a pair (pk, sk) of matching public and private
keys. Algorithm KGen is probabilistic.

• The encryption algorithm – Enc: Given a message
m and a public key pk, Enc produces a ciphertext
c = Π(m) of m. This algorithm may be probabilistic.

• The decryption algorithm – Dec: Given a ciphertext
c = Π(m) and the private key sk. Dec(sk, c) gives
back the plaintext m. This algorithm is necessarily
deterministic.

In addition, for every pair (pk, sk) generated by
KGen(1k), algorithms Enc and Dec satisfy

Pr[Dec(sk,Enc(pk, m)) = m] = 1,

where the probability is taken over the internal coin tosses
of algorithm Enc and Dec.

Adversarial goals. The basic security notion required
from a public key encryption scheme is the one-wayness
(OW), which roughly means that one can’t recover the
whole plaintext from a given ciphertext.

Definition 2 (One-Wayness). A public key encryption
scheme Π = (KGen,Enc,Dec) is said to be one-way
if for all probabilistic polynomial time algorithms A, for
every α > 0 and sufficiently large k,

Pr[A(pk, c) = Dec(sk, c) = m] <
1

kα
,

where c = Π(m) ← Enc(pk, m), (pk, sk) ← KGen(1k)
and m is any message in message space.

A stronger security notion for a public key encryption
scheme is the so-called semantic security (a.k.a. indistin-
guishability (IND) of encryption) [15]. This security no-
tion requires computational impossibility to distinguish
between two messages chosen by an adversary, which one
has been encrypted, with a non-negligible probability bet-
ter than 1/2.

Definition 3 (Semantic Security). A public key en-
cryption scheme Π = (KGen,Enc,Dec) is said to be
semantic security if for all probabilistic polynomial time
algorithms A, for every α > 0 and sufficiently large k,

Pr[A(pk, m0, m1, c) = m] <
1

2
+

1

kα
,

where (m0, m1) is chosen by A, m ← {m0, m1}, c =
Π(m)← Enc(pk, m), (pk, sk)← KGen(1k).

Adversarial models. Currently, there are several
types of attacks models for public key encryption, namely
the chosen-plaintext attack (CPA), non-adaptive chosen-
ciphertext attacks (CCA1) [21] and adaptive chosen-
ciphertext attacks (CCA2) [24]. In a CPA, an adversary
can access an encryption oracle. This scenario clearly
cannot be avoided. In a CCA1, an adversary also can ac-
cess a decryption oracle before being given the challenge
ciphertext. While in a CCA2, an adversary can access a
decryption oracle before and after being challenged; and
the only restriction for him is that he cannot feed the
oracle with the challenge ciphertext himself. This is the
strongest known attack scenario.

Security levels are usually defined by pairing each
goal (OW, IND) with an attack model (CPA, CCA1 or
CCA2); i.e., OW-CPA, OW-CCA1, OW-CCA2; IND-CPA,
IND-CCA1 and IND-CCA2. Among each security level,
the following relations are satisfied.

OW-CPA ←− OW-CCA1←− OW-CCA2

↑ ↑ ↑

IND-CPA ←− IND-CCA1←− IND-CCA2

Definition 4 (OW-ATK). Let Π = (KGen,Enc,Dec)
be a public key encryption scheme and let A = (A1,A2) be
any probabilistic polynomial time algorithm. For ATK ∈
{CPA, CCA1, CCA2}, under sufficiently large k, let define

SuccOW-ATK

A,Π := Pr









(pk, sk)← KGen(1k);
s← A1(pk,O1)
c = Enc(pk, m) :
A2(s, c,O2) = m









,

where s is A’s inner statement information, O1,O2 are
oracles that A can access. According to each attack,
O1,O2 are defined as follows:
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• If ATK = CPA then O1(·) = ⊥ and O2(·) = ⊥;

• If ATK = CCA1 then O1(·) = Dsk(·) and O2(·) = ⊥;

• If ATK = CCA2 then O1(·) = Dsk(·) and O2(·) =
Dsk(·).

Here a limitation is that A2 is not allowed to make access
to decryption oracle with the challenge c itself as a query.
We say that Π is (t, qD, ǫ)-secure if for every adversary A
that runs at most in time t, achieving SuccOW-ATK

A,Π (k) < ǫ,
where qD is the query times on decryption oracle Dsk(·).

Definition 5 (IND-ATK). Let Π = (KGen,Enc,Dec)
be a public key encryption scheme and let A = (A1,A2) be
any probabilistic polynomial time algorithm. For ATK ∈
{CPA, CCA1, CCA2}, under sufficiently large k, let define

AdvIND-ATK

A,Π := 2×Pr













(pk, sk)← KGen(1k);
(m0, m1, s)→ A1(pk,O1);

b
R
←− {0, 1};

c = Enc(pk, mb) :
A2(m0, m1, s, c,O1) = b













−1,

where s is A’s inner statement information, O1,O2 are
oracles that A can access. According to each attack,
O1,O2 are defined as follows:

• If ATK = CPA then O1(·) = ⊥ and O2(·) = ⊥;

• If ATK = CCA1 then O1(·) = Dsk(·) and O2(·) = ⊥;

• If ATK = CCA2 then O1(·) = Dsk(·) and O2(·) =
Dsk(·).

Here a limitation is that A2 is not allowed to make
access to decryption oracle with the challenge c itself as
a query. We say that Π is (t, qD, ǫ)-secure if for ev-
ery adversary A that runs at most in time t, achieving
AdvIND-ATK

A,Π (k) < ǫ, where qD is the query times on de-
cryption oracle Dsk(·).

Remark. The above security notion is defined in the
standard model. In the random oracle model [5], one
should think A = (A1,A2) is also allowed to make access
to random oracle OH . To date, the strongest security no-
tion for public key encryption is IND-CCA21. In the stan-
dard model, the typical IND-CCA2 public key encryption
scheme is Crame-Shoup scheme [8]; and the typical IND-

CCA2 public key encryption schemes in the random oracle
model include OAEP [6] and others [13, 22]. Identity-
based public key cryptography is a paradigm introduced
by Shamir to simplify key management and remove the
necessity of public key certificates [26]. To achieve this,
the user’s public key should be an information which can
directly identify him in a non ambiguous way, such as
e-mail address, IP address. The first practical identity
based encryption scheme (IBE) was found by Boneh and

1Non-malleability against adaptive chosen-ciphertext attacks
(NM-CCA2) is another strongest security notions, which has been
proved to be equivalent to IND-CCA2 in [3].

Franklin in 2001 [4]. Using Fujisaki-Okamoto transforma-
tion [13], the IBE can be converted to IND-CCA2 secure
under adaptive chosen identity attack.

3 Model for Universal Encrypted

Deniable Authentication Proto-

col

In this section, we model the universal encrypted deniable
authentication protocol. First, we define the protocol par-
ticipants as follows.

Protocol Participants. We fix a nonempty set P =
{P0,P1, · · · ,Pn} of principals. Each principal Pi ∈ P
is a peer entity and named by the fixed length string
Pi. Assume that a secure public key encryption Π =
(KGen,Enc,Dec) is employed in the system, then each
principal Pi is armed with a pair of public key and private
key (pki, ski) conformed to Π.

Executing The Protocol. Formally, an encrypted
deniable authentication protocol is just a probabilistic al-
gorithm taking strings to strings. This algorithm deter-
mines how instances of the principals behave in response
to messages from the system. We should take notice that
each principal Pi may be running many instances. Then,
we call each instance j of principal Pi as an oracle, and we
denote it as ∐j

Pi
. In addition, we denote sidj

Pi
as the ses-

sion identifier of a particular instance ∐j
Pi

. If two session

identifers sidj
Pi

and sidv
Pu

are equal, we say two instances

∐j
Pi

and ∐v
Pu

are partnered.

During the encrypted deniable authentication proto-
col, assume that two principals P0, P1 are partnered, who
act as the sender and the intended receiver, respectively.
An instance ∐i

P0
of P0 speaks first, producing some en-

crypted information on message m, Flow-1. The parntered
instance ∐j

P1
of P1 responds with a message of its own,

Flow-2, intended for P0’s instance ∐i
P0

which sent Flow-

1. Finally, P0’s instance ∐i
P0

returns Flow-3, intended for
Flow-2. As a result, the mutual authentication between
P0 and P1 is executed, and the deniable authentication
message m securely flows to the intended receiver P1.

Definition of Security. The definition of security for
encrypted deniable authentication protocol requires

• Deniablity: Consider the following two games.
In one game, a normal protocol execute is run
between P0 and P1. The output of this game
is the transcripts (Flow-1, Flow-2, Flow-3). In the
other game, only the intended receiver P1 in-
volves in the protocol, and the output is the tran-
scripts (Flow-1’, Flow-2’, Flow-3’). By deniablity,
(Flow-1’, Flow-2’, Flow-3’) should be computationally
indistinguishable from (Flow-1, Flow-2, Flow-3).

• Confidentiality: Consider the following game. As-
sume that A is an adversary, who is sitting in
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the middle of P0 and P1, and can freely inter-
cept all transcripts between P0 and P1 in the sys-
tem. The security level of confidentiality is rely-
ing on its employed public key encryption scheme
Π. If Π is G-ATK secure, where G ∈ {OW, IND},
ATK ∈ {CPA, CCA1, CCA2}, then the protocol is
also G-ATK secure. For example, if the public key
encryption scheme Π is IND-CCA2 secure, then an
adversary A intercepts all transcripts between P0

and P1 and queries the decryption oracle Odk(·) on
some transcripts in the system. In the end, for some
non-queried transcript Flow-1, which is encrypted one
message mb, b ∈ {0, 1}, from two messages (m0, m1)
chosen by A, A guesses b′ ∈ {0, 1}. If b′ = b, A
wins the game. We define the advantage of A as
Adv(A) := 2 Pr[b = b′]− 1. If Adv(A) is negligible,
then the encrypted deniable authentication protocol
satisfies the confidentiality.

• Mutual Authentication: After the transcripts
(Flow-1, Flow-2, Flow-3) have successfully flowed,
both P0 and P1 can authenticate each other, but
can’t prove the identity to a third party.

4 Universal Encrypted Deniable

Authentication Protocol

In this section, we present our universal encrypted deni-
able authentication protocol UEDAP. The description of
UEDAP is as follows.

Let Π = (KGen,Enc,Dec) be a secure public key en-
cryption scheme and H(·) be a cryptographic hash func-
tions. Assume that the sender P0 wants to send a de-
niable authentication message m to an intended receiver
P1, they execute the UEDAP by running the following
steps. See Figure 1.

• P0 → P1: P0 first chooses a random number r0, then
uses P1’s public key pk1 to encrypt Π(P0‖m‖r0) =
Enc(pk1,P0‖m‖r0). In the end, P0 sends Flow-

1=[Π(P0‖m‖r0)] to the intended receiver P1.

• P1 → P0: After receiving Flow-1=[Π(P0‖m‖r0)],
P1 uses his private key sk1 to recover P0‖m‖r0 =
Dec(sk1, Π(P0‖m‖r0)). Then, P1 chooses another
random number r1 and uses P0’s public key pk0 to
encrypt Π(P1‖r1‖r0) = Enc(pk0,P1‖r1‖r0). In the
end, P1 sends Flow-2=[Π(P1‖r1‖r0)] to the sender
P0.

• P0 → P1: Upon receiving Flow-2=[Π(P1‖r1‖r0)],
P0 uses his private key sk0 to recover P1‖r1‖r0 =
Dec(sk0, Π(P1‖r1‖r0)). P0 checks the validity of
r0. If so, P1 is authenticated; otherwise termi-
nates the protocol. Once P1 is valid, P0 computes
h = H(P0‖r1) and sends Flow-3=[h] to P1. P1 checks

whether h
?
= H(P0‖r1). If so, the deniable authenti-

cation message m is accepted; otherwise rejected.

5 Security and Efficiency

In this section, we mainly discuss the security of
the universal encrypted deniable authentication protocol
UEDAP and analyze its efficiency.

5.1 Security

Theorem 1. The universal encrypted deniable authenti-
cation protocol UEDAP is deniable.

Proof. To prove that the proposed UEDAP is deniable,
we should show that the intended receiver P1 can create
indistinguishable transcripts (Flow-1’, Flow-2’, Flow-3’)
himself.

Transcripts Simulation: The intended receiver P1

can produce the transcripts (Flow-1’, Flow-2’, Flow-3’) in-
tended for himself, by performing the followings: Choose
two random numbers r0, r1; compute Flow-1’, Flow-2’ and
Flow-3’ as

Flow-1’ : Π(P0‖m‖r0) = Enc(pk1,P0‖m‖r0);

Flow-2’ : Π(P1‖r1‖r0) = Enc(pk0,P1‖r1‖r0);

Flow-3’ : h = H(P0‖r1).

Clearly, (Flow-1’, Flow-2’, Flow-3’) is indistinguishable
from the transcripts (Flow-1, Flow-2, Flow-3) interactively
generated by the sender P0 and the intended receiver P1.
Therefore, the proposed UEDAP is deniable.

Theorem 2. The universal encrypted deniable authenti-
cation protocol UEDAP satisfies the confidentiality, pro-
vided that the employed public key encryption scheme Π
is secure.

Proof. In our proposed universal encrypted deniable au-
thentication protocol UEDAP, the transcripts Flow-1 and
Flow-2 are encrypted by using a G-ATK secure pub-
lic key encryption scheme Π, where G ∈ {OW, IND},
ATK ∈ {CPA, CCA1, CCA2}. Therefore, based upon the
employed G-ATK secure public key encryption scheme Π,
the corresponding security level of the confidentiality of
the proposed UEDAP follows.

Theorem 3. The universal encrypted deniable authenti-
cation protocol UEDAP provides the mutual authentica-
tion.

Proof. In our proposed UEDAP, since the public key en-
cryption Π is secure, after P0 encrypts a random number
r0 to Flow-1, only the intended receiver P1 can know the
random number r0. Therefore, when P1 returns r0 to P0

by using Flow-2, P0 can authenticate the intended receiver
P1. For analogous reasons, P1 also can authenticate the
sender P0. Therefore, the mutual authentication between
P0 and P1 is provided.
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Sender P0 (pk0, sk0) Receiver P1 (pk1, sk1)

nonce r0

Π(P0‖m‖r0)← Enc(pk1,P0‖m‖r0) Π(P0‖m‖r0)
−−−−−−−−−−−−→

P0, m, r0 ← Dec(sk1, Π(P0‖m‖r0))

nonce r1

Π(P1‖r1‖r0)
←−−−−−−−−−−−−

Π(P1‖r1‖r0)← Enc(pk0,P1‖r1‖r0)

P1, r1, r0 ← Dec(sk0, Π(P1‖r1‖r0))

check r0

h = H(P0‖r1) h−−−−−−−→
check h

?
= H(P0‖r1)

Figure 1: Universal encrypted deniable authentication protocol

5.2 Efficiency

In this subsection, we briefly discuss the computation
overhead and communication overhead in the proposed
UEDAP. To estimate the computation overhead, the fol-
lowing notations are used: TE denotes the required time
for encryption operation; TD denotes the required time for
decryption operation; and TH denotes the required time
for hash function operation. Then, we can see the sender
P0 requires TE+TD+TH, and the receiver P1 also requires
TE + TD + TH. If the public key encryption scheme Π can
be online/offline executed, then the efficiency can be im-
proved by pre-computation. Assume that the length of
ciphertext is |Π(·)| and the length of hash value is |H(·)|.
Then, the sender P0 totally sends |Π(·)|+ |H(·)| bits and
the intended receiver sends |Π(·)| bits.

We summarise in Table 1 the detailed computation
overhead and communication overhead of the proposed
UEDAP. From the table, we can see that the efficiency
of UEDAP relies on the employed public key encryption
scheme Π.

6 Examples of UEDAP

In this section, we exemplify three universal encrypted
deniable authentication protocol based on the RSA cryp-
tosystem [25], the ElGamal cryptosystem [12] and the IBE
[4].

6.1 RSA Cryptosystem Based Deniable

Authentication Protocol

Initialization:

• Let H(·) be a cryptographic hash function. Given se-
curity parameter k, the sender P0 initializes his pub-
lic key and private key pair (pk0 := (n0, e0), sk0 :=
(n0, p0, q0, d0)), where n0 = p0q0, e0 · d0 ≡ 1 mod
(p0 − 1)(q0 − 1), |p0| = |q0| = k/2, and p0, q0 are
Blum integers (i.e., p0, q0 ≡ 3 mod 4).

• The intended receiver P1 initializes his public key
and private key pair (pk1 := (n1, e1), sk1 :=
(n1, p1, q1, d1)), where n1 = p1q1, e1 · d1 ≡ 1 mod
(p1 − 1)(q1 − 1), |p1| = |q1| = k/2, and p1, q1 are
Blum integers (i.e., p1, q1 ≡ 3 mod 4).

Protocol Running:

• P0 → P1: P0 first chooses a random number r0, then
uses P1’s public key pk1 to encrypt

c0 = (P0‖m‖r0)
e1 mod n1.

In the end, P0 sends Flow-1=[c0] to the intended re-
ceiver P1. We assume that P0||m||r0 is in Zn1

.

• P1 → P0: After receiving Flow-1=[c0], P1 uses his
private key sk1 to recover

cd1

0
= (P0‖m‖r0)

e1d1 = P0‖m‖r0 mod n1.

Then, P1 chooses another random number r1 and
uses P0’s public key pk0 to encrypt

c1 = (P1‖r1‖r0)
e0 mod n0.

In the end, P1 sends Flow-2=[c1] to the sender P0.

• P0 → P1: Upon receiving Flow-2=[c1], P0 uses his
private key sk0 to recover

cd0

1
= (P1‖r1‖r0)

e0d0 = P1‖r1‖r0 mod n0.

P0 checks the validity of r0. If so, P1 is authenticated;
otherwise terminates the protocol. Once P1 is valid,
P0 computes h = H(P0‖r1) and sends Flow-3=[h] to
P1. P1 checks whether

h
?
= H(P0‖r1).

If so, the deniable authentication message m is ac-
cepted; otherwise rejected.
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Table 1: Computation overhead and communication overhead
Computation overhead Communication overhead
P0 P1 P0 P1

P0 → P1 TE |Π(·)| bits
P1 → P0 TD + TE |Π(·)| bits
P0 → P1 TD + TH TH |H(·)| bits

6.2 ElGamal Cryptosystem Based Deni-

able Authentication Protocol

Initialization:

• Let H(·) be a cryptographic hash function. Given
security parameter k, a trusted authority generates
system parameters (p, g, q) where |p| = k, q|p − 1,
and # < g >= q.

• The sender P0 initializes his public key and pri-
vate key pair (pk0 := (y0), sk0 := (x0)), where
y0 = gx0 mod p, x0 ∈ Z∗

q .

• The receiver P1 initializes his public key and pri-
vate key pair (pk1 := (y1), sk1 := (x1)), where
y1 = gx1 mod p, x1 ∈ Z∗

q .

Protocol Running:

• P0 → P1: P0 first chooses two random number r0, r
′
0,

then uses P1’s public key pk1 to encrypt

c0 =
〈

A0 = gr′

0 mod p, B0 = y
r′

0

1
· (P0‖m‖r0) mod p

〉

.

In the end, P0 sends Flow-1=[c0] to the intended re-
ceiver P1. We assume P0||m||r0 is in group Zp.

• P1 → P0: After receiving Flow-1=[c0], P1 uses his
private key sk1 to recover

B0

Ax1

0

=
y

r′

0

1
· (P0‖m‖r0)

gr′

0
x1

=
gr′

0
x1 · (P0‖m‖r0)

gr′

0
x1

= P0‖m‖r0 mod p.

Then, P1 chooses another random number r1, r
′
1 and

uses P0’s public key pk0 to encrypt

c1 =
〈

A1 = gr′

1 mod p, B1 = y
r′

1

0
· (P1‖r1‖r0) mod p

〉

.

In the end, P1 sends Flow-2=[c1] to the sender P0.
We assume P1||r1||r0 is in group Zp.

• P0 → P1: Upon receiving Flow-2=[c1], P0 uses his
private key sk0 to recover

B1

Ax0

1

=
y

r′

1

0
· (P1‖r1‖r0)

gr′

1
x0

=
gr′

1
x0 · (P1‖r1‖r0)

gr′

1
x0

= P1‖r1‖r0 mod p.

P0 checks the validity of r0. If so, P1 is authenticated;
otherwise terminates the protocol. Once P1 is valid,
P0 computes h = H(P0‖r1) and sends Flow-3=[h] to
P1. P1 checks whether

h
?
= H(P0‖r1).

If so, the deniable authentication message m is ac-
cepted; otherwise rejected.

6.3 IBE Based Deniable Authentication

Protocol

Initialization:

• Let H(·) be a cryptographic hash function. Given
security parameters k, l, the PKG chooses groups G1

and G2 of prime order q > 2k, a generator P of G1,
a bilinear map e : G1 ×G1 → G2 and hash functions
H : {0, 1}∗ → G1 and G : G2 → {0, 1}l. It chooses a
master secret s ∈R Z

∗
q and computes Ppub = sP ∈ G1

that is made public.

• By the PKG, the sender P0 obtains his public key
and private key pair (pk0 := P0, sk0 := sH(P0)).
Similarly, the receiver P1 obtains his public key and
private key pair (pk1 := P1, sk1 := sH(P1)).

Protocol Running:

• P0 → P1: P0 first chooses two random number r0, r
′
0,

then uses P1’s public key pk1 to encrypt

c0 =

〈

A0 = r′0P,

B0 = G(e(Ppub,H(P1))
r′

0)⊕ (P0‖m‖r0)

〉

.

In the end, P0 sends Flow-1=[c0] to the intended re-
ceiver P1. We assume P0||m||r0 is in Z2l .

• P1 → P0: After receiving Flow-1=[c0], P1 uses his
private key sk1 to recover

B0 ⊕ G(e(A0, sH(P1))) = P0‖m‖r0.

Then, P1 chooses another random number r1, r
′
1 and

uses P0’s public key pk0 to encrypt

c1 =

〈

A1 = r′1P,

B1 = G(e(Ppub,H(P0))
r′

1)⊕ (P1‖r1‖r0)

〉

.

In the end, P1 sends Flow-2=[c1] to the sender P0.
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• P0 → P1: Upon receiving Flow-2=[c1], P0 uses his
private key sk0 to recover

B1 ⊕ G(e(A1, sH(P0))) = P1‖r1‖r0.

P0 checks the validity of r0. If so, P1 is authenticated;
otherwise terminates the protocol. Once P1 is valid,
P0 computes h = H(P0‖r1) and sends Flow-3=[h] to
P1. P1 checks whether

h
?
= H(P0‖r1).

If so, the deniable authentication message m is ac-
cepted; otherwise rejected.

Remark. Using OAEP technique [6] or the Fujisaki-
Okamoto transformation [13], the above three protocols
can be easily converted to IND-CCA2 secure.

7 Conclusions

A deniable authentication protocol allows a sender to
transfer an authenticated message to an intended receiver
in such a way the intended receiver can identify the source
of a message without being able to prove the identity of
the sender to a third party. In this paper, we investigate
the construction of unverisal encrypted deniable authen-
tication protocol from any public key encryption scheme,
such as RSA [25], ElGamal [12], IBE [4]. By considering
both security and efficiency, we conclude that the univer-
sal encrypted deniable authentication protocol is practi-
cal.
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